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ARBTG5
* ID /T 500001 F| 504002 2 [A A6, 451 11
* ID /T 505001 %) 520025 2 [A R, 455 1

ID 4)-F 500001 %I 504002 = |5] BY5E 2

500001

500002

500003

AREALA 1D /T 500001 2] 504002 22 8] (1914 L

glﬂ%?ﬁ%\ SASA-5-500001: ActiveX content in java script is modified: src src ip dest dest ip

on interface interface name

BA: £ ASAFEFISNE GIJE Java () TIE ActiveX) I, 1EAALREE (F Java BEIAS - H B
Java/ActiveX N %

BIAIRIE: BRI TAEATERAE .

g’l;&;ﬁ.%\ $ASA-5-500002: Java content in java script is modified: src src ip dest dest ip

on interface interface name

RBA: F ASAR SRS Gk Java (80) iT¥E ActiveX) ), iERILRBEIE Java JEIAS A HUER
Java/ActiveX N %

BIRIIRAE: KT A .

‘éw:e”}iéi,% $ASA-5-500003: Bad TCP hdr length (hdrlen=bytes , pktlen=bytes ) from source address
/source port to dest address /dest port , flags: tcp flags , on interface interface name

F 4t H 77 2 500001-520025 .
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500004

500005
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WERR: TCP H RS K BEAIE A o SRS R G AE M N 45 [7) CUAS FH S IR E B SR I ey E A ik
P TCP E'E (RST). U/ w2 iRE B3 ASASMERAY FTP MR 45-#%, 1 FTP IR&#s - Am0r, &
HK R I%L RST. HEEEFRAE RS RIE N TCP LK BEAIEM, wia FEUL . UDP Al ICMP ¥ 1
ANATIEN R

TCPHCLK W RER I E N THR B K, X FEUEMm A R MRS RS A R4
AT HCE R L IE G ORIF 2 Bilan, RS Re W ner | B NAEY T 4 GB 2idl . ey Sl H 1R
DL

BILHIERAE: LR RATE AT

gl;&‘;ﬁ.% $ASA-4-500004: Invalid transport field for protocol=protocol , from source address

/source port to dest address /dest port

WA A T IR g, SErR s 1 8% H v 1145 2 . TCP (1) protocol {E4 6, 1
UDP ¥4 17,

BRYIRAE: WRUX L RDRAEAE, T X AR B OB

HiRiHE %ASA-3-500005: connection terminated for protocol from in ifc name :src_adddress
/src_port to out ifc name :dest address /dest port due to invalid combination of inspections

on same flow. Inspect inspect name is not compatible with filter filter name .
WA S AN SOV T R I I G 2 TR U A/ B EA A 5 2 AN DE AR DI REDLIC -
* protocol - EFAS (M B
* in_ifc_name - N LR
* src_address - R I 1P Hodik
* src_port - RN
* out_ifc_name - %irth e 114 FK
* dest_address - ¥ H 1 TP Hihik
* dest_port - AL T H (135 1
* inspect_name - Kyl B IE S D Re 44 FR
* filter name - I JELRINBESAFR
EIBYRIE: #F class-map. policy-map. service-policy FI/Z¥, filter iy 2 HC %, XULHlE S5 H
(ARSI 0 /B0 B 4 T R R UL IC o 2 (RS AN 8 88 DO e 2 5 R U 4 R s
*  « inspect http [http-policy-map] /5 filter url F1/5X filter java Fl/5L filter activex iy 2R
* inspect ftp [ftp-policy-map] F1/Z¥ filter ftp v 21734
o A AT HoA inspect v 25X filter i 4[] filter https iy 2 4 TR

B T ITANAL S, AT Ay S AbAS IR/ L 8 5 D REAL A B Ak

. F 4t H 77 2 500001-520025
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so1101 ]

501101
$EIRIH B sASA-5-501101: User transitioning priv level
WERR: i AR 20 B
BIBIRIE: BT HATAE TR

502101

gl;&“;ﬁ,%\ $ASA-5-502101: New user added to local dbase: Uname: user Priv: privilege level

Encpass: string
YRR RGO ORI Aidsk, ISR A4 ARG AN Y .
BIBIRIE: BT PATAT TR

502102

gl%‘;‘ﬁ,% $ASA-5-502102: User deleted from local dbase: Uname: user Priv: privilege level

Encpass: string
YRR Al CMER, LRSS A4 L BRI 6 .
BIBIRAIE: BT PATAE TR

502103

gi;&“;ﬁ,%\ $ASA-5-502103: User priv level changed: Uname: user From: privilege level To:

privilege level
YRR IR S0 LS
BIBIRIE: LW PATAE TR

gi;iﬁ,%\ $ASA-5-502111: New group policy added: name: policy name Type: policy type
WRA: /1 group-policy CLI fir & H & T 415505

* policy name - ZH 5l 44 Fx
* policy_type - P B~k

BILRIRAE: LR RATE AT

gi;iﬁ,%\ $ASA-5-502112: Group policy deleted: name: policy name Type: policy type

WAA: L group-policy CLI iy 2 MHIBR 4L 50
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B 503001

* policy name - 2| 50 44 Fx
* policy_type - P BERARS

BIRYIRAE: WAL T34

503001

%E%iﬁf% %$ASA-5-503001: Process number, Nbr IP address on interface name from string to

string , reason

WLAR: > OSPFv2 Al O OIRAS o il S Ut I B ST S R LR . U4 OSPF JFRERLE T
log-adjacency-changes 7% J5, R4S WAL A

BIWAYIRAE: LIRS IERI LRI R, IR RS 47 BB TAC.

503002

%%E%iﬁf? $ASA-5-503002: The last key has expired for interface nameif, packets sent using
last valid key.

WERR: AT 22 AR 0 A iy P AN 5 2 i R e D
BEICRHRAE: O BB I 24 4 DRI B 24 i 2 4 SCIBR 1R A i 1 30 o

503003

gﬁ%;ﬁf@ $ASA-5-503003: Packet sent | received on interface nameif with expired Key ID
key-id.

REE: O EECE %4 1D B,
BBV BUEHEY.

503004
Ei2 2 9ASA-5-503004: Key ID key-id in key chain key-chain-name does not have a key.
RA: OSPF LML A (0 S A0 Bl {F i R P ] el A
BEIBIHRAE: O BT IR 2 A DRI I B 24 i 2 4 DRI ) A= o A 40

503005

gﬁ%iﬁfﬁ $ASA-5-503005: Key ID key-id in key chain key-chain-name does not have a
cryptographic algorithm.

WAA: OSPF CUACHE Al %A B G S0k, H AR IC B
BIRIRAE: N2 Rk B A A

. F 4t H 77 2 500001-520025
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s03101 ]

503101

Hionpy .
El?&/ﬁ,u,\ %$ASA-5-503101: Process d , Nbr i on s from s to s , s

WiRA: > OSPFv3 4BJm O ek . seil S U B B AR s S HL s K. A0 OSPF #ERRRC . T
log-adjacency-changes Wi % )5, RAA S W/RMHEE.

BIRIIRAE: R RATE TR A

504001

’éia':é“}‘ﬁ,% $ASA-5-504001: Security context context name was added to the system
AR At R ORI A ASA.
BIRIHERIE: EH PR,

504002

%15&';#1% $ASA-5-504002: Security context context name was removed from the system
AR At R N ASAH RN ER .
BIRIRAE: LHRPATAEATIRAE .

ID 47 F 505001 £l 520025 < (8] AY;H 2

REAAID AT 505001 F 520025 2 6] (A1 B

505001
EiZH A sASA-5-505001: Module string one is shutting down. WBRifE. ..
YRR IEAESC PR
BIBIRIE: BT PATATATERAE .

505002
iR H A 9AsA-5-505002: Module ips is reloading. ERifE. ..
YRR RGEIEAE TR INE IPS Bk,
BIBIRIE: BT PATAE T ERAE .

505003

=i

EimiHE 2ASA-5-505003: Module string one is resetting. WRif. . .

X
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[l 505002

WA RGEAEREERR.
BIRYIRAE: BRI TR

505004

g’l?&}ﬁ.%\ %ASA-5-505004: Module string one shutdown is complete.
AR BORCICH.
BILAIRIE: BRI TAEATERAE .

505005

HiRiHE $ASA-5-505005: Module module name is initializing control communication. iHfif. ..

WER: RGEKMEB|— AR, ASAIETEIAG G 5 FOE A7 142 hilid
BIRIIRAE: T34

505006
EiRH B 2ASA-5-505006: Module string one is Up.
AR ML REIE WAL, BAEAL THT TR .
BIWHYIRIE: TR HATALATERAE .

505007

HiRiHE %ASA-5-505007: Module module id is recovering. WHRfE. ..
EiRiH 2 2AsA-5-505007: Module prod id in slot slot num is recovering. IERifit. ..

5BA: IEZEfF ] sw-module module service-module-name recover boot iy 5k &5 @A # e, lifE A
hw-module module slotnum recover boot fiy 5k AR,

* module_id - FA} RS BRI SR o
* prod_id - i ID F4F H .
* slot_num - ‘LEEAF RS ASTHIIERE . 1Y 0 RN R TN, A0 | R A 22 Re i b o
BNEYIRAE: LR HAT AT R A .

505008

gil;é“;ﬁ,%\ $ASA-5-505008: Module module id software is being updated to newver (currently ver

HiRiH 2 2AsA-5-505008: Module module idinslotslot num software is being updated to newver (currently
ver)

. F4%; B354 2 500001-520025
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505009

505010

505011

505012

505009 ]

YRR RS HARAE IELET ). ST IR AT
* module_id - AT HR S5 BLEL ¥ 44 FR
* slot_num - BLEREPE IR 45 A H (1) il 5
* >newver - A LI T NEHTRAFRH A S (i, 1.0(1)0)
* >ver - B EIRARYETRRA S (Fll,  1.0(1)0)

BIRIRAE: ER AT TR

gi;&”;ﬁ,%\ $ASA-5-505009: Module string one software was updated to newver
AR 4GE SSM BB LS T4

* string one - i3 JE LRI SUAR A4
* newver - A I NI PAT B S (i, 1.0(1)0)
* ver - FEHE EFATFRATTOR S (1, 1.0(1)0)

BILHIERAE: LR RATE AT

f8IRIH 2 2ASA-5-505010: Module in slot slot removed.
WAA: O ASABUAEH 2 FR SSM.

* slot - BER T I SSM it
BIBIRIE: BT PATAE TR

gi;“;ﬁ,%\ $ASA-1-505011: Module ips , data channel communication is UP.
WEAR: B AT AR HR SR .
BIHRIE: LR PAT T

gi%;ﬁ,%\ $ASA-5-505012: Module module id , application stopped application , version version

g’l%;ﬁ.%\ $ASA-5-505012: Module prod id in slot slot num , application stopped application

, version version

LR N CL s MR S5 AR IR o 24 55 AR T2 N2 s i 25 A Bk F 1 ] 45 1 L B L 1)
B, TR BLXAE DL

* module_id - FAF MR &AL 42 FR
* prod_id - TEF RSB A B 223 B 45 (177 0 1D 24 o
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505014
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* slot_num - N A5 1R el
* application - TV 1L 1) N 44 FR
* Version - U5 1Y HIFRCAS

BBIBYERIE: WK 4GE SSM ATH, oA B oIV H, A 4GE SSM H & LU a2 W H
IR LA

g’l%;ﬁ.%\ $ASA-5-505013: Module module id application changed from: application version

version to: newapplication version newversion .

gia‘:éllél,% $ASA-5-505013: Module prod id in slot slot nunm application changed from:

application version version to: newapplication version newversion .

YRR NRRCR O (B, fETH ) o MRStk b HT O 58 ARt ST .

* module_id - R AF RSB 44 FK

* application - LT HI I 44 5K

* version - U 40N HH (R RRAS

* prod_id - BEPFIRSSAEE T e R A& 1 1D AT R
* slot_num - . CL 1 el

* application - T\ 22 H 1) 44 F%

* version - U THZ0N H (R iR A

* newapplication - 1 F 44 Fx

* newversion - B W H i A

BIRIIRAE: WIETHEUE A FUERNE,  DUSOBT AR 15 IR

Bilﬁ,._,\ $ASA-1-505014: Module module id , application down name , version version reason

%gl;&i‘ﬁ,%\ $ASA-1-505014: Module prod id in slot slot num , application down name , version

version reason

AR BEER FIZATI0 N T O Ak

* module_id - RSB 44 FK

* prod_id - AEAFIRSSBEH C e B A 1 i 1D 47 o

* slot_num - N CZERER . 5618 0 R R T, I0Al 1 RonP R ilih e
* name - N AT CERFHD

* application - T\ 22 H ) 44 Bk

* version - NV A CEFRFHD

* reason - {{(f R K CARF D

BRYIRAE: WORAERAT AL, IR DR TAC.
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505015

505016

506001

505015 ]

%%E%iﬁf? $ASA-1-505015: Module module id , application up application , version version

gﬁ%iﬁfﬁ %$ASA-1-505015: Module prod id in slot slot num , application up application ,
version version
WYLRA: (EIAHRE slot num T SSM B AT N AT T HHIS8 4T
* module_id - ARG BLH I 44 Fx
* prod_id - AR S5 MEHR 228 & (¥ 7= i 1D “FARF R
* slot_num - IEAEIZAT N I OAGRE . 400l 0 LR R TR, 0l 1 Fony il b 22 he B .
* application - N 4 FR CFRFHD
* version - WA (AT HD

BIRYIRAE: KRR fTIRA

%E%iﬁﬁ? $ASA-3-505016: Module module id application changed from: name version version
state state to: name version state state .

EiRH B 2A5A-3-505016: Module prod_id inslotslot num application changed from: name version version
state state to: name version state state .

LA R GEA I B N FRA B AL R S L
* module_id - X AFR GBI 44 FK
* prod_id - fEFR 5B b 22 B8 45 107 i ID 45 H
* slot_num - N O SURIERE . 3618 0 LR REE T, 6 | Rony el h e it
* name - N AT CERFHD
* version - NV I IRA CARFHD
* state - W JIPIRA CFAFHD
* application - % 250N H I 44 7R

BAYIRIE: WUE SO SO FUNERAE,  DUROBT AR 2 5 IEH .

%E%iﬁﬁ? $ASA-5-506001: event source string event string

WA A RGURE O REUK R B B0 RGN aT g nT A s R B . vl fig
RO RGO A S R AT A= Bl B«

* 4 CompactFlash CLH B
* 4p CompactFlash CVifi A
* 4p CompactFlash A J15444:

BILAYIRIE: CRHAT TR .
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B 07001

507001

%%E%iﬁf? $ASA-5-507001: Terminating TCP-Proxy connection from
interface inside:source address/source port to interface outside :dest address /dest port

- reassembly limit of Iimit bytes exceeded

WiRA: fE TCP Hudli 7y Bl AL Re bty 1 4Lz ah DXl o

* source_address/source_port - i A B YR 1P bk FnyE s 1
* dest_address/dest_port - R HE (01 H 1 1P HuhkF1 H 1) 1
* interface_inside - & TR HCH £ 21055 14 11 1 44 FR

* Interface_outside - /T £ (1) 504 (018 HA 4% 1 1 24 FR

* limit - A R 2 I TG PR S PR A

BIRYHRAE: WAL T34t

507002

%E%iﬁf% %$ASA-4-507002: Data copy in proxy-mode exceeded the buffer limit
WA AbHEIRBr TCP i B A R4 Ao
BIBIRIE: BT PATAE TR

507003

gﬁ%iﬁfﬁ $ASA-3-507003: The flow of type protocol from the originating interface: src ip

/src_port to dest if :dest ip /dest port terminated by inspection engine, reason-

YEBR: TR PR S Rl R, TCP ACER R 4% 25 5l Ss 1 API 2 114z .

* protocol - it B3

* sre_ip - VYR IP Hidilk

* src_port - VLIS 1 44 FR

* dest_if - WM H 4N

* dst_ip - JL ) B I IP Mk

* dest_port - FiLH) H %

* reason - Kl 5 1B LE BRI SR R U] o A 250 it DR 465 -

- Failed to create flow (JCiAAIHE)

- Failed to initialize session API (CiEMIUHIL 2515 APD

- Filter rules installed/matched are incompatible (22%%/ICHE )ik & % FE AN He 25D

- Failed to consolidate new buffer data with original (JGVEKG T2 1h X E0E 5 IR 22 v X HE 4D
- Reset unconditionally (JG4cfFHEH )

- Reset based on  “service reset inbound” configuration (3£ “ R4 & E A" Bl & HE)

- Disconnected, dropped packet ( CUBITFIER:. O %543 £

. 4 HEH 2 500001-520025
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508001

508002

s03001 ]

- Packet length changed ( &5 s B0 K )%

- Reset reflected back to sender (& I [FIEAT A D

- Proxy inspector reset unconditionally ( JG 44 55 B ACEAS I 2% )

- Proxy inspector drop reset (AU #8277 HED

- Proxy inspector received data after FIN CHCBEAS 88 75 FIN 2 f5 Bl 20503

- Proxy inspector disconnected, dropped packet (AREEEGIIZS CUWrFiEH:, O E 5 Eda )
- Inspector reset unconditionally (JG4% 5 E A %% )

- Inspector drop reset (Kl % F 75 )

- Inspector received data after FIN (KIll#57E FIN 2 J5 B 215040

- Inspector disconnected, dropped packet CRrilll#s CLWi &R, S EF LR

- Could not buffer unprocessed data (G222 i A AL BE 1K) KD

- Session API proxy forward failed (£3if APT ARFHE J R

- Conversion of inspect data to session data failed CEFARHI B % 45 k25 1E B0 80
- SSL channel for TLS proxy is closed (TLS fCHE) SSL i i T\ <))

BIBIRIE: BT PATAE TR

gl%;ﬁ,%\ $ASA-5-508001: DCERPC message type non-standard version type version version number

from src if :src ip /src port to dest if :dest ip /dest port , terminating connection.
RA: £ DCERPC I, JH SR E T ARbifl £ ZEa B AR .

* message_type - DCERPC 71 H. 57

* version_type - iRAZREIY, n] g T ERRA B IR B R A

* version_number - {1 Sk P AEARHERR A

BIRIIRAE: WRILCARATRURAS, I HIA R A7, IR IR TAC,

gil;ii‘ﬁ,%\: $ASA-5-508002: DCERPC response has low endpoint port port number from src if

:src_ip /src port to dest if :dest ip /dest port , terminating connection.
WAA: £E DCERPC LI, i Wil B T/ T 1024 CO S5 o i 1 i LA ) 1A 83 i 11 5
BIRIRIE: LHRPATAEATIRAE .
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520001

520002

520003

4 A 7554 2 500001520025 |

%gl%iﬁ,%\ $ASA-5-509001: Connection attempt from src intf :src ip /src port [([idfw user |
FODN string ], sg info )] to dst intf :dst ip /dst port [([idfw user | FQDN string ],
sg info )] was prevented by "no forward" command.

12BA: E % no forward interface 774 ULFH (L B A B4 e P DB H D iR . (KT
& Bl e dr 4 SO VF BB VE AT BRI

* src_intf - )V [ no forward interface 7iy 2 PR il U5 B2 11 4 0%

* Dst_intf - ¥/ no forward interface 2[R0 H 142 0 25K

* sg_info - LARHLFREE 1P HilikFrid

BAHYIRAE: THRVPIE, (ERuF S BRI AT 2R, R AR E IR 1% 2

gi%;ﬁ:%\ $ASA-3-520001: error string
WiRA: D EES TR malloc Wb, HERR AT R AT REE LL R AE— T
* Malloc failure—id_reserve

* Malloc failure—id_get
BILAYIRIE: HER IR TAC.

gi;“;ﬁ,%\ $ASA-3-520002: bad new ID table size
YRR ID EBEAS KA THIRHRIE K
BWBIERIE: BERUR TAC.

EiRiH B $ASA-3-520003: bad id in error string (id: Oxid_num)
WLAA: RE ID BRI . BT RV RE R DL N AR I

* id_create new table (ANARFHELLKH)

* id_destroy table (4154 ID)

* id reserve

* Id reserve (ff5i% ID)

* id reserve: ID j&H EfH

* id_reserve CRAFMACLIFE ID)

*id_get (H{iRZR D)

*id_get CRAMELHIZ ID)

«id get (ID ANE! )

. F 4t H 77 2 500001-520025
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520004

520005

520010

520011

520004 ]

*id to_ptr

*id to ptr (451% ID)

*id_to_pt (%51R3K ID)

*id_get next id ptr (i#§i%% ID)
* id_delete

* id_delete (%1% ID)

* id_delete (H5IREHH)

BIATIRIE: BEREF TAC.

gl;&iﬁ,%\ $ASA-3-520004: error string
WA e TP T U HAT id_get.
BILEYIRIE: HER AL TAC.

gl;&iﬁ,%\ $ASA-3-520005: error string
WEAR: ID R A A
BILEYIRME: R IUE TAC.

gl%‘;‘ﬁ,% $ASA-3-520010: Bad queue elem - gelem ptr : flink flink ptr , blink blink ptr ,
flink-blink flink blink ptr , blink-flink blink flink ptr

YRR RN IREAEER, ARSI BRI

* gelem_ptr - 15 7] BB Kt 45 44 (1) Fa

* flink_ptr - 45 In) A B4 85 K iy 1) JT 28 1048 £

* blink_ptr - 45 In) BA B4 4544 )5 1) ST 3 4R £

* flink_blink_ptr - $i5 0] BA B EHE S5 46 1F 10 ST R I i ) 55T B 455
* blink_flink_ptr - $i5 1) A B ECHE S5 K60 ) 1) ST R IR 1 ) 8T (1455

BILAIRIE: R IDRL TAC,

258 2 29A5A-3-520011: Null queue elem
WA KA T WA R .
BIHIRIE: BCREEL TAC,
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520020

520021

520022

520023
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%gl%iﬁ,%\ $ASA-3-520013: Regular expression access check with bad list acl ID
YRR R 1T IR R AR ET T AL

BIBIRIE: SEUERUILH BN R . B R R N AN A O . AR
THEEZMBL, A RE 7] TACAUTRAR T, W AZA4% Sl 7ps 10 52 T S SCAS I 5 I A M 75 B
B BOAVT IR AU AT BE AR,  TAC ARGRRY 2RIV ) 91132 77 1IE W18 1T

gi;&“;ﬁ,%\ $ASA-3-520020: No memory available
WA REWAEAL.
BAAYIRAE: LR —, DU o)

* D e PR AR I i T MR

o THRAELT:

* FEM RAM 247 {11 65 _EAE BN AR

%gl;&“;‘ﬁ,%\ $ASA-3-520021: Error deleting trie entry, error message
YRR AARBAT AR AT . BRI R AT RS LA AT A 0

s A

o ABIFATHIEL

o HAENMER H AR

BWEYIRAE 42 WoR BRI R, IR RS 45 R TAC.

gl;&iﬁ.%\ $ASA-3-520022: Error adding mask entry, error message
WERR: KA EAE AT . BRI R T RESE LA AT A — T

- CLER R
o RN R
o JEMEE R, R

BIAYIRIE: 2 Won BRI E, PRI 45 R TAC.

g’l%;ﬁ.%\ $ASA-3-520023: Invalid pointer to head of tree, 0Ox radix node ptr

. F 4t H 77 2 500001-520025
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520024

520025

520024 ]

WA KA 1%
EAVIRIE: BN IEME IR R, B IR 4S ER TAC.

gﬁ%iﬁﬁa%ASA—3—5ZOO24: Orphaned mask #radix mask _ptr, refcount= radix mask ptr’ s ref count

at #radix node address, next= #radix node nxt

WRR: KRBT IR
BWAYIRAE: 42 SR IR R, PR RS 4 R TAC.

%ﬁﬁ%iﬁﬁﬁ $ASA-3-520025: No memory for radix initialization: err msg

ifﬁﬁﬁ AGHEVIRIAIFEIRS T A7 HAHIERK, AESIA SN A 2 MBI G O
H iV S AT BEAE LU AT —J0l:  Initializing leaf nodes 5% Mask housekeeping

BIRIIRAE: AEUNG T RS BT AR
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