4% HEE B 715001-721019

AFEAL DU &0
« ID A~F 715001 #] 715080 Z [a](FJHE , 26 1 1
* ID /~F 716001 %] 716603 Z [AIfFIHE » 2 13 7L
« ID 4T 717001 3] 717064 2 [A) IR, 45 32 0L
< ID /-1 718001 £ 719026 Z [al {15 & , 25 48 7T
* ID 41 720001 £ 721019 Z [al {58 , 25 69 7T

ID 4F 715001 £ 715080 < (8] AYE 2

AERALEE ID AT 715001 £ 715080 2 7] (I & o

715001
$HIRIE 2 2ASA-7-715001: Descriptive statement
WLRA: RGUKE oot ASA I8 3 (1 Sl ) A B .
BRI BRI T U W R H AR N 2R

715004

HiRiH 2 2AsA-7-715004: subroutine name () Q Send failure: RetCode (return code )
WERA: R RN A S 2L T R R
BIRGHRAE: XN AR O WOR IR RATAE, WEHCR ISR TAC,

715005

gll;&’;ﬁ,%\ $ASA-7-715005: subroutine name () Bad message code: Code (message code )
YEAR: IR B T R R R S AR .
AR Xl RS DL WER AR AATE, R ILEL TAC.

F 4 B 2 715001-721019 .
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[l 715006

715006
$EIRIH 2 3ASA-7-715006: IKE got SPI from key engine: SPI = SPI value
WA IKE 7RG IPsec H 3] T SPI i,
BIBIRIE: LR PATAE TR

7115007
EiRiH 2 $AsA-7-715007: IKE got a KEY ADD msg for SA: SPI = SPI value
WRA: IKE CLog/BEIE P, JF Ot ingd 1 3d 2 i n e Fsos) 2 P16t 1Psec 7] .«
BIRIRIE: BRPITAE M ERAE.

715008

gﬁ%iﬁfﬁ $ASA-7-715008: Could not delete SA SA address, refCnt = number , caller =

calling subroutine address
AR YA T IR TCVEMER IPsec SA. X ] RERNAFAE S tH A
BRIIRAE: WIRILRY SA AHCE B Ut ARG, WEIHOR B RE TAC,

715009

gﬁ%iﬁfﬁ $ASA-7-715009: IKE Deleting SA: Remote Proxy IP address , Local Proxy IP address
YRR IEAEMIER R A P A QAL ) SA.
BILBIRIE: LR PATAE TR

715013

gﬁ%iﬁﬁg\%ASA—7—715013: Tunnel negotiation in progress for destination IP address , discarding

data
WYLAR: IKE IEAE NI g 7 BEiE . fRoe R LB IE 2T, RGK s T B2 SRR E R R T 2
i

BILHIERAE: LR RAT T34

715018

%E%iﬁﬁ? SASA-7-715018: IP Range type id was loaded: Direction %s, From: %a, Through: %a
WA ESEHT IPSEC SA TEAN(E BN 2Bt R 4 H G .
BILBIRIE: LR PATAE AT ERAE.

. F 4 H & 2 715001-721019
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715019

715020

715021

715022

115027

715028

75019 [

%g'l?:é;ﬁ,%\ SASA-7-715019: Group group Username username IP ip IKEGetUserAttributes: Attribute

WRR: R4 B NH ASA A modecfg J& 1 44 FRAEXT -
BICRYIRIE: LR PATAE TR

gl%“;féi,%\ $ASA-7-715020: construct cfg set: Attribute name = name
WA RGN ASA AE5IT) modecfg J& T 44 FRAEXT .
BIRIRAE: LHRPATAETRAE.

gll;&’;ﬁ,%\ $ASA-7-715021: Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress
YRR RSB P IE, HARTAH 1 BBt A el B gl .
BIBIRIE: LT PATAT TR

gi;“;ﬁ,%\ $ASA-7-715022: Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed
YRR A1 BOCEI O e, I RS PR
BILBIRIE: LR PATAE M ERAE.

g'l%?ﬁ.%\ $ASA-7-715027: IPsec SA Proposal # chosen proposal , Transform # chosen transform
acceptable Matches global IPsec SA entry # crypto map index

WA WA Y 7 B AR B SR IT R VR Y TPsec SA SO, /15 IKE P ) N
SEE T REA H

BILHIBRAE: LR RATE T4

gi%‘;ﬁ,%\ $ASA-7-715028: IKE SA Proposal # 1, Transform # chosen_transform acceptable Matches
global IKE entry # crypto map index

WERA: A Y SO ) S R BT RR R 1 IKE SA 4. 7RSI IKE Phes ) iy, o
AREATH

F 4 B 2 715001-721019 .
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Bl 715031

BIRIE: KHPATAENTIRAE

715031
EimiHE 2AsA-7-715031: Obtained IP addr (%s) prior to initiating Mode Cfg (XAuth $s)
WLRA: 75 IP ST RGEHC IP Hilb /G, B Ut /g H &
BIBIRIE: BT PATAE R

115032
EIRE B 2ASA-7-715032: Sending subnet mask (%s) to remote client
WLRR: 7F IP SEMFYP T R 1P duhib 5, KBt RgH A&
BIRIRIE: LRI ERAE.

715033

g’l%;ﬁ.%\ $ASA-7-715033: Processing CONNECTED notify (MsgId message number )

WEAH: ASA IEZEACEIASEAIZRAY “ OO (16384) [FE AR IMMN E . “ O WA
TFoE ARATAT AL TR, I HLNAL B8 M Y. 5 326 21 A J7 1R 55 DA S A e A U s s v

BIRIRAE: LR RATE TR

715034

gi;“;ﬁ,%\ $ASA-T7-715034: action IOS keep alive payload: proposal=time 1 /time 2 sec.
WA IEAEPAT R T A IE B S R R4 0T R AL BE
BILBIRIE: LR PATAE AR

715035

g’l?&}ﬁ.%\ $ASA-7-715035: Starting IOS keepalive monitor: seconds sec.
YRR PREFEERUEIN SR DR R e R AT g%, AT A8 LA g 5
BILHYIRIE: LR HITAEATERAT .

715036

gl;&iﬁ,%\ $ASA-7-715036: Sending keep-alive of type notify type (seq number number )
YRR IEAEPAT S T A PR AF HE R Jie R AL BE
BIBIRIE: LR PATAE R

. F 4 H & 2 715001-721019
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715037

715038

715039

715040

715041

715042

715037 [

%gl;&iﬁ,%\ SASA-7-715037: Unknown IOS Vendor ID version: major.minor.variance
AR BEARCAS ISR 10S I TREAR S
BIEIIRME: WAk IKE RFPERS DI A BB . W R ) TSR AE AR, IR IR} TAC.

gl%‘;ﬁ%\ $ASA-7-715038: action Spoofing information Vendor ID payload (version:

major.minor.variance , capabilities: value )
WAA: CHATR TR IOS (RN F ID FZk AL . IEZEPAT (W HAE 1T B2 Altiga 75 10T R} 10S.
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ %ASA-T7-715039: Unexpected cleanup of tunnel table entry during SA delete.
WRA: B SA J5, RGUKIEASMIER IKE BRI H . XERREWAFAETIE.
BIBIIRAE: AR AR, IR R TAC,

gi;“;ﬁ,%\ SASA-7-715040: Deleting active auth handle during SA deletion: handle =

internal authentication handle

SEIRHR: S OIUETINNAE SA BRI TIRAE TSR o R AEFRRIE T BRI L 2R
o

BILAIRIE: BRI TR .

gl%;ﬁ,%\ $ASA-T7-715041: Received keep-alive of type keepalive type , not the negotiated type
WRR: AR T RS R I I OR R R
BWBIIRAIE: R AP S R ORI E

gl%‘;ﬁ,%\ $ASA-7-715042: IKE received response of type failure type to a request from the
IP address utility

AR JoVE SR TP btk i P 8 S PR PP PP SRR U 10 % 77 i ) TP il 916777 A P R AR
SCARTE AR 7S A DA

F 4 B 2 715001-721019 .
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B 71504

BWBIRRAE: KT TP Huhk ) OGO AH A M R

715044

gl%iﬁ,%\ SASA-T7-715044: Ignoring Keepalive payload from vendor not support KeepAlive
capability

LR B TR A OEN R R R T0S IRFFIEZ A, (HRBEEMRIFERIIRE. REUK BIkiZ .
BAHYIRIE: CRHIT AT ERAT .

115045
2R B 2ASA-7-715045: ERROR: malformed Keepalive payload
YRR B TR BRI RRE R . RGO B ZE.
BIRIRIE: LRI ERAE.

715046

%E%iﬁfﬁ $ASA-7-715046: Group = groupname , Username = username , 1P = IP address ,

constructing payload description payload
WLRH: SR IR AURUT S e R 7 ot TP Motk S /s DG IEAE R 1) TKE S8k v 4 {5 8
BIBIRIE: BT PATAT TR

115047
EiRH B sAsA-7-715047: processing payload description payload
YRR RS ORI IEAE AL B IKE 5O PRI 15 S .
BIBIRIE: R PATAE TR

715048
BiRiH B 3ASA-7-715048: Send VID type VID
WLRR: RYWI/RIEERIE M AEN F ID Sy,
BINHYIRIE: TR HITAEAT AT .

7115049
$EIRE B 2ASA-7-715049: Received VID type VID
WA RGN ORI BEN D SRR AL,
BIBIRIE: LA AT

. F 4 H & 2 715001-721019
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715050

715051

715052

715053

715054

715055

715050 [

%%E%iﬁf? SASA-7-715050: Claims to be IOS but failed authentication
WA B AL R ID R AL 10S VID, {H5 hmac_sha ANJLHC.

EIAIRE: KA AN F RN T ID WO . G SR e R B A L a) R AR AT AR, TR
BB TAC.

gi%’;ﬁ,% $ASA-7-715051: Received unexpected TLV type TLV type while processing FWTYPE ModeCfg
Reply

WAA: AbFE FWTYPE ModeCfg NN, 18 ASA il IS T K% TLV. RE%EFH1% TLV. 45
PE AR IR BB 2 7 i SR 5 R OAS K] ASA WS, AT RES R A IS

EIWBYIRIE: AR VPN & Bz B4 ANB5 KBS R ASA BN AD5 KESRCE .. X AT RE
7% VPN % J1 i Al ASA 22 8] (R IR AS AN DU

%ﬁﬁ%iﬁﬁé SASA-7-715052: 01d Pl SA is being deleted but new SA is DEAD, cannot transition

centries

WRA: IEAEMIERIH P1SA, (HBECAAEATERAR IR SA, ROV Eh Cbrid AMIER . X5 R
IKE XY SRR, JF HUAT REAE A R AN R P SOFT I 8] o A% R8I 23 AT SEAE, {EAE JBT T
4 P1SA i, WIRES A DR MHE E K.

BIRIIRAE: KBTI T34

%E%iﬁﬁ? $ASA-7-715053: MODE CFG: Received request for attribute info
LRR: ASAWCEI TR JE VR AL B L
BWAGIRIE: TR PITAT TR

%%E%iﬁﬁ? $ASA-7-715054: MODE_CFG: Received attribute name reply: value
WiRA: ASA M FEXS S 1A T B N A
BIBIRAIE: LR PATAE R

EiRiH 2 2AsA-7-715055: Send attribute name

F 4 B 2 715001-721019 .
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715058

715059
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WEAA: ASA UL IZREN S5 AR IR IE B R
BIRYIRAE: BT fTIRAT

gﬁ%;ﬁfﬁ $ASA-7-715056: Client is configured for TCP transparency

12BA: T4 IPsec over TCP Bl 'E T iZfRun (& ui) , Fibkit ASA NS5 % 5 uii i3 7 IPsec over
UDP &} IPsec over NAT-T.

BN RYIRAE: ARBRIE R R B, U NAT 32 W8 C T e 20 B0 — 0444

EiRIEE  2ASA-7-715057: Auto-detected a NAT device with NAT-Traversal. Ignoring

IPsec-over-UDP configuration.
WRA: IR NAT 258, R A A e TPsec-over-UDP (AL E A &«
BIBIRIE: LR PATAE TR

gﬁ%iﬁfﬁ $ASA-7-715058: NAT-Discovery payloads missing. Aborting NAT-Traversal.

PHBA: TEACH: NAT ZF5H VID &, whiim ARt NAT 258k 75 1 NAT RILFE . Wais /bl sim
™~ NAT KA 3% .

BEANHYIRAE X T AR N NAT-T SEA G A% o S R O S0 AR ah, JF HL R R RAEAE, 1
WRZR DA TAC. W R B SE AR ANZ JBRE™ f, WUIER AR 3 78 S5 T BA

%E%iﬁf? $ASA-7-715059: Proposing/Selecting only UDP-Encapsulated-Tunnel and
UDP-Encapsulated-Transport modes defined by NAT-Traversal

iR ity ZAE X LB AN S SA e SR AL MBS TEA S, A RESR DI P i NAT 27,
BIRIIRAE: KR RATE TR

%E%iﬁﬁ? $ASA-7-715060: Dropped received IKE fragment. Reason: reason
YRR RGURE R 2o B R A
BIAIIRAE: AU T R RN, (H AT e RN NAT BT s S8R A Gk i) .

. F 4 H & 2 715001-721019
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715061 [

715061

%E%iﬁf? SASA-7-715061: Rcv'd fragment from a new fragmentation set. Deleting any old

fragments.
YRR AR T HUR RE S BOA HHA MTU (AN [ $s 00 sl AR TR A8 ) — MR s Ot .
BIBIRIE: LR PATAE TR

715062

gﬁ%;ﬁf@ $ASA-7-715062: Error assembling fragments! Fragment numbers are non-continuous.
s . = N,
YRR 2> B 5 A7 e -

I BYRIE: XV RERIRNAEAE A 0] o G0 SN ATy AR A AL I3 B50R T Wy T B8R 1R s 6 S Rk S
ASAHEATEI R, HHEEREF TAC,

715063

%E%iﬁﬁ% $ASA-T7-715063: Successfully assembled an encrypted pkt from rcv'd fragments!
AR LRI 7 BOEo B A e B
BIBIRIE: BT PATAE T ERAE .

715064

%E%iﬁﬁ% $ASA-T7-715064 -- IKE Peer included IKE fragmentation capability flags: Main Mode:

true /false Aggressive Mode: true /false
WERR: AR R T B SR A IAE BN IKE 43 B
BIHYIRME: B PATAE A

715065

%E%iﬁfﬁ $ASA-7-715065: IKE state machine subtype FSM error history (struct

data structure address ) state , event : state /event pairs
AR JRAEER 1B BUETR, O H state. event [J7 LSRR H2 S IN TG i o
BILRYIRAE: A2 HOXLER R AL RV R ERA7AE, IR R TAC.

715066

%ﬁ%iﬁﬁé $ASA-7-715066: Can't load an IPsec SA! The corresponding IKE SA contains an invalid
logical ID.

WiRA: IKE SA P24 ID Jhaf. 2 i Beblh i s

F 4 B 2 715001-721019 .
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715068

715069

715070

715071
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BWEYIRAE: KR T A ERE R WR I B AL, TR AR TAC.

gl%iﬁ:%\ SASA-T7-715067: QM IsRekeyed: existing sa from different peer, rejecting new sa

WRR: IEAEEAL MR E] SA CAFEAE, B, HAT[R— Iz R R 45 (H IR E A R AEAAR T SA. RETRAN
BRILHT SA, DI ARAVERCE

BAYIRIE: A AT ORI SRR LR RIS . FAATT S, 2SR AN I =L I 4 .

gl%“;ﬁ:%\ $ASA-7-715068: QM IsRekeyed: duplicate sa found by address , deleting old sa

WRR: IEEE SRR YT SA CAFAE, B, HAR—IZ e M 4 HIE A AR SA. REUEHH
BRIH SA, PR 4544 ] g 2 3 o5t 1P Mkt

BRI XTTREZE RPENGO, JCHE W SR T & P umbgid . Wi ) R A E, IR
Rl TAC,

Hi%iHS 2ASA-7-715069: Invalid ESP SPI size of SPI size
WLAA: ASA WLE| T ESP SPI K/NJGAL IPsec SA $21. RGH B b H21 .

BRYIRAE: G0, X RO, HEAW BRSNS WER R B RAAAE, TR DAL
TAC.

EiRiHE 2ASA-7-715070: Invalid IPComp SPI size of SPI size
WAR: ASA U F| T IPComp SPI K/NJERITT IPsec SA #2130 RGUKG Bk EHE Lo

BWBORRAE: BN, X RN, ARSI G . W R AR AR, IR R
TAC,

gl;&“;ﬁ,%\ %$ASA-7-715071: AH proposal not supported
WA : ANSCHFIZ IPsec AH $21. RGUH B bt il
BIBIRAIE: BT PATAE TR

. A% B&E 2 715001-721019
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715072

7115074

715075

715076

nso2 [

%gl%iﬁ,%\ $ASA-7-715072: Received proposal with unknown protocol ID protocol ID
AR ASA W T HA RPN ID ) IPsec SA $21. REuK Bk biZ L.

BARYIRAE: G, X RO, HA BRSNS WOR R B RAAAE, TR DAL
TAC.

HiRHE 2ASA-7-715074: Could not retrieve authentication attributes for peer IP address
AR ASA JCHAREUL R H 7 AU 1
BEIRIRAE: O OR CICHRCE S OM IR AP ROB E  WER R RA7AE, THICRIBRE TAC.

gll;&’;ﬁ,%\ $ASA-7-715075: Group = group name , IP = IP address Received keep-alive of type

message type (seq number number )
WA I 5 DPD R-U-THERE & 715036 (idsk DPD A&7 D HiAT .

* group_name - X 54K VPN 20 44 %%

* IP_address - VPN X 454RH 1P Mtk

- message_type - {14 22671 (DPD R-U-THERE 5{ DPD R-U-THERE-ACK)
* number - DPD J341%5

A RES BLLAR PR L

o WX 4544 % 3% DPD R-U-THERE 74 5.
o W EIXH4E A B % DPD R-U-THERE-ACK ¥

TR A3
* }u¥| DPD R-U-THERE 4 &, JF HI P25 54 H DPD W2 BT .

WIS ASA 1E K5 WA &54A1K 1) DPD R-U-THERE W &5 F %% DPD R-U-THERE-ACK 4 &L,
W] B 2 H B 22 4= el o

* it 2 f) DPD R-U-THERE-ACK 4 E\F)J741 5 5 56 a0 & 1% ) DPD 31 B ULHC .

R ASA L [ %2544 K 3% DPD R-U-THERE 8 B & A AE & B K I} 18] Y 4 $1) DPD R-U-THERE-ACK
R, BEIEAR v A E oK .

BIRIHRAE: R RATAE TR AE .

13E1féln_,\ %ASA-7-715076: Computing hash for ISAKMP

AR IKE O A& P E(E

F 4 B 2 715001-721019 .



A4 A S 715001-721019 |

[ WAL

PR SR 4500 R s AT A -

Group = >groupname , Username = >username , IP = >ip_address ...

BIRRIE: HPATAEMTHRAE

gl;&“;ﬁ,%\ $ASA-7-715077: Pitcher: msg string , spi spi
WA CURE M S AOE F IKE.
Msg_string W LLJE T A1 Hop— 1

* Received a key acquire message

* Received SPI for nonexistent SA

* Received key delete msg

* Received KEY UPDATE

* Received KEY REKEY IB

* Received KEY REKEY OB

* Received KEY _SA ACTIVE

* Could not find IKE SA to activate IPSEC (OB)
* Could not find IKE SA to rekey IPSEC (OB)
* KEY SA ACTIVE no centry found

* KEY_ ADD centry not found

* KEY UPDATE centry not found

R GG F R TR dhAT A
Group = >groupname , Username = >username , IP = >ip_address ,...

BIAIRIE: ERPATAEATERAT .

7115078
EIRJEE 2ASA-7-715078: Received %s LAM attribute
WERR . LEAFAT I/ Y SR TR A it R e H
BIBIRIE: BT PATAT TR

715079

Hi%i;H/Z 2ASA-7-715079: INTERNAL ADDRESS: Received request for %s
WA FEALEE A R b 5 B LR A U R S8 H S
BIHYIRIE: LR PATAE A

. F 4 H & 2 715001-721019
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715080

715080 ]

%E%iﬁf? SASA-7-715080: VPN: Starting P2 rekey timer: 28800 seconds.
FiRIHR: IKE YR as L 3h.
BIBIRAIE: LR PATAE TR

ID 4-F 716001 £ 716603 < [B]AY;E 2

716001

716002

AHAEE ID AT 716001 2] 716603 22 7] (171 &

gﬁ%iﬁﬁa%ASA—6—7l600l: Group group User user IP ip WebVPN session started.

WEA: OXHiZA AL T8 € 1P Hulik (I )7 J2 5 WebVPN 231, 24 /1 WebVPN & s 7 T & %
i, WebVPN 2% 553,

BILRIERAE: R RATE TR

gﬁ%iﬁfﬁ SASA-6-716002: Group GroupPolicy User username IP ip WebVPN session terminated:

User requested.

WA PSR C 200 WebVPN 2xiffic 1T RE 1 S 45 «
* Lost carrier (EKizErIEED)
* Lost service (JRZSZEK)
* Idle timeout (ZF AR
* Max time exceeded (i g K1) FR 11D
* Administrator reset (&P i EE)
* Administrator reboot (P i1 57 )
* Administrator shutdown C& B 551D
* Port error (i 4815%)
* NAS error (NAS #i%)
* NAS request (NAS 1K)
* NAS reboot (NAS HEJ7)
* Port unneeded (75231 1)
* Port preempted (g I 24 7 D o MR RIR R Ol R vrm s CRl—H P G, Eifgk
W, RGO RS s, B SR A 45 S 9 ) 44 R R 6 s — IR
* Port suspended (¥ 1 ELFEL)
* Service unavailable (ARZ5/AA]H])
* Callback (HAT[HI)D

A% B&E S 715001-721019 .
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716004

716005

716006

716007
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* User error (F 7 4515%)

* Host requested ( 21K EHL)

* Bandwidth management error (7 % & BRAR 15 )

* ACL parse error (ACL fitHT 4%

* VPN simultaneous logins limit specified in the group policy (ZH %R 1§85 T VPN [F] I 5 5 ZR
D)

* Unknown CARZAI)

BIRIHRAE: BRARAHN S D R WA AR R, A5 W R AT A T 35 £ o

”

EiRIE R 2AsA-6-716003: Group group User user IP ip WebVPN access “GRANTED: url

WA C% T4l A T46 7€ TP Huhik ) WebVPN F /55 1 URL )05 ) B FR o« 7] LA WebVPN 45
SE ACL AF T Fh A7 B 19 P U7 M BB

BIAIRIE: BRI TAEATERAT .

g’l%;ﬁ,%\ %ASA-6-716004: Group group User user WebVPN access DENIED to specified location:

url

1BA: CAE4%41 79 1 WebVPN H 5ttt URL (V5 1a] . 7 LA B WebVPN 455 ACL K4z 5 &
PO E ) WebVPN H P U5 AR « fEUEISI0 T, e 4c B a4 H 7 5 W) Ik URL.

BILHIRAE: LR RAT RT3

gi;”;ﬁ,%\ SASA-6-716005: Group group User user WebVPN ACL Parse Error: reason
WRA: FRELIT Y WebVPN HI 7 (1) ACL A fe IEMif#AT .
EIHYIRIE: 2 IE WebVPN ACL.

g’l?&}ﬁ.%\ $ASA-6-716006: Group name User user WebVPN session terminated. Idle timeout.
AR T VPN BRIl WebVPN, [RUILHcA HF55E 41 H0 T 0 WebVPN 211«
BICRYIRAE: LR PATAE IR

gl;&iﬁ,%\ SASA-4-716007: Group group User user WebVPN Unable to create session.

. F 4 H & 2 715001-721019
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716008

716009

716010

716011

716012

716013

716008 [Jj

YRR I TR, RGERA AR EA TR A WebVPN il . fldn, HIP AT RE ik B ROk
PR

BIAIRIE: BRI TAEATERAT .

EIRIEE 2ASA-7-716008: WebVPN ACL: action
WLAA: WebVPN ACL CFUAHATHEAE (B, FFUHMENT)
B BYIRIE: LHPITATA AR

gl%‘;‘ﬁ,% SASA-6-716009: Group group User user WebVPN session not allowed. WebVPN ACL parse

error.

WA T RMNT BN ACL, KRG SOVF 4 TR K48 2 F 7 AT WebVPN & i . 78 T IE A
WA, R VA Pl WebVPN ko

EIBRYIR{E: T IE WebVPN ACL.

g’l?&}ﬁ.%\ $ASA-7-716010: Group group User user Browse network.
YRR R 4lrh i WebVPN F P L) B b 265 .
BIHYIRIE: LR HITAEATERAT .

gll;é“;ﬁ,%\ $ASA-7-716011: Group group User user Browse domain domain .
WA AZA T WebVPN F5 5 H F i Yo i s 1r 3.
BIBIRIE: LR PATAE T ERAE.

gla':é‘;ﬁ,% $ASA-7-716012: Group group User user Browse directory directory .
WLRA: Fi5E 1 WebVPN HI™ Ul i di e (1) H 5k
BRYIRIE: LR PATAE R4

gl;&iﬁ.%\ $ASA-7-716013: Group group User user Close file filename .

F 4 B 2 715001-721019 .
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716015

716016

716017

716018

716019
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WRA: FEER WebVPN JH /LG FIHE E 1 S0
BIRYIRAE: BT fTIRAT

g’l?&}ﬁ.%\ $ASA-7-716014: Group group User user View file filename .
WA F85E 1) WebVPN H - CLA A 485 13T
BLHYIRIE: TR HITAEAT AT .

gl;&“;ﬁ,%\ $ASA-7-716015: Group group User user Remove file filename .
WERR: F5E ML ) WebVPN I/ SR A5 22 (1 34
BIBIRAIE: LA PATAE R

gia‘:é‘;‘ﬁ,%\ $ASA-7-716016: Group group User user Rename file old filename to new filename .
WAA: 45E N WebVPN HI 7 CLH a4 46 08 30
BIRYIRIE: LR PATAE R

gll;&’;ﬁ,%\ $ASA-7-716017: Group group User user Modify file filename .
AR H7E K WebVPN I/ CASSUR & 1 301
BIBIRIE: LT PATAE TR

Ei%i‘ﬁ,% SASA-7-716018: Group group User user Create file filename .
WA F85E 1) WebVPN I CLAIE 48 5 (1 3 AT
BIHYIRME: LW PATAE A

HiRHE $ASA-7-716019: Group group User user Create directory directory .
WA Fi35E 1) WebVPN HI ™ a7 2 1 H 5%
BILBIRIE: LA PATAE TR
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716021

716022

716023

716024

716025

716020 [Jjj

gl;&“;ﬁ,%\ $ASA-7-716020: Group group User user Remove directory directory .
WA Fi37E B WebVPN HI ™ UM ERH5 2 1 H 5%
BIBIRAIE: LR PATAE TR

gl%“;léi,%\ $ASA-7-716021: File access DENIED, filename .
YRR CEZA4E 1 WebVPN FH P jj [l 48 52 1 S04
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-4-716022: Unable to connect to proxy server reason .

AR TR IR, WebVPN HTTP/HTTPS & [ 24
I BYIRME: Ko HTTP/HTTPS fCH &

gi;&i‘ﬁ:%\ $ASA-4-716023: Group name User user Session could not be established: session limit

of maximum sessions reached.
LA B R LIRSt SVl S T O o PR SRV VRS
BWROIRAE: WAL T RE, TR DG PR LA G S B (K R

‘éia':éiﬁ,%'\ %ASA-7-716024: Group name User user Unable to browse the network.Error: description

WLRA:  FH P AT CIFS st i Windows M 4%, Wi BAh 7. #il4n,  “Unable to contact necessary
server” FIRIEFEMRSS 2 AN 0] FHEGVEV ) o X AT RESE — Tl I 00, ) BE R SE0E— AT MR
7

EIHIIRIE: A WebVPN WA CIFS BhsUir vy [n] (R IR 55 2% 2 TR (R34 . b4, &R 2 ASA BT
NetBIOS 44 /R 45 %5 C -

gi;“;ﬁ,%\ SASA-7-716025: Group name User user Unable to browse domain domain . Error:

description

WERR: I VAL CIFS st bz A .
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BIATIRIE: KT WebVPN B4 A1 CIFS PO 5 ) O IR 45 28 2 A & RE . #r 7 ASA 1) NetBIOS
RRIRSS AL A

g’l;&iﬁ.%\ SASA-7-716026: Group name User user Unable to browse directory directory . Error:

description
WRA: H P VA CIFS Whsix e H 5% .

BIATIRIE: KA WebVPN %45 M1 CIFS BT 0 FI IR &5 a8 BRI EFE . JbAh, TR ASA LY
NetBIOS £ FR IR 45 S Bt & o

’éifé;néi,%l $ASA-7-716027: Group name User user Unable to view file filename . Error: description
WLBR: VAL CIFS Wil A A i 2 S A

I BYIRIE: KA WebVPN ¥ & 1 CIFS PR FT s ) AR S5 4% 2 (R &4 . bbah, 1R A ASA LY
NetBIOS # W RS 25 HCH -

g’l;&“;ﬁ.%\ $ASA-7-716028: Group name User user Unable to remove file filename . Error:

description
WEBR: I VAL CIFS WSO BRZ A S, TX AT g kb SCAASU RS S50

BIBRYIRIE: KA WebVPN W &1 CIFS WU ) IR SS 2 2 (B iR . eah, R & ASA LY
NetBIOS £ #i) Il 45 28 1 5 A1 SCABLRR

giﬁ%‘;‘ﬁ%\ $ASA-7-716029: Group name User user Unable to rename file filename . Error:
description

WAR: HI JCVENEH] CIFS Phl E iy A Im RS, I n] R kD> SRR 2 o

BIHTIRIE: K EX WebVPN % #5F1 CIFS PhisUirvs ) (R IR &5 2% 2 I R0 e . bAbh, 15 R & ASA 11
NetBIOS 44 ) ik 45 2% it & A0 SCARURR

g’l;&“;ﬁ.%\ $ASA-7-716030: Group name User user Unable to modify file filename . Error:

description

YRR 2] CIFS WbSUE SOy SCPFIN A 2B T T, AT RE S i 2D SCA AR 3 83011
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716031

716032

716033

716034

716035

716031 [Jjj

BIEYIRIE: K07 WebVPN W4 A1 CIFS WhSUJT vy il (IR S5 25 Z RV AERL . BEAh, TR ASA 1
NetBIOS 44 Bk it 55 s Fic B AN SCA AR -

gl%iﬁ,%\ $ASA-7-716031: Group name User user Unable to create file filename . Error:

description
WA I R CIFS WS B SCARIN AR T T, 3R] B SO AR i) A5 2

BIRYIRIE: KA WebVPN ¥ &1 CIFS WU ) IR SS 2 2 [0 &R . eah, KA ASA LY
NetBIOS 44 ik ik 45 2% e 2 A SCAALRR

giﬁ%“}‘ﬁ%\ $ASA-7-716032: Group name User user Unable to create folder folder . Error:
description

YRR SR CIFS Wil G SO eIt A 48 T I, 3 mT Rt SO A PR il 338017

EIBYIRIE: KA WebVPN ¥ & 1 CIFS VR FT s ) AR S5 4% 2 IR &4 . bah, 1R A ASA LY
NetBIOS 44 Fk Hik 45 7% B0 B A0 SCAF AL PR

gl%iﬁ,%\ %$ASA-T7-716033: Group name User user Unable to remove folder folder . Error:

description

WERA: 2 CIFS WU P 2l BRSPS e 2B T il A, 3R] e AR AN R 1o L el 55 4% SO P R iR 55
AR I A A ) L B

EILBIERIE: KA WebVPN ¥ &A1 CIFS P s Ty i) AR S #% I IR Hz . AN, 15K 7 ASA E1H
NetBIOS £ FR IR 45 S Bt ' o

giﬁ%?ﬁ%\ $ASA-7-716034: Group name User user Unable to write to file filename .

YRA: Y SR CIFS SO SCHFEAT 5 NI R AR T 1), 3 ] g A2 A PR il Bl 5 %S A B
A PRl 55 4 LA I 5 2 ) L B

BIHIBRAE: LR RATETEAT.

gl;&iﬁ,%\ $ASA-7-716035: Group name User user Unable to read file filename .
YLBA: 4 CIFS PhUH ;P 2l ORI R A 1 )i, 3R] e A2 SO AR B i it 5 00
BIHIRRAE: A SRR
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%%E%iﬁf? SASA-7-716036: Group name User user File Access: User user logged into the server

WRR: P S CIFS Bhsla ik 55 a%
BIRIIRAE: KR RATE TR

gﬁ%;ﬁﬁ? $ASA-7-716037: Group name User user File Access: User user failed to login into

the server server.
WAA: M D CIFS ThisUs sk s54%, (ARSI
BEIHIIRAE: BRI RN TR ] A A

g'll?:'&’;ﬁ,%\ %ASA-6-716038: Group group User user IP ip Authentication: successful, Session
Type: WebVPN.

WER: WA B PR R S5 2% (411 RADIUS 8% TACACS+) R FH P AT S F J5, WebVPN
SUEAREA B,
BIBYIRIE: EHPIATAT AR

%E%iﬁﬁé %ASA-6-716039: Authentication: rejected, group = name user = user , Session Type:

3s

WEER: A A M EOLFE RS %8 (11 RADIUS B, TACACS+) I FH S AT S AR IAIF S, WebVPN
2UEAReE B AEMIEML T, FSENE (AP ZRE) RUCHS, si3E AR )G 5) WebVPN &
WAL o FH P A 7E TCRLECR SN I B, (HAEATZLEAC E T no logging hide username iy % 1 {275 .

* %s - iHEAY, AILLJE WebVPN Ef admin

BILHIERAE: BIEAM SO AR 5 s B ARIE, JfF HIRUER 75 0 I BCE T WebVPN.

EimiHE 2ASA-6-716040: Reboot pending, new sessions disabled. Denied user login.
WERA: H P CVE B #] WebVPN, K24 ASA IEAEHE S .

* user - =1 ] )7
BICHYIRIE: LR PATAE A
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716041

716042

716043

716044

16041 [

$EIRIH 2 $ASA-6-716041: access-list acl ID action url url hit_cnt count
WAR: RGAVFEIEL I action [1A7E url L\ count (X714 4 acl_ID ) WebVPN URL.

* acl_ID - WebVPN URL ACL
* count - T\ ViM% URL 1)k %k
* url - LV ) URL

* action - 1 P HeAE

BILHIERAE: LR AT T4

%E%iﬁﬁ? $ASA-6-716042: access-list acl ID action tcp source interface /source address

(source port ) - dest interface /desp_address (dest port ) hit-cnt count

WA RS AHFEIEL I action FI75F% 1 source_interface/source_address fl1# & 3
dest_interface/dest_address H 1] dest_port [1]ii%i |1 source_port 2 ¥ AL C count K 44
>4 acl_ID [¥] WebVPN TCP.

* count - LSV In)1% ACL IR EL

* source_interface - Y5 1% 1

* source_address - i IP Huht

* source_port - Y% I

* dest_interface - H 141

* dest_address - H 1] 1P Huht

* action - i1 4
BIHRAE: R PATAET A

gﬁ%;ﬁfﬁ $ASA-6-716043 Group group-name , User user-name , 1P IP address : WebVPN Port

Forwarding Java applet started. Created new hosts file mappings.
WEA: 7 U WebVPN 215 36 TCP i 4% A /N TR »

* group-name - 5 IE 21T SCHR I 4144 K
* user-name - 5 SOG4
* IP_address - 5 2305 SCHEIRUE TP Hidik

BIRYIRAE: TR fT3RAT .

%E%iﬁf% % ASA-4-716044: Group group-name User user-name IP IP address AAA parameter

param-name value param-value out of range.
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WA 25 S EIEES

* group-name - 41 1] 4 Fx

* user-name - ] /' ({1 44 7%

* IP_address - IP }i}i:

* param-name - Z£{( (1] 4 K
* param-value - Z${[¥){H

Ao A HE 115001721019 |

BIIRIE: B U IE TR RIS 8. WS HON vian B nac-settings, 1 KE ST E AAA

4525 F1 ASA FIETAECE T %25

716045

%ﬁ%iﬁfﬁ $ASA-4-716045: Group group-name User user-name IP IP address AAA parameter

param-name value invalid.

YRR SESHUNMEET . EAR RS, B E iR,

* group-name - 41 [{] %K

* user-name - /7 [FJ A FR

* IP_address - IP Hitik

* param-name - Z3( {4 K

BILHYIRAE: B E U IEPTHR RIS HL.

716046

%ﬁ%iﬁfﬁ % ASA-4-716046: Group group-name User user-name IP IP address User ACL

access-list-name from AAA doesn't exist on the device, terminating connection.

RRA: 7F ASA LEHAFTIFEEM ACL.

* group-name - 41 [{] %K

* user-name - 1] 7 [ 44 FR

* IP_address - IP i}

* access-list-name - ACL {44 K

BIRYHERAE: B0 E DI INRE N ACL B IE ACL 475,

716047

%E%iﬁf? % ASA-4-716047: Group group-name User user-name IP IP address User ACL

access-list-name from AAA ignored, AV-PAIR ACL used instead.

WEA: BT T AR AV-PAIR ACL, KRS KL HFE2EN ACL.

* group-name - 41 1] 4% Fx
* user-name - /7 {1 %4 FR
* IP_address - IP Jiliik

. 4 HEH 2 715001-721019
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716048

716049

716050

716051

16048 [

* access-list-name - ACL )44 X
I BYIRIE: e B0 IEA ACL 5 ERCE .

%E%iﬁﬁ? % ASA-4-716048: Group group-name User user-name IP IP address No memory to parse
ACL.

AR B N AR ACL.

* group-name - 41144 Fx
* user-name - /7 [ 44 FR
* IP_address - IP Jiliik

BILHIRAE: WL Z AL, TH ASA sdib k.

%E%iﬁf? $ASA-6-716049: Group group-name User user-name IP IP address Empty SVC ACL.
YRR 2R AL ACL .

* group-name - 41 1] 4% Fx
* user-name - /7 {1 % FR
* IP_address - IP Hiti:

BN RYIRAE: A B A IR ACL (D HE L .

HiRHE 2ASA-6-716050: Error adding to ACL: ace command line
AR ACL % HA IR R
* ace_command_line - 5 EULE R ACL & H

BIRIRAE: WIETT MM ACL BCE .

%E%iﬁf% $ASA-6-716051: Group group-name User user-name IP IP address Error adding dynamic

ACL for user.
WLRR: A RN N AERPATHRAE
* group-name - 41 f{] % FK

* user-name - | /7 ) Z4FK
* IP_address - IP il

BILHIERAE: WSR2 AN, TH ASA sidib k.
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716054

716055
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%E%iﬁf? $ASA-4-716052: Group group-name User user-name IP IP address Pending session

terminated.
WAR: H P RZTEHOER, I HAF SR &1l XATREZ H T SVC ki,

* group-name - 41 1] 4% Fx
* user-name - /7 [ 44 FR
* IP_address - IP il

BILHIHERAE: KA PC (1 SVC Sieftt.

%E%iﬁf? $ASA-5-716053: SSO Server added: name: name Type: type
YRR CHCESRE IR SSO M ds a4 K.

* name - IR 5575 1) 24 FK
* type - RIS (ME— IR 45282874 SiteMinder)

BIRIIRAE: ER AT TR AE .

IR B 2ASA-5-716054: SSO Server deleted: name: name Type: type
WA CMNECE P MR TR E 2R SSO RS54 44 K o

* name - 55451 AR

* type - IR A MR (fE— B &5 452871 0 SiteMinder)
BIHYIRME: B PATAE A

gﬁ%iﬁfﬁ $ASA-6-716055: Group group-name User user-name IP IP address Authentication to SSO

server name: name type type succeeded
AA: WebVPN JJ)" LRI ] SSO iRk 55 s E4T ik«

* group-name - 21 4% Fx

* user-name - /' 44

* IP_address - fx 55511 1P Huhik

* name - IR 5575 1) 44 FK

* type - RS54 A (ME— IR 5545 K804 SiteMinder)

BIRYIRAE: WAL TR

. F 4 H & 2 715001-721019
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716056

716057

716058

716056 ]

%E%iﬁﬁ? $ASA-3-716056: Group group-name User user-name IP IP address Authentication to SSO

server name: name type type failed reason: reason

WLAA: WebVPN H /7Kg SSO M55 #iEAT B B ik
* group-name - 41 %
* user-name - /744
* IP_address - [[x %545 [1) 1P Hbdik
* name - R 5575 1 %4 FK
o type - IR A MR (fE—HRe &5 45281 0 SiteMinder)
* reason - 5 1/} 50 1E S U L K]
BIBIERIE: FH el ASA 45 BE 53 77 BN B 2R 1) JE DR SR B 1E 1% ) A8

gﬁ%;ﬁfﬁ $ASA-3-716057: Group group User user IP ip Session terminated, no type license

available.

WA HI ol RSV AT 2% ) i okoE e ASA . i RIm N VR AT UE 230, AT e o I

Ko

* group - FH ] S AT F 1K 20 S g
* user - H R4 FR
* [P - JIJ TP Mk
* type - Prii KIVFATUESEAL, AJ RLZ T2 — T
- AnyConnect Mobile
- LinkSys Phone

- B SR AVF P IE RS (W R AN 2 AnyConnect Mobile % LinkSys Phone)
- AR50
BEISCROIRAE WIS I 222 FAT AH N D RE IR K AV AT IE

%E%iﬁﬁ% $ASA-6-716058: Group group User user IP ip AnyConnect session lost connection.

Waiting to resume.

WiRA: SSLBZIE LW ITIERE, Jf H AnyConnect 215 #E AARTESIPIRAS, X HBEL BHUAMR, THLAET
2 HPIRZAS M 28 1818 22 R 2 B .

* group - '—5 AnyConnect 231 S % 18 2H 44 FR
* user - 5541 IR H P (R 440
*ip- z:lﬁﬁ/‘]{}ﬁl IP #huhi:
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BIRIE: KHPATAENTIRAE

gﬁ%iﬁfﬁ $ASA-6-716059: Group group User user IP ip AnyConnect session resumed. Connection

from ip2 .

WLAA: AnyConnect 231 DM AETESPR S P E

* group - 55 AnyConnect 231 JEH [ P 1 41 44 K
* user - 5541 IR H P (1) 44 00

* ip - SUEHYR 1P Hhhk

* ip2 - WAL EALAGUR TP Mk

BRI KHRPATAEITIRAE

%E%iﬁﬁé %ASA-6-716060: Group group User user IP ip Terminated AnyConnect session in inactive

state to accept a new connection. License limit reached.

WAA: A THEE SRR AnyConnect 23 1% T A, MM AR VFHT 4L AN SSL VPN (AnyConnect 4G
D) .

* group - 5 AnyConnect £ 1% O K [ % 18 41 44 FR
* user - SR RIRAIHI T 1 44 B
* ip - 2R 1P Kbk

BILHIBRAE: LR RATE AT

%ﬁ%iﬁfﬁ $ASA-3-716061: Group DfltGrpPolicy User user IP ip addr IPvé User Filter tempipvé

configured for AnyConnect. This setting has been deprecated, terminating connection

PBA: IPv6 VPN I B2 30, WIS h IPve6 Wi & iy 3 HIlC S 7 IPv6 VPN S JEBR AS = 45—k
o8, B AL,

BBYIRIE: NG UESSECE IPve 4 H, LIRS Y IPv6 i .

gﬁ%;ﬁfﬁ %ASA-2-716500: internal error in: function : Fiber library cannot locate AK47

instance
YRR DGETECVEHRBIN I NZE 4 21 7 1524 o
BEISCRYIRAE . A n) UV BRI, E IR R TAC.
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716501

716502

716503

716504

716505

716506

71es01 [

%%E%iﬁf? $ASA-2-716501: internal error in: function : Fiber library cannot attach AK47

instance
YLBR: DGETEECVEM N H NAZZ 4 3 7 152491
BIHIRRAE: ZIE M IR, ISR IR TAC.

gﬁ%;ﬁﬁ? $ASA-2-716502: internal error in: function : Fiber library cannot allocate default

WA JEET TR BEER A AT .
BIAYIRAE: 20 E MR SR, TGRSR TAC

%E%iﬁf% %$ASA-2-716503: internal error in: function : Fiber library cannot allocate fiber

descriptors pool
YRR JGETESGIE 7 G ET R 4 .
BWBIRRAE: S RS R, IR R TAC.

gﬁ%iﬁfﬁ $ASA-2-716504: internal error in: function : Fiber library cannot allocate fiber

stacks pool
WA DLLT TR RO LT HER L .
BANAYIRAE: 20 E B JR I, TR SR TAC,

gﬁ%;ﬁfﬁ %ASA-2-716505: internal error in: function : Fiber has joined fiber in unfinished

state
WA JGET LML TR 58 HURASHIDGET .
BEISCRYIRAE . A n) UV BRI, IR R TAC.

$8IRH B $ASA-2-716506: UNICORN SYSLOGID JOINED UNEXPECTED FIBER

YRR CAERAFRIGET .
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BIRYIRIE: WA Rl TAC,

%E%iﬁf% $ASA-1-716507: Fiber scheduler has reached unreachable code. Cannot continue,

terminating.
AR ASABREAMERIF OIKE.

EBIAIRIE: s CPU R, CPU S, DLRIEERI NAF M . a0 B ) BRI AE, IHECR
R TAC.

gﬁ%;ﬁf@ $ASA-1-716508: internal error in: function : Fiber scheduler is scheduling rotten

fiber. Cannot continuing terminating
YERR: OGEF A RERE PR IR TR IOGET, DIt ok gk el 281k
BEAEYRAE: EhE S R, E IR AR TAC,

%E%iﬁf% %$ASA-1-716509:internal error in: function : Fiber scheduler is scheduling alien

fiber. Cannot continue terminating
WRR: DGET BRI B AR AMKOLET, DI ek gkl 28 k.
BEIBIRRAE: S RS R, IR ERE TAC.

gﬁ%iﬁfﬁ $ASA-1-716510:internal error in: function : Fiber scheduler is scheduling finished

fiber. Cannot continue terminating
AR OGLTUR BRSO AT, I TE Ak e 2k
BICRYIRAE: S0 R B IR, TR R TAC.

gﬁ%;ﬁfﬁ %ASA-2-716512:internal error in: function : Fiber has joined fiber waited upon by

someone else
YEER: OGET A A B2 SR RO ET .
BEISCRYIRAE . A n) UV BRI, IR R TAC.
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716513

716515

716516

7116517

716518

716519

%%E%iﬁf? $ASA-2-716513: internal error in: function :

channel
YEBA: [l P R A by ScaiIE b b g .
BEISCRYIRAE: ZEAE ) U R, IR R TAC.

%E%iﬁﬁ? $ASA-2-716515:internal error in: function :

AK47 instance
1nBA: OCCAM AKfeHl AK47 5653 He N AF
BIAIRME: EHhe S IREKE, IEBEREER TAC.

%E%iﬁﬁé $ASA-1-716516: internal error in: function

continue terminating

16513 [

Fiber in callback blocked on other

OCCAM failed to allocate memory for

: OCCAM has corrupted ROL array. Cannot

1HBA: OCCAM HA ORI ROL [E%1, P EHEgks: 4L,

BIRIHRAE:  Z0E N A, IR R TAC.

%E%fﬁf? $ASA-2-716517: internal error in: function :

12BA: OCCAM ZZA7H ¥ AT Ar] S B4 .
BEBIAIRIE: e SR A, IR IR TAC,

%E%iﬁf? %$ASA-2-716518: internal error in: function :

1RH: OCCAM th VA AT 4] S LA o
EIAIRIE: B SR IN, 1R ER TAC,

%E%iﬁﬁ? $ASA-1-716519: internal error in: function

continue terminating

OCCAM cached block has no associated

OCCAM pool has no associated arena

: OCCAM has corrupted pool list. Cannot

iR: OCCAM HA iR i, b HGIERE 21k,
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716525
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BILHIHRAE: 0E RS SR, IR R TAC.

gl;&’;ﬁ,%\ $ASA-2-716520:internal error in: function : OCCAM pool has no block list
AA: OCCAM A (EATRE 1IR3
BIBIIRAE: S R R, TSR R TAC.

gi%“;ﬁ,%\ $ASA-2-716521: internal error in: function : OCCAM no realloc allowed in named pool
WiEA: OCCAM A JUVFAE SR & it 58T i o
BWRIHRAE: 0hE RS IR Y, TS IR R TAC,

g’l%;ﬁ,%\ %ASA-2-716522: internal error in: function : OCCAM corrupted standalone block
EA: OCCAM HAT ORI B
BEISCRYIRAE . S n) U R, IR R TAC,

HiRiH S $ASA-2-716525: UNICORN SYSLOGID SAL CLOSE_PRIVDATA CHANGED
WA RAENHER SAL 4%
BIRYIRIE: BLARIE TAC.

Hi%iH 2 $ASA-2-716526: UNICORN SYSLOGID PERM STORAGE SERVER LOAD FAIL
YLRR: LRI A IR S5 45 H s R
BILHIERAE: BARLA TAC.

Hi%iH 2 $ASA-2-716527: UNICORN SYSLOGID PERM STORAGE SERVER STORE FATL
AR : R AAFAE SO RIG
BILBIERIE: BEARUE TAC.
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716528

716600

716601

716602

16528 [

%gﬁ%iﬁfa SASA-1-716528: Unexpected fiber scheduler error; possible out-of-memory condition
AR ASABRIEAMEVIF CIKE.

EBIAIRIE: s CPUMEH R, CPU S, DLRIEER NAF M. a3 BURAE e, IHECR
BB TAC.

giﬁ%“}‘ﬁ%\ %ASA-3-716600: Rejected size-recv KB Hostscan data from IP src-ip . Hostscan
results exceed default | configured limit of size-conf KB.

AR R Hostscan 24 K/ NE HH ASA _LFCE FIBRBIN, Ko 2 X sl .

* size-recv - W EII¥] Hostscan 4 (/N (AT 75 4 B4

* src-ip - Y& 1P bk

* default | configured - ¥ & Hostscan FCHf [ il (L SR FHER DB 2 o 5 B 53 10647 10 2 1) DG B
* size-conf- ASA M Ui #5532 1) Hostscan Hfs K/ CUlCE IR

BILAYIRIE: BEARILARL TAC LAEK ASA % 3% 32 1Y) Hostscan $od K/ IR

gia‘:é“;‘ﬁ,%\ %ASA-3-716601: Rejected size-recv KB Hostscan data from IP src-ip . System-wide
limit on the amount of Hostscan data stored on FTD exceeds the limit of data-max KB.

AR 4 ASA L {7if1 Hostscan 04 &7 H BRI, KBS E408 1 Hostscan &5

* size-recv - WHIY) Hostscan £ 1K/ (LA g HAL )
* sre-ip - Y5 1P Hihik
* data-max - B ASA 12410 Hostscan 45 8 1 BRE (LT 95 8 547

BILAYIRIE: AR IDARL TAC LU SO 76k 1) Hostscan i (11 BR -

gﬁ%;ﬁfﬁ %ASA-3-716602: Memory allocation error. Rejected size-recv KB Hostscan data from

IP src-ip .
1R : 7E k) Hostscan (4 70 e A7 I R 2R A 5%

* size-recv - W B K] Hostscan Zi A AN (LA 2 547D
* sre-ip - Y5 1P Hihik

BIHIRIE: W CBCE Hostscan BRI, 15K MR % BN BRIME . WUER ) BT RAFAE, THIER
Cisco TAC,

F 4 B 2 715001-721019 .
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B 76503

716603

%g’l;&“;ﬁ.%\ SASA-7-716603: Received size-recv KB Hostscan data from IP src-ip .
YRR T R45 2 K/ Hostscan 40 .

e size-recv - W E 1) Hostscan ZLHE A/ CUAT-F345 h BAvr )
* sre-ip - Y5 1P Hbhk

BLAYIRIE: CRHIT TR .

ID 9)-F 717001 % 717064 =~ |58) B8 2

AEAAEE ID AT 717001 3] 717064 2 7] IR &

117001
{258 2 29AsA-3-717001: Querying keypair failed.
YRR FEVEMHE R TR AN S P it 85 6
BIBIRAE: WS SRCE R AR BN B PIN, R JE FH R A K

717002

gl;&“;ﬁ,%\ $ASA-3-717002: Certificate enrollment failed for trustpoint trustpoint name.

Reason: reason string .
WLRA: LR AT AU R >R R

* trustpoint name - 1 W& K0T B (A5 A 5544 0
* reason_string - V1 MHE SRR IR

BN RYIRAE - K& CA g5 2 LLE W RIS AT

717003

gl;&“;ﬁ,%\ SASA-6-717003: Certificate received from Certificate Authority for trustpoint

trustpoint name .

YRR SR AU CA BDIEIE S
* trustpoint_name - {511 354K
BIHYIRIE: LW HATIE A ERAE

717004

gi%“;ﬁ,%\ $ASA-6-717004: PKCS #12 export failed for trustpoint trustpoint name .

. F 4 H & 2 715001-721019
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717006

717007

717008

717009

I |

WA MU — [FERREETH: (e CAET, JFHAERAEAES T, 55
B Pt (RIS .

* trustpoint_name - {5 1T 55 24 F5x
BEIHIRIE: WORZS A5 AT A AR T 7 HE B A X

gl;&iﬁ.%\ $ASA-6-717005: PKCS #12 export succeeded for trustpoint trustpoint name .
WAA: SR T AR

* trustpoint_name - 15T 55 2 Fx
BLAYIRIE: O HAT AT AT

HiRIE B $ASA-6-717006: PKCS #12 import failed for trustpoint trustpoint name .
YEBR: R AEALFEXE K MAE AL R A
* trustpoint_name - 54T 54 K
BIHIRME: KA AR e . R5, B ORIEBIRTIEEEAS pkes12 W5k, JFEBT R AHWE.

BiRIE 2 2ASA-6-717007: PKCS #12 import succeeded for trustpoint trustpoint name .
YEER: TS O E SR IME AR SR TN

* trustpoint_name - 15 T 15 2 Fx
BIHIRAE: LR PAT T

Eia':é‘}‘ﬁ,% $ASA-2-717008: Insufficient memory to process requiring memory.

WA RSO0 5 SN AF IR 7 E AL A7 I B ZE N Bt e o AL B 76 2 TR A A7 I T i ) )
IFPHLEBE— DAL B

* process_requiring_memory - 17 % W A7 1R 2 RS

BIWHYIRAE: ORI A G5 AT H G BLEE— 5 RO F F08 ndk ASA.

gll;&’;ﬁ,%\ $ASA-3-717009: Certificate validation failed. Reason: reason string .

F 4 B 2 715001-721019 .
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YLER: UEPERUE I, X AT e B SR IR O A IR A R TS MG A e B ) T 2 S
* reason_string - {IE- 155 1E 1) JiR

BRI RN RS A B S IE AR, T HORAC B A RS E M TR A RS R Rk
A ASA I 18] LU DR HATDN - UEAS AUA HUR IR TS AR 1) o G 2 SR DR I B8 A P i 7 (R A AT i) 7L

EiRE B $ASA-3-717010: CRL polling failed for trustpoint trustpoint name .
WRA: CRL AR, JF H Rt SEUELIER: (WIRERIEAT CRL # 2D
* trustpoint_name - CUiF 3K CRL {5 AF 51 44 FK
BIBIRIE: WUERE AR URCE R CRL MR RUERE,  IFi R T3 CRLAG Rt AE 111817

gi%“;ﬁ,%\ $ASA-2-717011: Unexpected event event event ID
WA R TAEIE R ST IO A SR A ST
BRI WIR AR, AR AL TAC,

g’l%;ﬁ,%\ %ASA-3-717012: Failed to refresh CRL cache entry from the server for trustpoint

trustpoint name at time of failure

WERR: AE TN RGN ) S 15 58 15 A mUB BT 2247 CRL 4% H ARG, IXFIRESY i i ASA 1) CRL if
I, T3 B4 247 2% CRL &R .

* trustpoint_name - {5 /T £ 2 FK
* time_of failure-- R [a]

BIBYIRIE: R ARSI, sk 4 E X . 221 H erypto ca crl retrieve iy
A FHk % CRL.

gi;&iﬁ,%\ $ASA-5-717013: Removing a cached CRL to accommodate an incoming CRL. Issuer: issuer

WERA: B C BN A BT UE A% IPsec FEIEIEAT & I UEIT, WIHf CRL ZEAFENAFHR, DL G
FEANIERIIA AT 2N 8 CRL. A REAF IR R TILAENEN CRL FLE, REUEMBREIHK
CRL, FEEIIEH P f 2 0 ke BN ER Y CRL #2 A bl &

* issuer - i T- MR 224 CRL B 4% 2 FR
BIHTIRIE: B AT A,

. F 4 H & 2 715001-721019
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117014

717015

7117016

117017

717018
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%g'l;&iﬁ.%\ $ASA-5-717014: Unable to cache a CRL received from CDP due to size limitations (CRL

size = size , available cache space = space )

ERR: MBI E A T UE 1O IPsec BRIEHEAT S S0 UERT, TR CRL ZA7EAE A7, DLk
RGN AT 2 F8LCRL. B¢ CRL KM CIE AT A7, S b B BRI AT
GiAT, RSCHFR CRL. XA R [Psec EHAHKG T8 CRL, XA HESSAE IPsec R 1]
ST RE .

B RYIRAE: BRI fTIRA

giﬂ%’;ﬁ%\ $ASA-3-717015: CRL received from issuer is too large to process (CRL size = crl size

, maximum CRL size = max crl size )

WRR: IPsec Ef U SEU P& K T K ALVF CRL K/ CRL. ARG 2 FEOER R, R
TR BRI O A 10 Fb— 4501 5.

BIBYIRIE: T PN RE S CRL MRS & v e KBl i o B e b v 8T, AN P AN 1% 42 1
T CA MR T KW/ CRL K/NECK ASA Bt b 7 CRL $3F.

gi;”;ﬁ,%\ $ASA-6-717016: Removing expired CRL from the CRL cache. Issuer: issuer

AR 4 ASA L E WA B AR 15X IPsec BEIE AT B3 I UERS, RDKE CRL ZAFE A7, LAk
B ERIE AT E R4 CRL. 24 CA $57E 10 23U i 1a) sl fic & 10 22 A7 1 18] £ I NGB A7 h R 1
CRL I, K22 ity &

BIRYIRAE: TR fT3RAT .

gll;&’;ﬁ,%\ $ASA-3-717017: Failed to query CA certificate for trustpoint trustpoint name from

enrollment url
AR 7Rl I MEFS A BRI SR CA UEFSAORHE AL AT AT 5 S0 iiE I A 2B ik
BRI HIONEN URL BOEAT LA, HI0RS CA Mssas i, A5 EligK.

gi;“;ﬁ,%\ $ASA-3-717018: CRL received from issuer has too many entries to process (number

of entries = number of entries , maximum number allowed = max allowed )

WA IPseciEf L8 MRS 1N B 4% H Bol I SRR 04 H UK CRL.  BURRBRAF DUKE 3 8044
R R S A R O BE 10 70— 25T R .

F 4 B 2 715001-721019 .
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* issuer - CRL Wik & 1) X.500 44 FK

* number_of_entries - Y E[¥) CRL ¥ 185 4% H 2L

* max_allowed - ASA SZF#[f1H: Kk CRL 4k H %L
BEARYRAE: TR VT RE R CRL MBS R A 77 ik I e Kl s o i st o) R AN A 1R S S e 8 2 T A
FET CA it T7 S8 K/ CRL K/ elioks ASARCE 4 675 CRL %k

g’l%;ﬁ.%\ $ASA-3-717019: Failed to insert CRL for trustpoint trustpoint name . Reason:

failure reason .

WA RGEEE| CRL, (HARMEICH HIEHmARNZ A, JRIA 2 failure_reason.
* trustpoint_name - /1% 3K CRL HI{E A U4 FR
* failure_reason - CRL A& g ffi A BIZ2 A7 H 1) )R

BWBIIRAE: WY ASA I IIARXS T CA INTA]IEAf . 1R NextUpdate F-Beit 2R, HRHE T R
' W 2% NextUpdate 7Bt .

gl%‘;ﬁ.% %ASA-3-717020: Failed to install device certificate for trustpoint label . Reason:
reason string .
YRR 78220k O IRy i 31 B 3 AN SIS AR O i R A R

* label - K fE2 % CTEM ASA UE TS AT R AR 25

* reason_string - JCIERUEUE S 1) iR

BN AYIRAE AR S D R I R AT 2 A, ARJR EEIE T o 3 L SR IO DR K e 45 3
AFASA 1, B CEHER P& M AP S E RS s P A LA

‘éi%iiéj',%\ $ASA-3-717021: Certificate data could not be verified. Locate Reason: reason string

serial number: serial number , subject name: subject name , key length key length bits.
YEAR: T HRE R, SR uE i S AV R A R TR BE AR B D o A FHAE 44 Sk B IE
EBEAE, RES R AEZ AN AR, S RIS 2% H K INANZ SR

* reason_string - JGVEIAFUE 1511 J5

* serial number - 1EAESAEFIES 17515

* subject name - \EAEIUE FRIUES v A5 (1) 4 FH 2 44

* key length - F1 1% BEUEA53E4T 28 44 1 3 A0 3
B RYRE: AR e BRI AR, e S ARSI, I BANE I SCRF %
IR

. F 4 H & 2 715001-721019
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%gl%iﬁ,%\ $ASA-6-717022: Certificate was successfully validated. certificate identifiers
YERR: IR U IR

* certificate_identifiers- F VU0 C DI RAERIEBE &, HAh et iR, Fols. &
HARRHARAE B

BIRYIRAE: WAL

%1;‘5‘;&1,% SASA-3-717023: SSL failed to set device certificate for trustpoint trustpoint name

. Reason: reason string .

WA 2N 4 E B R CE ASA UE-PSLLG) SSL 43T £ 43 30 UE IS e A= i«
* trustpoint name - SSL K REA H I E ASA UEFEAE 2L & Fx
* reason_string - RN JCIEE ASA TUE15 1 SR A

BWBIRRAE: GBI BT AT B ERAR YT R R U B 7 1 e L

* WORIRE R AT R CYENIF A ASAET .
* TR ASA IEF A AL
© WERFTE, HOPNEMHME A A

g'l%?ﬁ,%\ %ASA-T7-717024: Checking CRL from trustpoint: trustpoint name for purpose
WiAR: IE{ERIR CRL.

* trustpoint name - 1E4E A HoAG 2 CRL 45 1T U 440K
* purpose - f% CRL ¥ Ji A

BRI KHPATAEATIRAE

g’l;&“;ﬁ.%\ SASA-T7-717025: Validating certificate chain containing number of certs

certificate(s).
WA IEAERAEIE B

* >number of certs - T HIET HHE
BILRYIRIE: CRHAT AT ERAE .

F 4 B 2 715001-721019 .
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$BIRIH B sASA-4-717026: Name lookup failed for hostname hostname during PKI operation.
WAR: 22k PKI BRI CIE T 45 € L4 o

* >hostname - K BEfFATI) LA
BIHYIRIE: WAL E NS E T DNS kRS aeac 0, U ORILAT LU N . R )5, FaligdE.

‘éia':é“}‘ﬁ,% $ASA-3-717027: Certificate chain failed validation. reason string .
YRR JCVEIGUEUE IR

* reason_string - WFUEPBE R IRA o JEUAI W BE 2 CA MRS Cikviml. AT AT IE$
S B A RO sk BIE T4 Ay

BIRIHRAE: MRS IE M e, AR R AT DU M R R R IR TR 22

* ffifR Y CA Mg ] (USR5 % CRL ki)
o B ORAE AT R CREAT S BRI AT S5

* WOREETT R SMEB AR GETHRID

* FORIEF AR M

BiRHE 2ASn-6-717028: Certificate chain was successfully validated additional info .
WEAR: CURRIEIEUE B .

* >additional info - 1 X WA ISAEUE BEEFIEANE S (B,  “with warning” 278 AK#AT CRL £
)

BIRIRAE: LR RATE T34

gi;“;ﬁ,%\ SASA-T7-717029: Identified client certificate within certificate chain. serial

number: serial number , subject name: subject name .
YRR CURUNARE 2 S ik P e 1S .

* serial_number - 1H1] 4 % 7 3 i 45 IR UE A5 (1) 7 515

* subject_name - P51k & 7 S iE 15 UE 15 AL R4S o A R
BIHYIRIE: LR PATAE AR

. F 4 H & 2 715001-721019
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$EIRIH 2 2ASA-7-717030: Found a suitable trustpoint trustpoint name to validate certificate.
YRR R F W] H T I uE e S 0 A slon] H A AE A A

* trustpoint name - ¥ FH T B AEUEH R4 AT 5
BICHYIRIE: LR PATAE A

gia‘:é“;‘ﬁ,%\ $ASA-4-717031: Failed to find a suitable trustpoint for the issuer: issuer Reason:

reason string
ERR: KRBT AEAL e AEUE-PI eI, AU Al MR, BMESSIEES .

* >issuer - IEFESIE IR AR &
* reason_string - JoIEFR B A GG AT 5 R

BCRYHRAE: R A NCE I IR AT RS . CEAT S BRI VR IR A e S DR rh FR 7 1 )
o BEAMA ORI E AVFRE RIS, B S uES .

%E%iﬁﬁ% %$ASA-6-717033: OCSP response status - Successful.
WEBR: I3 OCSP R AN £ .
BIBIRIE: BT PATAE R

%E%iﬁﬁ% $ASA-T7-717034: No-check extension found in certificate. OCSP check bypassed.

WEEA: WeHfL P “id-pkix-ocsp-nocheck” ¥ JE K OCSP Wi J7iF+5, i i%d & vl i ik, iy
T OCSP RS AT .

BIRYIRAE: BRI fT3RAT

HiRiH /2 ASA-4-717035: OCSP status is being checked for certificate. certificate identifier.
WA YUK OCSP RZSH B ESS

* certificate_identifier - FH TV a0 1 1F 5 BSR4 B P 15 10455 U
HICRYIRAE: LR PATAE AR

F 4 B 2 715001-721019 .
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gl%iﬁ,%\ ASA-7-717036: Looking for a tunnel group match based on certificate maps for peer

certificate with certificate identifier .

YRR FEUE AR VAT ) R SEAIE A5 1E AR P B AOE PO WS B AT AR P, AT 2] e F) B 1L
o8

* certificate_identifier - FH -1V TGk 31 5 WISt R0 DU) >fe 4h B () E 5 145 L
BICHYIRIE: LR PATAE A

%1%;&1,% $ASA-4-717037: Tunnel group search using certificate maps failed for peer
certificate: certificate identifier .

YRR FEUE AR VRAFIR) AR0S A5IE 1S T iy C B AR UE S RS AT AL PR, AT 23 m] BE Y P 2 L
B, ETIEERFEAT UL R

* certificate_identifier - FH-T- 1R 30 1 11 5 SR A D) >R Ak B A E 15 10455 UL
BEISCRYHRAE: TR S AR ST 30 RS S5 UE D RITRC 2 1R N 26 CA TIE 5 LS R0 e th e

gll;é‘;‘ﬁ,% $ASA-7-717038: Tunnel group match found. Tunnel Group: tunnel group name , Peer

certificate: certificate identifier .

VAR FUE T AR URE U RO S5E 5 Uk B (O AE T WS AT AR B, I H 4k 2 b 4 (1) DT e i
* certificate_identifier - F -1 1R Jll 188 3k 11k 15 W R0 1) e Ack 348 ) 5 1045 R
* tunnel_group name - FZIEF5 LSRG PC 1 B 308 20 1) 44

BIRYRIE: EWPAT MR

%ia':é*}‘ﬁ,%\: $ASA-3-717039: Local CA Server internal error detected: error.

AR AHh CA MREA8 KA T WAL AR .
e error - BEARTFTER
EIBYIRIE: WA RGN, RGN EE R S, HEr, wREms R aEs:
o CA BIHANTEAE - WHRAFAE CA 5551, sl B &0 ki 2541
o O A CA IEHE SR - SR B EM H CAERE S, R)EEB A8 CA kg2 AR
MU UE T .
o AR AR RIS A CA AR SSZHE TR B B 25 42 UE 15 R W - A AR I Bh A H CA UE TS BDKE i
W, RIGEBES) CA MRS 2 LA ZR R IE TS .
o R CA IRESHIMCE R - FTH R, RETEHZAACE CA MRS, LU e ik 5

. F 4 H & 2 715001-721019
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o WO IR A4 FRICRL - P 44K DN SO A 20 DN 45

HIRBE 9ASA-2-717040: Local CA Server has failed and is being disabled. Reason: reason.
YRR W TARAER R T IEAE AR A CA IS5 4% .
* reason - Ji K7 AT H
FURT, A RER RS DR B0 45
ARSI - HERAEAE T UG ), IR AEH] no shut i@ FLH7 A T CA RS54 -
BEWBORRAE: ARIRRE VRIS, RIBC SRS T A AR P [0)

EiRIHE: $ASA-7-717041: Local CA Server event: event info .
YEAR: BEWEART T CAMRS A BRI EANE B, MR R ORI CA RS 312D,
ARG BRI 2 . 8 25 CA RS54 ST IR S CA RS 2%E 1D
* event info - TR FAFTELNE B
BICHYIRIE: LR PATAE AR

’éia':éiﬁ,%\: $ASA-3-717042: Failed to enable Local CA Server.Reason: reason .
WBERA: SR A CA JIR%S BRI R A Tt
* reason - AHh CA k5545 3 FH AR Js 8]
IAVIRAE: MR RAE SRR AT R e s B B . HAT, 0] REI B RS -
* Failed to create server trustpoint (k45 #3515 4T M A1EE R M0D
* Failed to create server keypair (JIl45 % 281 %5 A1 2 280
* Time has not been set (A& ¥ ¥ i [f])
* Failed to init storage (A7fif #IAGHE M0
* Storage not accessible (f£fif JCiZV i)
* Failed to validate self-signed CA certificate ( 12544 CA UFPEE IO
* Failed to generate self-signed CA certificate ( F2544 CA ilF 1545 R MO
* CA certificate has expired (CA iF+ 2 #1)
* Failed to generate CRL (CRL “E R0
* Failed to archive CA key and certificate (CA 5 £HFE D IHRS K60
* Failed to generate empty user or certificate database file (2 F /" BUE B 142 SC2EAE RO
* Failed to load user or certificate database file (H J'BUE 155088 A SO In 28 2k M0

F 4 B 2 715001-721019 .
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gl%iﬁ,%\ SASA-6-717043: Local CA Server certificate enrollment related info for user: user

. Info: info .

WA RGEAE R P AN GES) . REcid TH S AR e MG B, AR aE NS I daiE
T BB A e R T HRE R AR R

o user - \FAEABGFEME R HEMNH 4

e info - - IHE B A B
BIBYIRIE: TR PITATAEAE .

gl%‘;ﬁ%\ $ASA-3-717044: Local CA server certificate enrollment related error for user: user

. Error: error .

WA DRV R TAEUE v A B R e R AR AR, IX T R AL G o s T P W R 38 0 P
T AR R AR UE S DA SE e I Te) & AR a5 . B 428k OTP B4,  DLR A M 2kt 3 .

e user - \EAEAEBGF MR HERH 4

* ervor - {E S 1%

BIWRIRAE: R RSB SR AL W S BRI WA g il i, 335 5 H RO F 3082

E1RIE 2 2ASA-7-717045:Local CA Server CRL info: info
WiRH: CRL SCAFAE A SR BT A e 52 3 i 42

* info - CRL SAFHIME B 74T H
BIBIRIE: BT PATAE R

gi;;ﬁ:%\ $ASA-3-717046: Local CA Server CRL error: error .
YEBR: MUV EARE AR E BOTEHU I AN CA JIRS5 4% CRL SCAFRIN 8 2 R %
* error - R A R

BEWRIIRAE: SR LA A AR Rt 75 PR 1), 3T REAL 5 B AIE A7 i 2 175 7T U7 I LA R A7 A ) CRL
AFRAT HAHA A CA IRS5255575

gll;&’;ﬁ.%\ $ASA-6-717047: Revoked certificate issued to user: username, with serial number

serial number .

. F 4 H & 2 715001-721019
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717048

717049

717050
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YEBA: RIUIELE MR A CA RS MUR I C 48 I UETS .

* username - \EAE AL B INETE A P 4
* serial number - T\ A IEP 1 P55

BIRYIRAE: KRR fT3RA

%E%iﬁﬁé: $ASA-6-717048: Unrevoked certificate issued to user: username, with serial number

serial number .

WA RS IEAEIRFEA I CA B SS 28MUR IRATAR) SE T 2 A I UE S LA A H AT IEAE B M A4 {H B CRL
RO R A E A

* username - W WAL BRI FTE & H P 4

* serial number - BUH M AHIET I 515

BRI KHPATAEATIRAE

%E%iﬁﬁ?: $ASA-1-717049: Local CA Server certificate is due to expire in number days and a

replacement certificate is available for export.
YRR A%V R A R AR A N CA PR RE I, DU PR BR R IURS K e 5 B P 2
SRR BHET 1) ASA.

* number - A CA JIg 55 #5 UE 51 J91 iy 1) 7 4% R4k
BILAIRIE: N EORAEHIA L CA 55 Sl AAERT ASA FAE-PIAE RN, AR HTA L CA It
G5 ARAE TS S B )2 F R IBCRE I, L ST HT BB R R A number (0375« W R, AL CA RS54 A
BRSK BT 4, X2 RE0% A 3 CAE. i1 show crypto ca server certificate iy %
A SR S A CA RS FAETH R HIUE TS, DL IL S N BMTATE SRR FBNE 10/ ASA.

%E%iﬁf% %$ASA-5-717050: SCEP Proxy: Processed request type type from IP client ip address
, User username , TunnelGroup tunnel group name , GroupPolicy group-policy name to CA IP

ca 1ip address
WLAA: SCEP AR — 4 E, TR PR3] CA. Sk CA IR B 25 4k [ 25 ) i o
* type - SCEP AREML B (1)iE KB A 45, nTLUZ LR SCEP JH H 28842 —: PKIOperation.
GetCACaps. GetCACert. GetNextCACert £l GetCACertChains
* client ip address - WCE| [ KI5 1P Hiuhlk:
* username - SWLE| SCEP & 3K 1) VPN 21l KB H 1 4
* tunnel-group name - 5% SCEP 3R i) VPN 21 B BEiE 41
* group-policy name - 5 E] SCEP 153K ] VPN 2175 JC I 1) 2H 5 s
* ca ip address - ZHSHE P ECE K CA 1) 1P Hidik

F 4 B 2 715001-721019 .
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BIRIE: KHPATAENTIRAE

gﬁ%iﬁfﬁ $ASA-3-717051: SCEP Proxy: Denied processing the request type type received from
IP client ip address , User username , TunnelGroup tunnel group name , GroupPolicy group

policy name to CA ca ip address . Reason: msg
WLRA: SCEPARH CE4aAb g K, X AIAeZ tHTRCE AR QB R AR RS DL BE SRR 5 5L
(o
* type - SCEP AR B 1) if SR 45 ef, wJ LA LU SCEP W EZEAZ —: PKIOperation.
GetCACaps. GetCACert. GetNextCACert fil GetCACertChain,
* client ip address - W I8 K (U5 TP ik
* username - 5§ | SCEP i 3K ] VPN 21 SCHK IR H] ) 44
* tunnel-group name - 5% SCEP 15K ) VPN 2 1E R B B%IE 24
* group-policy name - 5% SCEP 53K A VPN £ i JC B ) 2H S
* ca ip address - 21 HME L E ) CA 1 IP Hidik
o msg - U0 B F £ 035 SR A B 1) 5t DR B 15 11 Ji DT - 75 H
BEWGRME: ARG 2 0 SR PR B R o SR AR SR ek, iR A CA URL BlE. A0, 3
RS A H B 34T SCEP -, Halik ff A debug erypto ca scep-proxy v 2 K1t — ik

gﬁ%;ﬁfﬁ $ASA-4-717052: Group group name User user name IP IP Address Session disconnected
due to periodic certificate authentication failure. Subject Name id subject name Issuer

Name id issuer name Serial Number id serial number

YRR o BUE P S ISR RN, I Has s ST E
* group name - 2315 T J& I 41 1) 24 FR
* user name - = 44
* IP - R A L TP ik
* id subject name - 231 1D UE15 4 14 4 44 Fx
* id issuer name - =% ID UE15H IMUR 2 2 FK
* id serial number - 215 1D E 54 (7515

BILRIRAE: KRRAT TR

SSP #EAK

gﬁ%;ﬁf@ $ASA-5-717053: Group group name User user name IP IP Address Periodic certificate
authentication succeeded. Subject Name id subject name Issuer Name id issuer name Serial

Number id serial number

. 4 HEH 2 715001-721019
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717054

717055

n1ss [

AR BAUE T S S T ) o
* group name - 53V JIT J& IX) 4 WS (1) 44 B
* user name - VKW H P 44
* id subject name - 231 1D UE15 7 148 H 5 44 Fx
* id issuer name - <15 ID UE15 1 HIAUR 2 24K
* id serial number - 21 1D E 154 75155

BILHIERAE: LR RITE T4

SSP H&4K F Bl

%ﬁ%iﬁfﬁ SASA-1-717054: The type certificate in the trustpoint tp name is due to expire in
number days. Expiration date and time Subject Name subject name Issuer Name issuer name

Serial Number serial number

AR A5 AT s B FE e Uk 15 R 21
* type - LSRR CA 5L ID
* tp name - UE-S P J& [R5 AT KUK 44 0K
* number - T HTFT R EL
* date and time: 2\ JH H FAFI 7]
* subject name - U 48 FH 35 44 FK
o issuer name - U H IR0 K 4 FR
* serial number - WF A5

BIRYIRIE: FATuE .

gﬁ%;ﬁfﬁ %ASA-1-717055: The type certificate in the trustpoint tp name has expired.
Expiration date and time Subject Name subject name Issuer Name issuer name Serial Number

serial number
WA A TS R uE B e 2.
* type - UEPMRA: CA 8L ID
* tp name - E-P & FE AF AU AR
* date and time: F|#A H HAF BT (7]
* subject name - L5 A FH 28 44 FR
e issuer name - UE5 A0 SR
* serial number - IF 9 )73 5
EBYIRIE: SHTUE.

F 4 B 2 715001-721019 .
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U bR SSP

%E%iﬁﬁé $ASA-6-717056: Attempting type revocation check from Src Interface :Src IP /Src
Port to Dst IP /Dst Port using protocol

B CA IEAZR F# CRL 5k 1% OCSP M 4N &Ik K

* type - AR A ZEAL, ATLLY OCSP 2 CRL

* Src Interface - TEAE NILHEAT M AHAS 72 14 IR 44 FR

* Sre IP - 1EAE MNFLRET AR A 1) TP Huhik

* Sre Port - 1EAE MWILREAT My B4 2 11 i 115

* Dst IP - 1EAE [ HoR ik MR 2 K P AR 45 25 16 1P skt

* Dst Port - 1EAF i) HL A3 RS A 2008 SR 1K) IR S5 2 1 it 15

* Protocol - \FAERT MK &MY, 7L HTTP. LDAP B¢ SCEP
B BYRIE: TR PATATAEAE .

%E%iﬁﬁ? %ASA-3-717057: Automatic import of trustpool certificate bundle has failed. <
Maximum retry attempts reached. Failed to reach CA server> | <Cisco root bundle signature
validation failed> | <Failed to update trustpool bundle in flash> | <Failed to install
trustpool bundle in memory>

WAR: REURGE I — SR B AR TR G H S IR SG HE B B3l T AR Z130Kk
SUBTHIT, PRI EEEE R R & 2 R B, JCHORAE R OU T o Rl 3 i TR A
RITE(E R .

BILRIHERAE: BUE CA WIUT R PEIFAENAE CA RUIEAS L H 2% 1e] o

%E%iﬁf? SASA-6-717058: Automatic import of trustpool certificate bundle is successful:
<No change in trustpool bundle> | <Trustpool updated in flash>.

YRR RGO — Sl I BAE R T IR G H S RS HE BAAEMH] A3 ARAER SRk
ORI, IR IS R R 2038 R E, JCHEAE RIS O o Ul b e i TR
RTE(E R .

BILAIRIE: L

%E%iﬁfﬁ %$ASA-6-717059: Peer certificate with serial number: <serial>, subject:

<subject name>, issuer: <issuer name> matched the configured certificate map <map_ name>

WERR: AR ILIE X ASDM MERHEAT B 3 B ik I AR I BT IC B AR P e MU fe VR )n . R
B H &

. 4 HEH 2 715001-721019
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717060

717061

717062

17060 [
BILHIERAE: LR RATETAT.

%E%iﬁf% $SASA-3-717060: Peer certificate with serial number: <serial>, subject:
<subject name>, issuer: <issuer name> failed to match the configured certificate map

<map_name>

WERR: AEIEIE X ASDM G IEAT B gt  (FAR S FTc B ik B A Fe v 420y, fs
BRI H .

BIRGIRAE: WRNAZICVE HAE D 5 O AEUE TS, iiAer il sl & LA A5 | H ) map_name,
FEHRE 5 LR U B IE D SO VRIS

XSSP F5 i

%1;‘%;&1,% $ASA-5-717061: Starting protocol certificate enrollment for the trustpoint tpname
with the CA ca name. Request Type type Mode mode

AR Ol CMP A K
* tpname - AT M IEAE S 44K
* ca - CMP e & L) CA FHLA L TP Mk
* ype - CMP i REA, G “YIAMIER” o “TANIEER” F “ 2B HE G K”
* mode - {FIH R BN  “F3)7 8 “AHP)”
* protocol - FEMNHHL: CMP
BIRYRIE: LR PAT MR

gﬁ%;ﬁﬁ? $ASA-5-717062: protocol Certificate enrollment succeeded for the trustpoint tpname
with the CA ca. Received a new certificate with Subject Name subject Issuer Name issuer

Serial Number serial
RBA: CMP FHHER . REWEHIET.
* tpname - AT MG S 4R
* ca - CMP BCE LN CA FHL44 5L IP Hihik
* subject - W B HIUEFS A I 44 B
o issuer - WCB HAE S H 00K & 44 Bk
* serial - ILEIPEB A RIF )5
* protocol - {E N : CMP

BILHIERAE: LR RATETAT .
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AV SSP #7/

%gll;é“;‘ﬁ,%\ SASA-3-717063: protocol Certificate enrollment failed for the trustpoint tpname
with the CA ca

EEA: CMP MR R
* tpname - AT AR SR 4 FR
* ca - CMP BLE T ML) CA M4 8 TP Mk
* protocol - FE MM : CMP
BICRYIRAE: AT CMP PR ER R A 52 1 W R M)

¥ SSP Fr

iati%“;ﬁ,%\ $ASA-5-717064: Keypair keyname in the trustpoint tpname is regenerated for mode

protocol certificate renewal
WA X CMP E VRN, B2 508 AR i fm AT 55 1 25 X
* tpname - FATHEM FFAE A FK
* keyname - 15 1T 5 P IR 35 BN IR 44 FR
* mode - JEMHi AR : Manual 5% Automatic
* protocol - FENFHL: CMP
BIATIRIE: B AT

ID 9)-F 718001 %I 719026 =~ |5) B & 2

718001

718002

AEAEE ID AT 718001 F| 719026 22 [A] (I &

g'l%?‘ﬁ,%\ %ASA-T7-718001: Internal interprocess communication queue send failure: code

error code
BLRR: RSB VPN SO IA S P A0 T S HERA N A A 9 B P R o
BRI XL RAYEROL. MRS RATAE, WIHCRIBRL TAC,

gl;&“;ﬁ,%\ $ASA-5-718002: Create peer IP address failure, already at maximum of number of peers

VR OO B K DB g SRR AU . RGO IS B (K0 254K

. F 4 H & 2 715001-721019
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718003 [

BIRIRAE: R I AR, DA R D 2808 0 S5 A ) 50 AN Y PV 19 i KA

718003

gl%iﬁ,%\ $ASA-6-718003: Got unknown peer message message number from IP address , local

version version number , remote version version number

AR I — A BT SRR T IETE UM A S B R . X AT RER R R AR T R R A
ANVGHE, ARARAT e A P R B

BRI UL ITAT BSOS WA HLIL R DL R A AE B A RAT ARG,
HIAR AR TAC,

718004

’éia':é“}‘ﬁ,% $ASA-6-718004: Got unknown internal message message number
YRR KE T NI R
BRI X e RSO W R R AR, IR R TAC,

gl;&iﬁ,%\ $ASA-5-718005: Fail to send to IP address , port port
YRR FESBINMTERL  E AR A G ] A 2 N R A R . IR T AR R 4% )

EIAIRIE: B ASA FILTMEMRCE, FFIUERE D2 A5 A T3% sk & H s s & i s
ASA. WHR R EAIRAFAE, R ILE TAC.

718006

HiRHE 2aSA-5-718006: Invalid load balancing state transition [cur=state number

] [event=event number ]
BERR: A TREHU R . ST RER AT A5 Y AR AR R
BRI XL RYEG O WER RS RRAT 4L, WEHORIBR TAC,

g'll?:'&’;ﬁ,%\ $ASA-5-718007: Socket open failure failure code
YRR 7RSI B ST I R AR . IX AT RER N I 286 10 i P R AT

BILRIIRAE: KA ASA BEETMSMMCE, JFUR R 2 AL s shRas Hh il 2 fii s
ASA. TR BARAAAE, TR AL TAC.
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g’l;&iﬁ.%\ $ASA-5-718008: Socket bind failure failure code
WERR: 1F ASA S5RZ 5w B S HT S T R AERT D . IX AT BRI Y 4% i i Bl N S AR 1

BIAIRIE: R E ASA FILTMEMACE, FFIUEH: LR A5 A TG sk & H s & i
ASA. WHR R EARAFAE, R ILE TAC.

HiRHE 2ASA-5-718009: Send HELLO response failure to IP address

WEEA: 7E ASA Z2UCKE Hello Wi WK SRR B — AN B M0 SRR A A T8 Bk IXWT RER R I
2% i) L PN PR A R

BIHTIRIE: K fr ASA FIET M MECE, JFRIEE: LS A TG sh RS Bl s & B s
ASA. IR R EBARAEAE, TEEER R TAC.

%gl;&“;‘ﬁ,%\ %$ASA-5-718010: Sent HELLO response to IP address
WEAA: ASA TR Hello Wi Vi G A 1) A 43 B ) 454
BIBIRAIE: LR PATAE R

HiRIHE +nSA-5-718011: Send HELLO request failure to IP address

WEA: 7E ASA 221K Hello 15 5RVH AR B — AN A B M0 SR AN A A T8 R IXWT RER R I
2% i AL R AR R

BIHTIRIE: K fr ASA FIET M MECE, JFEERE: DS Ak TG s RS Bl s 2w s
ASA. IR R BARAEAE, TEICREE TAC.

gll;é“;ﬁ,%\ $ASA-5-718012: Sent HELLO request to IP address
WER: ASA U4 Hello RIS ELAEHIE] GBI IR 2514
BIBIRIE: LR PATAE R

gii':é‘;‘ﬁ,%\ $ASA-6-718013: Peer IP address is not answering HELLO

LR I S AR AE N2 hello 13RI .

. F 4 H & 2 715001-721019
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718014

718015

718016

718017

718018

718019

nsos [
BEIROIRIE: A G121 SSF X A5 R I 4 B KRS

gl;&’;ﬁ,%\ $ASA-5-718014: Master peer IP address is not answering HELLO
YRR AT X AR AE N hello 155KV KL
BEICHYIRAE: WA BT SSF 0 A5 RN 48 R IR A

HiRHE 2ASA-5-718015: Received HELLO request from TP address
AR ASA MBI A5 1A E Hello 1R E. -
BIRIHERIE: H TR,

gl%;ﬁ,%\ $ASA-5-718016: Received HELLO response from IP address
YLAR: ASA M SIS0 A5 RIS 3 Hello i b s 4.
BICRYIRAE: LR PATAE TR

gl%‘;ﬁ.% $ASA-7-718017: Got timeout for unknown peer IP address msg type message type

WiRA: ASA CACBRENNS SR AR [ . el T UE X SRR BE C NS ShFI & T IER, Db 2 1 1%
HE.

BAIRIE: W AGZHE BARAAE B A RAT ARG, Vi & D B M S PR IR 56 LR BT A7 X S5 R A
CIEMRCE .

g’l%;ﬁ.%\ $ASA-7-718018: Send KEEPALIVE request failure to IP address

WERA: AR UCRE DR IE R SR B AL B A — NI SR A B R . I R] BER R P 45 1)
LB F AR R o

BILRIIRAE: KA ASA BEETMSMECE, JFI e o2 AL s shRas Hh il 2 fii s
ASA. TR BARAAAE, TR AL TAC.

HiRHE 2ASA-7-718019: Sent KEEPALIVE request to IP address

F 4 B 2 715001-721019 .
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718023
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WERA: ASA CURFORFFIEHIE R S LA I T8 i 254k
BIRYIRAE: BT fTIRAT

g'l%?ﬁ,%\ $ASA-7-718020: Send KEEPALIVE response failure to IP address

VERA: AR TR DR i 3 S A3 B 3L o — NSRBI S5 AR I A R R . X AT BER S P 45 1)
ﬂﬁW%##%

BIBYIRIE: KA ASA FIETMKIMALE, JFEIIEE: e fH A Fim RS H s & Rim s
ASA. MR R EARAEAE, TR EE TAC.

gi;“;ﬁ,%\ $ASA-7-718021: Sent KEEPALIVE response to IP address
WERA: ASA CURFORITFIEHM N AL 2 8 i) 254k
BIRIIRAE: KBTI T34

g’l?&}ﬁ.%\ $ASA-7-718022: Received KEEPALIVE request from IP address
AR ASA A BN SR B RAFIE R R B
BILHYIRIE: TR HITAEATERAT .

gll;é“;ﬁ,%\ $ASA-7-718023: Received KEEPALIVE response from IP address
AR ASA MBI M S ARSI DR I R R I
BIBIRAIE: LR PATAE R

BiRiHE 2ASA-5-718024: Send CFG UPDATE failure to IP address
VAR RS2 R O SRV SRR B H AN S0 S AR IR e AR R . IR R S I 9% i) 7
PR R

BIHTIRIE: K E ASA FIET M MECE, JFEERE: DS A TG sh k&S Bl s & B s
ASA. IR P EBANRAEAE, TEIEREE TAC.

. F 4 H & 2 715001-721019
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718025

718026

718027

718028

718029

718030

1805 [

HiRjHE 2ASA-7-718025: Sent CFG UPDATE to IP address
WEBA: ASA UG B B AL 4 30 B8R ) A5 A
BICRYIRAE: LR PATAE TR

BiRiHE 2ASA-7-718026: Received CFG UPDATE from IP address
WEAR: ASA M SRS 0] A5 PRI 0 SR
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-6-718027: Received unexpected KEEPALIVE request from IP address
WRA: ASA MBI SRR R AMA DRFFIERGE R
BWBIIRAE: AR AR A AR B AN RAT WA, THERUE R 15 R0 BT R I S B A i )

A

HiRHE 2ASA-5-718028: Send 00S indicator failure to IP address

WA RS0 OOS TR s gl EUAIE B b — AN G B 0 SRR I A A B R o I AT REAE 705 0 5% [ il
BA AR AT

BIBYIRIE: KA ASA FIETMKIMNLE, FEIAER: e/ A Fim sk A s B im s
ASA. WIR R ERAEAE, IHBER R TAC,

gll;&’;ﬁ,%\ $ASA-7-718029: Sent 0OOS indicator to IP address
WLBA: ASA LUKr OOS Fig 7 # i A% A 2] f B B i 4544
BIERAE: EHRPAT T

EiRIHE <nSA-6-718030: Received planned 00S from IP address
AR ASA MABUIYHTX AT K 008 i
BIRIRAIE: LHR AT

F 4 B 2 715001-721019 .
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718036
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gl;&iﬁ,%\ $ASA-5-718031: Received OOS obituary for IP address
WRA: ASA MBEIIHTREE AN E] 00S KA A .
BIBIRIE: LR PATAE TR

gl%“;féi,%\ $ASA-5-718032: Received 00S indicator from IP address
AR ASA MBI A5 AW 2] O0S JR7R4sI . -
BRI Ll HAT TR,

Hi%iH/S 2ASA-5-718033: Send TOPOLOGY indicator failure to IP address

LR FEZUCRE A TS a8l R AL 2L — A SIS BN SRR I A A A 1R o IXAT BER 7R W £8% i)
B AR R

BEYIRIE: B ASA FEETRKMACE . WUFRE D R TIESPIRE, U CEHE &5 mE
ASA. WHR R EAIRAFAE, R ILE TAC.

EiRiHE 2ASA-7-718034: Sent TOPOLOGY indicator to IP address
WEAA: ASA KR MRS AN B IE B 5 B8 A R S5 AA
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-7-718035: Received TOPOLOGY indicator from IP address
WA : ASA M AEIHTR FE AR R H A R R G R
BICRYIRAE: LR PATAE R4

gi;&“;ﬁ,%\ $ASA-7-718036: Process timeout for reqg-type type value , exid exchange ID , peer
IP address

PEEA: ASA T AbH G544 IN o) 1

BIWRIIRAE: WA SO N I o SRR, TSR AN A A L ASA 2 [A] ) A B A AR A A4
TR ) 4 i 2

. F 4 H & 2 715001-721019
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718037

718038

718039

718040

718041

718042

118037 [

g’l;&iﬁ.%\ $ASA-6-718037: Master processed number of timeouts timeouts
YEBA: KA A (UK ASA AL HFE E H i R0 SRR IN

BIAYIRIE: WIEENEE G WRAGIE, TR AR ASA 22 8] (R0 5 44 41 B 4 i e B A
P28 IERL o

gia‘:é“;‘ﬁ,%\ $ASA-6-718038: Slave processed number of timeouts timeouts
WA AR A () ASA AR SRFR & B X 54 I

BWEYIRIE: WAEBIN RS Gk WRAGIE, TR AR A ASA 1A R0 AE 1A G B A i C B A
W 28 5%

g’l;&“;ﬁ.%\ $ASA-6-718039: Process dead peer IP address
WEAA: ASA CURLIN 3 KO S5 1A

BILAYIRIE: WUE RO SRR S A WERAGTE, TR 2O A5 L ASA Z 18] 0 SRR 913
)18 L R ) 4%

’éia':é“}‘ﬁ,% $ASA-6-718040: Timed-out exchange ID exchange ID not found
WLAR: ASA SN BRSO SR, (HARAIAS# 1D,
BRYIRIE: LR PATAE R

gll;&’;ﬁ,%\ SASA-7-718041: Timeout [msgType=type ] processed with no callback
WERR: ASA Rl B ABO SEAR, (HAEAR B RAE A RT3k
BIBIRIE: LT PATAE TR

EiRiHE 2ASA-5-718042: Unable to ARP for IP address
AR ASA TEZK VS X SR ITE F] ARP R
BEARYRAE: BRI e 1 IR H B AT B A SRS nT DU FLlAE .
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gl;&“;ﬁ,%\ $ASA-5-718043: Updating/removing duplicate peer entry IP address
WiRA: ASA $RFIJFIEAEMIER SRS H .
BIBIRIE: LR PATAE TR

gl%“;léi:%\ $ASA-5-718044: Deleted peer IP address
AR ASA IEFEMIER SIS B0 S5 48
BRI Ll HAT TR,

g'll?:'&’;ﬁ,%\ $ASA-5-718045: Created peer IP address
WiRA: ASA A 2 B Mo S A
BIBIRIE: BT PATAE TR

gi;“;ﬁ,%\ $ASA-7-718046: Create group policy policy name
WERA: ASA LAV IR SB35 A 4 A A
BIRYIRAE: KR HATEfTIRA .

g’l?&}ﬁ.%\ $ASA-7-718047: Fail to create group policy policy name
WERR: ASA 7E SR O H 21 SR LUOR Y S B3 B 0] A5 A 2 T FR LA I R U
BN HYIRAE: IO UE ST INC B T R

gl;&“;ﬁ,%\ $ASA-5-718048: Create of secure tunnel failure for peer IP address
AR ASA 7B LA () AT ST TPsec BRI IN 38 21 K
BRI WO UE BTG B AT IR LR M4 A IR 1B AT .

gla‘:é‘;ﬁ,% $ASA-7-718049: Created secure tunnel to peer IP address

. F 4 H & 2 715001-721019
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718050

718051

718052

718053

718054

718055

AR ASA I 7l m) 47 2RI 1 0SS AK P IPsec BEIA .
B RYIRME: R PAT TR,

718050 [

g’l?&}ﬁ.%\ $ASA-5-718050: Delete of secure tunnel failure for peer IP address
AR ASA FEZARZE 1 Fl o) S B AT A5 TPsec FEIE IN 18 21 I
BEICHYIRAE: IO UE S B M TC B A IR LA A I 2% 2 1 IR BT .

%gl;&“;‘ﬁ,%\ $ASA-6-718051: Deleted secure tunnel to peer IP address

RRA: ASA T2 Ll ) 51 33 17 %) S5 IPsec FEiE .
BIAIRIE: CRE AT R

‘éi;‘:éi‘ﬁ,%\ $ASA-5-718052: Received GRAT-ARP from duplicate master MAC address

AR ASA M E S X AR F 0 3 ARP.
AR KA S A B IOAE MR R A IE W IE AT .

gl;&iﬁ,%\ $ASA-5-718053: Detected duplicate master, mastership stolen MAC address

AR ASA il 2 T 5 0 A A s A 3 A A
BIBIIRAE: A BTG BT IR UE M 28 17 1R BT

gi;i“;ﬁ,%\ $ASA-5-718054: Detected duplicate master MAC address and going to SLAVE

SRR ASA R LRI I 2 e S M B
REIAIRAE: K0P U B ORI % T I AT

g’l%;ﬁ,%\ $ASA-5-718055: Detected duplicate master MAC address and staying MASTER

AR ASA Kl 2 A B0 AR ATF CRER b TR AR
BIBIHRAE: A S BUYHTAC BT IR UE M 26 7 IE R I8 AT

F 4 B 2 715001-721019 .
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%gl%iﬁ,%\ $ASA-7-718056: Deleted Master peer, IP IP address
WEBA: ASA TN PA R o N B 47 2802407 32 0 254
BICRYIRAE: LR PATAE TR

gl%“;féi,%\ $ASA-5-718057: Queue send failure from ISR, msg type failure code
AR 7R T R 25 2% tfE VPN SR 3 3 A7 A A0 v 1R v S RA IS A A SRR 1%
BEARYIRAE: Xl RPN O WUR AR, IEERRAEL TAC.

gll;&’;ﬁ,%\ $ASA-7-718058: State machine return code: action routine , return code
WA IEAE R T A B A BRI BRI AR
BICRYIRAE: LR PATAE A

HiRjHE 2asA-7-718059: State machine function trace: state=state name , event=event name

, func=action routine
WERR: IEAE RSB BT FRARS LI F AR RIR A
BIRIRAE: LHR AT

g’l?&}ﬁ.%\ $ASA-5-718060: Inbound socket select fail: context=context ID .
YRR EREFEB AR A TR, GRS . X A] BER IR AETE N S AR A AR
BSCRYIRAE: W R e B ARAE A, VIR R TAC.

gl;&iﬁ,%\ $ASA-5-718061: Inbound socket read fail: context=context ID .
WERR - Ak R R A I S it 2 5 R R IUR I . T AT B RN AR AE N IR A A 1
BICRYIRAE: W R n) SR AE, VIR R TAC.

. F 4 H & 2 715001-721019
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718062

718063

718064

718065

718066

718067

118052 [

%gl;&iﬁ,%\ $ASA-5-718062: Inbound thread is awake (context=context ID ).
WERR: I HT R  MER IETT UR A B
BICRYIRAE: LR PATAE TR

EiRiH 2 $ASA-5-718063: Interface interface name 1is down.
AR AT BER R B DAL TR PPIRAS
BILRYIRAE: RO, DU ORI s AT IR

gll;&’;ﬁ,%\ $ASA-5-718064: Admin. interface interface name is down.
WA BT AL B 1 A T SR APIR A
EARYRAE: AR ORCE, DU ORILEE BT IR

gi;“;ﬁ,%\ $ASA-5-718065: Cannot continue to run (public=up /down , private=up /down ,

enable=LB state , master=IP address , session=Enable /Disable ).

YRR DI HERE AT, O AN P AT RS- A5 o TR A2 PTG sl D A 8 i 1y
YR

BWEOERAE: MEEONRE, UHREDPIANE DT ERFIZATRE, I EAEEse S EH .

g’l%;ﬁ.%\ %$ASA-5-718066: Cannot add secondary address to interface interface name , ip
IP address .

WERR: DA R R B IS N B A0 B 1 o RS T A I e ke R v e A
BIRIHRAE: AT B b (R sk D DRI AT L ME 100 A A B L R

gll;é“;ﬁ,%\ $ASA-5-718067: Cannot delete secondary address to interface interface name , ip
IP address .

AR A BhB I N R I, XA RER S A7 AE S b ) A F A R

F 4 B 2 715001-721019 .



A4 A S 715001-721019 |

[l 71s06s

BAHIHRAE: KA L SR, IR R Bt A R R ME i R AR AR, 1
AR WA TAC,

718068

gl;&“;ﬁ,%\ $ASA-5-718068: Start VPN Load Balancing in context context ID .
LR BIIHTEERE OB S It s IR AL .
BIERAE: LR PAT T

718069

%1%3#1,% $ASA-5-718069: Stop VPN Load Balancing in context context ID .
WAR: PR O k.
BIHYIRE: B PATAE A

718070

gll;&’;ﬁ,%\ $ASA-5-718070: Reset VPN Load Balancing in context context ID .
WRA: LB O E
BIBIRIE: BT PATAE TR

71807

gil;&“;ﬁ,%\ $ASA-5-718071: Terminate VPN Load Balancing in context context ID .
WA LB AEC&IL.
BILAIRIE: CRHATAEATERAE .

118072

g'l%?ﬁ,%\ $ASA-5-718072: Becoming master of Load Balancing in context context ID .
WAA: ASA T4 LB LBt
BILHYIRIE: LR HITAEATERAT .

718073

gl;&“;ﬁ,%\ $ASA-5-718073: Becoming slave of Load Balancing in context context ID .
WLEA: ASA KN LB Mg 4.
BIHRAE: R HAT AT

. F 4 H & 2 715001-721019
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718074

718075

718076

118077

718078

718079

nsons [

g’l;&iﬁ.%\ $ASA-5-718074: Fail to create access list for peer context ID .

1BA: ACL AT LB X EA T LUR{E ) 2 ebFiE . ASA TiECIEE P —A ACL. X[ REER
AEAE -1k 1) @B P S5 A 1)

BWHYIRAE: A AT SRR LR I I SHIE R, R OREA AR I AT R AR A R e )
AFAE, IR IR TAC,

‘éw‘%‘;ﬁ% $ASA-5-718075: Peer IP address access list not set.
AR MHPR S APRIE R, ASA KRB RIK ACL X554 H .
BRI KHRPATAEATIRAE

%gll;é“;‘ﬁ,%\ $ASA-5-718076: Fail to create tunnel group for peer IP address .
AR ASA 7R B BRI 2 DAORS G A ] 25 A2 ) R LA I A i e
BIBIIRAE: W UE MBI HTRC B T IR

gl%“;léi,%\ $ASA-5-718077: Fail to delete tunnel group for peer IP address .
LA : ASA TESiMNBR FH T OR B 80808 o) 55 A 2 T 1) B A ) I 4 P 2 g o
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-5-718078: Fail to create crypto map for peer IP address .
WERR: ASA 7K QIR i LU DR B 38 2 0o S5 A 2 ] e A5 P e 2 e
BIBIIRAE: W UE B HTIC B T .

gi;&“;ﬁ,%\ $ASA-5-718079: Fail to delete crypto map for peer IP address .
WERR: ASA 7EZEIRMN BRI T OR S d JA 88 o) S5 A 2 ) RO EE A5 P Jon 2 WA I e 2 i e
BILBIRIE: LRI

F 4 B 2 715001-721019 .
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718081

718082

718083

718084
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%gl;&iﬁ,%\ $ASA-5-718080: Fail to create crypto policy for peer IP address .

WiRA: ASA 7EZEUN AL B DU DR D 28BS A2 T RO A I e ZE e o 3K AT ESR A7 AE N 78
B A ) 7L

BIRIIRAE: WERAEVRA A, HIRAR DR TAC.

‘éia':é“}‘ﬁ,% $ASA-5-718081: Fail to delete crypto policy for peer IP address .
WEAA: ASA 7523 5 A T 0 OR S a8 38 i) &5 A4 2 1) (R385 1) J 4 BRI e AR i
BIRYIRIE: LR PATAE IR

gl;&iﬁ:%\ $ASA-5-718082: Fail to create crypto ipsec for peer IP address .

WRA: JA M VPN G M SRR NS 5, VPN S e aoR i DB SR A P R FiA e
Ol — Al g Bl PR IE . X TREANBEIE, RS AU AN A (TSR s S A 4
) o A AINE S LB e E R

* IP_address - LA S5 ) TP Mk
BICHYIRAE: M A G R s S A E A AR H R

f;ﬂa:éﬂéi,% $ASA-5-718083: Fail to delete crypto ipsec for peer IP address .

WERA: AR MIER A VPN S &), S SR . — e M2 Hol B 2k
e

* IP_address - ZCFEX SR TP Hiuhik
BILBIRAE: A AR 2 I 0 A5 2 B AR e I LAl 2% FL IV R

gl%iﬁ:% $ASA-5-718084: Public/cluster IP not on the same subnet: public IP address , mask

netmask , cluster IP address
WLRA: ZERE IP Mkl ASA AMHE: OALER—M L.
BIRIRIE: HIORANERE (BURBHLD TP Huhk 5 453 D by T [7]— M 4%

. F 4 H & 2 715001-721019



| F4B&HE N50-121019

718085

718086

718087

718088

719001

719002

718085 [

gl;&iﬁ,%\ $ASA-5-718085: Interface interface name has no IP address defined.
AR EORARE 1P k.
BRI HOE L) 1P M.

gl%“;ﬁ:%\ $ASA-5-718086: Fail to install LB NP rules: type rule type , dst interface name ,
port port .

WEEA: ASA 7EZXIRAIE SoftNP ACL U LR 57 A B b 25 A 2 ] (R G A I oA A= s o 3K AT ER
TNAFAE PR )

BALHIIRAE: WIRAERAEAE, TR IR TAC.

gll;&’;ﬁ,%\ $ASA-5-718087: Fail to delete LB NP rules: type rule type , rule rule ID .
WERA: ASA FEZUMIER F T DR S0 B X S5 K 2 18] (A 1K) SoftNP ACL BRI e 7 s
BIBIRIE: BT PATAE T ERAE .

HiRHE 2asA-7-718088: Possible VPN LB misconfiguration. Offending device MAC MAC address

AR A7 AR RN LB AR I rp AN O AR R R B A R
B RYIRAE: R AP SR R S I B, (R R T U (R SR AR

g’l%;ﬁ.%\ %ASA-6-719001: Email Proxy session could not be established: session limit of

maximum sessions has been reached.
WLRR: H T CIA SR KA IR, TR AR PR 21
* maximum_sessions - iz K215 %

BILRIRAE: LRI

gi;&“;ﬁ,%\ $ASA-3-719002: Email Proxy session pointer from source address has been terminated

due to reason error.

F 4 B 2 715001-721019 .
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719004

719005

719006
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WRR: W ARAER, SWEC%&ib. WREMET IR AR IR SR N B S TR A . EIE S TR AAT
DVSERES S CHEYNTBER

* pointer - {5 {EEN

* source_address - HS{-ACE%2 7 i 1P Ml

* reason - i iR A

BIRIIRAE: KR RATAEfTIRAE .

giﬁ%i‘ﬁ%\ $ASA-6-719003: Email Proxy session pointer resources have been freed for
source address .

YEER: SPRCIIEhA IR ORI, e R &b E R E A T NULL.
* pointer - 2> {5 {REN
* source_address - WS {FACEEZ i TP Mok

BIHRAE: W AT A

%E%iﬁf% %$ASA-6-719004: Email Proxy session pointer has been successfully established for

source address .
BLRR: T e AN PF 7 i 2 i o
BIWRIIRAE: A HAT AR

gﬁ%iﬁfﬁ SASA-7-719005: FSM NAME has been created using protocol for session pointer from

source address .
AR DU AKIH 1 A& FSM.

© ZFK - BESS TR FSM sS4 44 F

o WS- MEPFERNEAY (ldn, POP3. IMAP Fil SMTP)
* pointer - 2 iEfREl

* source_address - {7 iy 1P Kbk

BILRIIRAE: LR RATE TR

gﬁ%ﬁ%%ﬁ%ASA—7—7l9006: Email Proxy session pointer has timed out for source address because

of network congestion.

. F 4 H & 2 715001-721019
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719007

719008

719009

719010

719007 [Jjj

WERR: RAEMISIRIE, Bn SOk RIR BN PE 5 7 S sl AR 55 4% o X PP OL R BB I &% . Bt
I SN e, i

* pointer - {5 {EEN
* source_address - HS{-ACH %2 7 i 1P Ml

BIAYIRIE: L B)E Rl R

g'l%?ﬁ,%\ $ASA-7-719007: Email Proxy session pointer cannot be found for source address .
YRR JCiRAE A A P R BIL R 2 1h . SR O IR

* pointer - 2> {5 {REN
* source_address - HEEFACER 2 7 by 1P Mk

BILHIERAE: LR RATE T4

%gll;é“;‘ﬁ,%\ $ASA-3-719008: Email Proxy service is shutting down.
YRR MSPHARERZE T . ARG HIT A B, IR SRR
BIBIRAIE: BHPATAE TR

gl%“;léi,%\ $ASA-7-719009: Email Proxy service 1is starting.
WA IRPHREEC A
BIBIRIE: BRI ERAE.

g’l;&}\ﬁ,% $ASA-6-719010: protocol Email Proxy feature is disabled on interface interface name

WRA: M CLI AR AN I 28 TSR e . X2 M RS L. A B 2 K B
AP, R 3 R PR BE 4 = Bt M 2 7

* protocol - HEAFACEIEMYSEAL (45, POP3. IMAP #1 SMTP)
* interface_name - ASA 14 FK

BILRIERAE: LRI TR

F 4 B 2 715001-721019 .
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719013

719014
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%gl%iﬁ,%\ $ASA-6-719011: Protocol Email Proxy feature is enabled on interface interface name

WRA: M CLI M ARSI R M T SPHACEEZh e . G2 M 0T R AS L. EOREHII, K
W HT 58 SRR B4 SR WU AN 2R o e i F L5 J8 Bl s DL W 4 e

* protocol - HS{RELPHSSEAY (511, POP3. IMAP 1 SMTP)
* interface_name - ASA % 14 FK

BILRIIRAE: KR RATE TR

gl%‘;ﬁ%\ $ASA-6-719012: Email Proxy server listening on port port for mail protocol protocol

LR AERTRCE K B0 EE IET T T OUUNEIE, JF SRR AW IS N E] TCP & #6441 .

* port - D & A 105
* protocol - HS{ARERPHNETY (511, POP3. IMAP 1 SMTP)

BILAIRIE: BRI TAEATERAE .

Hi2 8 9asA-6-719013: Email Proxy server closing port port for mail protocol protocol .
YRR AT E s 1 AR E P OG A T ATWTIEIE,  JF AR E N TCP G FE2 IR -
* port - JITHC B ) ¥ 5
* protocol - HEFFAREEEMCEAL (filln, POP3. IMAP il SMTP)
BICRYIRIE: LR PATAE IR

%gl;&“;‘ﬁ,%\ $ASA-5-719014: Email Proxy is changing listen port from old port to new port for

mail protocol protocol .
WLAR: i€ PRSI T o 1 rb R B e S b I BT L P 1) EOG P Wl i I O
H A s O AT . AN CLT A B4

* old_port - 2 il i & 1) ¥ 5

* new_port - F L & (1) 15

* protocol - HE{ARHE RS AY (511, POP3. IMAP il SMTP)

BILHYIRIE: CRHIT TR .

. F 4 H & 2 715001-721019
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719015

719016

719017

719018

19015 [

%%E%iﬁf? $ASA-7-719015: Parsed emailproxy session pointer from source address username:

mailuser = mail user , vpnuser = VPN user , mailserver = server

1A UL vpnuser (ZFRKEAT) mailuser (IRZ578 0BT BEARIRSS 25 I0k% X (T xxx:
yyy@cisco.com) M F U P A4 TR o . BRR BRI IE I . AFEAE SRR BR AT, VPN H]
FAAATEAT 2 A0 R o MRS58 50 SR AT A AT WURANAEAE, R4 F 0B K BROA B R 55 45

* pointer - 2454

* source_address - {4 CHE % 7 it 1P bk

* mail_user - HE{F0K ~ F P 44

* VPN _user - WebVPN ] 7 44

* server - I3 {4 /I 55 #%

BIRIRIE: KHRPATAEITIRAE

%%E%iﬁf? $ASA-7-719016: Parsed emailproxy session pointer from source address password:

mailpass = ******,  ypnpass= ******

WLBA: Ll vpnpass (HFRIBEAT) mailpass HIA% 0 (B0 xxxtyyy) B o BCH IS 77 e o 440K
IrRRAT A ATIE I WURANAEAE, VPN R A A 25 A1 7] o

* pointer - 25 FRER

* source_address - HS{-ACE %/ i 1P Mok
BICRYIRIE: LR PATAE TR

%E%iﬁﬁ? $ASA-6-719017: WebVPN user: vpnuser invalid dynamic ACL.

WAR: WebVPN 2xili Cirfil, K0 ACL RAEMHTILN . ACL P HI S MBI ™ Vs 1) (i B
ACL J2 M\ AAA JIRg5s T8I T IbhiR, 2REGrAmese.

* vpnuser - WebVPN ] )7 4
BIRRIE: KT AAA IS5 asIFE BT 13 & ACL.

%%E%iﬁf? $ASA-6-719018: WebVPN user: vpnuser ACL ID acl ID not found

AR JCVELEAHMAEY ) ACL %1134k %) ACL. ACL v B st ms g 22 45 10 (R Bl . ACL fEA
HWHHATE S . T bR, Ik S,

* vpnuser - WebVPN f 7 44
* acl_ID - AL E ) ACL bR iIRF4F

F 4 B 2 715001-721019 .
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B 7901

EBIBYIRIE: KA A ACLCE .

719019

EimiHE 2ASA-6-719019: WebVEN user: vpnuser authorization failed.

WERA: ACL e I RS MBI P U5 ) I BR o b T 2 R, P e iy ) mS 2K ™
* vpnuser - WebVPN ] 7 44

BIBIRIE: LR PATAE TR

719020

EiRH 2 5ASA-6-719020: WebVPN user vpnuser authorization completed successfully.
WEBA: ACL e HI R M3 A P Vg el (R B o - A A e BT P

* vpnuser - WebVPN [j /" 4
BIHIRIE: TR HITALATERAE .

719021

22 9ASA-6-719021: WebVPN user: vpnuser is not checked against ACL.

WRR: ACL 2@ FH P s A0k = 07 1v) AR BR ) RS FAE T ACL 3EAT A4 AUAG 7
* vpnuser - WebVPN ] 7 44

BIBIRAIE: W%, JG R ACL K& afg.

719022

IR B $ASA-6-719022: WebVPN user vpnuser has been authenticated.
WAA: H P 4 AAA RS BT S IRAIE .

* vpnuser - WebVPN )7 4
BIBIRIE: BT PATAE TR

719023

%E%iﬁf% $ASA-6-719023: WebVPN user vpnuser has not been successfully authenticated. Access

denied.

YRR H A4 AAA RG24 . 51K 2l A SRVER U Il PRI
* vpnuser - WebVPN H " 44

HICHYIRAE: LR PATAE TR

. F 4 H & 2 715001-721019
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1902 [

719024

%g’l;&“;ﬁ.%\ $ASA-6-719024: Email Proxy piggyback auth fail: session = pointer user=vpnuser

addr=source address

WA FYH B I ) AL Y WebVPN 215 KRG IE WebVPN 2 1 £ /2 b i) H P 44 K 1P ikl
FEAIUCH . X T DL N #: WebVPN 2 i FIHBEEAREE 236 th [/ — N P ke, HE g7 WebVPN
2ilie HTBMEAERI, STt ARV P Ui IR .

* pointer - 2 fHEN
* vpnuser - WebVPN J{] 7 44
* source_address - % /iy IP bk

BAYIRIE: CRHIT AT ERAT .

719025

ER 5 B 2ASA-6-719025: Email Proxy DNS name resolution failed for hostname .
WERR: JCVRAL 1P kAT TG, R4 JO RS B W T ) DNS Jd54%

* hostname - 7 ZL AT ) 1144
BICHYIRAE: K0T DNS RS54 87T FH Ak LK BT IC & A IS A R 55 45 44 o 75 K

719026

g'll?:&’;ﬁ.%\ $ASA-6-719026: Email Proxy DNS name hostname resolved to IP address .
YRR M 1P Huhk BT AT EALA

* hostname - 7 Z T LA
* IP_address - M\ CVFC & 19 A4 IR 45 4 44 @A 1) TP stk

BILHIERAE: LR RATE T4

ID 9)-F 720001 % 721019 Z |5 BYSE 2

A AAHE ID AT 720001 £ 721019 22 18] 11 &

%1;‘%*}#1,% $ASA-4-720001: (VPN-unit ) Failed to initialize with Chunk Manager.

AR VPN R U 7 R AR REME H WA X B 7 R G T VIE L . KA T ARGV Hl 1 1) i,
H VPN Wt R4 015G 80

* unit - F BB B A%
EIBYIRIE: R AN S DU AT RE LIRS %

F 4 B 2 715001-721019 .
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720002

$EiRIH R sASA-6-720002: (VPN-unit ) Starting VPN Stateful Failover Subsystem...
WLBA: VPN #fed) e - REEIEAE A S5 F.

* unit - A% EH B A
BIHYIRIE: LR PATAE A

720003

giﬁ%i‘ﬁ%\ %ASA-6-720003: (VPN-unit ) Initialization of VPN Stateful Failover Component
completed successfully

WAR: VPN ffs e 1 REEWIUG L CAE T I 78 B
* unit - 3B G B
BILHIERAE: LR RATE AT

720004

HixiH S $ASA-6-720004: (VPN-unit ) VPN failover main thread started.
WYLAA: VPN Wiha U AL BRZFEAE 51 I E 3

* unit - TR BB B A
BIBIRAIE: LR PATAE R

720005

EiRiH S $ASA-6-720005: (VPN-unit ) VPN failover timer thread started.
WEBA: VPN Ml Y] vk I 2 AL R A 5 1IN By

* unit - TR U B
BIHYIRIE: R HITAEAT AT .

720006
Ei2H 2 9ASA-6-720006: (VPN-unit ) VPN failover sync thread started.
AR VPN Mfs ) it i )20 A #R A R4 5 | 3 I R 30
* unit - B BB A
BIBIRIE: LR PATAE T ERAE.

. F 4 H & 2 715001-721019
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720007

720008

720009

720010

720011

7120007 [

%gl;&iﬁ,%\ SASA-4-720007: (VPN-unit ) Failed to allocate chunk from Chunk Manager.

WRR: TR NAF P X SR T 58 . ASAAFAE BTN, ARBEV S 2N, ASARTREAL T 913K
SR

* unit - 1B BB A

BAAYIRIE: B)5 2 VPN 1 AR G BUOR 58 I EOFRIRUE iT 2 BE I N A7 e, AT BB
Pl o

HiRH B 2ASA-4-720008: (VPN-unit ) Failed to register to High Availability Framework.

WEAA: VPN BT 7 R GER RN 2R D) e 7 R S8, VPNISEs DI 7 Rk R 80, Xn]
REAE LA 7 R GE AT AR L ) S B o

* unit - E A BB A%
BIBYIRIE: RS LI S5 RGVuERILA A n) R IR

gi;“;ﬁ,%\ $ASA-4-720009: (VPN-unit ) Failed to create version control block.

YRR VPN 7 RGEAR BRI AT I . VPN IFRED) 7 R HEHAT AP, 4 Rk
RS (R 18 i AR W PR . VPN BRI 7RG IR R 3, X0 RE2 i et 7 R G MpIaa e 1)
R EL o

* unit - 1B BB A
BRI, LRI RIS 2 A RZE YA R B LR

gl;&iﬁ,%\ $ASA-6-720010: (VPN-unit ) VPN failover client is being disabled

WERR: 1R SR E SO DI S B A 00 T R T HBa D e . B0 ] VPNOBE D, 205 X
[ ATIE S A R

* unit - B B B A
BILAYIRIE: AU failover key fir %€ SCE I a6 a6 HI L a5 Z TR = T

’éia':é*}‘ﬁ,% %ASA-4-720011: (VPN-unit ) Failed to allocate memory

WA VPN MBI RGTCIEPRCNAF DT IX, XRRAAAE RGEH ) BE U5 ) . ASA W REAL T
R -

F 4 B 2 715001-721019 .
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720013

720014

720015
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* unit - B G B
BWBIHRAE: WS A ek D A AR R PRAR ASA IR, ) AR X A O . T I B A AR
RO T AR BRI TAE S AT, ASA nDMKELIE R IE1T.

%ﬁﬁ%iﬁﬁé SASA-6-720012: (VPN-unit ) Failed to update IPsec failover runtime data on the
standby unit.

BA: VPN M D)7 RGBS IPsec AHRIEATIN SR, Ko ©LFE 28 H W & M B AH N 1)
IPsec [%ii .

* unit - 1B B A
BIRYIRAE: BRI T34

HiRiH /S 2ASA-4-720013: (VPN-unit ) Failed to insert certificate in trustpoint trustpoint name
AR VPN #ifRy) it 1 RGN E AR s

* unit - TR B

* trustpoint_name - {5 /T /1) %4 FK
BEINBYIRAE A AU A DA 2 JLE R TE R

%E%iﬁf? $ASA-6-720014: (VPN-unit ) Phase 2 connection entry (msg_id=message number , my

cookie=mine , his cookie=his ) contains no SA list.
YLBR: AT CHRRERL 5 2 B Bk H .

* unit - F IR BB &

* message_number - £ 2 B BiEH 4% H I S ID

* mine - F&ZE 1 BB Cookie

* his - XM A 1 BBt Cookie
BIRYIRIE: LR PATAE A

%%E%iﬁf? $ASA-6-720015: (VPN-unit ) Cannot found Phase 1 SA for Phase 2 connection entry

(msg_id=message number ,my cookie=mine , his cookie=his ).
YLBR: ARG E LS 2 MrBOERS BT EE 1 Fr B 42 Kk .
* unit - F A BB A&
* message_number - £ 2 B BiE 445 H I S ID

. F 4 H & 2 715001-721019



| F4B&HE N50-121019

720016

720017

720018

720019

7120016 [Jj

* mine - I 1 BB Cookie
* his - XTEEAARTIEE 1 BBt Cookie

BIRYIRAE: WAL T34t

EiR3E B 29ASA-5-720016: (VPN-unit) Failed to initialize default timer #index .

WRA: VPN Ml vl 7 RGCRAEHIMEALS E IV 35 3. VPN s U7 RGCIEAE S I
2.

* unit - 1B G B A
* index - VI & SR KA R 5]
BIRIHRAE: LRI R LIE 2 A R GNE IR R AL R

2 B 2ASA-5-720017: (VPN-unit ) Failed to update LB runtime data
WRA: VPN Ml U - RGEARRE B VPN FUAHTIs AT N Hd .

* unit - A% B B B
BIBIRIE: LRI ERAE.

EiRHE 2ASA-5-720018: (VPN-unit ) Failed to get a buffer from the underlying core high

availability subsystem. Error code code.

WRA: ASA RIREAL T UEUIRAS . VPN M) 457 R G ok AR IR D) e 22 i X
* unit - F A A&
* code - = A HIPE 1 R Geak Ml A A R ARAD

BAHYIRAE : Jl DR AR LSS BT ORI . B AR AR 02D, ASA KPR BCH] T Ab 2
P NI N AE -

%ﬁ%iﬁfﬁ $ASA-5-720019: (VPN-unit ) Failed to update cTCP statistics.
WAA: VPN #lfR e 1 R GERRE BB IPsec/cTCP AR GETHE .
* unit - F &GRS

BIHIRIE: CHRHITEMEE. s e ilRI%, BIEN AR T4 308l B B & H &
IPsec/cTCP 4iiH1Z AL .

F 4 B 2 715001-721019 .
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720023

720024

A4 A S 715001-721019 |

$EIRIHE sASA-5-720020: (VPN-unit ) Failed to send type timer message.
WLBA: VPN iR b4 1 R GEAR BERE & WITHIN 2 v SR8 2 26 T B

* unit - A% EH B A

* type - VHI SR B 2R AL,
BIHIRME: EHRPATEMERAE . 2 TIN5 SRR T — U I U [R) F 0T 2%

iati%“;ﬁ,%\ $ASA-5-720021: (VPN-unit ) HA non-block send failed for peer msg message number

. HA error code .

WEAR: VPN MR Ul 7 RGURREROE AP E o 1K A2 ASA &b T H LIRS EUR TEA 2 T30
HIE L o

* unit - TR BB A%

* message_number - X553 S (1) ID 4i5

* code - iz 4GS
BICHYIRIE: BEAG ASA FIHIRIBEUE AN IN, XA DU 219 3 505

EiRBH B 2ASA-4-720022: (VPN-unit ) Cannot find trustpoint trustpoint
WBA: VPN Mtk Y] 1 RGE 2R 4 44 PR A AR AT AU A AR A

* unit - = EAEGH D%

* trustpoint - 51T A FK.
BEICRYHRAE: (5T ST RE O ERAE N MR .

gl;&iﬁ:%\ $ASA-6-720023: (VPN-unit ) HA status callback: Peer is not present.

WYERR: ARHL ASA KL BIX AR AT AN AT I, RO W D147 R ZOR B &N VPN ik U) 41 R
4,

* unit - 3% B B R &

* not- “AN7 B

BILHYIRIE: CRHIT TR .

Eia':é‘}ﬁ,% $ASA-6-720024: (VPN-unit ) HA status callback: Control channel is status .

. F 4 H & 2 715001-721019
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720025

720026

720027

720028

12005 [

VAR R ) e I IE A T TR E S PR AR . WD) $dE HITE A (1 failover link il show failover i
AE X, IX RN U B I Ol #T T 2 S RS .

* unit - BB B A%

* status - ] FF B
BIBIERIE: TR AT EAE .

EiRH 2 sASA-6-720025: (VPN-unit ) HA status callback: Data channel is status .
YRR WD) B T TE A T T OGRS

* unit - 3 A% B B &

* status - 7 ECH]
BICRYIRIE: LR PATAE A

gl%iﬁ,%\ SASA-6-720026: (VPN-unit ) HA status callback: Current progression is being aborted.

YRR AEMPE DO S AR R CEM B 200, HAE A bl T A aribs D)t i, sl
BT HABSNREOL, BT MRS R ke B, AE bR AR 5 T B % B failover
active 71, BAEFUR 515 2RI

* unit - ER A EGBR&
BIBIRIE: EHPIATATAEAE .

2 2 9ASA-6-720027: (VPN-unit ) HA status callback: My state state .
YRR AHb MR D) B RS R AR T

* unit - F A% B B &

* state - AHE MR D) B A& Y DRSS
BIBIRIE: BT PATAE TR

$81RIH 2 5ASA-6-720028: (VPN-unit ) HA status callback: Peer state state .
YEBR: 5 bR D)o AT 2 IR

* unit - A A B A

* state - WP D)0 SR 2 EPRAS
BICRYIRAE: LR PATAE TR
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B 72002

720029

$EiRIH R sASA-6-720029: (VPN-unit ) HA status callback: Start VPN bulk sync state.
YRR TGRS CHE R AR DT A RS AR BURE 2 & T B

* unit - A% EH B A
BIHYIRIE: LR PATAE A

720030

IR B $ASA-6-720030: (VPN-unit ) HA status callback: Stop bulk sync state.
YRR EHRA ORI IRSE BRIE R & H W

* unit - F A EAH IR %
BIEIRIE: LR PATAEAT AL

720031

gl;&“;ﬁ,%\ SASA-7-720031: (VPN-unit ) HA status callback: Invalid event received.

event=event ID .

LRA: VPN b D)1 R G0 ARl D) 1 AR GOBCBITE R 1 [l 24
* unit - B S B B
* event_ID - LRI AF ID

BWBYIRIE: ToH BT AT TR

720032

gi%“;‘ﬁ,%\ $ASA-6-720032: (VPN-unit) HA status callback: id=ID , seg=sequence # , grp=group

, event=event , op—operand , my=my state , peer=peer state .
WERA: VPN MR Ul 1 R G AR 7R LAl R D) e 1 R G0 TR BBl A
* unit - RS S
* ID - % /73 ID 4’5
* sequence_# - |75
* group - 41 ID
* event - i FF
* operand - “HTERELL
* my_state - I RAERE
* peer_state - X SR Y PR

BIRYIRAE: WAL TR

. F 4 H & 2 715001-721019
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7120033 [

720033

gl%iﬁ,%\ SASA-4-720033: (VPN-unit ) Failed to queue add to message queue.

WA RETEEATREAAL . VPN SRR D)1 2R G2 ulnt A T B AT HEBUIN & A ik IXFTRE 2 —
PRI IESL, KW ASA b F e 8eRA, H VPN R bl 1 R G0 T W8 R AL AL N o

* unit - 1B BB A

BAYIRIE: WK ASA B4R GO SRAURIAN R TR AL BRI R, AT LA BRI A 1R 1
Ut

g’l%?ﬁ.%\ %ASA-T7-720034: (VPN-unit ) Invalid type (type ) for message handler.
WiRA: VPN #ifret it 1 R 482 AL BOEA50 MR Y I A A A ik

* unit - =& GBS

* type - HE I

BIIRAE: KHRPATAEATIRAE

720035

$EIRIH B sASA-5-720035: (VPN-unit ) Fail to look up CTCP flow handle
WiRA: £ VPN #fst)ie 7 RO AT B4k 200, 7T He CAE & Al e EIER ¢TCP it
* unit - TR BB B
BICHYIRAE: (R E P AT AT cTCP VMRS, LU E BRI B R (glan, 25 WD

720036

‘éia‘:é*}‘ﬁ',% $ASA-5-720036: (VPN-unit ) Failed to process state update message from the active

peer.
WLAA: VPN B )41 2R 40 S5 i AR B A5 FH 1 2 W I R0 DR 2 BB SR I A 2R A

* unit - F A EGHI %
BIEIRME: EHRPATEMERAE . X0 REE— P i 5 B R 4 E R R AR 3 B I 15 L

720037

gl;&“;ﬁ,%\ $ASA-6-720037: (VPN-unit ) HA progression callback: id=id ,seg=sequence number

,grp=group ,event=event ,op=operand , my=my state ,peer=peer state .
WA R TR D) R RS
- unit - A SARBY
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*id - & i ID

* sequence_number - 7515

* group - 41 ID

* event - i St

* operand - “4HTERVELL

* my_state - ASA [ 4HPIRA

* peer_state - X SE R I Y EPIRES

BILHIERAE: LR RATE AT

g’l;&“;ﬁ.%\ SASA-4-720038: (VPN-unit ) Corrupted message from active unit.

YRR & H BRIk A A CHUREE . ok A RSN E SRR, XrhE2 R
A Ve 2 IR AT AN A B o A ML VA TR SR DI 0t (¥ 32 1 e 46

* unit - 1B B B A
BIRYIRAE: WAL

HiRiHE 2ASA-6-720039: (VPN-unit ) VPN failover client is transitioning to active state
WEAR: ASHE B A Ok W D0 1) T H e

* unit - = EAEGH DB
BICRYIRAE: LR PATAE IR

$B1RiHE sASA-6-720040: (VPN-unit ) VPN failover client is transitioning to standby state.
WERR . AHBBE A TR R DI 1) 46 ] e 4 o

* unit - R BB B
BIBIRAIE: LR PATAE R

%1;‘%;#1% $ASA-7-720041: (VPN-unit ) Sending type message id to standby unit
YEAR: M EH B I IS RIE T — 41 .

* unit - B AS B BD A%

* type - JHEIE

e id - VB bRIART
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720042

720043

720044

720045

12002 |||}
BILHIERAE: LR RATETAT.

gﬁ%iﬁfﬁ SASA-7-720042: (VPN-unit ) Receiving type message id from active unit
YRR B A IR R R — S R

* unit - TR B

* type - W E I

*id - RS IRAT
BIBIRIE: BT HATAE TR

ﬁﬁ%iﬁﬁé SASA-4-720043: (VPN-unit ) Failed to send type message id to standby unit
AR VPN M U1 2R G 2R BN T e A 1) 26 HI B I A A ik o R % T RE S Hhve
720018 SRR, B RBIRIE, O iR D) e RS8R D) g X R R D) e LAN
0 PR o

* unit - F RSB S

* type - W E A

*id - AR AT
EIHYIRIE: AT show failover & A5 & b D) #o0) & 17 1E %3847 LA B D)6 LAN BERK 2 15 0
IR .

gﬁ%iﬁf? %ASA-4-720044: (VPN-unit ) Failed to receive message from active unit

WiAR: VPN MBI 1 R Gy i s Pl e & LR RN R AR A it IERRR T R i T3 R A A B
IrBCH TAE AR AT R I AR A 2 2 801

* unit - EREETBY
BIBYRIE: 1] show failover iy & 1 A $R I, A i X A VPN i f ) e o 1) i, 3B A

F B U 0 ) R R R T BE S T A R 8 VA% BB AT I B RRAS R e A S8 . ]
show memory iy 21 & & 15 A7 7E W AFAS R T Do

gﬁ%iﬁfﬁ SASA-6-720045: (VPN-unit ) Start bulk syncing of state information on standby

unit.
EBE: Ol 2N & H & Fim M\ 32 H i g elicitt & 7 225 S .
* unit - RGN &
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720047

720048
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BIRIE: KHPATAENTIRAE

EimHE $ASA-6-720046: (VPN-unit ) End bulk syncing of state information on standby unit
WAR: Cadans e, W EHBER IR FD S e

* unit - TR BB B
BIBIRIE: LR PATAE TR

HIRiHS 2ASA-4-720047: (VPN-unit ) Failed to sync SDI node secret file for server IP address
on the standby unit.

WLRR: VPN Mfm U1 RG22 TE £ e LIRID SDI RS 2% 15 iU B SR R AR i . SDI 1Y A%
WHSAAERAE AR . IR IR T e Rlﬂﬁi#%é‘haﬁ%ﬁa%ﬂm

* unit - F A EGH IR %

* IP_address - ]x 55 #5 1 IP Hbdil-
BIHIRAE: ATH] dir ar % WoRINAF N A 1 AU BSOSO 44 00 ip.sdie

%E%iﬁf% %$ASA-7-720048: (VPN-unit ) FSM action trace begin: state=state , last event=event

, func=function .

AR VPN Mt R4 MRS HLIIRE 2 a3
* unit - TSRS
* state - 4PN
* event - &5 — A
* function - 4 FTHATHITIRE

BIRIIRAE: TR AT .

gﬁ%iﬁfﬁ $SASA-T7-720049: (VPN-unit ) FSM action trace end: state=state , last event=event ,

return=return , func=function .

WLRA: VPN #itfe b4 1 R G BURAHL I RE & 76 hk
* unit - TR B
* state - YHPIRES

* event - &5 — A
* return - iR [B]{Ci5
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720050

720051

720052

720053

720050 ]

* function - 4 FTHATHIZhEE
BIBYIRIE: LHPITATA AR

EIRIHE  2ASA-7-720050: (VPN-unit ) Failed to remove timer. ID = id .
WEBR: OV AT IR 2% A FE L R v W o I 2

* unit - F &GRS

*id - TFIFEE ID
BARYIRIE: ERPAT MR

gﬁ%;ﬁﬁa $ASA-4-720051: (VPN-unit ) Failed to add new SDI node secret file for server id
on the standby unit.

WAA: VPN s 1 RG22 e 4 Be & LR In SDI AR 55 s 15 mU 88 PSRN A B . SDI Y A
EPISCIAFEAEINAE o IEBR DR AT RERZR INAF SCAT R GE Sl B BUR

* unit - B B BD A%
* id - SDI k45 %511 IP Huht:
BIBYERIE: A dir 2 BoRINAF A . 1 SV SRR SO 44 N ip.sdi.

gﬁ%iﬁfﬁ $ASA-4-720052: (VPN-unit ) Failed to delete SDI node secret file for server id on
the standby unit.

WLAA: VPN s e+ R 40 221 6 3 e as B0y sl S g SO R AR R . e SR R G T g
ANAELE IEAEMIBR BT s 2 S, B BB A A2 SO 2R G H IR i)

* unit - TR BB B

* IP_address - SDI filz45 2% () 1P kit
BCRYIRAE: AT dir Ar % BRI T VB PSR SCE 44 R ip.sdis

EiRjE B 2ASA-4-720053: (VPN-unit ) Failed to add cTCP IKE rule during bulk sync,
peer=IP address , port=port

WAR: VPN kiRl 1 R G R A I 2l e 46 T e L ndk ¢ TCP IKE RN R 24 . &
FIBEes TR AL T S 3IRAS, BB IKE B 5K nl B8 £ 58 1 BER I

* unit - £ R G B B %
* IP_address - %4544 1P il
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* port - X SRR 145

BIHIERAE: LR RATE AT

720054

%E%iﬁf? $ASA-4-720054: (VPN-unit ) Failed to add new cTCP record, peer=IP address ,
port=port .

WLBA: cTCP il i) as Hlvest, (HAGVEL B MAT#MIEDIHS, cTCP FEIE _LAHMN I IPsec W] HE
TAEIENIE4T . cTCP Bl A v BE T, B CAFAE R A A R0 844 TP ik A 115 (1) %

* unit - A EAH B A
* IP_address - X§ 254K 1P it
* port - XS4 15

BIRYHRAE: XATRER NS DL, BT cTCP BEIEWK SR A il RE AT T »

720055

%E%iﬁf? $ASA-4-720055: (VPN-unit ) VPN Stateful failover can only be run in

single/non-transparent mode.
YRR BRAELUR— CIRZEND #iigfr, 0 VPN FRGEAS A,
* unit - &R G B B %
BILROHRAE: K ASA TIUE N IE IR, DISCRE VPN DR 08 R 3l ASA.

720056

EIRHE 2ASA-6-720056: (VPN-unit ) VPN Stateful failover Message Thread is being disabled.

WAR: O ulUn PR DI (ER 58 SCHUBE DI e BN, VPN R D4 7 AR 40 27 R A B AR R i 4%
Hlo VPN i) s 2k b ) e 1 o

* unit - E & B B A%
BIBYRIE: EHPITAT #AE .

720057
EiRHE  2ASA-6-720057: (VPN-unit ) VPN Stateful failover Message Thread is enabled.
YRR CE MR D) I e SO DI 3 I, VPN MO D) 467 R 4 0 S AL PR H
* unit - AU B
BILBIRIE: BRPITAE T ERAE.
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720058 [

720058

HiRiHE 2ASA-6-720058: (VEN-unit ) VPN Stateful failover Timer Thread is disabled.

AR R SUME D)4 2 S S PR D) ey, VPN Wi Bs D161 R 48 = T I 25 b B2 R Rl 2%
* unit - A R B A

BICHYIRIE: LR PATAE A

720059

HIRiHE %ASA-6-720059: (VPN-unit ) VPN Stateful failover Timer Thread is enabled.

YERR: O UMD % B I S D) 4N, VPN S U] 41 R G 0H I 2 A BRZFERE
* unit - TR BB B

BIBIRIE: BT PATAT TR

720060

%E%iﬁf? SASA-6-720060: (VPN-unit ) VPN Stateful failover Sync Thread is disabled.

AR L HIMBE DA R e SO D)5 I, VPN D) 36 1 2R 458 4l i [m] 20 A B R ol 2
e

* unit - TR BB B
BIRYIRAE: KRR fTIRA

720061

HIRiHE %ASA-6-720061: (VPN-unit ) VBN Stateful failover Sync Thread is enabled.

YEAR: A MR D) SO D)4 25 GHIN, VPN IR D4 1 R 48 i (R0 A PR R JE o
* unit - TR B B

BIBIRIE: BT PATAE TR

720062

ﬁﬁ%iﬁﬁﬁ SASA-6-720062: (VPN-unit ) Active unit started bulk sync of state information to
standby unit.

WRA: VPN iR DI 22 48 1 M B ST daRe IR A Bt R0 248 Y s
* unit - 1B o B A
BIRIIRAE: BRI TR

F 4 B 2 715001-721019 .
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720065

720066
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%E%iﬁf? SASA-6-720063: (VPN-unit ) Active unit completed bulk sync of state information
to standby.

WiRA: VPN s D)1 2 48 1 M B O eRE R B 2095 H st It = A 20
* unit - T8 B B
BIRIIRAE: KR HATE TR A

‘éi;‘éiﬁ,%'\ $ASA-4-720064: (VPN-unit ) Failed to update cTCP database record for peer=IP address
, port=port during bulk sync.

WiAR: VPN i fad) e 1 AR GeAE b [0 1R o B ¢ TCP sk R A 8. ¢TCPidskml fie 2
A& HIBERE B cTCP A e il ER,  Joikdk®l.

* unit - 3B EAH B &
* IP_address - X} 5544 IP i
* port - X SEAA Y 5

BILAYIRIE: EHEPHER,

%E%iﬁf% %ASA-4-720065: (VPN-unit ) Failed to add new cTCP IKE rule, peer=peer , port=port

ER: VPN S T 245 £ P % 4% 1A ¢ TCP 30dt 72 4% H Vs st IKE BRININF & A= 5% . ASA
AIREAL TR AECIRES, T BN IKE B0 (37 SR IS H AR 58 i

* unit - 1B oG B A
* IP_address - X544 IP Hidik:
* port - X544 145

BIHYIRAE: X T REL — AR O

%E%iﬁf? SASA-4-720066: (VPN-unit ) Failed to activate IKE database.

WERR: VPN b D) 1 R G 2 F e 4% et o 32 PRSI 2230 TKE 2 4 SRR EIR 42 I A A
o IR ERTREAFAE L BRUATOR I L, 38U IKE 224 IR PR e -

* unit - 1B o B A

BILAYIRIE: A show failover fiy 75 i U R 2 1547 1E % A AN/ s i1 G rh A LAt TKE A
RAHIR
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720067

720068

720069

720070

720071

7120067 [Jj

$81RIH 2 2ASA-4-720067: (VPN-unit ) Failed to deactivate IKE database.
WEBA: VPN b D) 1 ZR A 12 I B A e 4 0 o8 FIRAS 0 TR) s 1 TKE 22 4 SR BB A I 8 /A
o FHBCE FRREAAAE S BRUAH R I I, 32350 IKE 224 I H s e oA H
* unit - A EAH B B
BILHIIRME: AT H] show failover iy 4 7 7 WA ) 4 6] 2 A5 475 1T 8 AR/ 81 5 Hh A 4K TKE AH A

o

g'l%?ﬁ.%\ %ASA-4-720068: (VPN-unit ) Failed to parse peer message.

WERA: VPN MR DI 1 R G0 ST 6 e 8 e o S5 BN A AR B R . i 26 I BE 4% b
NEIIEPURUREY SN

* unit - E A BB A%

BEANRYIRAE: A Ok 3T Bt e R s AT A R RO K [ o A, A7 show failover fir& i fRi
B DI AT 1 A

gi%”;ﬁ,%\ $ASA-4-720069: (VPN-unit ) Failed to activate cTCP database.

iAR: VPN iR 1 8 G AE o5 B0 a e B0 i sl R A 0 9] 2 li0s ¢ TCP Bt PRI R A ik 4%
FIBE#6 LT BeAF AR BRI ORI Ir) i, B cTCP Hudhs P Jo i

* unit - 1B BB A

BILHIHRAE: ] show failover iy 207 b DI HORT 2 7575 1E 5 AR AN/ s AE 3 5 b 2 4k Hofth ¢ TCP
HRE IR

%gll;é“;‘ﬁ,%\ SASA-4-720070: (VPN-unit ) Failed to deactivate cTCP database.

WEEA: VPN BRI 7 R GeAE T e ek 4 HPDRAS IR 2ulds Y e TCP Ml eI B A ik &=
HIBE# BT BEAF A2 BRI ORI el AL, 20 cTCP Bt e e idAs ]

* unit - TR BB B
BILAYIRIE: A show failover fiy& 07 M Fa D)6 I 75473 1R AR/ BAEH S b &k ¢ TCP AHS¢

SERP

EiRH B 2ASA-5-720071: (VPN-unit ) Failed to update cTCP dynamic data.
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721001

721002
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WAR: VPN MFE vl 1 RS B cTCP B A5l I & AR AR 1R
* unit - TR ARG B o

B AOIRAE: XnIRER BRI Ol UM E IR, ISR A DA 2 S AU R iR
BEAN, AR R A S e T B 5% i A

%E%iﬁf% %$ASA-5-720072: Timeout waiting for Integrity Firewall Server [interface ,ip ] to

become available.

WtAA: Zonelab Integrity I}k 55 #5% JoV2: /T B8 I T B i i fe . 71 - H/# IR )3 b i v, 5 AR
B D)4 J F T 8L 7. Zonelab Integrity JIR 45255 ASA Z 0] ) SSL i%E#z .

* 3210 - 5 Zonelab Integrity IR 45 78 & 42 0
* ip - Zonelab Integrity 55 #3117 1P Huht

EIRYHRAE: K7 ASA Fl Zonelab Integrity 454 MG S /2 1T ULEL, FFE01UFE ASA Fl Zonelab Integrity
I 25 2% 2 T8 FR) 8L

HiRiH 2 2AsA-4-720073: VPN Session failed to replicate - ACL acl name not found
WRR: K VPN ARSI B B i, & B R BE P B ORI I 98 4% ACL.
* acl_name - K4LE|[F) ACL [ 4 FK

B HIRAE: AR H Bt EIACEAE S PR T 2 AR 0. Wl T e B write
standby iy B[R]0 £ H & .

%E%iﬁf% $ASA-6-721001: (device ) WebVPN Failover SubSystem started successfully. (device )
either WebVPN-primary or WebVPN-secondary.

WERH: YRR DI (R AT ) T WebVPN IR D) R4 LRI R B
* (device) - WebVPN % £ 1, WebVPN #iill 1% %%
BRIIRAIE: BT PATATATERAE

gﬁ%;ﬁﬁ? $ASA-6-721002: (device ) HA status change: event event , my state my state , peer

state peer .

LRH: WebVPN Hbs Ul #e 1 R 40 WIMAZ L HA AIFCIR SIS . R SIREHEAT . At
ASA [RIBPRE USSR DIHO0 S A (R BTIRAS o

* (device) - WebVPN Tt WebVPN ##i B ASA
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721003

721004

721005

721006

7121003 [

* event - 1 HA Fif}:
* my_state - A<M ASA PRI
* peer - XFEERIFHRRAS

BIRYIRAE: WAL fTIRAT

g'l%?ﬁ,%\ $ASA-6-721003: (device ) HA progression change: event event , my state my state ,

peer state peer .

1RH: WebVPN i) e 1 RGEMPAZ Oy HA LU0 0 F 44 N — PR & 808 7 —Foik & . &4
PR AN AHL ASA FHTIR 2 DA M D) 36t S5 AR FRRDIR A

* (device) - WebVPN ik WebVPN 4l ASA
* event - i HA Fif}:

* my_state - A1 ASA [FHRIRE

* peer - X EEARIIHRIRS

BILAIRIE: BRI TAEATERAT .

g’l%;ﬁ.%\ $ASA-6-721004: (device ) Create access list Iist name on standby unit.

WERA: T4 WebVPN 55 U 7] 1) 38 M 35 F B4 I 246 B4 o OO AE 4% FH B 4% 1 2% WebVPN
Vil 514

* (device) - WebVPN =ik WebVPN 4y ASA
* list_name - 1Jj 1] ¥ 3 44 F%

BILHIERAE: LR RATE AT

gl%‘;‘ﬁ,% $ASA-6-721005: (device ) Fail to create access list list name on standby unit.

YRR FE T HIBER 2 WebVPN R @ U BRI, S fEa B L2 ml AR . s ) 91 AE % 1]
Bk L2 R BEUT R PR CAFAE TR M B B

* (device) - WebVPN =5k WebVPN #ifiB) ASA
* list_name - 758 H A 223 R0 1 1n) 1) 38 1) 44

BWRIRRAE: R AR H B & LAl H] show access-list @74 . LUAUH H A B IFH g & T AA(EAE
s WA 28, /e B EAEH] write standby iy < FUBT R0 4 B4

g'l%?‘ﬁ,%\ $ASA-6-721006: (device ) Update access list Iist name on standby unit.
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B 2000

721007

721008

721009

721010
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YEBR: AR B L ST UT Il B A 2
* (device) - WebVPN =5k WebVPN #ifiB) ASA
* list_name - U 5B [0 51 1K) 44 FR
BIHRAE: W PAT TR

HiRiH 2 2ASA-4-721007: (device ) Fail to update access list list name on standby unit.
WERR: A B 2 BB WebVPN Hp il U R SR I AR IR . R T B EARA BN M 51

* (device) - WebVPN Tk WebVPN ##8 ASA
* list_name - A< 57 (175 17 51K 1 44 FR

BIRYHRAE: 78 E R A% ¥e#s LA H] show access-list i FLACHN H P9 A I 58 2 R A AEAT:
P25t WA 2, AR B BT write standby iy HOBT [ 2D 4 I BE 4

%%E%iﬁf? $ASA-6-721008: (device ) Delete access list list name on standby unit.
WLAA: MBS INER WebVPN R g Vi I F13, RGeos & & Rk — 4 5, 15 KMBRAH R
Vi F12 . Pk, WebVPN 45 € U a) 71 3 M # F 3%t IHER
* (device) - WebVPN =ik WebVPN #ifilly ASA
* list_name - U R 757 1] 2710 1) 44 FR
BICHYIRIE: LR PATAE TR

gﬁ%;ﬁﬁ? $ASA-6-721009: (device ) Fail to delete access list list name on standby unit.
WRA: B EMNBR WebVPN RfiE Ui ) 52N, RGu£e ) 46 F B RIE— 4R, T sRINBRAH
IRV IR SR o M 46 P e L (AR N U7 1) SR IR A A iR 4 T e AP AE IR M 8113
* (device) - WebVPN =5 WebVPN %ifilllj ASA
* list_name - CUIBR 5 7] 5138 1 44

BEWROIRAE: BRI B % L AH ] show access-list @74 . LA HY A 2500 52 A& A5 A7 (EAT
225t WHAT 2, AR E B EAEH] write standby fir & FUBT R0 6 I B4

%E%iﬁf% $ASA-6-721010: (device ) Add access list rule list name , line line no on standby

unit.

WERA: 1) 1 BRSNS, 2 A8 9% H e g iSO IR B R S ) 175 1 810 R 4k
s g b

. F 4 H & 2 715001-721019
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* (device) - WebVPN F-1k WebVPN ## 8 ASA
* list_name - CUIBR K15 1) 5138 1 44 %
* line_no - 75035 in] 412 U AT 5

BIRYIRAE: WAL fTIRAT

gﬁ%iﬁfﬁ $ASA-4-721011: (device ) Fail to add access list rule list name , line line no on

standby unit.
YRR [ 3 A I ) BRI 23 23 1) 4 B AE AV Al [m] g7 i) 2 R0 o 23K ) 46
TN TV 1) SRR I A AR 58 o 5 e 4 nT B A AEAH [R] A U [ 1 2 RN

* (device) - WebVPN F-5{ WebVPN %)) ASA

* list_name - IR 1) 17 10 5158 (1) 24 FR

* line_no - ¥ N2 V5 17 1) 2 AL (1) 4T 5

BEWROIRAE: 7 BRI e % L AH ] show access-list #y4. LA HY A 25 00 52 & 5 A7 (EAT
2S5t WA 2, AR B BT write standby iy HOBT [ 2046 I BE 4

%%E%iﬁf? $ASA-6-721012: (device ) Enable APCF XML file file name on the standby unit.

WERR: fE WA L2t APCF XML U, £ 2l 46 e 8 b e B IR 1) Se o 6 46 e b
%323 T APCF XML XXAF. fE& w4 B dir 472K Do INAE SO R G A AE XML SCH

* (device) - WebVPN =5k WebVPN #ifilly ASA
* file_name - (N1 30 R 40 B XML U B 44 FR

BIRIHRAE: KR RATE TR

HiRiH 2 2ASA-4-721013: (device ) Fail to enable APCF XML file file name on the standby

unit.

WERR: fE WA et APCF XML U, &2l A & H e s e B IRl i) Se . 7E &6 e s b
2235 APCF XML SCAH 2 Mo

* (device) - WebVPN Tt WebVPN ## B ASA
* file_name - [N A7 3CAF RS LI XML SCEER 44 F5x

REAOIRAE: LI AR A dir 64, OB SROIRIF U R T (7 AEAE R 5 I
R, AL 4 LA write standby 34 TR S 4 1 B 4

F 4 B 2 715001-721019 .
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%%E%iﬁf? $ASA-6-721014: (device ) Disable APCF XML file file name on the standby unit.

WERR: MR EMIBR APCF XML SCHFRT, 22 o FH 1508 ERMBRAR R SR e s H
w5 R APCF XML SCHES

* (device) - WebVPN =5k WebVPN #iiB)y ASA

* file_name - (N1 30 R 40 B XML U B 44 FR

BILRIIRAE: KR RATE TR

EiRjHE 2ASA-4-721015: (device ) Fail to disable APCF XML file file name on the standby

unit.

YRR B4 FMIER APCF XML TR, 22l o P e BN BRAH R R SCPF o 23R4 %
IR APCF XML SCPFIS R AER R SO AT e A e e £ e 46 1.

* (device) - WebVPN Tt WebVPN #ifiB) ASA

* file_name - (N7 3C/F 2 %5 E1) XML SR 45K
i aY#R4E: AT show running-config webvpn 7%, TR A S HIAHICH) APCF XML 30fF. HEER
Ja SO, mitnT LLZS I R . 150, 5221041 H no apef file_name iy % 7E WebVPN PC & 15
A ST A

%E%iﬁf? $ASA-6-721016: (device ) WebVPN session for client user user name , IP ip address

has been created.
YLAA: JLHE WebVPN HI /" LR D) & s HA & b O 238 s fh B

* (device) - WebVPN -5k WebVPN il ASA
* user_name - H /"' [ 4K
* ip_address - ZEFE H 71 TP Hudik

BILHIRAE: LR RATE T4

%ﬁ%iﬁfﬁ $ASA-4-721017: (device ) Fail to create WebVPN session for user user name , IP

ip address .

WEAA: WebVPN I R B Bt Ja, Bk A BRI 2 o P e o g 8 B SR A 380 98 e
F I R R

* (device) - WebVPN =5k WebVPN #ifiB) ASA
* user_name - ] 7 {1 24 Fx

. F 4 H & 2 715001-721019
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* ip_address - ZFE /7 IP Hudik

Li)‘( BUHRAE: A TS AT B, K 3 WebVPN ] /48 ] show vpn-sessiondb detail webvpn
4, BN WebVPN SVC A /' 1# ] show vpn-sessiondb detail sve i 4. [L#i4 H -2 & ASA
R WoR A E I P Sl s I 7, ﬁfﬁz%u%LﬁﬁwmumMWinﬁﬂy%
¥

gi;&“;ﬁ,%\ $ASA-6-721018: (device ) WebVPN session for client user user name , IP ip address
has been deleted.

YEBA: 4 WebVPN HI " VESS IR I, RGO 1) 25 ¥t AL — JRv BT R, DA FH B2l
BRI ilie I T B R WebVPN I il %

* (device) - WebVPN =1 WebVPN 4y ASA

* user_name - ] ' {1 24 Fx

* ip_address - ZCFEH] ) 1P Hiuhik

BIRIIRAE: ER AT TR AT .

gia':é“;‘ﬁ,%\ $ASA-4-721019: (device ) Fail to delete WebVPN session for client user user name
, IP ip address .

WEER: 4 WebVPN HI V8 BRI, RGO ) 5 e RIE — vl S, DA FH & )
B P 2ife 22N A MR WebVPN H 7 i s it A& AR A

* (device) - WebVPN -5t WebVPN %) ASA

* user_name - 7 A

* ip_address - ZCFE ] P 1P Hidik

BIEIIRME: MM K& L, XHE L WebVPN H /i 1] show vpn-sessiondb detail webvpn
fir4, o X WebVPN SVC H )7 i ] show vpn-sessiondb detail sve 174 . #2572 A7 AEAT A 2 57
WA, B E EH B A write standby iy T A D & F & .
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