77 VPN fic & 7] &R AAA AR 5535

« KTHMEE AAA RSS2, BB 1 W

* SREB AAA RS SR AETTHEN , 28 2 BT

* FUEZIE R S ML, B2 0t

* Active Directory/LDAP VPN ZF2 5 M FZBORBY , 55 3 1L

XF5MER AAA PR 5528

It ASA TR E 4 AME# LDAP. RADIUS 8% TACACS+ R4 483k 3 EF ASA [FAE. FZRURI a1
(AAA). HMT AAA BRSS 25 2 St e B AR AR YE . B ASA BCE A Al FHAMNT R & a8 2 1T, w2l
FHIEHRR) ASA BZBUSPERAC B AME AAA RS54, FFMNILrh—343 J@ P AN A 2 ks e SR

T BRI IR 14 R SR RS 5L T
ASA SCHRIGH PR YE (R F P BBUEURLIRD B 2 VPN BRI 2 Mk . A LK ASA
e B Al DL N AT S 2 A SR e 1tk -
* ASA L3R 50 (DAP)
* #MH RADIUS 8 LDAP £ 356 1E A/ S AU 55 45
* ASA bIHZH HEmE
IR ASA YRR A BT RIE MR, A5 2nb X @ M ATVl . A9F, JRIEILN A Sk .
KBt 2 G5, DAP B,
ASA FZ R LU e 8 H J 1 «

1. ASA L) DAP BT - 45 8.0Q2) A 51N, XK@t T o Hoab @it un 484 DAP
PE A, URL 53R, &7 w4l 5RnE b s & 458k URL %13R .

2. AAA JRS-#s IO P BT - 2RSS S E R P S 00 B E R/ B AU T 5 IR PR LS J 1 . 1 AN DR
XEE SR ML ASA A AAA B FEF A P (ASDM HIH K ) % B B TR E
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71 VPN EZE SR AAA PRS2 |
B i ana s s mmEn

3. 1E ASA LRCE M41TENE - Wil RADIUS %545 A H 7 iR [H] RADIUS CLASS J& £ IETF-Class-25
(OU=group-policy) 16, ASA 2K H FlfE A FRAH R AL S ms o, I St 24 S ms iz i 45 4 R
RPN T JEE .

T LDAP 45 8%, LA @t FRAn T3 S iR AL 5 . 187 ASA LRCE ) LDAP J&E
Wit 2% LDAP J& M i 2 R E I IETF-Radius-Class.

4. EFERCESCM (£ CLIFPRRONBEIELL) 7y BCHI AL 50 - JERNC B S R ZE I s, &
FELEBEAT SOy S0 TR TN T B BN SN o SR ASA (RFTAT HI - eI 1 b4, 3]
LASR At DAP. J g5 a2 0] P Ja 1k 2y e 4 HH P RO 2 Sms b sl 2R R B AT s A

5. ASA ZrCHIBRIAALIE IS (DfltGrpPolicy) - RAEINEMESLAL DAP. H Bk 41 B Bl &
S R BT E

5IMEB AAA Rk 55 25 {5 RN

ASA M & P44 Bk AN 2 HU{H 1D K 5Lt LDAP & 1. RADIUS J& P 4% %50 1D i AN 4 Bk S

it .
%7 ASDM 7.0 A, LDAP J& L7 cVPN3000 Hi%. X1 T ASDM 7.1 MiA S mhRA, Wirgic
Bk,

LDAP J& )t C A Radius %17 51 1) Radius J&PER) 4.

oca A b 3 A A Y
Bo & % i S ik
BUAE, 20T LU Secure Client SSL A1 IKEv2 2/ dii MG AE SRS 2 1E 0 2 FAE . Biltn,  mr LU
DR SR AR A4 FRULICHS R (1 CA, DRIk, B A Rl A A KB

M 2 AEAS I, R DA R R E A AU HEATUE S B O RiE . W SR AT ek I, R g
M Z —PATIEB S 8 AE, (HANRE & M.

\}

IR T ZUE B S RAIERE AN E AN PR AR, BRIEAREAEH Secure
Client ¥ 3% 1ij 5 8)) (SBL) YJfE.

S A H P 44 B ATEMEIT S A (P UER T BOPK U T AAAFIES S 43 50 Uk
B IEEE AAA SR IAE. IR A% sl B0 EE A TP e 3 1 AR B T 44 T
Teo

M9.14(1) THR, ASA RRVFEAERCE ZUEB S I UEIF ] “ SR sl “HRA” BTN 4
TN Fi5 € £ A4 AN BT 4 Bk BEVEAMIETS . ARAG R, 152 i Secure Client 4% HC & ST
Sy Bk s 1

T ZAE 1 G O B P ANIE BT S I0AE: M A& e B 5 A (HPD UE BT pre-fill
FI1 username-from-certificate 3= A 7 4 .
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| 5 VPN E2E 5NED AAA RR S 3
Active Directory/LDAP VPN iZ32 i @)% %151 .

fas b ] DAL E @ I SAML #4722 0F 15 B 36 31F

W Z USRI UE, v DRSS IR 7 Bl SRS, %k P T iZ0E e 2R AT B IeIE
YEAE Z2A0E 155 3 Bk 39 1) AP s S0 380 1 P R HSERLAE 15 N 28381 DAP, - LABOR e S ARG UE 157 B
P SR o AT ) U 7 SRS (DAP) VR IN 2R 1 S I E, LA B AR vr el Ak i B s g ),
W ) DAP ¥ N2 UE 1 S B0 UE— T AH N AR A K] (ASA VPN ASDM L& TR ) »

Active Directory/LDAP VPN 3275 [a) #5287~ {51

ATHRAEAE ASA A Microsoft Active Directory A4 28 it B 5 4 B0 1E R4 AU R IR 7 o AL 46 LA
AEEP

o BT H P E VR NS SE I, 3 3

* 4 Secure Client BEIE S A 1P Huhb 73, 25 4 1

© SHIARAN SVFEEEL T , 5 6 TT

o SIS S R IN TR)REOU) , 5 8 T
Cisco.com FEAE [ HCAb AL B~ A 45 LR A BT .

« ASA/PIX: it LDAP it B VPN %/ it 45 VPN 21 50 1) 715 451

* PIX/ASA 8.0: Bl LDAP 54356k K 43 i 41 5 s

ET H P HE IERI RIS LI

SR ) P S5 AN TR AU S, BB DR T R b LDAP @ B & — AN AN AL N B
FEJEME (VSA), B — A2 A LDAP JE WU 2 — el Z ANk LDAP J& . oG AT
FERIEBEM, A3 IPSec VPN % /i F1 Secure Client.

Wy AD LDAP JIj 55 - BCE (14 FH - St fa] S pdcadif5 5L, 1548 H General KEL T ) Office ‘7B
IS BOCA . WP BUE T 4 0 physicalDeliveryOfficeName [ @1 . 7F ASA ', G
physicalDeliveryOfficeName Wil 42 R E P4 Bannerl (#)J& Vi o

SR, ASA MRS 28452 physicalDeliveryOfficeName {H, K% E ML 22 RS
Bannerl, 2R/ [ H 7 SR %001 & .

g2

W A BATIT “JE1E” (Properties) XTUGHE, AR J5 AUl B # (General) IR, 7E “Jpn
%7 (Office) Bt P XIS BICA, %7 B fiiH AD/LDAP J& 1t physicalDeliveryOfficeName.
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2 VPN B2 5NER AAA AR S5 38 |

. 73 Secure Client F¥i& STHEESZS IP Hudik 4B

Userl Properties llﬂ
TerminalServicss Profle | ©OM+ | Exchange Ganeral
# Aclive Direclory Users and Comput
. clive Direclory Users omputers [ £ g I |

: Exchange Feahues Ewcharge Advarced
< Hle petion Wew Window el MerberOF | Diskn | Erwiorvent | Sessiors | Femole contiod
= D@ IR XETRB| @ 0@y G| e | Accowt | Proile | Telsphones | Drgarization
=) Adtive Dicectory Lisers and Computer | Users 31 objacts
-] Saved Queries ‘Mame | Type ﬁ )
=8 demo. cisco.com Evnﬂ_pdahepr... Security Grol -
& !_—I Buitin Domain Admins  Security Grou -
-] Computers €8 Domain Com...  Securty G Eirst name; iLlseﬂ Initls; |

? 13| Daomain Contrallars
[ ] ForeignSecurityPrincpals §

Domain Cont.,.  Securiby Grou
Domain Guests  Sacurity Grou
Domain Users  Security Grow Diigplay name: EUs!r'I
Enterprise A...  Security Grou 4
€0 changs Do, Securby Gy DSsErElion |
mExchangs En... Security Groug

gl;ra.p Paolicy ... Seourity Grou L I e LA ‘

Last nars: |
i Ueers

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grou | sh pans: | Dithes..,
gms and 145 .., Security Grow
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
mTulnutChnls Security & Ol - T
7 Usert User
q ] | li ﬁwms Lisess Security Group .., Members who have visw- ... =
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FIR2 /5 ASA LA > LDAP J& PEMLGT
B gL} Banner, 4% AD/LDAP J& 't physicalDeliveryOfficeName 5 %% & B} & P Bannerl :

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

$IE 3 ¥ LDAP JE MWL SR AAA %545 .

HEN AAA HlR55-2240 MS_LDAP H 1AL 10.1.1.2 i AAA ARZS28 LA EAR R, AR5 I Se T 61
ZEA JE PEWLST Banner:

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

P4 PR B S .

/7 Secure Client fx 18 X527 IP k4B

Pz Bl o8 axbgia e /7 i, 40 IPsec %7 S Al SSL VPN %/ i o

Bl b VPN FECE SR AAA BR S 25
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$IR2

71 Secure Client fZiE SCHERSZS IP bk 5} B .

NS A Secure Client i As IP 730 HL, 54 Secure Client/T] /7 Webl Mo & 352504 IP Hubk, 7
AD LDAP JI# %% #% E i) Dialin #£35F f) Assign Static IP Address “F-E P Al Q7 Bt H
msRADIUSFramedIPAddress JE 1) , R J5 Qg — AN nlke 128 P 22 JRHE 1
IETF-Radius-Framed-IP-Address [ & Ik 5

G IR, ASA MRS 284 % msRADIUSFramedIPAddress K8, 1% {E w5 25 URHE P

IETF-Radius-Framed-IP-Address, J:[7] Userl $&ftEr &t .

UK

A S P AT “JEE” (Properties) X IHAE, 485 mididk A (Dial-in) I, T SECERSIP

Hedlk (Assign Static |P Address) & EHEF 4 A TP ik 10.1.1.2.

Terminal Services Profle | COM+ | Exchange General
E-mail Addresses [ Eschange Features l Exchange Advanced
General | Address | Account | Profile | Telephones | Diganization
MemberOf  Diskin | Envionment | Sessions | Remote contio
— R emote Aiocess Permizsion [Diakin o WPH]

 Allow access
' Deny access

+ Control access theough Femote Access Policy

[ Werify Caller-|D: I
— Callback Optionz
" NoCalback
™ Set by Caller [Routing and Remote Access Service only)

" Ahways Callback to: |

¥ Asaan a Static IP Addiess
—1 Apply Static Boutss

Define routes ta enabla fior this Diskn

connechon.

21

| 0K l Cancel Apply Help

ﬂ aaatme
ﬂ &dmaniskrator User
ﬁCa’t Publishers Secul
mDHCF Administrators Secul
EDHCP Users Secul
DnsAdmins Secul
EEDnsLbdateProxy Secul
mDumain Bdriiins Secul
gbmm Computers Secul
Domain Controllers Secul
ﬁDumain Guests Secul
EDmﬂain Lsers Secul
Enterprise Admins Secul
Exchange Domain Servers Secul
Exchange Enterprise Servers Secul
gqu: Palicy Creator Owners Secul
Groupl Secul
EEquJZ Secul
&Guest User
gHebservlcasGro-.p SECUl
II5_WPG Secul
£} 1usk_POC Lser
7 1wam_PoC Lser
gMaﬂwtlng Smcul
RAS and 1AS Servers Secul
EESdes Secul
ESthema Adrnins Secul
SUPPORT_366945a0 Liser
mTei'letCIients Secul
ﬂ Useri User
ﬂ VPN _LUser _Group Liser
£ web1 Liser
mWM Users

BRI LDAP Be B A — AN m s .

Security Group ...

‘Welcome LDAP YPN_Liser...

Members who have view-...

¥ Static Address Al H ) AD J& Pk msRADIUSFramedIPAddress Wit 2 BB E

IETF-Radius-Framed-IP-Address:

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
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71 VPN BB S0 ARA BRS 55 |
B e nirsiseisa

IETF-Radius-Framed-IP-Address

IR 3 K LDAP JEPEW OCHCE] AAA k5545
HEAN AAA 55 2841 MS_LDAP F {1 10.1.1.2 1] AAA %528 FHUEC B, SR 5 SR 2 i)
FEIY B WL static_address:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

$B4 B EEEOMEE, BiFLE ClE vpn-address-assignment v K45 & AAA:

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

B 5 i Secure Clientid 7. 5 ASA (135 H: . MELH] 7 S U EIAE IR 55 7 LG E T WL 22 ASA [ 1P Huhik.
IR 6 {1 show vpn-sessiondb sve T2 K& FH S IETEAME S, U0 UE /e i)k

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

LB A SCIFEIELE i [a]
AR - SRV BEE DY) LDAP J& L o #80] LK Dialin 38 550K Hp i) Sa /85 i) FidE
2095 1) BB WL 42 JBRLE P Tunneling-Protocol, 1% J& PE 7 £F LA BB -

& SRy

1 PPTP

2 L2TP

4 IPsec (IKEv1)
8 L2TP/IPsec

[ 5 VPN ERESMNED AAA AR S 28
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s A nirsiaenE [

& Bk & 1738

16 o7 F 1 SSL

32 SSL % J"3fi - Secure Client 5§ SSL VPN % J it
64 IPsec (IKEv2)

' (1) RAE RIS E TPsec Al L2TP over IPsec. [k, {H 4 il 8 JUfg ik .

P Q) IEBIER 1.
A5 FH o Jeg PR G A B SL AR SOV U7 ) (TRUE) BXAE 2675 1) (FALSE) 4514, FES00E fe 14 P V5 1) 1K) v o
ISR N SOV DT ) BE 46 07 1) (1 Hofhos ], iES UL N AR U : ASA/PIX: it LDAP fid &
# VPN % 7 i WLt 55 VPN 41 S0 (1 7~ 1] o

UK

W LA RATIT “JETE” (Properties) XTUHHE, XS5 AN (Dial-in) ik, it “ vy
)7 (Allow Access) P44 .

2| x|

Terminal Services Profile I COM+ l Exchange General
E-malAddiesses | Eschange Features |  Exchange Advanced
General | Address | Account E Profile | Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

- Remote Access Permission [Diakin or WYPHN]

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

[ Veiify CallerD:
— Callback Options
' No Callback

" Set by Caller [Routing and Remote Access Service only)
" Always Callback to: ]

[~ Assign a Static IP Addiess I ,
1~ Apply Static Routes ]

Define routes to enable for this Dialin
connection.

atatic = |,'|:h.=:\ |

330376
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y VPN ERE MR AAA BR S5 % |
| B L

R IR “REFE ) SEEE 7 (Remote Access Policy) MEIUE RS HII ), MRS 2 A4
IRIFME, 17 STt (AL PR DUD AR B ASA 11 P 0 4L SR e 12 5 1T O o

L2 QA S IPsec Fl Secure Client &z, {H 24 TC% P iy SSL &£ 1 )& P L o
a) QML tunneling_protocols:

hostname (config) # ldap attribute-map tunneling protocols

b) K Allow Access BEE 1) AD J& 7 msNPAllowDialin Wi} %2 JRHE M Tunneling-Protocols:

hostname (config-ldap-attribute-map)# map-name msNPAllowDialin Tunneling-Protocols
c) USRI

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

IR 3 K LDAP B PSS SCHER] AAA 5545 -
a) HEAN AAA flR%54541 MS_LDAP F11f1 441 10.1.1.2 (1] AAA JIR%5245 F LR A

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) RIEEEBIEN JEEM tunneling protocols:
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

TR A KL E VEWN R LI E T

ST TE% 5 v SSL RIS, HI ) MR BTAN, 5 AN HOR B T 14 RO S A
IPSec % )3 Nz A] LAERE,  NOUARYE R PELST, TPsec & SEVFAIBEIE B -

Sk Jit & 5% B KA B () A )
TR R TR B RSSH6 ALV 56 SSLELP (O 25 A0 i I .

7E AD 454 b, il Office 7B N S AEAKFEII AR, 1%5-BAEH physicalDeliveryOfficeName J&
o ARJEEATTE ASA LA —N PR g e 2 RS P Access-Hours & PEBLGS . 755 40 50 E
i, ASA 2HiZ physicalDeliveryOfficeName {1, FER LWL 42 Access-Hours.

UK

FIE LB, AT B M (Properties), ARJGTTITE M (General) K3 K-
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i karaan [

2 Acti | — =10 %]
e e .0}
|<h Bie  pction  Wiew Window Hel | | | | - |
| = = . Member OF | Diakin | Erviorment | Session: | Remobe control : |
= i | #
Ll |E|£Exg°i%|@'ﬁmh? Taminal Sarvices: Frofile | COM+ Exchange Genaral
({u .flftru'e Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
-] Seved Queries Nme General | Addess | Accourt | Profle | Telephones | Oiganization | [ 1]
= iﬁi m’i:’"zm Dioenin Adming
)l i
Bi- (3 Computsts Dtrnn!n Computers g Lzer]
S 2 Domain Controlers
H-(=2] Deomain Cantrallers o i SLses
[#- 1 ForsignSecuricyPrincipals B
2 Domain Users Eust name: [Usent Inkials: [
Entuprise»‘\d'rlns
€T Exchange Doman Servers Last name: |
mExl:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpSa ricesaroup |
s _wes Oifice: [Partner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telephone number. | Othet
mSchema Adimins
SUPPORT_38E945aD E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
f Gezn Webpage: | Othey. |
E users
E WPH_User _Group
£ web1
’ 3 €T wmis Users Ok | Comee o = P
] = =

WIR2 QI E R .
G JmPEWUE access_hours, K Office ‘7Bt JT] ) AD J& 1 physicalDeliveryOfficeName W 42
BHEPE Access-Hours.

hostname (config)# ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

IR 3 ¥ LDAP JEMEWUR OCHLR] AAA TR%545 o
HEXN AAA JIli55 2340 MS_LDAP F 1ML 10.1.1.2 [ AAA 5528 ML B, SR G SO 1
JE WL access_hours:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

TR A RSG5 A EACVFREAME G E N RV
R B A DT R I BCE N ) — 2 T B 9 /B R 5 ki

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00

A VPN BRE5Mp AMA BES3E [I]
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