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LAN 8] IPsec VPN

LAN [i1] VPN ] JEFEAN R ML PR B HT R 45

] LA 5 R AR LS 55 BT A SRR MERR 58 = J7 X451 LAN 0] IPsec 4% . X 48X 4544
] LURF A ESAI A il ([ IPv4 A1 IPv6 3EhE) MRl E.

EAEUA R LAN 7] VPN &4,

s FERZE, 1

o FEZ N SR N E SR VPN, 5 2 T

s BUEREIT, 20T

o FEANEEE L S ISAKMP SEHSAE ] ISAKMP , 28 3 1T
* Q% IKEv] ##ds , 558 L

o Qg IKEv2 $218 , 55 9 1L

« & ACL, %510 1L

o EXBEELL, 11T

o QU INE WO BN T, 12 T

APPA T 76 LAN [0 ECE R ot 2% 1 42 4020 3]

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2

hostname (config-ikevl2-policy) # prf sha

hostname (config-ikev2-policy)# lifetime 43200
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B =zrsetTEENSE VPN

hostname (config) # crypto ikev2 enable outside

hostname (config)# crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) # protocol esp integrity sha-1

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes

hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx

hostname (config) # crypto map abcmap 1 match address 121 list

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108

hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure

hostname (config) #

hostname (config) #

crypto map abcmap interface outside
write memory

)
)
)
)
)
)

EEFEREXN TR E S8 VPN

$IR2

PR3 IE

T UL R AP IRAE 2 SR o el s S . M PATIX LR, ) DLT iR BRI 4 i e R 4

WMEAEZ I S FRCE VPN, JERCE B, SRFIEFE VPN WAl iEVE R R R I — 5840
ORI BN E R PRAL et B IR . DU s

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

T B AR S A L o CUC B Fov/F VPN VFRTIE S A o AR A s il i 25«

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm s2s ikl ip4 no webvpn.txt
join-failover-group 1

ERRBCE S SRS N RS SE, R H 3 RE) VPN R LS S VPN B RO E R

N ASABDH AL, FEATR S BIRE TR S B DO . TR, AN R
BINICHIRF, AR FOERE R L T 28 EARZ A 385 .

o, 1EEASA ERCE IF ﬁﬁw\i/\%ﬂ RIG, MO HRCARR. PR RS . B, 7E%
AU ERCE R 200 R T AT
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wohanizn LEE 1sakmp essss A sakvp ]

\)

ER ASA AN O HubE GER T IPv4/IPv6) ANfg 55 bl 25 (A 5 .

N
8
N

$IE6

UK

EREANEOECERL, WS R ER A S ST L BOA LR interface iy 2. 7ELA
T, %3024 ethernetO.

hostname (config) # interface ethernet0/0
hostname (config-if) #

BEBEE R ) TP HubE A0 HERY, &% ip address v 4. 7ELL Fonfildh, TP k> 10.10.4.100,
T MHERD A 255.255.0.0,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

B, iR namelf M4, RE 48 M. WEILAIG, ANREXN LI THE S ELLVFR
#i7, ethernet0 #2114 F5 A outside.

hostname (config-if) # nameif outside
hostname (config-if) ##

RN, %I shutdown T4 (1) no AR . BRAIEUL T, AL TAERPIRES.

hostname (config-if) # no shutdown
hostname (config-if) #

BRAFE K, THHI write memory T4

hostname (config-if) # write memory
hostname (config-if) #

UL AR O, A R AR R T

FESMERFEO L ECE ISAKMP SEESF0/3 A ISAKMP

ISAKMP SZ AP & T ML 32 W FI3EE TPsec 242 K0K (SA) I PRI PN e 32l T-/isE SA JR L
U AR . X ARG X SRR R SA, ALAB il Bk SA. ISAKMP HTJJF? PR B
BrEc T BT E 2. BrBe 1 Qe Ak kEE, R ORI BEA (1 ISAKMP ity B BB 2 Gt Ry 4L
¥ (b E

IKE 1§ ] ISAKMP h 48 ] ) TPsec $¢'E SA. IKE €% F T 0 A5 AR AT 5 43 B011E 100 255 255 4]
ASA SN IHRUERL VPN % 7 52248 ] IKEv, 3837458 AnyConnect VPN % )7 5 4 ] IKEv2.
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B 5 evi sEszm s ISAKMP s

BIRE ISAKMP W R 455K, 1560 IKE Sng, Hrpaa LR N2
* IKEv1 XS4 55 (1) S Oy Bk S8 A A FHUE A5 1) RSA 2844 s iIL S %541 (PSK).
s E I, TR EIE IR
* W BB 0 I EAR TS (HMAC) J7vk, T ORAETT G4y, LR ORI R e AR i R oo

KRB

* Diffie-Hellman £f, FT#i€ encryption-key-determination 5Ly 50 . ASA fif F I SV UR A4
PEFIEY5

* X T IKEvV2, ]S ROy BEAL b5 (PRF) A 4IRS TKEvV2 BEIE h B 2K 1K) 2 P A A AN )
B,

o FETE I SIRT, ASA A % s s B 1K) i TR) BRI o
Wit IKEv1 560%, n LN SHORE —AME. % T IKEv2, %n] LLh BN SR8 I 5 22 n s A &
PYIAERTI DL S 2 AN e 3B o ASA K2 1 22 A P I i BIE R0 %) 168 B HEAT HE, 438 A&
5 5 AR AT U o IR IXRIHERS, 80T DU IS AR BCRAL A BT eV e, e faf5xt
IKEv1 —FERIEREAN RV A -

DLUF &P 7e s O FAEE IKEv A IKEvV2 S0 538 FH A 45 18
* i IKEv1 &R0 E ISAKMP 5%, 55 4 70

« O IKEvV2 JEREHLE ISAKMP 560% , 555 7

A IKEv1 E12BCE ISAKMP SR ER

5 IKEv] SRR E ISAKMP 5%, %11 cryptoikevl policy fir4#EAN IKEv1 S HC B AL, 7F
PEAR R ] DLUEC S IKEv] S50,

UK

SIE1 HE IPsec IKEv] SEMSHD B A, #l%0:

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

TB2 WES ORI, LN RGN E L

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

PRI WEINFEIE. LU RBIRcE -

hostname (config-ikevl-policy)# encryption aes
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TIE1

2 kev2 izm & sakmp i [l

hostname (config-ikevl-policy) #

BE HMAC J57k. PURRBICE SHA-1:

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

% E Diffie-Hellman #f. DA N /-0 H4H 14:

hostname (config-ikevl-policy)# group 14
hostname (config-ikevl-policy) #

WE N A A, LLRRBIBCE 43,200 2 (12 /M) -

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

RIS RN T4 0 outside 4% 10 I3 B IKEv1:

hostname (config) # crypto ikevl enable outside
hostname (config) #

WIEARAE 2, E I write memory fir 4

hostname (config) # write memory
hostname (confiqg) #

A1 IKEv2 E1%BCE ISAKMP SR ER

3ok IKEv2 #2000 B ISAKMP 5%, 1548 1 crypto ikev2 policy fir 23\ IKEv2 SEI& i ERLR, 7

AR AT PAEE S IKEV2 S5,

UK

HEN IPsec IKEvV2 SeMSAC B AR, F140:

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

BEME T UM ZRE AES HRfl:

hostname (config-ikev2-policy)# encryption aes
hostname (config-ikev2-policy) #
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B¢ 'E Diffie-Hellman #f. DU R ERCE L 15 751

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

BEE FHAVEIRAE TKEV2 B in s Bt 25K 1) 280 8 2 F O 12 5 1 59 R D BE W LER 50 (PRF) . LA R 7491l
il SHA-1 (HMAC 254 .

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

WCE N A . LURRBIBCE 43,200 7 (12 /N -

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

14 4 outside 4% 10 I3 FH IKEv2:

hostname (config) # crypto ikev2 enable outside
hostname (config) #

WA S, ERI write memory fir 4

hostname (config) # write memory
hostname (confiqg) #

IKEv2 1) % 25 $H 32 #2

IKEv2 1 f| Diffie-Hellman (DH) 417t A& 77 Fiue N 7 2 (A 37 288 8] . IKEv2 SCRPRIAMI 25 A8

#e, DARY IPsec A5 452 8 T IF LN BGE . RS HAES S ANF 1 DH 4. O SA W& THE
() 3 ] e IR IR AT BRI BT S I 2H 2 o TKE SA JE 7 TKE X 2544 2 ) A8 e 2 AN 35 9] I 437
1

ASA X 2 5 A AT FH G R e e R T
« FANEHA M 1 (JANA {5 6)

* WONEPIAZH 2 (JANA{H 7)

RANEEIAC 4 3 (TANA {H 8)
BANEHLH: 4 (TANA 15 9
 BANEEHACH 5 (IANA fH 10D
© HIHNEARZH 6 (IANA {5 11)

o HANEEAT HE 7 (TANA {H 12)
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Ikev2 5w imanenaRs ]

i 2l AL E A 2 B AR . 0T ELE RN BN B EAC #e, 450 2F6 3 DH 41. ASA I
S AT 4R AR 5 A SRR v T) S5 AT b AT N5 o SR S 1 R [Ny %o S A R 5t DH 2135 J— 35,
WG 2, FF2s R T R i1% NO_PROPOSAL CHOSEN Al % . 1434 i) LUK 5 3 i B A
none. WIHEIEHFE none, WIARSHEATEHEEAR e,

WF R T, WA RN HAS He n %A 7 VAL O none:

o W Y5 AT LK AA R AT e n 14 none 1E S SRS H Vs

© BINEEAAS R AT I
FEL R R R, R T B (R BT A A S A 2 e 1N 7 R R A AR UL
FELL R R T sl .

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

M N 77 25 H AT additional-key-exchange 5 A REVCHCHE L .
WA SEARA S RPN B A e, WS AR DL 10
« WMRRALTTH T AW N7 B ILEC ) IKEV2 21, W45 4257 IKEv2 SA.
o SR IKE_SA_INIT A2 #ei S AT AT A4 35 S A0 e e 3 SRR Ay A S e e A, IR Bkid i
LRI PR R, R R T R 1% NO_PROPOSAL_CHOSEN #5741
ARILThRERITEAI(E B, 12 RFC 9242,

IKEv2 % %% $A 32 $5 /Y /8 T F0 R 1l
s WEE T UH LA ZHEPLH.
o WSTCAE e e PR b A HIAR ) 1) DH 4.
ST HLIIRE, ASA AIHF:
* IKEv1
o ARG PIRC I TG T S s A R AL
o HFEVs ) VPN. H A0l silH] VPN SCRF IKEv2 2 3 148 e
o S

JIE IKEv2 % A XL B
EH AR R 2K A G BUHIE IKEv2 2 % HACHe il & -

* show running-config crypto ikev2
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crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6: 15
AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxE9DBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local reqg mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0O

Local req queued: 9 Remote reqg queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU: 548
bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535

remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96

ah_hmac: None, comp: IPCOMP NONE, mode tunnel

£1) 32 IKEv1 453 &

IKEv1 F#42 th s 7 38 S B0AE k41 k. 755 ISAKMP #HT IPsec ‘&4 AP Ra A ], 4%
A TR) A P S e A R AR R e A . R T AN KA AR D A 7]

FEAR AR ARG OCTR T N A Wt 2% H P € 19 ACL OB . 50T LAAE ASA BB QI eE, Ra
TN W 2 H sl s i 4 H e e 11 Mk

RIS T AN R G B UE T i
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ez e iz [

R L AHMIMESBIIES %

BYMEFZE BUEMIIET &

esp-sha-hmac (ERiL)

esp-aes (128 P>  CERIMED

esp-aes-192

esp-aes-256

esp-null

FEMSANATE W25 (PN A IE IR ) TR A ASA Z0R], JH % R BEIE A St IPsec. FEE
PR BRI, BRI E .

U B R AR, VS AR S SRR $AT B AT 55

UK

$B1 SRR EFINT, i cyptoipsecikevltransform-set ¥4 . LR 73414 Fil 4 FK FirstSet. esp-aes
Jn% Al esp-sha-hmac S 0 F R AL B L e de . TR :

esp-sha-hmac (ERiL)
cryptoipsec ikevl transfor m-set transform-set-nameencryption-method authentication-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #

FTIB2 A7

hostname (config) # write memory
hostname (confiqg) #

132 IKEv2 1233

KT IKEV2, RE0] DOk FAS SRS C B 22N I A B AR IR aE 2RI L e 2/ S8 HE P 0 . ASA R i 22
Sk A B AU B B AT HE Y, IR ZI Y 5 0 SR AT i o AR R, T UK
B AN FEVORALIL AT SRVFIE A, TG B IKEvD — FERIE RS SEVFINAL & o

NERFUH T A IKEV2 02 S 5000 5
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R 2BMEY IKEv2 B2 87 5%

BYMEFZ BB METTE

sha (BRI

aes (BRI - 1 H 128 A% 4H
f¥] AES.

aes-192

aes-256

IO, IKEV2 $200, AR LI S B I AR AT B AR 55

UK

4 JRle BN, {8 eryptoipsecikev2 ipsec-proposal fir 4k ipsec $EIXAC B, 7EHAE
AP BRI 2 NN RS R . FELUR RGBT, secure S A FR:

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

RGBSR KA . ESP & ME—SCRFI B, Bt

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

H N SERENESRAY . il

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

TRAF S

ASA IV RIS FROR RIS 7 il o BRONTEOL T, FEN LR B, S ENE
SEVFREM ACL. A CTEAE R, THS I H MBI E R r T 1 “ AU ERIPIRNER” .

Syt LAN [A] VPN 45 B0 B (1) ACL JE T-J5 1P Hhuhik R 461ty H bk 1P #hhik DLz (AT3k) 3. i
HAEE R A S ACL.

VPN i B 1) ACL i &4 ity ik
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\)

AR A E VPN VBRI E ACL MITRANE R, TS ISRV W7 5€ VLAN =IOk 2H S N 48— V5
e R o

UK

$HIE1 i\ access-list extended iy 4.

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

DL /- BC & 44 4 121 list 1) ACL, fSiF2K H 192.168.0.0 4% 1 TP Huhik it &A% 2% 2] 150.150.0.0 M)
%,

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0
hostname (config) #

P2 (EERN Y iy ASA BCE A ACL, i ACL T iM%
I W A (K] ACL BRI 20— 0 A 1PN AN s ACL A2 U1 AR &
FELL R, XA 37545 4 hostname?2 .

hostname2 (config) # access-1list 121 list extended permit ip 150.150.0.0 255.255.0.0 192.168.0.0
255.255.0.0
hostname (config) #

B i 21 A B TE AL RS Y — AiC 3t . ] DU B RRIE 41 R bR IR AAA IRS-8%, $eC %S, U
ME BRIV SRNG . ASA 27E N BRTERG R E 4 .

ASA A PANERINBEIEL]L: DefaultRAGroup Fl DefaultL2Lgroup, [ /& ERIA M IPsec LR 1 ) b i
H, JFELEAN IPsec LAN [H]fEEZH . ] DUEHOXSpEE 2, (HAS Rk FmIER .

IKE A 112 2 [l 3 2 22 e T3 RV i SR B6AE 5% . TIKEv] 78 VPN P i —Fp 2R
HIAE (B, Widts=ssiqmiir ) o (B2, IKEv2 fiF2r BT A HoFm FE 5 45 B F CLI B & AN
KER GO EUE vk RISk A&t 5 P Tt 2 50 B 0 56Uk, B W N 5 4 UE 15 S 38R )
I, I IKEV2 nlff A FR S 50k, SR — i —ANMEUERE T S B0k, 5y — S FH LA AR IR
(PS8 AR 1)

BT ARPE AL — A ek B ASH R A . W R AEREE B i i AR B A bR R e B E 41, ASA ¥
2 F X P g 4R e B R U ) BRI 41 AT LAN [8) B 18 41 10 BRI PR S 40

TR AR LAN (AR, DN RBREH RE A BN

LAN [&] IPsec VPN .
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B oenzwssisammTen

o W ZTEREZR T E ) TPsec LAN [d],
o BOE 1P Huhb i GG uE 7 vk CRPAH T IKEv] A IKEv2 L8]

i

HIE 1 EEIE AN E N IPsec LAN [A], %A tunne-group T4 .

W58 tunnel-group nametypetype, 1 name J& /3 FC4G PR IE AL A FR, type /2 FEE 2R AL, 7 CLI
ERETPNER ]S EE NS

* remote-access (IPsec. SSL FEZ it SSL E £ 1))

* ipsec-l2l (IPsec LAN i)
LECLTF 7RI, B AL % FR 2 LAN A% 254R 1 1P Hufilk 10.10.4.108.

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

R AN 22 B T 3 50T 7 0 D B UE RN B S A B O A B AR ST, A RE A 44 ARk
P Ml () LAN (7] %38 4 .

N
5
N

SRS I TR VCE AT I WL %8, W HEN ipsec-attributes #25X, SR 5% A ikevipre-shared-key
i A O3 Y. 5 2 A5 LAN [RRERE A ASA EXAE AT [R— Pk = 4]

WAL 12128 NP T R PR

FELL N7l IKEv] Pk 228550 & 44kkaol59636jnfx:

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

FER3 R

hostname (config) # write memory

hostname (config) #

G EIGUE BRI 2 15 A B I IE R 12T, Wi F show vpn-sessiondb summary . show vpn-sessiondb detail
121 5% show crypto ipsec sa i %«

Bl In T BR Gt FH 4G R A T3 0

w4 H 404 IPsec ‘%4 KRB Aoc 2R, BHGLLTF 0!
* IPsec AR = (£F ACL F5E X)) &
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sgmzmsreEamaTEn

* ¥ IPsec RYMUR AL BIALE CHFRIRI A .

o X IR N I IPsec 24t CHIFEHAESR &) -

* IPsec i ff A bE Gl ik X2 1R F s e - TAR O .
AL IPsec ey, WG SEAR I A 25T 5 AT AR IO IO N BE WA 2% H o DA A P s i 4% H 3
A RDV VR Y S

o IR WL A6 H AL AN ACL (Fltn, BifR ACL) o T S5k I () % A5 A4 FH 3h & In 2%
WS, UG AR T In=E ACL @AZ00 “ RVF” ASA % ACL #1014 H .

o DA WL A H 00 A RR RS —ASRFEER CBRIEXS N RO S5 R A Zh 28 I i) o

o DA WU 4 H i A b AN R A
W g e BRI 2 AN & H AN 4 B I0)75 (seq-num) K HEH : seq-num B
%, Mocgtin . R EAMBEME B0, ASA e AR G 20 i i 4 H PR .

PR 5 i) B AN (RRI) BT TN B et WIS 6 T+ ASA E i — AN LA U E— 1. 5T
B [ I E W ANERN T T 2 AR . AR AN s B S T2 AR, WA R IE
BT BRI Yo R 2 AN 0 I R, D 56 S0 A P MEE 52 SLIRTRAR

WERAFAE LU MR RAE O, TS E 3 a2 A s it 4 H -
o ANTRDGS SR A BEAN TR B U

o TARELR AN IPSec 22 AN T ANFISEBL e il () AR ] sAN ] RO 3544, ol fs i B2
X2 W R R AT B IR, TS 5 — 47 R 2 T AU R [ N AT B R AN
FEMRFOLT, S AEPAS AR ACL mh e SCANRIRIBE R, IR R Ins ACL Gt Sl g
W H

EEZNMEO LN AMERSS

XEFRUISP, AT LURE IR WS N T ASA RIS M8 082 1o AEAE AL EL N, UL
AT o dn SR S O A, A 25U Y R AU E 2 11 (VT

FE 2 AN I LA s WS i
o REAAZNA et RIS i ph R B
o B ORIZE A Syt A5 P S e P AL
o BRI [F)— AN I B RS VEIGEFE 2 N 1, TR ASA SR VR H HA B v Lk % el iR 1 B
TR v R

DR 4 R E AT BN MU R LN T AN 1, AR S S e SRR AT AR

IR

UK

FIB1 T ACL IR s w4« B, 1%\ crypto map match address #ir4 .
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B snemsimmTeo

V24 crypto map map-name seq-num match addressaclname. 7L R -7, W44 FR A abemap,
54 1, ACL 4FFh 121 list,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

BIFRR IPsec IEHR I A4, I crypto map set peer 4.
TEYE A crypto map map-name seq-num Set peer {ip_addressl | hostnamel}[...ip_address10 | hostname10].
FELLR7RBil, XEER 2 FR Y 10.10.4.108

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

BN A LR 45 H A5 2 IKBv] 344, W%\ crypto map ikevl set transform-set iy4> s
LA crypto map map-name seq-num ikevl set transfor m-set transform-set-name. ££LLFosfip, %%
$EE A TR N FirstSeto

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

WLy I W 4% H #82 IKEv2 $213, 1 HI A crypto map ikev?2 set ipsec-proposal iy 4 :

TEYL A crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name. {FLL R, %

Z A secure.

Wit cryptomap fir4d, WL AN R T 4R E 24 IPsec $#21. EIXIEOL N, 2SS TEY

R R IKEv2 XA, I ALY oA 1 S/ N s 4% H HEF I e

pE e U5 TPsec $2 Y P AFAE AL 543 (AES-GCM/GMAC) A pt (T JLAb A §13k,
MTEEAG B BUROE B S5 . AEREIE DL N 2B DA, — AN T4 E
XFE, Tl R,

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

5 N & AR 5 R A 42 E

a5 IR TPsec YL e i (R AEAN 2 10 N N6 Wl #5 . ASA 76T #5100 B0 FF TPsec. 43 10 W
T b B 1y 2 AS A 4 IRAZ N B8 WL SE VP AL BT A 4 W, JEAE Rk 2 4 SR I P v 4T Ak 9
TE SRS

R WA G052 245 0 AR AISAT IN el 54, 9 2 4 SQIBCAIHe PP R 2 A SR Bt e o 4 )
DRSS SO W i, ASA #i2x A3k ESN T TATieE . ©RWOTEMIUE &R, JFE
2P BT 1 00 5 I S5 i B A ST X

DR UG EL (0 0 A AN N T AN L, AT LU P BR:
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I Hi crypto map interface iy 4. 137244 crypto map map-name interface interface-name.

hostname (config) # crypto map abcmap interface outside
hostname (config) #

T2 R

hostname (config) # write memory
hostname (config) #
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