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Zuiig N CAE HARAE RGN, A A& o A B R L . 7E IR R s,
REAE IPv6 ity (HF IPv4 Huht vl H, sl ¥F 1Pv4 Huhbyt(H IPve stk vl I, &l TiER:.
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Cisco Secure Z F i A9 AnyConnect VPN & 3R A1 AT 3k .

Cisco Secure % P ixAY AnyConnect VPN 45 3 B4 14 AT 220K
A\

AR SRDReAE M TE N A,

M Cisco Secure Firewall ASA Fi¥ii % Cisco Secure %%/ "4 ({4 AnyConnect) Fffi ] VPN
I Cisco Secure Firewall Posture 5%, HostScan 154k, W75 % Advantage 5 Premier VF ] . $#24tHVF
A[E. 52 (Cisco Secure % il IAFRFE) o A RBANSEHE KM, SR ASA 2411
REVF AR

IPsec VPN B[R &l
o 55 KBRS HE I - AR 1% BT KB 32 S . AN SCFRIE AR

o B RS HE I - AN AE 2 /2 F O R E P S TPsec VPN 23 ife ANSCRE 32 /B T HOBE 6 7%
e

fc & k215 19) IPsec VPN

R B A G AT i B AR VT ) VPN,

fcE#ZM
N ASA DAL, FEATE B ENTRR S ORI R o R, AR R
BINICHIRR, P FOERR R L 48 A2 A 305 .
HoG, WHAEASA ERCEIFR AR R)E, AR ECAFR. PR 7 #ERD . B, 7R
A ERCE AR 0N AT A

UK

TR A RNC AR AR B AR

interface {interface}

TP

hostname (config) # interface ethernetO
hostname (config-if) #

PR 2 WELOR) 1P Huhl R R .
ip addressip_address [mask] [standby ip_address]
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. 7ESMERIE O LB B ISAKMP 5BEF0 /5 F ISAKMP

Tl

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

HEOIR AT (REZAT 48 N » WEWAKRE, AeeX HI TN,
namef name
w5l

hostname (config-if) # nameif outside
hostname (config-if) #

PO BT, S04 T2HRA. shutdown

T

hostname (config-if)# no shutdown
hostname (config-if) #

SN ERE O LA E ISAKMP SRERFR /5 A ISAKMP

g2

A BEAE KBV DM LR L0 5 G 0AE 7R 2
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Priority ME—#R IR B % P45 # (IKE) HE0E I [ i 506 0 AL 6 4. WA — T 1 3 65,534 2

R, 1 RoRimmiie ), 65534 FonmAki et .
TEREL BT, FATRKASERIEN 1.

i BAE IKE S A Y iin & 5 i

cryptoikevl policy priority encryption {aes-192|aes-256| | }
il

A IKE SR € B 57 (LR HMAC 424D
cryptoikevl policy priority hash { | sha}

i

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

4 IKE 3045 %2 Diffie-Hellman ¥ - 3755 [Psec 257 i 15 ASA #8372 S8 5 1 2 sl

crypto ikevl policy priority group {14|||19]20]21}

Tl
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[=w kil

CETTE N |

hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

i s s P A i ) - A2 A ORHRAE B 2 AT N AFAE RO, DARD O Az
cryptoikevl policy priority lifetime {seconds}
A MR A 0 120 21 2147483647 ¥ EVCE SR dr Y, AT 0 B

Tl

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

fE44 4 outside 142 1 I3 H ISAKMP.

crypto ikevl enable interface-name

i

hostname (config) # crypto ikevl enable outside
hostname (config) #

DRAFHE & T .

write memory

ASA FFEA R T 40 1P bk 77 A DLkt 4 41

UK

HEH— 22 1P stk @ thtbit, ASA & MaZstihbit m) 2 7 v 43 Fe b dik

ip local pool poolname first-address—Ilast-address [ mask mask]

HHEHEAD 2 PR AFE, WK 1P Mk S RO 8 T ARARAE M 25 1K) VPN % 7 g, WA 25 (A AL
s W RAEFHERAHERD, it T Re s T o R 0 1) — AN BB - 2 ANt TP kv f 5
10.10.10.0/255.255.255.0 Hiuhil, POAERIAIG O N IX A2 A KM . 2 VPN % i i 238 0 A [7] 4 H1 D
1] 10 W2 AN R~ RIS, AT e 2 5 20 H 1) .

il

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #
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B nme

AN A

UK

BRI A FIAL IR -

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

i

Hostname (config) # username testuser password 12345678

#1312 IKEv1 354 &£ 5% IKEv2 $2iY

AT A e e B R (IKEv ) B3R IKEv2) CHEInSs i m G 4y E 7 ks .
PUR B s i G 4 IKEv Al IKEv2 $218.

UK

SRR BCE IKEv] e, TR il ORAs S BEE iy 2243 HI (¥ IPsec IKEv1 Bl MTHLS S

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
X} encryption A H ELF Hrh— M :
* esp-aes fi 1] 128 AL Z41 AES.
* esp-aes-192 f{I Y 192 7% 41 AES.
* esp-aes-256 1111117 256 A% H1f1) AES.
* esp-null AMEAINZ .
X} authentication {1 F LA N Hrh—AME
* esp-md5-hmac i Ffl MDS/HMAC-128 1 J ) 5.
* esp-sha-hmac 1§ ] SHA/HMAC-160 14 4 5 5534 «
* esp-none i H HMAC G4 K3iE
wl:

FAFH AES Bl '® IKEv] ##4E.

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

TIE2 iLE IKEv2 $8EE, M5B 4 I IPsec IKEV2 WS 02 Fl s Bk 5k
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esp 1€ B 32 A 0128 (ESP) IPsec Phi3 CH AT ME—SCFEN IPsec HH30) -
crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {||aes|aes-192|aes-256|} | integrity { | sha-1}
X} encryption A F LA o — M :

* aes - X ESP 45 A AES CERIMIE) F1 128 fr 281N .

* aes-192 - Xt ESP 45 5] AES A1 192 73 N .

* aes-256 - %} ESP &5 &% AES A1 256 {7 857302 .

XT integrity {57 H LA Hrp—AMH
* sha-1 (ERIMED 4 ESP S83EVEOR G458 56 IS B AR HE (FIPS) e M2 i H %
(SHA) SHA-1.

AN E IKEV2 323, B A s

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

BEIEL T A RRIE G . ] DU B R IE AR IR AAA RS 3, TREIERS L, DLLOE ERIA
NG ASA £ (E N AR IE AL .

ASA RGP AN ERIAFEIEAL: DefaultRAGroup 1 DefaultL2Lgroup, R A& ER A Iz F2 7 v b 3
4, Ja# 2BIAR LAN MBREL]. o] DA SOX Sea], (HARERG LM BR . Qi SRAE R iy R b e A
PRUREEBEIE A, ASA H423 A0 FH X /N B 4 R T Iz A U 1) B 41 R LAN [ & 1 2 1Y) SR\ i i
ZH

i

B4 IPsec ALV MIBEIE A (XK AERRCE ST
tunnel-group name type type

i

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

HEANBETELL R AR (FEIZAET AT A S i RAIE TR .
tunnel-group name gener al-attributes

Tl
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B ozasnznsg

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

PR3 fiE L T REE A ki
address-poal [(interface name)] address _pool1l [...address pool6]
-

hostname (config-general) # address-pool testpool

HIER A HENBEIEA 1Psec JE MM (FEIZBITR 5 A T IKEv] 421 IPsec R 2 @) .
tunnel-group name ipsec-attributes

T

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

SIS (A EEWHLESS (UEHT IKEVD) o iSRS 13 128 NMEFI A E 25
Ho

FI T S A VA 2 P B AR ) . 0 SR LA R U 35 KD I BV VPN 75 32
R, R A IR, R IUTRHE A  S REAT 5 (Y E

ikevl pre-shared-key key
Bl

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

B 2 BN 7S Hn 2 A5

BN N W T S SRS RIC BT A S 40 IXFE, ASARRTTLAEZ K B 1P HuhloR Sk ng 4644
CHI FE VG ) 2 ) B

zﬁ*buf@%%%Elifﬁﬂﬂ%?‘ﬁﬁ%ﬂﬁ%%%% PR AT DUE T S e e, 1k ASA B AR Z& AT i 45 5% ) i
s ds S, Jfld RIP 5 OSPF 451X 4515 B,

THHATEL PT55

i

T QAN WU I HARE IKEv] #4 4Ll IKEv2 4213
« 0T IKEvl, WAL R4
crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

o P T IKEV2, i BL N4
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name
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Tl

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure proposal
hostname (config) #

P2 (AR MRYs I 4 HOMAEATIER R B B B
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

T

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

f1 22 AN R8T 55 B LA{E F 3075 7 2 R 5t
QU a4 H, 1R ASA GEWS AT H B &N Mgt R ik & 1Psec 22 RIS HL,
ELLFar 2 mfld, sl 272 mymap, 752 1, AN ME 2 & dynl G2 L—
T e EERD .

UK

SRR QAT B A W B s 4 H
Crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

ELE
hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

PR 2 K E WS N T AR 1
crypto map map-name inter face interface-name

i

hostname (config) # crypto map mymap interface outside

PR3 RAFHCE K.
write memory

EL =R THELS IPSec IKEv2 i£F215 5] VPN
HIRIEFEVT ) IPsec VPN Fe&E IFE4N 5 S, 1ESH LTI &5:
FoEEED, 3
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o Jit B bk, 255 L

s IS, S 6 T

A5 TIKEv] e Em IKEv2 #8210, 26 6 W

-5 SUBEINAL , 7

o QIEEBA A Y , 558 T

o QU N U 4% H LU R ShaA s st

%59 0

13235 8] IPsec VPN &L & 7~ 151

DL 78] 3 7~ Q] fic ' 6 B2 U i) IPsec/IKEv1 VPN:

hostname (config) # crypto ikevl
hostname (config-ikevl-policy) #
hostname (config-ikevl-policy) #
hostname (config-ikevl-policy) #
hostname (config-ikevl-policy) #
hostname (config) # crypto ikevl
(
(

policy 10

authentication pre-share
encryption aes-256

hash sha

group 2

enable outside

)
hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group
hostname (config) # tunnel-group
hostname
hostname
hostname

config)# tunnel-group

ikevl transform set AES256-SHA

RAVPN type remote-access
RAVPN general-attributes

config-general) # address-pool POOL

RAVPN ipsec-attributes

config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl

transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

PR 7481 5 7 G n] Fid & 2C FE 7 1) IPsec/IKEv2 VPN:

hostname (config) # crypto ikev2
hostname (config-ikev2-policy) #
hostname (config-ikev2-policy) #
hostname (config-ikev2-policy) #
hostname (config) # crypto ikev2

policy 1

group 2
integrity sha512
prf sha512
enable outside

)
hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
)

hostname

config)# crypto ipsec ikev2 ipsec-proposal AES256-SHA512

hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) #
pre-shared-key localravpnkey

. 32718 IPsec VPN
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(
(
(
(
(
hostname (config) # username testuser password 12345678
(
(
(
(
(
(
(

ikev2 local-authentication
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S ERAER TET 80 IPSec IKEv2 7257 5 VPN mEE w5 I}

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

ZIEESEA TETFFRER IPSec IKEv2TF2i5 8] VPN By EC &
=15

PUR 7”0 S 7 a0 kg 22475 B o 38 T AR vE A £ 7 1) IPsec/IKEvV2 VPN B & ASA. 7ni 43 il H ik
5 RGN Sl B AT s S E S R

X RGNS

class default
limit-resource All 0
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts using
class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX2.cfg

X S

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) #aaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) tkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside
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BRAONIEILT, MIETARUER 2 55 () IPSec/IKEV2 ZE R i) ZE 847 T BB 4] "DefaultRAGroup" .

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE

hostname/CTX2 (config-tunnel-general) fexit

(
(
(
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
(
(
(

hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes
hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity

hostname/CTX2 (config-tunnel-ipsec) #exit

(
(
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
(
(

hostname/CTX2 (config) #

Z 1= T Secure Client IPSec IKEv2 ;#2137 (3] VPN B4 L

Bl

LR 7l St g 22 15 55U Secure Client 22 F

P R Gt S e B A P 1 S A R

X RGN R

class default
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

All O

Mac-addresses 65536
ASDM 5

SSH 5

Telnet 5

VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default

class

1Jj 0] TPsec/IKEv2 VPN LB ASA. 75|40 HilHe

> License allotment for contexts using

hostname (config-ctx) #allocate-interface Ethernetl/1.200
hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX3.cfg

BRI S RSO R @ 44T Secure Client SCHF, B W UG RIC B SCA

hostname (config-ctx) #storage-url shared disk0:/shared disk0

X S E

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn
(

hostname/CTX3 (config-webvpn) #enable outside
hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml

hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable
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hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

(

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

FEY718) VPN BYThEEfA SRiE %

INREB R A EEER
H T IPsec IKEv1 FiI SSL [FJILF2 5 7] VPN, 7.0 TCREVT A VPN A P n] DL ik 22 42 (1) TCP/I
BT B IR ) 32542 3] Rt il A
T IPsec IKEv2 [R5 1) VPN, 8.4(1) AN T % Secure Client [1) IPsec IKEV2 S $F .
IEFEV) ] VPN [¥) mobike [ 8))32 5. 9.8(1) INT IPsec IKEv2 RA VPN [K#%3)) IKE (mol
Mobike 252 TT ) »

WHINT ikev2 mobike rrc T2 LAYE IKEv2 RA
mobike i {55 1] J FH & (9] i b B8 7 A6 A

Z ST IPsec IKEV2 IRV VPN |9.9(2) SCFFRCE ASA, LASCTF Secure Client A1 T
IPSec IKEv2 VPN 7 3 i Wz R 1y 7] VPN 4
PLE A SIS AT T ASA.

VSINT ikev2 rsa-sig-hash shal fird, LUH

AT
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% IKEv1 [¥) DH 41 14 374
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