=11 VPN S 24

JEFLL 25 1) ASA SEli L& AN RETRT L H R A HTh g . AT H I — 2T fg.
o WEMIPRIPRA] , 265 1 5T
* BL'E IPsec LA%EE ACL, 252 1L
* VPN (Hairpinning) , 5 2 1
o WE i KIE 8 IPsec B SSL VPN £:i5%, 554 1T
o A3 & i OB DR A B T 252 1) TPsec &7 wi & 1T 4], 5 4 1L
o XPOANFE TP JERE S NAT 0B TP, 55 6 1L
* BCE VPN 2 &G, 55 8 1L
* PhramAEH S uEs . 5 9 L
o BUE DN RZ O, ZB 10 1T
s MLE A HIEE , 510 0L
o MBS VPN FEiE , 55 11 11
« ArENGS) VPN 245, 512 1
* KT ISE SEWE St , 5 13 5L
o BUE Eg SSL W E , B 18 1L
* R4 IPsec PEIE LR , 25 23 UL

JE T A PR
AT RO MR .

TR EN

[F] I S HF AR S R 24 i FEAH RV IRAR ) (ASA HRUERE CLI AL B ARG H, A RAEZ S
AR A K913 DL R X LS RRAS HpOBT I 9 40 05 B IBT I RE, T2 1 2 St e

B A SR AE N
DA B KR 52 504 . ASCHFE IR
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. Bl & IPsec LA%E5d ACL

P 4 3h 31t 4% 452 (NAT)

7 5= NAT Bl e FIE B, 525 (Cisco Secure Firewall ASA £ 417 k% CLI fit B 4514 ) (K&
FH-F VPN [ NAT #5475

A & IPsec 1% ACL

WEAEAKS B YA H AR 42 D ACL BITHOL T Sa VK B IPsec BEE KT A B4, 15704 Rl B X
i\ sysopt connection permit-vpn fiv4 .

WERAT AL T ASA Z )5 5l ) VPN 42 b4 I H AR K IR E =i ASA PR, WInTRe s Zigedt T
IPsec W31 ACL. %, 5% accesslist 4B &k L IPsec 11 ACL, FFBH N H]

THHED . A ACL AR E AR E SR VF IR ASA (i) &
LUR RBIFEARL . ACL 5 UL T SeF IPsec it iliL ASA:

hostname (config) # sysopt connection permit-vpn

)

P

B E T no sysopt connection permit-vpn I, JEESMNTEE D EA VR4 G deny ip any any
ACL) , ZRGeAiss avrk B2 5 b (1 il 55 B i

W24 A no sysopt per mit-vpn iy 445 A4 BRI U7 I #EHI 515 (ACL) Sk il i a5 1)
B FE VT ] VPN X SZ R4 B BT v ), TGI8 e g AT 4 il o

sysopt connection per mit-vpn K7E ok 77 oG I s A H T I i i 0 EgEid ACL (NERIH
), HERPTA HARE O H O (out) ACL —i2, EALHEA I (in) ACL.

FERXME LT, 3 HVE BT 1) AR I, RGEAN T ACL, P T5R AT LAE ) SSHIE#: 51 ASA.
LI P R 2% b B LI IR A ACL IERfBE b, (ELUR 1A A 35328 11 f i B O B AN e B -

ssh fil http fiv % KA ACL B L E . WEFELE N VPN 316 17 % % 1) SSH. Telnet & ICMP
Wi, N ssh. telnet filicmp fir4 .

S 1FEO A= (Hairpinning)

ASA $RAt—TRThAE, FVFAZ IPsec M4 A & N E—AME L, NI fi#3 VPN 27 i n] DL j) HoAl
VPN R IEIX IS . iZIhAEW AR A “hairpinning” , R DO AR A iE T VPN 424688 (ASA) &8z
f] VPN 7330 CR 56D o

Hairpinning i 7] LUEHAE N VPN It el iod 55 2 0 e s A1 R e S i AME 2. il o F&ch
A3 %1 B 8 H 5 2[RI ) VPN RIS B Web () VPN 25 ke i, I Thag R H .

TEERT VPN %/ 1 Ki%224 [Psec e 2 VPN &/ 2, [RIHEK RIS i Rk 2 N3k
Web JIR %525,
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1: &£ Hairpinning R93% 0 TN EERY VPN E i

Public web
Server
-‘FH—H—FFFF—
] - Client VPN
ecurity o laptop 2
i ST I ]
192.168.0.0 e . N

rl"' 192.168.0.11
Client VPN

— Unencrypted traffic :
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

TENCE ML IhRE, 1EAE AR E B N H same-security-traffic iy 4 I intra-interface Z4{.
%A HITEE N same-security-traffic permit {inter-interface | intra-interface} .

PR 29 S s ] et 4 0 A 3

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

)

AR WA same-security-traffic #ir 4 Al inter-interface %, W A] VR 224 2 AR [A] (8% 10 2 1) 3304 T
WAF . ZIIREA R E T [Psec IEREMThAE. ARXTEANEE, S MATEMIN “BEENSH” —

P ] hairpinning, 0L L 1P UR E AG NAT F R ZF 0P BTk, X5 ASA $2 1N FHEE 241 NAT #
I8

EOAM =R NAT £ 2N

BLAY ASA REfS T 14 LB DR NS v &, 20 %3 1S NAT, DU 2 1 AT B p il 2 e
] IP Huhik (R dECAE AR HE 1P Mot oA 1 2 1) TP Hishik) o DAR 780 5 [ %5 7 o TP Y PR o Y
FHE: 0 PAT $RIN

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object)# subnet 192.168.0.0 255.255.255.0
hostname (config-network-object) # nat (outside,outside) interface

SR, 24 ASA GBI R —#: RN i) VPN Wi, NAT BrlEf . LigEf#H NAT, VPN
#| VPN Hairpinning 3J 7] 1E5 TAE. LA 4L SN NAT, 150l Edr 4. 24l VPN 2]
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B 2255555 Psec 5 SSLVPN 235 %

VPN i E# 6e NAT, 1504 VPN 2] VPN Jii i 32 it NAT #af)drd Gasin 2| A _LoRfldan )
i .

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

B R NAT MU AITEANE S, S RATERE N “ M H NAT” —H,

‘ﬁ Eaij(/—ﬁﬁj] IPsec _k SSLVPN zzlﬁﬁﬂ

BKs VPN 231 BRI ST ASA RVFIIE, 152 RRC BB R4 A vpn-sessiondb T4
vpn-sessiondb {max-anyconnect-premium-or-essential s-limit <number> | max-cther-vpn-limit <number>}
max-anyconnect-premium-or-essentials-limit S8 7417 5E Secure Client [ K23 1H4, M 1 BIVFATHIE
SRR UL

\}

AR IERRTVERTIR . SO AR T B B X S A R E . 152 [ Secure Clienti] JAHE S -

http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

max-other-vpn-limit S8 7 1 74552 4 Secure Client2 i 2 A HAth VPN (I K2sim %, S8 HlU M
1 BVFaE RV RS0 8. X R ER VPN % 7 (IPsec IKEv1) Al LAN [d] VPN 431,

RS v S A VPN S i 518 e 4 L.
LR 78] B 7R G 4rl v BAE A 450 A E K Anyconnect VPN 2 1E R 1 :

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #

FHEFinEHBRIERE AT IESE) IPsec & FimlEiT 2 7l
A

AR AT ROGE T IPsec k.

07 i SEOBT h REAHAS AL T rb Sy B A B B BB B BB RN VPN 207 S Y BB VPN 2 7 S At

TEFEH P R] BEEAEALE FH Ik I 6 VPN R sl A5 P g AR - 465 0] LB IS4 F client-update iy 43k
Jet SRR P A 1T RAR IR g s 85 BB FH (5 P i S R AMEAT RO 5 Bt m] A A 3R A5 5
Fr URL 5 1P Hutik; XFF Windows 7%/ sify, R AESEPEHIE K0 H PN B8 B dL VPN 28 7 i A
XF+ Windows & F i, #50] LU F P S At —Fh o ez EFIpLE . 1%y 2 A0GEH T IPsec ARV W)
B 41257
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(B P s EH RS TS Psec R isiEiTR3 ]

BEPAT R it BEOHT, VR R R MG A BR tunnel-group ipsec-attributes Fit B A5 2L N A client-update
e WK i CAAEB T 5 R H A& A, MG SR s AE . & sikis
ARG RARRA, W EAT ST . AR R U B oy AT 5% i 58 «

B2

FEAJRRC BT, A A4 LR % s 5T -

hostname (config) # client-update enable
hostname (config) #

FEARBC AT, i858 BN BT R I 2 7 i N (K 8 i S 2 8. A2 i, FRE %) i
M) RSB A1) URL B IP bk, DA% ) b ) A VAT IR 5 . e ] USSR
SEWAMEATIRA S, LOZ 55 736

WA R P s AT A 5 B AR AT RO S VLS, AN 2R . i%ar 2 20
HEA ASA AT 1R RN 2 i o 5 ) i SEOBT L

fHEHILL R T

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

Al 2 52 8 S win9X (fu.3% Windows 95. Windows 98 1 Windows ME ) . winnt (fuFF
Windows NT 4.0. Windows 2000 1 Windows XP “F-4) . windows (f0i% i 3T Windows HIF-

G o

WA P i D AAEIBAT B 5 R A B R RRAS, MIJE R SO R . i % 7 i RIS AT 41 3R
PP R RRAS, W REAT S8 . g5 20 n] AR X 8 i BB 4« H TP I =AM B o KB windows
WG T TE RUFIY Windows P& . WRFEE T windows, TIANZESE & #4> Windows 2 /7 i A7
php 2 XTI AT ) Windows 2577 i, 06 25U FH 03 http:// 58 https:// A2 URL (T2 .
DU 7] Ay sz R V5 ] B TE A TG 2 ) i S 8. 1o ildia e TIE T oA 5 4.6.1 LLAH
THI R BB 1) URL https:/support/updates.

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

o, Rl DU B B L i SR, AN AR R T A R S il E . (S
FDE 3, )

iR 7 URL KRR A0 5 W ) 44 F)m] LALE 3 B 2% B Bl R shiz v ] s it
https://support/updates/vpnclient.exe.

PR3 WHFE R ipsec-ra FEIEA T 4157 I EH B4
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B 500 P s NAT S E A 1P

7E tunnel-group ipsec-attributes BT, Fif g BEIE 2 44 FR S LSS L m] A SR IO T L4 1) URL 8%
IP hhl, AT A S o W 7 i A 1T RO 5 5 AN e BT RO 5 DC S, AN 5 22
FOHT . i, KT Windows 27 5, 1A i 4

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #

TRRA (L) [ 2RI N Windows 207 i K135 B P AGEIE AN, 35 H L v il DR 6 IX LA
U ARG RS AR E I, AT DUS S As . T A AE URL 8 € Al mF 34 B K 4K
o BB ME—FTECE RS2 URL.  GEZED R 2 803. ) ARG AL T U i 2
R o T LA BT AT BEIE AL B (K B AT i 3l 2 7 i AR A R, AT DORE AR B g PRI 2H 1
. B, ESEAPTABEEA BRI SE ) u, WAERF A EXEC B M A LA R iy

hostname# client-update all
hostname#

R P 1% P B WA 5 SN E BT AR S VLIS, AN 00 % ) o, JF AN %
EVAY SES LiETIMEN S

T—%#Mita

\}

AR MR R i H AL windows (FRE T A FE T Windows P65 AR5 20 Al —SEAR A
win9x 2k winnt )5 g TR, AU T A4 1) no JE AU R windows )7 iR, AR5 A
JHHT 10 ) S BB iy 248 8 B2 7 B 2R 2

3t IP E3E 305w NAT 40 ECRY IP

TERRDHAGOUT BT BEELAE N B 2% LA HT VPN XFEEAR 1) SIZBs TP Mk, T EE S/ FC AR HD 1P 3
ko TEWAEMEH] VPN IS OLR, RS IRAF 0 B A L TP kit AV i) S 2% o (ELIE, AEAT 48
DL B0 2 P P8 06 55 4 RPN 2% 2 4 B T 0 A AR R B0 TP BRI, P B 5 2K Al TP Sk B
BRI R AR K S A 3 g

ASA GINT —HJrik, FTLLRE VPN % S e A F/A2 DR AP I 2% b 23 BE R TP ik e 00 FE 38 (5D
IP it o ZINRESCRFLL R 5 PR % R ) H BRI 55 /iR 55 R 2% 22 4 s SR AT VPN 257
S FR) 2 3605 TP i | FEAE A A ALl P 2% 2 BE Y TP 2B TR .

T LAFEREAN B 20 N2 L O BEA S I T g . 24 VPN 231 OV S sl W T4, sha&vs sk
B % NAT $i) .

DR A 3 ER I R, R AR AN R T b T, 15 I FRAT AN a4 H e D e

HH VPN S5
[ 6 | |
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« I SZFFIHRR (IKEv1) A1 Secure Client.

o VLI AL TP bbb )k (B0 5 06 2% ] ASA,  DUHEAY H NAT KBS HT VPN SIS .
* ZHF IPv4 (1) C 73 Be kA 22 St .

* ANSCRF NAT/PAT B2 Ji i 2 A 4544

© NSRRI (Bt D .

« NSRRI -
g2

P AR ER AT, A tunnel general.
FE2 A E R B kR e

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

B 2 Bh A 2235 O e TP Mk 4% 3 kP54 23 36 TP Huhik ) NAT $EB% . interface -1 i 220
NAT [f#H.

PR3 ML TE R A T Bl 4 -

hostname (config-tunnel-general)# no nat-assigned-to-public-ip

27~ VPN NAT R RE

- A FH JE 0T %2 NAT HLEl; R, VPN NAT $50E 2 4[5 T2 0 & % NAT SE0g—FE 2
o W 95.1.226.4 FVESBLI TP, ¥ 75.1.224.21 FIVERT 544k it A 3L TP:

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)
1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

Outside /2 Secure Clienti 2 (9 [, 1fif inside 2HFE T HBE ALK M o

= VPN S5
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B ==vensiEms

\)

IR [N VPN NAT IG5 &M HASHR BN E o, FTLALE show run %% 1 show run nat 215 77,
VPN NAT %%l NAT 5% 23 fa 5,

BcE VPN 1A R

1A LUZAT 1) IPsec 1 SSL VPN 2G5 1 & Fl ASA VPl SZ R ECE A A . 228 H ASA
FIFalfE S (BFRASEEHD , IHESRIERN M show version 74, FEAE I AT .
PLUR 7R i 7 iz i 2 Az 25 mP v el 5 8 BafiEN, Jodadgm A T HoAth g b 2

hostname (config) # show version

ERIF RIS

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs 500 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Active perpetual
Encryption-DES Enabled perpetual
Encryption-3DES-AES Enabled perpetual
Security Contexts 100 perpetual
Carrier Enabled perpetual
AnyConnect Premium Peers 5000 perpetual
AnyConnect Essentials 5000 perpetual
Other VPN Peers 5000 perpetual
Total VPN Peers 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment Enabled perpetual
Shared License Disabled perpetual
Total TLS Proxy Sessions 3000 perpetual
Botnet Traffic Filter Disabled perpetual
IPS Module Disabled perpetual
Cluster Enabled perpetual
Cluster Members 2 perpetual

This platform has an ASA

iR 57 B

5555 VPN Premium license.

A8 DR fir 2 s B P «

asa2 (config)# sh resource allocation

Resource Total % of Avail
Conns [rate] 100 (U) 0.00%
Inspects([rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
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sxrmirzaEaE [

Xlates unlimited

AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

RFALESRIR{ERTE

A BL T iy & W B A 15 DL -

)

ER LA LUEH sh resource usage system controller all O @4 o RS 4 SAE FHS o, PR #IA TG B

il

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

PR VPN 15

¥ AnyConnect VPN &1 (IPsec/IKEv2 BY, SSL) HBR I KT ASA RFHIME, W] LAFE4 AL B AR
3 M FH vpn-sessiondb max-anyconnect-premium-or-essentials-limit 74 . MR 2 1R E], 154
AT 21K no fiAS .

W ASA VFRJIE L1 500 /4~ SSL VPN 2 if, 1M ARZL AnyConnect VPN 23114 250 4,
THRALL R S

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

TR TR BRG], A B A4 1 no RiAR -

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (confiqg) #

R S EH

ASA 7F ‘5 Secure Clientl} i IKEv2 F¥iE B 75 248 F B M UE 5. %) T ikev2 i@ U AT A S, 51F
HLLUF 4

crypto ikev2 remote-access trustpoint <name> [line<number>]

13 Ay 2 v BLik Secure Client>z Frf & I HIE R . nf LARINECE - MEEA: P RSA. M
> ECDSA 28—~ ASA 14 a@a,a FIMEAT B8R IR PR it SCRFR S —AME AT . Wik ik
ECDSA, NN 4GHLE ECDSA 51T, FHACE RSA 51T A
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A7k I E ARSHE NG AT AT 5o 0, BRI TAEAI R M A I ) — AT s LT
FETHBIANAFAE 5o WRARIRELT, ASA KAEVIRAK R INEAE AL

AR SR N A E SR AL Rl 4040581 . a1 248 HH no cryptoikev2 remote-accesstrustpoint
A AN E EEMBRIENME AR R HR, WS BR TA (5 AT s

BcEINEZ L

A LATERTFR Z Ab B (SMP) -5 b B SO 4% 0o (1) 43 i, LA3E Ry Secure Client TLS/DTLS it fit [F At
o IXEETT ST UBIE SSL VPN #idli #4%, 7 Secure Client. % A& 18 Al 11 & J5 AL & -
AL RESR T LU A0 SR B A T £ B sl 2 47 S o B N Lo

UK

F 8 R 3 FC 2 00 g 4 Ak P 2 -

crypto engine acceler ator-bias
* balanced - *V- 27 BC N & AT B (Admin/SSL Al IPsec #%40)
* ipsec - K¢ N2 B AR B IR 56 0 T4 IPsec (fU4E SRTP INZiE &) -

o sd - B AR PR SE L 4s Admin/SSL. 248 FF LT SSL ) Secure Client ZEFE 17 1) VPN
S, TE A S 2

Tl

hostname (config) # crypto engine accelerator-bias ssl

ﬁﬁiﬂ%}?ﬁﬁ%‘ , WﬂLJ?“LiE‘L’%LFﬁ$£ﬁLDNSiﬁizib%iﬁﬁﬂﬁﬁ}ﬁtﬁfﬁ%ﬁo B B e
PEIFFAHG S TN B AL 5k, RGBT FE e
FiaZ |l

UL IRE, YU AnyConnect MiUAS 4.5 (BCE SRAD o« KLU, ESHCTOE
oy HIEIE

| BEEALES


http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect45/administration/guide/b_AnyConnect_Administrator_Guide_4-5/configure-vpn.html#concept_fly_15q_tz
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect45/administration/guide/b_AnyConnect_Administrator_Guide_4-5/configure-vpn.html#concept_fly_15q_tz
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B & & 12 VPN B#iE .

pUE
£ WebVPN b Fei el LA R a8 X HE X EYE: anyconnect-custom-attr

dynamic-split-exclude-domains description dynamic split exclude domains

R S A ) ) VPN BERE A 25/ Web J 4519 1 52 SURNE 48K« 111, ¥4 Google_domains
DAL 7R K Google Web k45 1) DNS 344 15114 . @ (A AL 522 )\ VPN BEiE h HERR 44 413, H.
iﬁﬁmﬁbﬁig%éf&%ﬁi(CSVO*%JQ, ﬁﬂj:ﬁﬁﬁ%: anyconnect-custom-data dynamic-split-exclude-domains
webex.com, webexconnect.com, tags.tigcdn.com

AP LA T iy 4R A SCH F e SO PRI B r e e 4l h s dm /e AR s kB R 3Ch3dr

anyconnect-custom dynamic-split-exclude-domains value webex service domains

=t 4

AR CKC B SREE, WA D> DNS WA 1P HUIE 4R 005 2R 0 — 0 I, A s
TBEh AR HEER . WERAEAE T DNS Wig N TP ik 5 AT [ 4% 70 (55 R 46 2 A1 8eAT TS, IS itish 2 3%
SHERRASZ LT, PIYUCECHITAT DNS a3 1P Hhl (138 it A R o R B

Bl & =18 VPN [%i&

LI

VPN BEIE R R 2 i R GEAE T e IR B b k26, IRAVBR T de & (57 T VPN &%
HITE L. AT DO p A A 2t OB PRI I VPNGERL S Ip A P ER B8 AT AN T4
o B A P A R A S A R G SR A ] A 28 Tl fE

EH VPN E A T M & P 3B E I YE, ICEBRAE ST, P N R M 2 i A2 5%
BISEIA, TA H E ) B4E BE VPN B IE 285

WURH PR R ae e, RER N E BEBRE L E A M. A S B VPN BRI [ HARER . A G )
A RIS AR, 20 (Cisco A% i L8 % P i IR ) .

FIAZHI

T8 AnyConnect fiUA 4.7 (BFE SRRAS)

UK

H O _EAR LB SO (profileMgmit) VA3 N 21 i 281157 BB 3 2 T FH I 201 P 41 S mgs
(MgmtTunGrpPolicy):

LHR/RICE S 2 AnyConnect 5B VPN BC % 3C 1, 157 anyconnect profiles #2114 7 type
vpn-mgmt. %M AnyConnect VPN e & SCAF IR user.

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt
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HHMVPN 25 |
B zz=9venziz

I8 2 SOE ] BRI P VPN B SCE, i EAL B E SO (profileMgmit) 7 i £ s 31 i
Fi 05 3% 22 T ) s 3 20 F) 4 5 m (DAItGrpPolicy):

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

EEEZ VPN 2iE

PUR R T B A VPN 2315 S

2 IP thit KB & EFE 5N Secure Client 1%

T Ay AT S A E W B0 Secure Client 2315, 15 7ERFA EXEC #2304 A show vpn-sessiondb
anyconnect filter p-ipversion & show vpn-sessiondb anyconnect filter a-ipversion 74 .

o WIRFEAR K A SE IPv4 B IPv6 Mk i 383G 5l Secure Client 231 . A FLHu bk A& AV /3 Bic 45 &
g [y Lk

show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

BRI LR ) O AL IPv4 5 IPv6 Hidik il VG 5 Secure Client 23 1. L2 Fd bk & 1 ASA 43
fit 25 Secure ClientffHuhl:

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

7~451 Output from show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP : 198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : Oh:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none
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12 IP iR EEN M LAN 2 LAN VPN 2% ]

Output from show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3fe5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL IPv6 Tunnel Group : SSL IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : Oh:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

1% IP it KBV EFFTNAY LAN | LAN VPN =%

*F ISE K ER

S iy A 47 S A A TR B JE 2 P Ui SSL VPN 430, 7R EXEC B30 M A show
vpn-sessiondb 12| filter ipversion iy 4.

ZAr A WoRTSERE I A3 1Pv4 8% TPve Hulil i JEKITE S LAN 3 LAN VPN 231,

/)

A FCHBAIE R H Al 7 e 40 28 S P ML B o

show vpn-sessiondb 121 filter ipversion {v4 | v6}

= e
Sk it
BRES0r IRS 512 (ISE) 2 — ﬁé“ﬂ%m@%ﬂ}*%r"* o] B IR iR . o iERE

VPN R EI A 22 S, BARHSE % T 5 R TrustSec 454 1 fik 2 4 AF1V)
BN LFFHW# % (BYOD) ﬁrizlﬁn%imﬁﬂ% T

ISE BT (CoA) THEESR AL —FPHLE, LAEEET SR IGAIE . SZAURNCIK (AAA) 216 5 T L@ vk

9 AAA TP R P AL SR A AR S R, BT LS CoA gl A AN ISE H R ILE] ASA, LUHEH
WA SO BOAIE I I FH T S o AN B2 N B 22 A IRAS SE it 2 (IPEP) RIAT 4 5 ASA ##& E AL R4

VPN 233 WV FH U5 1] #1151 % (ACL).

TELLR VPN & i b3 FF ISE S S it
* [PSec
* Secure Client

* L2TP/IPSec
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\)

AR RGNS LR, B34 ACL (dACL) FlZ441k5id (SGT), A& VLAN 43 Fd fl
1P ik /il 2 ZE 1 SRS TR

RGWEEW T

1. &R sk VPN 148

2. ASA If] ISE X HI P HEAT S S0 E,  JF HAECR SEAT BRI 2% 15 i iR HT 7 ACL.
3. &RGiIn) ISE KXk A sl B LA 251 .

4. HFEAE NAC AU ISE Z BT 4R TVPAG . LI TR ASA &0

5. ISEifiid CoA “policy push” [1] ASA A% HEME Mo IXAE AT LR it 51 22 194 4% U 1) BB 1) 37
J* ACL.

N

IR RN, TTRESSIEIT 4L CoA BERIIEAT AT T ASA M 75 12 W 1) JL A SRS PP A .

71 ISE R IR Kt Bc & RADIUS AR 5525 4H

PEJA 1] ISE ZRMEVHAS IS, %X ISE AR S5#3 i RADIUS AAA HR 45 25 2 -6 MR 45 2% 8 i 21)1%
Y. VPN BCEBFEA N, TTLLUIZA ) AAA RS TG C RS 540 .

pUK ]
$IE1 (4 RADIUS AAA RS54 .

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

FIB2 o AAA RS 2540 5 F] RADIUS BhAFZAL (CoA) ARSS .

dynamic-authorization [ port number]
LA RS AR € i . BRINME N 1700, 5[l 1024 £ 65535,

MIETE VPN B Al AR 45 25 4L, RADIUS R 55 #s 4160 I CoA %N, I H ASA 2 fiiWr
T M ISE $1HL CoA SFEmE 58T i 11

hostname (config-aaa-server-group) # dynamic-authorization

HIE 3 WIEREAA ISE T80 W& 4 RADIUS AR 45 2340 5 FIAUZ R 2K

| BEEALES |
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18 #ngsiercE raows sz ]

authorize-only

XTI RS S AL TN, RADIUS i G SRH R S Eh A" 5K, AN
AAA IR 5545 5 SUI ERE B 16 5 vk an S48 48 ] radius-common-pw i 44 RADIUS JIk 45 %5 it &
NP, W 2.

filtar, G SR EARRAIE T T S S0 UE T AN 2 B IR S5 A8 4, WU AT AR o S AT m R I R 55
AU T FBURILE VPN B I ik

hostname (config-aaa-server-group) # authorize-only

Jet I RADIUS i i i 58 7 S5 RS 5 39074 Ao
interim-accounting-update [periodic [hours]]

ISE ¥ F 2L NAS 545 (U1 ASA) IR Fdikic s, REE—MEsh &R H . Ak, Wik ISE
JH 5 RIEAE BRI Z ST T aPRE TR Gabkns Bl ARG S , ek
TR L HS i b I % i e e A TR ORI VPN I B I BR, T8 R % 4 B0 A 6 B
B4 ) ISE 3% 5 W I ek 5B S

* periodic[hours] Fo VA &EN B0 B A [a) A 0k 55 2 A1 RA6 B V0 5% 1) VPN 2136 8 S A2 BORT A4
Hk . DUE P RIS TR IR LN R A o BRIMER 24 /NI, JuRER 1
£ 120,

o (BB ) WRMEHAMN periodic KBTI AT 4, W ASA {NE{EHRF VPN B iE #7521
To& i VPN 2 1 B R I e B a TF B S e RAEDERE OO, AR Oc e T8 B, DR B 40
) TP Huhikif 145 RADIUS AR45%%.

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(k. ) ¥n N4 ACL 52k 5 RADIUS i i) RN AV Xl 2 i) ACL #EAT 4 9.

merge-dacl {before-avpair | after-avpair }

R TRAGE T VPN &8, XFF VPN I, ACL B LUE BB AV X ACL. 7] R4k ACL Al
7E ASA L E I ACL. BEIETIU & vl R4 ACL Il AV X} ACL &G4&&IF, JFEHAEH T4 ASA
i ' T4 ACL.

BRINGE S nomergedacl, BEL{ETRE T NE ACL AL EEL AV XF ACL 59, R E] AV
SERIA] R ACL, WIARSEAE T AV % .

before-avpair LI TE & 7] R4 ACL 4 H N sCE 78 B AV 44 H 2 B .
after-avpair L5 7] 3 ACL 4k H NCEEBE AV X & H 2 5.

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(k. ) FRefEE T —RE250T, 1n41 i) RADIUS IR 4588 K32 1) & il R EL

max-failed-attempts number
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B 5o isesmesinmE RADIUS FRSS 5548

N

8

A 1 & 5. BRIAMEN 3.

WA AR S 7 A TP BED ) s T LR 7k, I HLAL A (R T IR 25 s A0 0y .,
M2 A Z AR TN, IR AR R Tk, ZIRSS LA AE 10380 (BRI PWARFRFRIE A oM
N, DB IZ I B Tt AAA TS SRS S 2Bk R LIRSS 22, 1 & o7 R [P038 79, B e BRIk
FTCm N AR, 15 S5 — 2 1) reactivation-mode iy 4 o

WMARBAERTTE, W ASA R4k F i 24 1 R g5 2s

hostname (config-aaa-server-group) # max-failed-attempts 2

(W3 ) $8 M T T FIH AL (KROS5 B3I 7 ik (BRI M)
reactivation-mode {depletion [ deadtime minutes] | timed}
oo

* depletion [deadtime minutes] {X7E41 ¥ T4 Ak 55 a8 AL T A5 SR 28 5 A4 F BT b ik 55
o IXIEBONTEDF IS . LU € AR 9 die i IR 55 4 21 Bt s T8 5 BT AT T 55 4
Freesd (e (0 21 1440 p4h2fa]) o BRINEN 10 24t

* timed 71 30 AP R A5 BN T] 5 FEBTI0T H 30 MRt 1 e 2% 245
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

(ATIE. O [ 4 i T A7 I 55 4 A0 ki B
accounting-mode simultaneous

K AL M 35 S R 45 9 BT BRIV B, 15\ accounting-mode single 114

hostname (config-aaa-server-group) # accounting-mode simultaneous

¥ ISE RADIUS JIR 45 #5522 1240
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
Hore

* group_name 72 RADIUS %45 220 1 44 FK o

* (interface_name) & AT LLIE 1 U7 1) I 55 4% (08 LA FK . BRIMEDA (9EED o A A I 45

o
* host {server_ip | name} /& ISE RADIUS JIi 55 #5 ) TP Huhk o H142

o key J& T Ins &l ik 247, 3t aaa-server-host B 5, & 0] LTEERAAHBAE key 74 i
ANEH, WRABCE RS, WA IERNE (30 o ZEHE A0 KNS R R
TRHE, RE 12T DAY, JES RADIUS JlRgsas LS gAH TR .

AL AN 2 Ik 5545 o

| BEEALES
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hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host) # key sharedsecret
hostname (config-aaa-server-host) # exit

ISE SRBE L B R BIBC &

fER %X ISE 37551350 IERCE VPN i@

ise grgsi o nmiRE [

PAR 7 ) S 7m dnAe) A a4 AL (CoA) ST AN AR /NI s S IR ML . ISE Jlwd5 a4l Jerh 4% fd 1] ISE

G E 3 L 473 6 A 0 % T 2 P

ciscoasa (config) # aaa-server ise protocol radius

ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1

(
(
ciscoasa(config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa(config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

&3 ISE {UZHELE VPN [iZiE

LAR7s B S 7s el ] ISE Dy A HBUE B A AN A R B P IE AL . B AR 5 2 4LC B I AU AL i 2

PR AN ik 55 4 2T T B A Bl

ciscoasa(config) # aaa-server ise protocol radius
ciscoasa (config-aaa-server-group) # authorize-only

ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1

(

(

(
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit
ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit
ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

A8 R HE PR R i S e

LAF i a] Tk
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W EREE CoA VWE5, IHHIALL R4 :

debug radius dynamic-authorization

U R ER L ) URL ThRE, WM LL T 4

debug aaa url-redirect

WEEAFR URL 5 [ DU AEXT I NP 20 RN, 355 A LU fir 2

show asp table classify domain url-redirect

BLE SR SSLiIxE

ASA i 2 2 E8 52 (SSL) WM AL 2 445 (TLS) 4 ASDM. JG5% )" i SSL VPN, VPN FldE+
DTS TER AL 2 A0 BRI SCF . ASA SZFEHI T2 SSL ¥ VPN A4 B4 #2(1) SSLv3. TLSvI .
TLv1.1 TLSv1.2 LL& TLSv1.3 ¥pill. #t4h, DTLS il H T Cisco Secure % )7 4[] AnyConnect VPN

BIGUE N
SCRFLA RN E RS Can R R BT -
) TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSv3
Vi 12
TLS_AES_ 128 GCM_SHA256 R i &
TLS CHACHA20 POLY1305 SHA256 |75 & p
AES256-GCM-SHA384 7 7 &
AES128-GCM-SHA256 & 2= 5
AES128-SHA 2 B i
AES128-SHA256 & 2= 4
AES256-GCM-SHA384 & B i
AES256-SHA 7= P 4
AES256-SHA256 7 B i
DERS-CBC-SHA & 5 5
DES-CBC-SHA 2 B i
DHE-RSA-AES128-GCM-SHA256 5 =2 4
DHE-RSA-AES128-SHA 2 2 i
DHE-RSA-AES128-SHA256 7 2= 4

| BEEALES
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A2 TLSV1.1/DTLS | TLSV1.2/DTLSV |TLSw3
V1 12
DHE-RSA-AES256-GCM-SHA384 | 7 1 =
DHE-RSA-AES256-SHA i B P
ECDHE-ECDSA-AES128-GCM-SHA256 | 757 R =
ECDHE-ECDSA-AES128-SHA256 |7 i *
ECDHE-ECDSA-AES256-GCM-SHA384 | 757 R =
ECDHE-ECDSA-AES256-SHA384 |7 i *
ECDHE-RSA-AES128-GCM-SHA256 | /& B =
ECDHE-RSA-AES128-SHA256 = B &
ECDHE-RSA-AES256-GCM-SHA384 | 75 B =
ECDHE-RSA-AES256-SHA384 = B &
NULL-SHA P o .
RC4-MD5 5 P e
RC4-SHA = = e

)

AR OXTTRA 9.4(1), T SSLv3 B8 M ASA it & IR, 1 HL SSLv3 S 44 A ASA il

WERSEIR AT SSLv3, i SSLv3 &I iy K L5 | 3 I )4 i . ASA Bl #5450 BRINAEH]
TLSvl.

Citrix Mobile Receiver 1] 6N SCHF TLS 1.1/1.2 Bl H AN, HS0
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

PHE € ASA PR SSL/TLS Al DTLS ZEH I BARMMRAS, EHAT LA R D%

UK

BCE ASA 0 BB K AR P BB AR o
sd server-version [tlsvl | tlsvll | tlsvl.2 | tlsvl.3] [dtlsvl | dtlsv1.2]
s

* tlsva- % A G %52 SSLv2 ClientHello W B JF PR AT TLSvI CH B i A<D

o tlsvl.1- B A\ I G 7 42252 SSLv2 ClientHello 3 B0 ET TLSvI.1 (E{ =R AS)
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o tlsv1.2- i A G 3257 SSLv2 ClientHello 1 B 7T TLSv1.2 (B%HH mifA)
o tlsv1.3 - F A I CE - 3% 5% SSLv2 ClientHello W4 B IEWMET TLSv1.3 (BLHE SR AS)

o dtlsv1- i A ek 24252 DTLSv] ClientHello 14 B 1S DTLSv1 By 8 s A
o dtlsvl.2- H I 8 4852 DTLSv1.2 ClientHello 7 & 37137 DTLSv1.2 (8% & A)

iR DTLS fF) g & FF A GE T A Secure Client ZEFEVT in)iE#z
1 H 5 DTLS WA A 2580 3 = R AT TLS, #iff TLS 2 1% 5 DTLS 2 i [AbE 22 s
LA, BT, tsvl.2 JEIEFE dtls1.2 I ME— AT 32 1 TLS fRA; 14T TLS WA mf
5 dtls1 BeAAEH, BN RARSSE T84 & 1 DTLS 1.0,

Pl

NG

hostname (config)# ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsvl.2

L2 f7E ASA FIVER i B Ad A ) SSL/TLS Bl A
sd client-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]

Hrp:

o tlsvl - By LR LLIE 5 ASA T LIAL % TLSv1 %7 i Hello 4 B IEWMFT TLSv1 (R =i
A

o tlsvl.l- BN LIFE SE ASA W] LUAL S TLSvI.1 % /'3 Hello 7 & JF W7 TLSvI.1 (B &
FRAD

o tlsvl.2 - BN e LAFE SE ASA 7 LULE S TLSv1.2 % F' i Hello 1 & JF 1R TLSv1.2 (B{H &
FRAD

o tlsvl.3- B AL ICHE T LAE E ASA T LIALHI TLSv1.3 % i Hello 34 B 35 V379 TLSv1.3 (BEHH 5
FRAD

DTLS AA]HT SSL % /i f 4,
w5l
NGB

hostname (config)# ssl client-version tlsvl

IR 3§75 SSL. DTLS Ml TLS sl iy & 5.
sd cipher version [ level | custom string]

o
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* version Z4{(475& SSL. DTLS 8¢ TLS WSl hiAS . SCRFIM IG5
* default - 1T~ H R B 04
* dtlsvl - FHT DTLSvI A& 1545 .
* dtlsv1.2 - i+ DTLSv1.2 NubEE %,
o tlsvl - T TLSv1 ASliif 25 my .
e tlsvl.1 - JIF TLSv1.1 ASER #3105
* tlsv1.2 - T TLSv1.2 N¥iER 0 .
* tlsvl.3 - 1T TLSvI1.3 ASHERI %D

* level %045 e S0 1) 50 B R /R CURC B I R 20 %15 . FRUE G THPHESD R .
e all - (WIEFTA %,
* low - 1035 NULL-SHA LIAMPI BTG 2565,

* medium CIXJ& FTH P BURA I ERIAED - WHETH % (NULL-SHA. DES-CBC-SHA.
RC4-MD5. RC4-SHA #I1 DES-CBC3-SHA [&4M) &

* fips - CLIHE T 454 FIPS ff1%5 6% (NULL-SHA. DES-CBC-SHA. RC4-MD5. RC4-SHA #i
DES-CBC3-SHA F&4h) .

* high (fG&EH T TLSv1.2 I TLSv1.3) - {UA04% TLSv1.2 ff ] SHA-2 %41 AES-256. iy
TLSv1.3 i) 5 B #AR 5 o

o W€ custom string 5, 145 H] LA OpenSSL Z5 M 5 X745 H A B 60 24 334 T 4 THi 22 71
HIRVENE B, 1557 https://www.openssl.org/docs/apps/ciphers.html.

HERF BB ) medium. A high nfRESS BRIBIIER: . W RANELE 7 )LANE, ] custom Al g2 BRI
Dhfg. PRAEIERIA B @ UE BRI ahdE e, HREER .
ASA 808 T RS ALY . HXREZEL, ESHGLS%.
L 2B T AR 9.3(2) F4h 77 HI 11 ssl encryption 74 .
PR4 AL EAZAMEE R

sd trust-point name [ [interfacevpnlb-ip] | [domain domain-name]

hostname (config)# ssl trust-point www-cert domain www.example.com

name Z Ak E (5T AHK o interface Z 4R AL ERCE AL RN D ZHK. vpnlb-ip BT
POEH THEH, IR ISR RS %3 1 B VPN S i 1P Hulik G . domaindomain-name
R T2 BN RE 15 U7 1) 1% 4% 1T T PRy 58 3844 AT DR TR AR A 2

REZ TR RCE 16 MEtER.
WERANR S 1 1 B, W i 44 D T AT R G A5 A e PR3 1 B A PR A A

= VPN S5
I
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HHMVPN 25 |
B ==zassiez

s N sd trustpoint ? 4, T4 BoRn] R CRCE G AT 5. %A sd trust-point name? fir 4
(g, ssl trust-point mysslcert 2) , W< BoR{EAE AL SSLEF CE AT F CLC BB 1 .

A8l FH o iy 4 I 8 53 DA T VR
* trustpoint [KJ{E 445 J& crypto catrustpoint name iy 4 HC & 1) CA 54T S Z R
* interface [IJ{ELAA 0 2 HIr L B R4 1 (¥) nameif 44 B
o MHERAS AT it MR 5 AT AS A ROAIAE A sdl trust-point 45 H .
< TIOR3 — 1 ssl trust-point 45 H, 0T PLRE — MR e M4 H .
o W RLK )RR R T2 AR H
* —MHCE T domain KEEFHIMEAE AT T2 A0 ORI TR 50 .
* &}/ domain-name i 2§ — > sdl trust-point.

* WERAERI A DL A2 J5 s U R R R

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509_cmp.c:339

s A BRC BRI - O E I B R . o354t
* UETS % LRI £

* WRERY domain SCHETIIMEILAS, WG IZIET . (s
trust-pointnamedomaindomain-name i %)

o IR S A A Tk R, W)EEE vpnlb-ip IEF5.  (ssl trust-point name inter face
vpnlb-ip fir4)

s WEEORCE ML .  (sd trust-point name interface 4 )
o RE5HDOCHIMBRIAE TS . (sdl trust-point name)
* ASA A% ALERGET.

S5 f5EH 5 TLS P ) DHE-RSA 2584 —iE{F H 1Y DH 7.

ssl dh-group [groupld4 | groupl5]

hostname (config)# ssl dh-group grouplé

groupl4 Fl 15 Se4 7 HU S DH #F 14 (2048 AiF%, 224 A1 ZHh v41) .
4114 55 Java 7 A FraaBEA Y Java 8 7. 41 14 £54 FIPS. BRIME A ssl dh-group groupl4.

$IB6 58 5 TLS FHli 1) ECDHE-ECDSA %5 il — ke A 1] i 48

ssl ecdh-group [groupl9 | group20 | group2l]

| BEEALES
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54 IPsec fE B2 .

hostname (config) # ssl ecdh-group group20

group19 EEFRELEHE 19 (256 7 EC) o group20 JKHETF-HLEHE 20 (384 47 EC) o group2l JCHET
Pl B 21 (521 7 EC)

BRINHE N ssl ecdh-group group19.
pE 2 ECDSA F1 DHE # 4 H A = 5 2 -

Gt

3545 IPsec [FiE R =

TEIBATIRAAL T 8.0.4 WM ASA AT HI ML rh, TPSec FFiE EFEi, i iZb&E M BILA IPsec LAN i)
SRRV R TCP i~ £ v, WIHZBRIE IS, XU S e . N BIiis SR 2 A A 5
kG, MSRBGIET AR R, TR, JUHR M PIXIER R4l ASA MELH P, DLKTC R
FAMIHRR TCP N, Bl R S A B E M OGN g, RSl ~, X—1Th %
R . (CASTHEE R, 1EZ M CSCsj40681 H1 CSCsid7630. )

R4 TPsec PEIE IR IO AE ] DU DL IX — ) 8. Jo FH IO RER, ASA S{REARIKEDIRAS (TCP) P&
. PBRIEEFN, ra HALR RS EFE, JF e Brhs i i .

N

R O E Y R RIS AT IPsec LAN [A] RS FI1 [Psec EfLiy il f%iE . © A7 IPSec B,
AnyConnect/SSL VPN iz F£ 15 [n] % &

PUR 7- 0] B 7R FR 42 TPsec PR i & hAEM TAE 7 K.

[ 2: M ginz=
ASA BXB Tunnel ASARTP
e T —
S5 ) &
B —
.. T
—Fl & D [}

7EE7R ], BXB A1 RTP M40 L — X2 8% 9%, 4% A1) LAN [H]FEIESE T % . BXB W45
(1) PC IF£E tH2e Axp%iE, Wik RTP M4 IR 28 B0 AT FTP A% . fEtizscd, fRifE PC B2
IR 4% 23T a AR R, TSR N, BRI E S, RSB IE & O BRI SR s g, FTP
FERENAN S TE . F P 28 ARt , it 06 ok B IR A d R F W T iR ARt . SR, Wi s H
T HFLL IPsec giE, — HLBRIEEEEN R g, i Sk skl BribgiE, BRoh e as s
TRz sk CREEED «
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B 5 cuEESS Psec iERE

=
DU #8745 W1 BE T8 25 57 RBE TE R N IO Bt it R D0, 2 Ul AR FP 8 TPsec FESE Ul B D BEIN (K1
Oty SRJE VIR I DD RE BT O . AT OSX PRI DL T P48 1A, 1200 B fEsbiE -

* Yit B-C % CREE AR HN ESP Hidl .

* YiLE A-D e T FTP A&4 ) TCP I Flid dii i B-C € XHIREIE . it it il k A
T & TCP/FTP Jil i (RS B o RSB R, fEAhmidRer, B ks AW 38 i%
REFEE.

)

AR N ORI, RN B A I DR

D2 HE4 IPsec BFERSE

LAN % LAN i Z 50, s A-D filjiiE B-C LLAJE T e T IR &E B S wi s, bt)s,
Pl gy B, iR B-C g{EE, JF HAEtgkaR I RIESN . 152 TCP/FTP e A-D H I W .
IR Ay 3 FTP A& 4 21 B §r ok 1k A3 RO PR &5 B E MR, AR5 KBS BH L AR &K (1) FTP 44
5, R4 diE A-D. O F KIS I Ad sk PRI — BEARLE, B KBS FTP AL A4 2
BER) TCP Hdin e, IEHHLES . WAEINT N,

2B L IPsec [FE RS

FE 7 IR EE IPsec BEIE R RN REMITG DU T, — ELREE AN N BO N A, Kl gk skl it
N ASA 3SR AT LT [ A-D AP RPIRA A B

TR FZ D REROTE DL T, ASA 23 MUt . IX R, i B-C i UIMREEE L5, ih
A-D ALHINER. ASA OB AIIRZS (TCP) BEIEW . Py FA il s AR = 57, JF HALZAE B b
. XA SRR IE TR N 2 AR, PO ERERITE K AR R, ASA 2 EFF LR A-D _EARIE
P Ei .

REFFPEIE TCP L, IBLIHAKSE TCPI@ N AR R (H8, WERONR e IEdR B4 T, U
RS REERSGT, BTGl AT % (plhn, Rk A0 SEAR) TCPRST) kR A1k,

(£ CLI Bt EF54E IPsec fZ 1B =

LNl

F545 IPsec Bxig i = 8 FEHER

X HFEE TPsec BEIE Uit 5 A7 AE 1 1) LA T S HEBR IS, show asp table il show conn iy 2 #B-+43 45 H
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¥

il

fl,

<}

lkl,-

felm

i psec it BHEEERA?

% IPsec R B EIRER BB

EEER kR E LT O L ThRE, 15 show asp table fir & A 5 14FEE XL VPN 15 5.
show asp table vpn-context i 2 X} B& 1 Z 57 J5 4EFRR ST BN 5 278 “+PRESERVE” #5i&,
WL TRz ChIiEHen, win TR -

hostname (config) # show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DAO
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #

Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

WA LAN [Hl/M 283 PR CREIE 2257, JF AT e Z A=, W] BeA7 eV 2 A7 BB i
XL AN I BT A A SR T A, (HR AR T B s e B 5. A X

#=mven 35 ]
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Jid, WA show conn fir%, WILLR7- Bl fron CHET- i A s F - S A 0K F D,
)

asa2 (config) # show conn detail
9 in use, 14 most used

NI T AR

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
E - outside back connection, F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, M - SMTP data, m - SIP media, n - GUP
O - outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
g - SQL*Net data, R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
X - inspected by service module

PLR 78 5 s AR AR AT i 2 I show conn i 2 (K7 ol i, AT

hostname# show conn
16 in use, 19 most used

MLV hrERR:

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

TR A A RE i AT AT
DN R

hostname# show conn state vpn_orphan
14 in use, 19 most used

TR MERS, K vpn_orphan JE 57 N4 show conn state iy %, 1l

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags UOVB
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