77 VPN fic & 7] &R AAA AR 5535

o LTHNE AAA RS BS . 1T

* SN AAA JIRSS AT AR, 55 2 0T

s MLEZUE DS IR . 52 00

) VPN i & LDAP #2480, %53 1l

* Active Directory/LDAP VPN 25 [0 FZARH] , 25 18 1T

XF5MER AAA PR 5528

It ASA TICE A8 468 LDAP. RADIUS 8 TACACS+ RS #5 3k 0 EF ASA [FIIAE. BRI i
(AAA). AN AAA M55 2% 4 SEEIC & AR A YE o K ASA Tie & W AF AN IR 55 28 2 iy, L Zifid
FHIEHA) ASA FZBUSPERTC B AN AAA RS54, F NI —343 Jd v i AN A 7 2 e e SRR

TR AE 14 B SR R SE e

ASA SCRPRHI P SBUEE (AR P 3B BR D BT 21 VPN E3Z ) 22 FhJ5 ik . S8R LIt ASA
P B A T LA M AR R AL A AR BUT

* ASA BT I 5ENg (DAP)

* 7 RADIUS 8 LDAP G 4356 UE R/ a2 AU 25 25

* ASA R4S ng
AR ASAWCEIR A A SRR JE L, B xX @ PRI T IS . A0, IRV A 2 ok .
RIEtk 2 MG h5E, DAP B,
ASA i HEULR MR S Jag P -

1. ASA L[f) DAP J& ¥k - 7£ 8.02) WA I N, IX L@ PEAR G F s HoAb it @ vk . W R 7E DAP
W URL #1136, T 27 i 41 5Rms b % B 1545k URL 513 .

2. AAA IG5 BRI @ - A2 55 4840 T S S0 e R s OSSR [P IX L g . 55 AN 2R
XL TEL ASA At AAA Kl e rh O BN CASDM T K™ ) BEE I R PR TR
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B i ana s s mmEn

3. 1E ASA LRCE M41TENE - Wil RADIUS %545 A H 7 iR [H] RADIUS CLASS J& £ IETF-Class-25
(OU=group-policy) 16, ASA 2K H FlfE A FRAH R AL S ms o, I St 24 S ms iz i 45 4 R
RPN T JEE .

T LDAP 45 8%, LA @t FRAn T3 S iR AL 5 . 187 ASA LRCE ) LDAP J&E
Wit 2% LDAP J& M i 2 R E I IETF-Radius-Class.

4. EFERCESCM (£ CLIFPRRONBEIELL) 7y BCHI AL 50 - JERNC B S R ZE I s, &
FELEBEAT SOy S0 TR TN T B BN SN o SR ASA (RFTAT HI - eI 1 b4, 3]
LASR At DAP. J g5 a2 0] P Ja 1k 2y e 4 HH P RO 2 Sms b sl 2R R B AT s A

5. ASA ZrCHIBRIAALIE IS (DfltGrpPolicy) - RAEINEMESLAL DAP. H Bk 41 B Bl &
S R BT E

5IMEB AAA Rk 55 25 {5 RN

ASA M & P44 Bk AN 2 HU{H 1D K 5Lt LDAP & 1. RADIUS J& P 4% %50 1D i AN 4 Bk S

it .
%7 ASDM 7.0 A, LDAP J& L7 cVPN3000 Hi%. X1 T ASDM 7.1 MiA S mhRA, Wirgic
Bk,

LDAP J& )t C A Radius %17 51 1) Radius J&PER) 4.

oca A b 3 A A Y
Bo & % i S ik
BUAE, 20T LU Secure Client SSL A1 IKEv2 2/ dii MG AE SRS 2 1E 0 2 FAE . Biltn,  mr LU
DR SR AR A4 FRULICHS R (1 CA, DRIk, B A Rl A A KB

M 2 AEAS I, R DA R R E A AU HEATUE S B O RiE . W SR AT ek I, R g
M Z —PATIEB S 8 AE, (HANRE & M.

\}

IR T ZUE B S RAIERE AN E AN PR AR, BRIEAREAEH Secure
Client ¥ 3% 1ij 5 8)) (SBL) YJfE.

S A H P 44 B ATEMEIT S A (P UER T BOPK U T AAAFIES S 43 50 Uk
B IEEE AAA SR IAE. IR A% sl B0 EE A TP e 3 1 AR B T 44 T
Teo

M9.14(1) THR, ASA RRVFEAERCE ZUEB S I UEIF ] “ SR sl “HRA” BTN 4
TEIUN 5 78 T A4 R B 42 Rk EEMES . ARMER, WSHIEZEBN) 4, 53
g

A8

T ZAE 1 G O B P ANIE BT S I0AE: M A& e B 5 A (HPD UE BT pre-fill
FI1 username-from-certificate 3= A 7 4 .
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mEsiEsArg

fas b ] DAL E @ I SAML #4722 0F 15 B 36 31F
BB S I UE webvpn J&PE, DIALE ZAEAS 5 4 B iE 2L -

tunnel-group <name> webvpn-attributes
authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml]
| saml [certificate | multiple-certificate]}

W 2B SRR, P AR IE S Bl SRS, %k P T iZ0d e SR T B eIk
YEAE Z2AUE 15 B 3 56k 39 1] A& s S0 380 1 L A HSERLE 15 02881 DAP, - LA ER e S AR B UF 157 B
P S o B Bh A7 [ S (DAP) IS N2 AE T S 30AE, LAY B AP sl as i E e 2 ),
W2 ) DAP U INZE 1 S B0 UE— T AH AR A ) (ASA VPN ASDM L E TR ) -

BEEZUERTHPE

ASA 9.14(1) I NT —ANFrdn S, nTHTECE ASA WIHIE B 4 40 UE B E BT = EERGH B H P 4
METS o R AT LA E S A SSL B IKE A B THEALIE TS (B —MIEF) itk A% sm iy il
EH CHETAMESD KRS O RAE RS H . e S iR ] (aaa. IEPHEIER) ,
BIal N AEATREE 41 B A, (2, SRRCE OO BB S RIE (ZIEP K aaa ZiEH) 115

MZIETOR T 2R S AR, BRI OL T 2] 28— MIEAS KT B 4y S5 E B A
g2

PR A — MIEFE 2 28 —MIES R 3 ) 44

user name-from-cer tificate-choice {fir st-certificate | second-certificate}

fasg A S — MIEAS IR 2 2 AN TP S BI A P 44 -
secondary-user name-from-certificate-choice {fir st-certificate | second-certificate}

Tl

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

73 VPN {it & LDAP #%1Y

£E VPN Vi i) i) LDAP G356 iF b5, ASA K Erif) LDAP JIk4s#%, X4k LDAP JE . 1XL)E
P30 A0S Y FH 21 VPN 23335 (R AACEUR
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% VPN B & MR AAA FRS 52 |
B ven s ar Ein

REATRERT 2R LDAP H SR IRSS AR IR0, ILRBCEAMAL I B S A NURIAN T o Biltn, 24
A SDI BIEAS AR 55 a4 B I E, R ALUEMTHRBUG R o X TS O0 R K 528,
TERTAE S Oy I ) ) ) LDAP H 5%, 73 20 56 e 3 i A AL

WIEEAE ] LDAP %5 VPN AL, iEHAT LR A3,

UK

S G181 AAA IS4 41,

aaa-server server_group protocol {kerberos|Idap | nt|radius|sdi | tacacs+}

TP

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

FIE2 Q4 Hh remotegrp [ IPsec ZEFE Vi v B 4 »
tunnel-group groupname

i

hostname (config) # tunnel-group remotegrp

LI 3 KR ss AR AR BRI 21 DGk .
tunnel-group groupname gener al-attributes

-

hostname (config) # tunnel-group remotegrp general-attributes

PR A KOHBRIE A BC R HT G ) AAA S5 28 A A THAL .
authorization-server-group group-tag

Tl

hostname (config-general) # authorization-server-group ldap dir 1

Gt
PAR 7 7 7 F LDAP F I BB i %o AR U, o BlRE B — > 44 4 RAVPN K] IPsec
WREVT I BEIE AL, KRB e 4 7 Mo 2/ 1T GUE (1) LDAP AAA w55 S8 20 AT AL -

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # authorization-server-group (inside) LDAP
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=y asaar s i

hostname (config-general) #

FESERILRC & TAF I, A BT LUE R A A LR S, BB K LDAP SR S4, W H
KB AR H A R H SRAY R AV -

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host) # ldap-base-dn DC=AD,DC=LAB,DC=COM

hostname (config-aaa-server-host) # ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host)# ldap-login-password ciscol23

hostname (config-aaa-server-host) # ldap-over-ssl enable

hostname (config-aaa-server-host) # server-type microsoft

EX ASA LDAP FiL &
ARATAUNAT 52 X LDAP AV f Jg i, JErpadh bl E
* LDAP #ZBCCRF M IS RHENE , 55 0
o JORFAV X BB, 5 16 TT

o JHRL AV % ACL 7”40 , %517 W

\)

R ASA SWREE MR HE 1D kS LDAP JE 1. %—5TH, RADIUS &S HE 1D A
SRR S

BB FEAHATBUR s MR FE . LDAP JIR 5525 9 5 SO S A B 23 18 1) 5 0 06 UE B B 55 2%
(s .

KT ASA 7.0 iiA<, LDAP J&PE4 5 cVPN3000 Bk . K8t 7.1 B mA, i k.

LDAP 0 #5 R BELE 1t

AL ASA 5500, VPN 3000 £ AR 281 PIX 500 251 ASA [5e3EH5R GESM) « L0
VPN 3000 £ 35 F1 PIX 500 241 ASA (@ E 2R B, AT BV ISR B IX L% % 4 A o

& 1: ASA TH5HY B LDAP AR

BHERFR VPN 3000 | ASA PIX TBIEIFEE BESZ{E | FTRERIE

Access-Hours SR | SR S TR g B i 2 £ 44
iltn, AR D

mgﬁmm SCRE | SR SR A IR AH LARTES 0=CVAEH
1=
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2 VPN BB AA RS |

BHERFR VPN 3000 | ASA PIX TEIEIFEE BESZE | FTRERIE

Authenticated-User-Idle- | < HE Y HE R HAH 1 -35791394 434

Timeout

Authorization-Required | 7 R AE 0="17%
1=

Authorization-Type | 37 LES <R E} 0=k
1 =RADIUS
2 =LDAP

Bannerl SCHF SCHF SCHF THT R LEE (N JC S uit A5 i SSL VPN A TPsec
BRI T

Banner2 XFF FF XFE SEEEE A T P i A2 7 55 SSL VPN DL A TPsec
% ) RV AT e

Cisco-AV-Pair |35 | Sy E3t T % LA TR 2R\ REAL 4
[Prefix] [Action] [Protocol] [Source]
[ Source Wildcard MasK] [ Destination]
[ Destination Wildcard Mask]
[ Established] [Log] [Operator] [Port]
HRVEAME R, HZSM AR AV XY
JEPEEVL” FBAY

Cisco-IP-Phone-Bypass | 3 SCHF BER R FAE 0= 4 H
1=t HH

Cisco-LEAP-Bypass | 3 ¥ S SCHF LSV LA 0=C4EH
1=0C8H

Client-Intercept-DHCP- | 7 SCHF SCHF Al /R AH LX) 0= 2%

Configure-Msg
1=0aH

Clierk Fype- Vs imiing | =7 ¢ S SCHF FAE LERIE) IPsec VPN %% )71 dii f A 5 7447 H

Confidence-Interval | 3 S SCHF B LERIE) 10 - 300

DHCP-Network-Scope | 57 S SCHF FAE LERIE) IP ik

DN-Field SCHF S SCHF FAE LERIE) HREMME: UID. OU. O. CN. L.
SP. C. EA. T. N, GN. SN. I,
GENQ. DNQ. SER F use-entire-name

Firewall-ACL-In S HF SHF TR el Vil 4% ID

Firewall-ACL-Out SCHF SCFF AR L) R B
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wap gt zmErEs i

BIERFR

VPN 3000

ASA

PIX

TBIEIFEE

BENEE

AJRERYE

Group-Policy

S

S

TAF R

HAE

HIEFEVT ] VPN 2153 B 4L . )
T 8.2 WA S S RAS, 1O It

PE1f74F IETE-Radius-Class. %5 0] LU#
MU =Fig Az —:

o YRS 2K
* OU= 4 5RmE 44 71

* OU= 4| Mg 4 H5

IE-Proxy-Bypass-Local

E

0= A5
1=t 8H

IE-Proxy-Exception-List

HE

DNS 5115 45 H A2 LURT AT 745
Je31 (\n) 53 Bf o

IE-Proxy-Method

SCFF

SCFF

SR

E

1 = MBS E
2 = AMEHARHE

3= [k

4 =1/ ASA W&

IE-Proxy-Server

SR

SR

S

B

FLAH

IP Hbdilk:

IETF-Radius-Class

SR

SR

S

FLAH

IRV 18] VPN 215 5B 450 .
T 8.2 WA S m A, 1O s

P11 4F IETE-Radius-Class. 5 0] LU
FBUF =g 02—

o RS A4 FK
* OU= 21 I 44 FR
* OU= 41 KM 44 F5%

IETF-Radius-Filter-Id

S

SR

S

FAAE

TEASA e L5 i H R A FR . 1%
BIEMT VPN L F2 5 ) IPsec A1 SSL
VPN % F it o

IETFRaxcshaedPAddes

HE

IP b, Zk G T VPNZFE VT )
IPsec F1 SSL VPN % /7 it

SCFF

SCFF

SR

E

IP HhhEHENS . 1ZWE G AT VPNIZRE
i ] IPsec A1 SSL VPN % /it

IETFRadusddle-Timeout

SR

SCRF

S

FAH

b
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B e smssnenEn

BHERFR VPN 3000 | ASA PIX TEIEIFEE BESZE | FTRERIE
IETFRadusSeviceBype | 37 FF | SCFF SCHF L HAH 1=%5%

2 = i

5 =i in]

6=

7=NAS $/R7F
IETFRadus SessorvTimsact | 57 SCHF CHF R HLAH b
IKE-Keep-Alives | 37 ¥ SCHF CHF A /R AE HLAE 0= CAEH]

1= HH
Prec-AlowPaswdSore | 37 kf | 3HF SCHF At R AE LA 0=\ 2%EH

1=t
[Psec-Authentication | 37 ff | 3CHF SCHF EL2 LAY 0=

1 =RADIUS

2=LDAP ({{[RFZHD

3 =NT 3

4 =SDI (RSA)

5=

6 = HA A %081 RADIUS

7 = Kerberos 5% Active Directory

[Psec-Auth-On-Rekey | 37 kF | 3CHF SR Aii R AH A 0= CAEH

1=tH
IPsec-BackupServerList | Srkf | S2HF SR TR LERiES Hi 55 stk AR SR
IPsec-Backup-Servers | 37 ff | 3CHF SCFE TR LER S 1= {1 2 7 S E 8 (1 9102

2 = CEADHERE iR
3 =l A3 IR 55 A 81K

IPsoc-Client-FirewalHFiller- | <7 f: AT FAE it 78 BEAE Ry B K K S e % 21K i
Name (it e (1 A4 FR
IPsoc-ClientFirewalHriller- | <7 &S] XFE B LEE(E) 0=
Optional ‘
1=nlik
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wap gt zmErEs i

B VPN 3000 | ASA PIX Epe Bl B{ESZE | ATRERVE
IPsec-Default-Domain | 57 W SCHF FAF H Ff Yo BRI )R i I FRANER A 44
(1 8 255 NFEFRD)
PeebadAvhOnRdey BER BER T E LERfE] T
[Psec KEPeerID-Check | 37 4 W HF B B 1= Wi
2 = WA ARE 15 SRR
3 = x
IPsec-IP-Compression | 57 HE Y B8R i 0= 2]
1=)8MH
[Psec-Mode-Config | 57 £ W FF BERS i IR A 0= 25 H]
=oaH
[Psec-Over-UDP | 57 Y HF A SR i 0= 25
1=8/xH
IPsec-Over-UDP-Port | 57 ¢ RS RS HBHL A 4001 - 49151; ERIAE A 10000,
ReeReyielrthiondCptly | <7 £ W SCHF B Ff 0="K%
1 = ZFER k4% Are-You-There (AYT)
S SIS s
2 = KW HEIL Y CPP
4 = K H HRSS 35 1) S s
IPsec-Sec-Association | 37 TR H CER[E) G AT A K
IPsec-Split-DNS-Names | 57 £ Y HF TR H CER[E) g 52 B3 B 2% it PR A B A 42 1) 2R
(1 8 255 NFR)
[Pseo-Split- Tunneling Policy | <7 £ RS BERS B ALY 0= 4=¥k%iE L
1 =y ¥IkEiE
2= SLVPAHE LAN
IPsec-Split-Tunnel-List | 57 £ HE HF A Ff Fa e F T A 43 0 b1 A5 51 2R 1 )
25 0l Ui 1) AR A K
[Psec-Tunnel-Type | 57 £ R BE R LEE) 1 =LAN %} LAN

2 =RV i)
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B e smssnenEn

BHERFR VPN 3000 | ASA PIX e i) BENZE | TRERE
L2TP-Encryption | 3 # B FAE (A<E

1 = SR IN%E

2=40{;

4 =128 {1

8 = ToIRA T K

15 = 40/128 A7 & IR R
L2TPMPPCConpression | 37 5 Ay LA 0= 2k

1=0aH
MS-Client-SubnetMask | 324 | SHF SR TR HAE IP bk
PFS-Required SCHF | SR SR At R AE LAY 0=15

1=x
Port-Forwarding-Name | Y | 3 #F FAF R AR ARRERTE (i,

“Corporate-Apps” )
PPTP-Encryption | 37 % B A IAZE

1= RN

2=40 i

4=128 {1

8 = LIRS K

A

15 = 40/128 A7 I3 IR AT K
PPTPMPPCCanpiessin | 57 4 Ay HLAE 0= CAEH

1=2FH
Primary-DNS SCRF | SR SCHF AT LR IP Huhik:
Primary-WINS | 04 | FF SR T HAH IP il
Privilege-Level $BE Ay XTHP4, 0-15
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wap gt zmErEs i

BHERFR VPN 3000 | ASA PIX TBIEIFEE BENZE | TRERE
Required-Client- | 57 §F SCHF XFF B FE 1=BRRGE AR Gl RHE s /-
Firewall-Vendor-Code b
2 =Zone Labs
3 = NetworkICE
4 = Sygate
5=1RIRG ~n Gl ARINR P
EXAGL)
Required-Client-Firewal- | 7 FF FF THEH FE —
Description
Required-Client-Firewall- | 7 £f: SCRE SR B LR JRFRGE A5 i
Product-Cod . .
e 1= AR5 4 (R R
% P (CIC)
Zone Labs 7% i :
1 = Zone Alarm
2 = Zone AlarmPro
3 = Zone Labs Integrity
NetworkICE 7= i :
1 = Blacklce Defender/f {2
Sygate /' i :
IESNIP &
2= NP kil hi
3 =248
RoquoHWChtAuh | 05 | Scbf |SchF [ARdE B o=
1=0aH
RaguedndvideUseAuh | 57 SRR XRF B LX) 0= A
1=t gl
Secondary-DNS | 3§ SCHF S TR H LRI IP Mk
Secondary-WINS | 37 £ SCHF RF FAT R FH IP ikl
SEP-Card-Assignment Bk B A H
Simultaneous-Logins | 3 | 37 b O A 0-2147483647
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2 VPN BB AA RS |

BIEAR VPN 3000 | ASA PIX TBIEIZEE BENSE | TRENE
Strip-Realm RF IRF XFF AR A 0= 244 H

1=ciaH
TACACS-Authtype | 57 #F SRR X B i —
TACACS Priviegelevel | 37 £ FF XFF B A —
Tunnel-Group-Lock SRR X FITH i B&E 41 A FREL “none”
Tunneling-Protocols | 37 R W B A 1 =PPTP

2=L2TP

4 =1PSec (IKEv1)

8 = L2TP/IPSec

16 = WebVPN

32=8VC

64 = IPsec (IKEv2)

8 Fl 4 M HHEJF

(HEEAEH 0-111 1627, 32-43, LU

N 48-59 ) .
Use-Client-Address | 37 # A /R1H FAE 0=C45H

1=
User-Auth-Server-Name | 57 FAF R i 1P Hbtik sk ML 44
User-Auth-Server-Port | 57 XFF XHF A FLAE IR 55 L) i 1
User-Auth-Server-Secret | 57 FAF R FE IR 25 2% 2 7
WebVPN-ACL-Filters SN FAF R FLAE Webtype 15 1] 513 4 Fx
WOVINAIAL R | 7 R XFF B i 0= H

1=CiH

T 8.0 K mhiA, )@t IHAE
WOVINGireSppathiet | 7k FF A L 0=[\2%

1=c2iH

X 8.0 MW mhiAS, BCJE kIR

Wi o
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wap gt zmErEs i

BHEZR VPN 3000 | ASA PIX EIEIAE BENEE | FTEEME

WebVPNHnableinctions R LX) AAEHT - 25 H]

WVPNEdngeSava- TR H LX) AAEHT - 25 H]

Address

WebVPNExdhngeSaner: AT HR LX) AAEH] - &5 H

NETBIOS-Name

WebVPNFioAassFreble | 7 f:f SCHF LE A 0=C2EH
1=cHH

WoVENHSraBorsphinte | <7 4 SCHF LISV LRI 0= 25
1=t/

WebVPNFieSaverkirtry- | 7 SCHF B LEE (N 0= %k

Enable
1=t A

WebVPNFawarkdPats SCHF FAFH LR i 11 RN R A4

WebVPN-Homepage | 57 £ XFF FAF R A URL, #1%1 http://www.example.com

WHVINMioSibiintdel | 57 4 SCHF FAFH LR B, ST LU URL B (SSL
VPN HE 45/ -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

VHVINMoSbHA | 7 §f SCFF TAT R A flhn, WZHEAL T LR URL 1 (SSL
VPN HZ545/) -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

WebVPNPotFawarding: | < 47 SCHF At JRAH L 0= 2%

Auto-Download-Enable
1=cEH

WebVPNPatFowading: | <7 SCHF A /R1E A 0=C2EH

Enable
1=cHH

WebVPNPartFowading: | <7 SCHF Al JRAH LRI 0=C4%EH

Exc -Proxy-Enable

funeetrosy 1= B

WbVPNPatFawadng | 37§ SCHF A /R1E LX) 0=k

HTTP-Proxy-Enable
1=t A
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B e smssnenEn

B VPN 3000 | ASA PIX Epe Bl B{ESZ{E | FTRERYE
WebVPNSindeSignOn- | <7 BER i IR E HAH 0= 2]
Server-Name

1=t8/aH
WHVINSVCCntDPD | 37 ¢ BER i /R1H B 0= 2%

1=a/H
WOVINSVCConmiessin | 7 HE i JRME B 0= 2&H]

1=t)5 8
WebVPN-SVC-Enable | 57 £§: HE i /R1H A 0= 2]

1=)8MH
WHVINSVCGswayDID | 7 5 HE B <R 5} 0= U2k

n = KRBT AR NE, CAFD A A

(30 - 3600)
WebVPNSVCKeepelive | 37 4 BER ELS FAE 0= 2&H]

n={RERERAE, LR AT (15-600)
WOVINSVCKephHeE | 37 FF XHE B FAH 0= 2%

1=t )aH
WHVINSVCRdeMid | 7 5 HE B HAE 0="7K

1=SSL

2 = HrhriE

3=ATE (AN SSL)
WHVPNSVCRdePand | 57 4 HE ELS A 0= 2]

n =TI R, Lo Bk s

(4 - 10080)
WOVINSVCRepiedbietE | 7 XHE B <R 5} 0= U2k

1= A
WHVINURLFyetE | 7 45 BER ELSA HAE 0= 25

1=8/xH
WebVPN-URL-List Y TAFH FAE URL 3R 447
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ACL % #F#9 URL 22

act ey urL 2 ]

URL #TLLZ 82> URL, 55 ik 55 & (030 O AT B 35 i 1 o

SCRFLAN URL 287!,
{T4] URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:/ pop3:/ smtp://

£ /2% AV X (ACL) BY AN

« fF AT ip:inacl# FUZR IR AV X 4% H kX2 FE IPsec Fl SSL VPN & /it (SVC) b iiE SEjiti Vs

7] 514 o

o fifi 547 webvpn:inacl# B 2% 1 ERE AV X 4% H Sk%F SSL VPN % ) b

iR 52 .

BT EE) pRiE

* XJ- Webtype ACL, #AHTEEN, KA ASA 2.

% 2 ASA S5 S8

<he EBEFER WLER

ip:inacl# Num= AEH] bRl L Num 2 HE— S, D RBITT AV D7 sl & . 0
5 & IPsec Al SSL VPN (SVC) Pt Szt 15 1n) 41 %

webvpn:inacl# Num= AEH] (BRiR L Num 2 HE— 8%, D RBhIT o2 i SSL AV 0 1 ] 48
i) HlFIFR . AT (SR BRI SV 1) 513 .

deny HAF LB, (BRI

permit 23 FVFERAE

icmp Y PR S PR (ICMP)

1 L LI P42 19 S B (ICMP)

IP Bix Internet /3% (IP)

0 HY Internet B} (IP)

TCP B feda YL (TCP)

6 L gz P (TCP)

AVPNEEsMDAMESE I
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2 VPN BB AA RS |

Lhe EETE 15 AR

UDP il I Bl i il (UDP)

17 I H P Bl i it (UDP)

any FHL4 FUSE ] TAE AT 4L

host B2 TR ENA AT FT R 1 R

log STRBTS RAZFMR, R RndiEdsaHENE. (5 permit il log 5%
deny Al log AHF. )

It Operator NTAH

gt Operator KTE

eq Operator R

neq Operator AETAE

range Operator WAL R

lu\f*l’ AV RTE |EE1|:| /%

BENEMAE (AV) X (ID %i*5 26/9/1) W H+ M RADIUS k%54 (Blan DR ACS) il

PERRET N LDAP AR 4528 >k S i) 5136
4> Cisco-AV-Pair FI fTEEA1H

[Prefix] [Action] [Protocol] [ Source] [ Source Wi dcard Mask] [ Destination] [ Destination W idcard Mask]
[ Established] [Log] [Operator] [Port]

R 3 AV 33 B HEEE AL

I LDAP J&

FE 15 FH
23 (B T B4 £ B ST VR VL C N ZEPRAT (145
BRI PR AL I 28 B L. g dRE o TP bk, EHLAE any GBS, W RAE

PP Mk, U)o 200 R {5 T AT HE RS o

H b it M7 HE A

T H T H bk (8 AT A

ok AR S H AT B . A I O R ™ B U R 9 HI R
Operator Eiﬁ@ﬁ?ﬁ:: j(ﬂ:\ /J‘ﬂ:\ /—T—"fﬂ:\ Z_\‘%ﬂ:o
ot 1 TCP &%, UDP % 15, JEHIH 0- 65535,
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gxaviacL =6l ]

FE 15 Bf

GIES AV X HIME—FR RS (I : ip:inacl#l= K RFrUED] ] 515K BL webvpn:inacl# = J&
% )3 SSL VPN U5 3 o I JER1ER AV X K& A 2 Bos i B

P IP PIMS ) A4 PR B 5 o 0-255 Y P B LR SCB 72— icmp. igmp.
ip. tcp. udpo

b RILHARA N L B HA5E A P Hihk. EHLA L any SCHEF . WAl
FH TP Mkl T DA 2508 Y5 FC AT HERS o 1 BOANTE FH T JE % 7 i SSL VPN,
H ASA HATYRERACHE A 15

Y5 B AT HE R & H TR R RO AT AR . b BEANE H T % i SSL VPN, A2 ASA B
IR EACBEA

BFE AV Xf ACL 7451

AT AL AV X 7RG, I T S0 SV EEE LAt

\}

pakcd

inacl# T HIEEN ACL # DIIUEME—RT. {HE, ENMARE

P, EANITTRER 5. 45, 135,

R 4 BR AV R E R SRR IRIER R

BEL AV 3 R4

RAVFSIELEIRIE

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 log

ST SRR R IPsec BY SSL VPN %% P i iR & =ML TR 1P 34 o

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

AN Fo Vi 5¢ 42058 TPsec BY SSL VPN %% )7 il TCP 7 & M i 111 80 541 214 12
EHo

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

YRS 2 URL MG /7 5 SSL VPN i,  FR4a50 )4 a2 IR 2522 () SMTP
T, VR AR E R SS AR I SIS T ) (CIFS).

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

044 Telnet Vi 8] 3 fe 1200 I AE AFBRIA S 1 2323 1 2222 E#HEAT SSH V510, Bi At
VRS FH e ety 110 HoAd N A 3547 6% ) it SSL VPN 5 ) .

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit|
tcp 10.86.1.5 eqg 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]
tcp 10.86.1.6 eq 23

A3 FEVERT BRI 11 22 HE4TIE% M 3 SSL VPN SSH V7 lal,  JfHE4ant i 11 23 i3
4T Telnet Vi) o /R BIIR & %4l FH 1) 2 X 86 ACL Si2iti (Y] Telnet 5% SSH Java i
(G

AVPNEEsMDAMESE I

SRS (Flhn, 1. 24 3. 4) . thEhE
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[ Active Directory/LDAP VPN iz 8138 4% )

Active Directory/LDAP VPN 32 77 ja] 4% 4 7= 151
AAHRAEAE ASA EAFFH Microsoft Active Directory il 55 %+ L B £ 43 2 UE ML 1 7~ IR )7 o A0 4& LA
ESE
o ST R JE PR SRS S, A 18 T
* 4 Secure Client BEIE SZ A 1P Huhilb /3 . 28 19 0T
o SRR RVFEFRLL i), 5 21 5T
o SIS ISR TR, 27 23 1L
Cisco.com FEAE [ HoAb L B s A48 LR A B .
* ASA/PIX: il LDAP FCE R VPN 27 b i 45 VPN 21 SR (1) 7~
* PIX/ASA 8.0: Ei i ] LDAP £ 43 Bk >k 7 B 20 e g

ET R PR 48 SR BS ik

SR ) P S s — AT R RS B, U B W DEA T EPRUE LDAP J& 1 W 22— AN U L 5 7
FoE Bk (VSA), s — a4~ LDAP &MU 2 — A2 AN U LDAP @k, osFlEH T
R, 445 IPSec VPN % /i fil Secure Client.

W12y AD LDAP JIa g% & F & A A ™ SERE R SR 0 5, 7661 General ZEI0-I HH ) Office 7Bt
By A B . B H 44 0 physicalDeliveryOfficeName [ Jg 1. 7& ASA 1, GJd:¥
physicalDeliveryOfficeName Wiff 42 R P Banner! (1)) P

EFHIAE R, ASA MRS 25K 2% physicalDeliveryOfficeName [P, %18 WL 45 R E 1
Bannerl, #RJ5 i Biz0cailifs B

UK

T A AHTIE “JETE” (Properties) XTGHE, SR)5 st E M (General) LI, £ “IpA
%7 (Office) Bt AXI(E BOCA, 7B il AD/LDAP J&1E physicalDeliveryOfficeName.
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71 Secure Client [#& X% IP ik 53 L .

Userl Properties llﬂ

R— TerminalServicss Profle | ©OM+ | Exchange Ganeral
e T
|<p Ble Adion  Miew Window Hel MerberOF | Diskn | Erwiorvent | Sessiors | Femole contiod
=T { e 7 o .

e (@@ e[ XE ﬁ»ﬁ_@l@l“ﬂﬂih? Genersl | Addecs | Account | Fiofle | Telephones | Diganization
& Ative Directoey Lisees and Computer [Users 31 objects ﬁ g
-] Saved Gueries e G =
= iﬁ demo, cisco.com Evnﬂ_pdahepr... Security Grou "

+. 5.—’?"““ i Domain &dmins  Security Grou Bt i'-' 3 i I

-] Compukers ﬁonmain{:um... Securiby Grou L il nf

-l i Conlzolers m[)nmain Cont... Securiby Grou

B[] ForeignSecurityPrindpals Last narme:
- o bHope %Dnmain Guests  Security Grou I

b

- Domain Users  Security Grow Diigplay name: EUs!r'I
Enterprise ... Security Grou i
€0 changs Do, Securby Gy DSsErElion |

mExchangs En... Security Groug o
Offige: ‘edcome to LDAP .*_
gl;ra.p Paolicy ... Seourity Grou . I L 1

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grou | sh pans: | Dithes..,
gms and 145 .., Security Grow
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
mTulnutChnls Security & Ol - T
7 Usert User
4 ] | li ﬁwms Lisess Security Group .., Members who have visw- ... =

330370

FIR2 /5 ASA LA > LDAP J& PEMLGT
B gLl Banner, 4% AD/LDAP J& 't physicalDeliveryOfficeName M5 %% & B} & ' Bannerl :

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

$IE 3 ¥ LDAP JE MWL G R AAA MRS %5 .

HEN AAA Hl45-2240 MS_LDAP H 1AL 10.1.1.2 i AAA ARZS28 LA EAR R, AR5 I Se T 61
ZEA JE PEWLST Banner:

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

P4 B B S .

/7 Secure Client Bx 18 X527 IP ik 4 B

Pz Bl o8 axbgia e ) o, A0 IPsec %7 S Al SSL VPN %/ i o

A VPN BRE5Mp AMA BES3E [I]
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B 5 sccure Client b5 suiEs 75 1P st 5 B2

NS A Secure Client i Ax IP 70 HE, 54 Secure Client/T] /7 Webl1 Mo & 52504 IP bk, 7
AD LDAP JI# %% #% E i) Dialin #£35+ f) Assign Static IP Address “F-E P Al Q7 Bt H
msRADIUSFramedIPAddress JE1:) , R J5 Qg — > nlks 128 P 22 JRHE 1
IETF-Radius-Framed-IP-Address [ & Ik 5

ESHIAEL R, ASA MRS #5462 msRADIUSFramedIPAddress E, EHZ A WS 2 ERHE M
IETF-Radius-Framed-I1P-Address, J:[7] Userl $&ftEr &t .

UK

S AL 23T “JEPE” (Properties) XMHGHE, SRJ5 Mditg A (Dial-in) L0, %o BECERS IP
Hedlk (Assign Static |P Address) & EHEF 4 A TP ik 10.1.1.2.

[ s 2
ﬂ &dmaniskrator User - -
mCa’t Publichiers o Ten_!md Services Profle I COM+ I Exchange General
!ﬁDHCF Administrators Secu E-mail Addresses [ Eschange Features l Exchange Advanced
DHCP Usars cecy  General | Address | Accourt | Profile | Telephones | Orgarization
gDmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
EDnsUpdatePraxy SECU —Remote Access Pemission ([Diakin o VPN]
mDumain Bdriiins Secul
gbmm Computers Secul © Allow access
Domain Contraliers Secul " Deny access
EfDomain Guests e % IContiol access thiough Remote Access Policy
EDmﬂain Lsers Secul : :
Enterprise Admins Secul
Exchange Domain Servers Secul L Yerky Caller-ID: I
mExdlange Enterprise Servers secu | Callback Options
gqu: Policy Creatar Owners Secul * NoCalback
!ﬁgx; 2o | ety Callr outing and Remote Access Service onf
R Guest User " Always Callback to: |
gHebservlcasGro-.p SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
7 wsk_Poc Lser ;
3 1wam_poC User |1 Appb Static Foutes
EMMHW Secu | Define routes to enable for this Diakin
RAS and 1AS Servers Secul connection.
[ﬁSdﬁs Secul
ESthema Adrnins Secul
SLPPOR.T_EBBNS«!D User | oK l Cancel Apoiy s |
mTei'letChents Secul
ﬂ Useri User
VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 User )
mWM Usiers Security Group ... Members who have view-... g
m

PR 2 RN LDAP FCE QI AN E P .

¥ Static Address F-BAE A AD JE 1 msRADIUSFramedIPAddress Wt 45 RS P
IETF-Radius-Framed-IP-Address:

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
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FIE4

s A nirsiaenE [

IETF-Radius-Framed-IP-Address

¥ LDAP J& MM CHC R AAA M55 45 o

HEN AAA 55 2840 MS_LDAP F {1 10.1.1.2 1] AAA JR%5 28 FHUEC B, SR 5 SR 2 i)
FEIY B WL static_address:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

Wi A NS, KUE S A OGS vpn-address-assignment 174 K5 E AAA:

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

i Secure Clientf# 37 5 ASA 1Rz, WMEEH e B RIZE RS #% Ll E Wi 2 ASA [ 1P it

6 {1/ show vpn-sessiondb svc & K& FHSIETEAME R, FEU0UE /T i) H bk

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

SKHER N ST ELFE 4R 177 1)

AR - SRV BEE DY) LDAP J& P o #80] LK Dialin 38 550K Hp i) Sa /05 i) FidE
2695 1) BB WL 42 JRLE P Tunneling-Protocol, 1% J& PE 7 £F AR BB -

& SRS

1 PPTP

2 L2TP

4 IPsec (IKEv1)
8 L2TP/IPsec

AVPNEEsMDAMESE I



71 VPN BB S0 ARA BRS 55 |
B e nirsiseisa

& Bk & 1738

16 o7 F 1 SSL

32 SSL % J"3fi - Secure Client 5§ SSL VPN % J it
64 IPsec (IKEv2)

' (1) RAE RIS E TPsec Al L2TP over IPsec. [k, {H 4 il 8 Jfg ik .

P Q) EBIER 1.
A5 FH o Jeg PR G A B S SOV U7 ) (TRUE) BXAE 2675 1) (FALSE) 4514, FE50E fe 14 7 V5 1) 1K) v
IS PR N SOV DT ) BE 46 07 1) (1 Hofhos ], iES UL N AR U : ASA/PIX: it LDAP fid &
# VPN % 7 b WLt 55 VPN 4 S0 (1 7~ 1] o

UK

B LA AATIT “JETE” (Properties) XTUHHE, AR J5 AN (Dial-in) ik, Faid “ vy
)7 (Allow Access) FALE %4

2| x|

Terminal Services Profile I COM+ l Exchange General
E-malAddiesses | Eschange Features |  Exchange Advanced
General | Address | Account E Profile | Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

- Remote Access Permission [Diakin or WYPHN]

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

I™ Veiify Caller-ID:
— Callback Options
' No Callback

" Set by Caller [Routing and Remote Access Service only)
" Always Callback to: ]

[~ Assign a Static IP Addiess I ,
1~ Apply Static Routes ]

Define routes to enable for this Dialin
connection.

atatic = |,'|:h.=:\ |

330376
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i karaan [

R IR “RE R ) SEEE 7 (Remote Access Policy) MEIUEREEHII ), ARG 2 A4
IR IFME, 17 STt (AL PR DUD AR B ASA 11 P 0 4L SR e 142 5 1T O o

L2 QA LU IPsec Fl Secure Client &z, {H 240 TC% P iy SSL &£ 1 )& P B o
a) QWL tunneling_protocols:

hostname (config) # ldap attribute-map tunneling protocols

b) K Allow Access BEE 1) AD J& 7 msNPAllowDialin Wi} 45 JERHE P Tunneling-Protocols:

hostname (config-ldap-attribute-map)# map-name msNPAllowDialin Tunneling-Protocols
c) USRI

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

IR 3 K LDAP B PEWLS SCHER] AAA 5545 -
a) A AAA fIR%54541 MS_LDAP F1f1 441 10.1.1.2 (1] AAA JIR%525 F LR A

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) RIEEEBIEN JEEMU tunneling protocols:
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

TR A KL E VEWN R LI E T
SARAENTE% 7 v SSLHIERE, I MR BTAN, 5 AN HOR B AL 1 RO S A
IPSec % ) ui Nz A] LAERR,  NOUARYE R PELST, TPsec & SEVFAIBEIE B -

Sk Jit & 5% B KA B () A )
TR R TR B RSSH6 ALV 5 SSL P (O 25 A0 i I K.

7E AD 454 b, il Office 7B N S AEAKFERI AR, 1%5-BAEH physicalDeliveryOfficeName J&
o ARJEEATTE ASA LA —/Nnlfs i m e 2 RS P Access-Hours & PELGS . 755 40 50 E
i, ASA 2HZ physicalDeliveryOfficeName {1, FER LML 42 Access-Hours.

UK

FIE B, AT B M (Properties), ARJGTTITE M (General) K3 K-
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2 VPN B2 5NER AAA AR S5 38 |

| B L

% Achi | miput: — =10] %
—_ 2| =l
<5 B Adion  View  Window bHeb | | | | =181 =
| = = . Member OF | Diakin | Erviorment | Session: | Remobe control : |
= i | #
Lot |E|£Exg°i%|@'ﬁmh? Temnal Services Frohle | COM« Exchange Genaral
.;{& .flftru'e Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
% ] Saved Queries N Genersl | Addess | Accourt | Profle | Telsphenes | Diganization |
= iﬁi m’i:’"zm Dioenin Adming
)l i
Bi- (3 Computsts Dtrnn!n Computers g Lzer]
= - Domain Contralers
H-(=2] Deomain Cantrallers o i SLses
[#- 1 ForsignSecuricyPrincipals B
2 Domain Users Eust name: [Usent Inkials: [
Entuprise»‘\d'rlns
€T Exchange Doman Servers Last name: |
mExl:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpSa ricesaroup |
s wes Difics: [Paner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telephone number. | Othet
mSchema Adimins
SUPPORT_38E945aD E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
e Webpage: | _ Otw. |
E users
E WPH_User _Group
£ web1
. 3 €T wmis Users Ok | Comee o = P
| i — =l =

WIR2 I R .
G JmPE WU access_hours, K Office ‘7B fiiJT] ) AD J& 1 physicalDeliveryOfficeName W 42
BHEPE Access-Hours.

hostname (config)# ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

IR 3 ¥ LDAP JEMEWUR OCHLR] AAA %545 o
HEXN AAA JIli55 2340 MS_LDAP 1ML 10.1.1.2 [ AAA 5528 ML B, ARG S IE G2 1
JE WL access_hours:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

TR A RSG5 A EAVF R MR E N R
R B A DT R I BCE N 2 T B 9 /B R 5 ki

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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