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AATA UL E AnyConnect VPN %% 7 B 1447 .

* 2T+ AnyConnect VPN 2 iy , 55 1 71

* Secure Client[FJVF ] Zk , 552 11

* Jit & Secure Client 4% , &5 2 W

* SAML 2.0, 320 7t

o W54 Secure Client 4% , 2529 7

* 741 AnyConnect VPN 231 , 5 30 7T

* Secure Client M4 Thfe sidsk , 4531 1L

% F AnyConnect VPN & i

Secure Client e P44 T 5 ASA 1224 SSL Fl IPsec/IKEV2 YE4% . 702 T A 2% P i (415
BUR, EREF P AT AEARATT A0 58 25 S AT B 8 252 SSL 8k IPsec/IKEv2 VPN JEFZE I 11 1P 3
Hko BRAE ASA CUECE A http:// 38R 55 1) 2 https://, 75 W /7 445 LA https:/<address> JE A
URL.

B URL Ja, JEaEREREN, JRERSbifm. QAR S iR EK, JFH
ASA K i Al 2% v, B2 P IE R HNL AR R L% . NG, &)
AT 2B AATICE, @024 SSL 8L IPsec/IKEV2 &4, HEEZILN, &/ uma R s A7
HE (BRTRCED

WIS BT 2% i, A P T S E R, ASA KA B 2 5 BT AR IR0 D S5 L R F+
) ity o

M it ASA P SSL VPN &R, SZhr Lo A& Z 24 (TLS) Al (Rl FdRikiEi =
‘%4> (DTLS) BE T34 R . DTLS Al ik 40 15 50t SSL 3% h2 SCIBE I S SR R A1 5 i) 75, AT 3 iy i T8 1
FESE AU PRS2 I I P 1k A o

Secure Client"] A ASA T2, T ULH ARG EH AR PC_ LFah el ., HRTFa) R i)
{5 8, SN RAR (R AnyConnect %4 B EHHH) ©
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. Secure ClientfiF A &K

ASA ST ER A P A RS S P 4 B R 3R S . T LUK ASA BUE SN BB FEE
i, WA DCRILEC B PR R PR N P . X TR AE O, Wi S AR, ] L
s ASA BCE A TEE IR &5 R G N 8% T bty BT B ok TR .
Zk Secure Client
A 84T Secure Client/) 2 i v LI EESK, 1S MHNARAR) (JEFF AnyConnect %248 B AN 1
WY o
JEM FNPR %] Secure Client

* ASA ANEKUFZEFE HTTPS iE 5.

o FRE S A SR AE2 M SRR, RV IR VPN 7 2E AnyConnect Apex VFAJIE. &
& ASA AWIHHIA ] AnyConnect Apex VFR[E, {H'E SEHE Apex VFAUERIREE, #0376 R
HIVF A1) AnyConnect =122/ Secure Client #2R 1&H T JE VPN HL1E 1) Secure Client Fl i
K& u A . RAEALFFILEVFA] . AnyConnect JEAlifR . #UE RS VF AT IE 28 A DL K Flex/3& T i
(B PRSP R I

o ANEBHEN RA VPN 1 & a4 (Bl curl ) , 3 Bl eASS =g s 8. filhn, i
s AN R HTTP HEAD 13K .

Secure Clientd9iF Al ZE 3K
A\

R I AT TR SN,

VPN V[ iE 75 %2 AnyConnect Plus 8% Apex VFrJE, A BMIE S ., AR N S MR AE, WS
Bt ASA RV DIREVF FIIIE.

WA E I G SSL VPN 2346, AR5 M1/ 33 Secure Client 2315, WSS 1 A4k, H
&, WSR3 Secure Client (11, IS i) , SRFEEFRICHK S uli SSL VPN [/, <
i 2 M.

fic & Secure Client £

KA ASA LB N #:5% AnyConnect VPN % ' i EFE AT HE A1 BRHIRIPEAIAT 55 .

1% ASA BLE 7 L Web T EBE & Fin

AT ASA B &k PL Web J5 2082 Secure Client/t) 258 .
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wAsAEEA L Web s EELH ]

FHia Z |l
FEH TFTP sAt 545 % v R (L i 21 ASA.

\}

ER AMEAE ASA FAEF TR S i VPN DiRE, 4 4EH Web i 5525 Ui Il AnyConnect webdeploy

(https://x.x.x.Xx<ASA IP address> i}, ASA L[] VPN 1B S AETC % 7 i e 1 o

UK

B NAE BTG SCAEFR IR Secure Client 30 f

ASA TEGeAF T ETF LA, DME FE R PCo AR Z A% i, W] order 280455 1 bk
B EUT o

ASA VLR E WP T BB 2 7 i ) &AM 20, BRI @R PC WHRAE RGMHILAC. R, W
2B W LRI 2R G A Y AR A5 7 IE e /D RO B0

anyconnect image filename order

Tl

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

iR {ifi Fi| anyconnect image #ir 4l & Secure Client W% 5, 445 1 anyconnect enable i
%o WIERBAT I Secure Client, WU H A HAT LI ERAE, I H. show webvpn anyconnect
23% SSL VPN 2 /it A AR S, AN H1 Y 2224411 Secure Client £9.

FERZ D EJR ] SSL,  LMEREAT Jo %% ) i BY Secure Client SSL 4%

enable interface

il
hostname (config) # webvpn
hostname (config-webvpn) # enable outside

TERA R a2 1S DL T, Secure Client A HAT T4, 1M H. show webvpn anyconnect iy 4
221 [A] “SSL VPN is not enabled” , TMANE51 H B 234K Secure Client i

anyconnect enable

(Ae) gtk . ST LS oAbt bl 23 B0 773%, 0 DHCP F/sH 2 43 B ) -1k
ip local pool poolname startaddr-endaddr mask mask

T
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B s asamznu wen rmEE P

hostname (config)# ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

RS Rruhkib s i B BEIE ]
address-pool poolname
il

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general)# address-pool vpn_users

PR 6 RKERAZL NS 0 2 BEIE A .
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

P'T R HAEIC% ) i ] A Secure Client GUI 8 5k B I RoRBEIEZ 5113 . %0944 513 i group-aliasname
enable 7y 4 5E X
group-alias name enable
EUE

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

1% 8 ¥ Secure Client ¥5 & 4 415 H P 11 FLF 1 VPN BEIE B3
tunnel-group-list enable
il

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

PR K SSL 7 WAL U B SCVFI) VPN BRIE PR B8 RT LR b . A CTRaE R, 12

v 422 1 [f] vpn-tunnel-protocol 14 .

vpn-tunnel-protocol

i

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

e S A
ARG R AR TEA G R, S5 6 = “PUEERRCE S ASAHA T .
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pRxanzrazs

BRXAMEE Fink i

Ao & DTLS

F‘ PR AL P i et A 2 B (0 A SV BN e . %)™ )y 2 e AE g RE TS b LAEA T Jm 8
A, AR RE T A ERE N TR

BN € B P R A AR 2 7 v e, T AAEZL S B 7 44 webvpn B0, ]

anyconnect keep-installer 7% :

BROAVCE A A % S R R AME 22060 2 P i (e 5 RN AT 22 e A R v S 0L B e DR il 30
A A5 sales WU B 0 7E2 1 45 RN A RE VT SO AN R 25 7 o o

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

AR IRAL Y2424 (DTLS) S0 Secure ClientZ 37, SSL VPN 4%, DU AL T AN H-ATF% 14 - SSL B¥i
I DTLS b#iE . {4 DTLS nJ @415 SSL i FE e i) B IR AT B8 ) @, FL3R w6 T $dis 0 s R
TR ) SEZ IR IS FH PR B

FIEZ |l

S EE S SSL B E 7E i Sk LGS DTLS A A i) DTLS hiiA .

J9fi DTLS et AR 42 TLS 34z, 20 X SR AE i Al (DPD).  4n %43 3 i DPD, IIJ*4 DTLS
TEBSE B ] N, AL TR S TLS. 45 DPD ITELIS ., 1525 L S A AR AR K
W, 516 T,

UK

A Secure Client VPN %245 %€ DTLS &I :
a) 1t webvpn BT, R4 0 S SSL Al DTLS.

BOAEGLR, e 0 EJSH SSL VPN Ak, M)4s kS DTLS.

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

7 webvpn FCE#E R, {#i/] enableinterfacetls-only #ir4 4 I Secure Client /7 2%/ DTLS.
WA DTLS, W) SSL VPN #4245 SSL VPN BRIt i #% .

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

b) A port F dtlsport #r4-Ft & SSL 1 DTLS ¥ [

hostname (config) # webvpn
hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
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B =raeme

hostname (config-webvpn) # dtls port 556

PR 2 MR 4R HRE DTLS 150,
a) TEZALSKEE webvpn BUH ' 44 webvpn BLE AT, A anyconnect ssl dtls iy 4 4% e A H - 55
f DTLS.

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) W FHE, {FH anyconnect dtls compression 74 )i DTLS 54 .

hostname (config-group-webvpn) # anyconnect dtls compression lzs

RFIZIEAHR

T n] DL ZH S5 webvpn BUH] P 44 webvpn FUE AT, anyconnect ask fir 4>k o F ASA #7R
TEFE SSL VPN % /i H R 3% P v «
[no] anyconnect ask {none| enable [default {webvpn |} timeout value]}

* anyconnect enable $&7R I H R 3% 7w B 2057 1 L, S HLJG BRI AE AR L
W

+ anyconnect ask enable default 37 Bl 2% F iy
« anyconnect ask enable default webvpn 37 Bl 43 ] 2 BT

* anyconnect ask enabledefault timeout value £/~ f% FH R 3808 7 i 5 22 0% - B 1) DLIHI
I HAERDURIAERAE CREC% o) WA KR value If)— BN fa] o

« anyconnect ask enable default clientless timeout value $&7RLFEH] /7 R 8% ) i w45 0 %% ) it
F1P o, I ARG A ERAE CRoRJose ) 17 Ui fy 8RR value ) B ) .

N BN E default anyconnect timeout value Bk default webvpn timeout value I [ i 72 F /- 7R 1)
PR
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2 F Secure Clientf & 3014 T £ .

1 EERRA P BRER, RTETH SSLVPN & iR

; AnyConnect will startin 112
& seconds.

100 Y O

o Start now

« Cancel

181312

gLl
LUR 7R BiKs ASA TE B A $eas L R B 7 i sl 20 % /7 [ 1) 0L, O HLAE R 380%™ g
HITAEAE 10 B0 LU 44 H i «

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

J& A3 Secure Clientft & XX 4T %

#0] LLE Secure Client it & S04 J& H Secure Client ZhfE, IXUCECE /2 XML C4E, AEZO0%
Jrut 2 HG VPN ZhgE DLR T3 28 i A bR R L BB . ASA 23 1E Secure Client Y ‘22 2% A1 5T 3 18] 365
fic & SCE . F P oy B e B S k.

AT LM Secure Client e B SC g 28 0 BC B SCAFATHC S, 1% 4m 4R 48 /& — 2K ASDM X ISE /i
FIFEET GUI {EFERCE T 2. 3%+ Windows ) Secure Client AL T iZ4iiEa%, EETE
JE 13k v B 25 N4 AnyConnect 1044 Ho4i5 2y Secure ClientWUR I, 1% 45 48 25 B0 -

TRATA P T %0 B S g 2% 1438 B T Windows (IS iAS, #0] L H FH/E 5 ASDM 5% ISE
R RO E SO iR 2 (1 2 e dn i o o WA BT 38 25 o, m) LAASE P b 7 B B S B 2 A
ISR R B R G VLT VPN AR SS F LA AT E ) 28 I S0 1

K Secure Client S HPCE A g 25 N TEANE S, WS AHNIRA CEEE AnyConnect % 4% 3))
BLEFRF)

\)

F® Secure Client M ERIN % B A SSL. %5 IPsec IKEv2, 1EIUAZ0H7E ASA FRIE IKEv2 W&, JHIE
SR PO SO o IKEv2 ) E . L 450F IKEv2enabled Wit B SO0 8 48 it 5141,
TR o 32l A SSL BEATi%EHz

UK

S i ASDM/ISE 1 (A BC & SCAF S 2 oA ST e B SO PR g R 28 R B id B 0.
$IB2 i TFTP s At v i & SO ngk 2 ASA LN
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. /& F Secure Client &R 4%

$IB 3 7F webvpn it B, {1 anyconnect profiles iy 4K ST/ Ry BN 2 A7 0 55/ Sin i B S0

.
w15l
PR 758K SCAY: sales hosts.xml 1 engineering_hosts.xml $8 & A C & S A

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

DERT,  IXSen B ST I SR A
] LU# ] dir cache:stc/profiles iy 4 25 & CU7E e A7 Nz i e & S04

hostname (config-webvpn) # dir cache:/stc/profiles
Directory of cache:stc/profiles/

0 ---= 774 11:54:41 Nov 22 2006 engineering.xml
0 -—-= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

HENZH S webvpn Fit B AR, JH{#H] anyconnect profiles iy 4 Ay 2 Sl ¥ a2 25 7 i e v S04
AR
T LU N G T A )5 1) profiles value f7 4 (?), LAMETE A ARG E X Bl

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

I B A SR AP e i T SO vpn RC B S sales:

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

/& B Secure Client ZE iR H4%

SEIR TF2K e VF Secure Client H P 4EIR & 7 ity FH ) R 8. 248 ) i 58 91 ] FHISF, - Secure Client 2347 JF
—ANGEHE, iR R AT R, R AR IR T2 . BRAERS EFE Secure Client Bt # SCAF X
BAK “HBITH” (AutoUpdate) 13 & 4 )5 F (Enabled), 75U RGEA S BRI T AT URAE

MR FE S PRI A iy A4 (VR N A2 ASA, AR5 7EZL SRS 5 | PRI B S v, T DU T SESR
TH
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LAR B € SO SCRFIEIR T2 -

FIERTERARKAEXEE

A secure Client LEHE [

BEXRBIHEE

BYE ZIANE

&ix

DeferredUpdateAllowed

true false False

True A LA I IEIR B8 . Gt L 4B 3R S g 44
(false), LA T B &4k 20K,

DeferredUpdateMinimum Version

X.y.Z 0.0.0

SN HT ] ZE AR T S0 4 2 ) B AR Secure
Client it

S IR RRCA S, 03 T Sk B s Y e A A B
SR AR R (848 VPN) R 223 mlin
FEE R ARARASZER, MBER AR & 4838 BB 4%
G

WERARARE IS IE, TERAE 2 b2 A
], R ER AZISEHD RN,

DeferredUpdateDismissTimeout 0-300 (F») T (TZEHD

SEIRTHEARRAE B 8K 2T o AP AL
TR IE IR BOF ORI A N Y CSETEAG
BARRAE YD
AR BEE RS R, WAER B35S ThRE, Al
Sy — s (e , HEH S EHIAY,
B JE M BCE N E, W AR VFRR S LR S o ]
HHAT BENEIR BT 4 -

o U AR A

DeferredUpdateMinimumVersion [{J{i .

* DeferredUpdateDismissResponse HI{H o

DeferredUpdateDismissResponse

IR R ST

& DeferredUpdateDismiss Timeout By IR 5
ks

g2

7 webvpn fit B #5520 F 18 i anyconnnect-custom-attr #4814 [ 52 @ P

[no] anyconnect-custom-attr attr-type [description description ]

i

PLUR 7R i s e s n B e g PEZR Y DeferredUpdate Allowed 1 DeferredUpdateDismissTimeout:

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
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hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

fE4 JR i BN, i A anyconnect-custom-data fir 4k 52 OB PR INAr 440 0 THRALE M,
AL A H DURVFER . A, ERSESRERAREL T, REASER “EIEE
B OEHE, JOF HH P ANREEIRTH ) MR, Rk A3 T

[no] anyconnect-custom-data attr-type attr-name attr-value
-

PLR 7~ S i) o 1 52 X 1257 DeferredUpdateDismiss Timeout A1) i ) DeferredUpdateAllowed
UNIETEZ(E

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

i ] anyconnect-custom iy & 7E 41 IS H s s sR B e SO iy 44 4 -
* anyconnect-custom attr-type value attr-name
° anyconnect-custom attr-type none
* no anyconnect-custom attr-type

i
LAR 7 st gn] Sy 4404 sales FRZE SN J FAEIE S8, IR IR I (] BE Dl 150 A

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy)# anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

J& F3 DSCP 1 28

LB A FE s, AT DTLS JE A% 6] Windows 2 OS X ¥ L2270 ik 55 A5 ki
(DSCP). it et/ DSCP iRy, Beak il LM SCAL PRACIR AR i i o o s e 7% R 17 WO G 0T,
I BARIC RS e IR0 i LA ey ol 4

UK

FIE1 #F webvpn FLE B R 4#H anyconnect-custom-attr iy 4617 [ 5E B PES A .

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated Services
Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
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J& FIE At Secure Client L& .

$IE2 4 mic BN, 48] anyconnect-custom-data fir4 b 1 5 X PR N Ay 44 -

[no] anyconnect-custom-data DSCPPreservationAllowed true

TR BIAEDL T, Secure Client 234047 DSCP il H (true). ZORILAER], i 7E kbt 112 &
PERE false, AR5 HHT i shid .

J& F E b Secure Client L1 &

U KR4 R N 3T 18], % ] UG R N 8 O ASA BISED L Z AL . I
DRI Secure Clientfff FHIN, e 2P ez /o, ASEILRERS 1 HTIX LLTh e

TR FHIIGE, e 4] S webvpn B )7 44 webvpn Bt B R, {#H] anyconnect modules fir
A8 TR 2R

[nolanyconnect modules {none| value string}

U RSN E 2 G

K

EREXRIFiA

ST UG (SBL) S FFid T 2235 4F Windows PC _I[¥) Secure Client/ &k A . S22 47 . K5
WLt SE . 6 SBL, VT ASA FE M2 Secure Client/i F AR VAR 5 43 500IE (GINA) [R5
Yo DUR R SR 5 H SBL:

UK

TELL SN webvpn B 71 44 webvpn FLE AT, {# 4] anyconnect modules vpngina iy 4 fL 1T ASA ¢
T VPN JEHE GINA B R gk gy e 480 7 .

ENGE

FELUR R, P Se e N4 5ems telecommuters (120 Sl @ PER IR, AR5 RE N2 5 webvpn it &
B, B EdRE AT vpngina:

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

K2R %% 7 i e B SO (AnyConnectProfile.tmpl) FF I AS
YmE e SO, DMEFR 2 i H SBL. LA R /Rl 2 s B SCA (AnyConnectProfile.tmpl) Hid H T
Windows [FJAH B4«

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>
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. #:3¥5 Secure Client Fi FSEEHES

<UseStartBeforeLogon> #ric iff & & ) iy A 15 1 SBL.  WI4E4T JF SBL, 5 H] true &4k false. LA F7R
B 2.7~ F] FF SBL [fIksic:

<ClientInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

7t webvpn BLEALA R, A profile iy 4 fRA7X AnyConnectProfile.tmpl [P35, Jf4 ASA LRI4l
SR P SR A SO

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

%4k Secure Client | FEERIES

TR R

k3 e

ASA RALE T IIRE, MRS H T AR T3 WA 6% P i SSL VPN I8 I H P T R
BT F %S, LA Cisco AnyConnect VPN %% 5t FH F* BT i 7~ O ST

AT WAATHCE ASA LIXFIX LS H] ol Bk AT 1 & e ffe.

) zE R 27 1 D A DX A R L B Nl . #F Cisco AnyConnect VPN 2 v [ S 1] L 5
N T W BT T Secure Client 84,

ASA PR AFIAG AL & 47 H T Secure Client 35 (1 86 4 8B . 480 LS LR, IX S EIS$EIL
URL B AR A — XML CF. b SC A fig BB = 180 UAgniEng SOt SR, Al
A7 F N7 A BB e X 5

BT LS A ek . QAR XML SO Bon 8 2 s dm iy B B S A A HIRE S 4
FRIG I XML SCAKE G 8 — AN B iR R e ke i 4, R I 78 55 AT B o % Secure Client 35 1) % 4
BB e 7 B ) Secure ClientH S B8 o

PUF R iR ] 61 2 Secure Client 5 [ #5 #3% «

UK

ERS R EXEC #5530 K, f#1] export webvpn translation-table i & ¥ 4 B 5t BT H L .
7ELL R 7R, show import webvpn translation-table it 4 5 7 i) J (454 36 BSR4 3 36

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect

PortForwarder
url-list
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R

aznz

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

A, MBI Secure Client #4036 . QI ) XML SCHFRISTIE4 O client, 2301
EEEESNELOMEESS 228

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

EF—ofld, HPSHa R h e, 125 S e il B 5 N . zh /& Microsoft Internet
Explorer XJ LIS

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

G AR AR XML SCIF o PR 28] 275 Secure Client BB 87 A 2% . 1T H3 R Fé A9 753 &L Connected
(7 & ID 7 BE (msgid) FI B 745 BB (msgstr), I B (E% ) i dE a7 VPN 4 I W7R7E Secure
Client GUI . SERERIRNR AL VF 2 [ 5 7 B -

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.
#

#,

fuzzy
msgid ""
msgstr ""
"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"
"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"
"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

HH = = H

Q

msgid f 5 BN . msgid 2 J5 1) msgstr St WA, 1HAE msgstr PR IIE]SH
NERHR IO SCAS . i, AR PP S ek I 7 ) “ Connected” T TES 5 INFER AV BE
VRITSW N

msgid "Connected"
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R

msgstr "Conectado"

95 L RAF ST

AnyConnect VPN % FisiEsE |

A EXEC #22F, 8] import webvpn translation-table #iy4- S ANFEH K . AR A% T 5 )

AT 5 405 R BT R I A K

ELLUR s, $ N T XML {4 es-us- Microsoft Internet Explorer % 5 [ T i (1) 7G4 1B 1145 5

hostname# import webvpn translation-table AnyConnect

language es-us tftp://209.165.200.225/client
hostname# !!!lIDiririrrrrrrrrrrrrrrrrrrrrrent
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

URAS P B, WURT LUK SR o

I RBY REE S

7ELL R Rfilrh, showimport webvpn transation-table iy 4 i

WL ST FEIE (fr). HAE (a) FHE (ru) A .

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn
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Bt & = 4% Secure Client SSL I8¢ .

ja PortForwarder
Jja AnyConnect

ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

TR 2 MERATT MR

revert webvpn translation-table trandationdomain language language

Hrpr, trandationdomain i FiR R SIR A ML H IR, language RiE T 4%, KRN 2 MF4F.
WABEAN MR BEAN R . TCEAE ] — A S IR 45 5 1R 5 A I A ek

B, EMIER Secure Client VA TE AR AL e 3K «

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

B & =% Secure Client SSL I &E

N/ B0 K 418 %2 Secure Client SSL VPN &0 = 40 Lh R

B R E 4 %

ASA 5 Secure Client/t SSL VPN &8 L E B AL BB AN, eI 1S T H b i s = H Myl is ik m) &,
T R R 1 22 4

BRVFR P lﬂﬁjjt%%ﬂ'_féﬁjz}ﬂ)jf SSL VPN &8 B F B A s 8, TR S S P 44 webvpn £
T ] anyconnect sl rekey T4 .

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

* method new-tunnel $& 7€ 2% 7 ity 45 581 AE Bl 28 A0 ) I R 2 S 3 i B i
» method ssl 5 5 25 ) i A5 BT A s B 1) ik R v g S f g
* method none Z& 1 535 42 15 5% 4

* timeminutes ] T4 7€ M2 1F T iR 85— VR E0 B AR s B 21 51053 A= il s A BT s e 1 4 B B
HUEYaEh 1210080 (1 &) &

\}

AR T R PI J ERL E h ss B new-tunnel, T & U AR FOB A B T R R ep ST T R
BEIE, AN AT OB A R A R R AT SSL EEHT RS . 5 9% anyconnect ssl rekey v 4 ) S id
X, WML S%.
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EMT?WJEP T BUAT AL sales SR, 7 S ARG BN A8 FOB A B B R ik R R T SSL ik
ITEP R, OB S PIE S TR 30 20 Bis BEAT

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

B & X F R E AR

X EERAEIEATI (DPD) F LR ASA () B P i rf LAPROARS I 20060 5544 TG e 3 HLI%E 2 O )
T B8 PR AR LA R I (DPD) JF¥% & Secure Clientii ASA M SEHAT DPD HIMR, iHHATLL
NERAE:

FHiaZ |l

o HIhEEIUE T ASA M55 Secure Client SSL VPN & /i 2 [0 (F3ERE . 'EANE FH T IPsec,
24 DPD T SOV IE 78 ) B v S

* WAJE A DTLS, B2 5 A SRS 7E Rl (DPD). DPD fui/f R MU DTLS M4 Rl 52
TLS. 750, ZiEHS%&IL

« 7F ASA b H DPD i, #f LLE H B MTU (OMTU) ZhAE A #8257 3 0] LA D444 DTLS %08
A1) B K 28 MTU, it ) e K MTU RIEEE 7 1) DPD il (0K 550 OMTU. Qi R M Sk o2
WCEI R IERRLE, W2 MTU K/ B, B9800 MTU FE RO IEGEM, 21K 2P
FVFII /N MTU A ik

iz
BRI Pt (R 4L SR

BN FEE B 7 44 webvpn 15

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) #

ﬁ,

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

T I SR o
f# M [no] anyconnect dpd-interval {[gateway {seconds| none}] fir4 -

W2 TE ASA. i 1l DPD IR ASA S5 % ) diig K4 40 F) ISF 18] (] BE i 52 D 30 8D CBRIAED 223600
M LN RFERR dBUE A 3000 U SRAE I 18] (R RE N AR YRR Hn L, W ASA 5 7EAH ]
AR 15 1] % AL PRAT =20 DPD ke 212 ASA RMCEIE 7 i R )32, Ul 23 IKr I TLS/DTLS F#ii

iR 7 3€ none 2325 H ASA 14T H) DPD ik, 18 A no anyconnect dpd-interval MELE
FRiZdn 2o
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$IE3

B R RFFEZE

prrszz |

16 E none 2% 1] ASA #4711 DPD iR . 141 noanyconnect dpd-interval miJ M & FP IR It Ay 4
e ak i allR

{# H [no] anyconnect dpd-interval {[client {seconds| none}]} 4.

% J i 2§ Secure Client. Jii i DPD I 7 i i AT DPD BRI A48 58 A 30 B8 CBRAED &
3600 F5 (1 /N FaH . @EE A 30 7.

$&7E client none &2 ] % F i AT (1) DPD. 1# ] no anyconnect dpd-interval ] B & I3 it iy

%

w15
DLR 78 kg BRAT 4 55 8 A5 B8 ASA FAT 1) DPD (R ZE 1565 0 30 15, 4% /1 i 471 DPD
FISTRBEE 10 Fb:

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

] DU AR R B B AR, DA AR AR B, By kB NAT W 4510 SSL VPN iE AR BT T
RES, WA 5 24 BRI T 1B vl AT 25 PR S TR I ) 2 b o R3804 3 m] DUAR DR 25 i £E S8 2
PR EENa TR TERFHNA (4 Microsoft Outlook 5% Microsoft Internet Explorer) I A< Wi
FEE &R
BRUME O )8 AR FRE BT RE . W R AR R R e Thng, KA MBEFERS FiPF, SSL VPN % F 2>
AN B DI 3] 45 &
T AR IR B AR, TEFEZH SR webvpn B P 44 webvpn BL B AR T keepalivefir4:
FENBCE IR M 2 AR E A B4k K, 1548 A it dr 21 no TE:
[no] anyconnect ssl keepalive {none | seconds}

* none A & i AR FFIERE R

* seconds i % ) S 1] UACGE PR FFIERRN B, IF4RE AL B MHR, BUEVEEDY 15 2 600 £,

FELL Rl O 4L 50 sales, ASA WML E A E% 7 5m il LA 300 2 (5 730 [y
HBIE RN B -
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300
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SoFFARAT S IE 2, 4] AN BEAL B RN, AT =1 ASA 5% 7 i 2 8] 38 45 1k fie
BUIEDL T, 75 ASA N4 SRy g n FIEF bRy e L8 7 (T A SSL VPN 42 ) FH 4

\)

AR FERNER BSOS, RS R I A MO T BUE X S, X IR BRI UL R B

A% MTU K]

AAE LT IR E R 40 0 2 A

T A4 JR G EAR R 8] compression iy &4 R LT TR 45, ARG TEAL SNSRI J7 4 webvpn
R, e 4lEi -, {EH anyconnect ssl compression iy 4 i B R4 .

£ 513 5 T 4R

P NA R R RCE, IEAE ARG E R R H anyconnect ssl compression fiy4: EE ML E IR
4, EMH A 41 no B

FELL R, XA SSL VPN JE#: 4 Ja AR ] T a4 -

hostname (config) # no compression

EAMA P BESE
S B SR S A T A, T AEALSRIE AN 7 44 webvpn B3R 48 H] anyconnect ssl compression

i

[no] anyconnect ssl compression {deflate| none}

BROATEOLT, AP S, SSLR4Ew i &b deflate (J3 1D «

BENBCLE M R anyconnect ssl compression i 4, IR A e B R AR B4k, WA a4
i) no £

TECL Ry, R SnE sales 25 T H 4 -

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

Wﬂuﬁfﬁﬁilﬂ% webvpn 24 1] 7 44 webvpn it B 15T, 4] anyconnect mtu iy 4 i #2757 sty 44 57 1)
SSL VPN &#:/¥) MTU K/ (A 576 & 1406 AF10) -

[no] anyconnect mtu size

A :/W S0 Secure Client. [HARERE} SSL VPN % 7 () ANBER A A ARFIH MTU K. [FIF, %
A IS MLE SSL ALK& 7 i 42 LA AE SSL il ik DTLS #1042 o

IR NG, %2 BRI B 4 no anyconnect mtu. MTU JK/NEEF3E 8248 F (14 11 i) MTU
%23 TP/UDP/DTLS JF44 H sh AT 4.
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S Secure Client BR15 .

filhn, 3247 ISE %40 IRAS AnyConnect BRI, Rl RESIE—4KWHE, WAN “ NI RKIER
MTU fit & AN ot %\ anyconnect mtu 1200 Fl anyconnect ssl df-bit-ignoredisable, ) n] DLk
P 1KLL RGE AT

15
DL 7R 45045 40 55 0% telecommuters [ MTU K/MECE A 1200 AN

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

5 37 Secure Client B/
o LA P LR R B T ASA. b 1% B {2

UK

W1 TERFB EXEC B N copy i 2 B AR v, R & 7 o A5 52 ) 22 ASA.

W2 WHIHE ) b RSO S O ST AR R S 44, 30 TR ABC 1) anyconnect image
e WP AL ARE, 1518 H [nojanyconnect imageimage 14 E1 4 IH S0 4R 544 F anyconnect
image i & A WL I, A ASA Ingosr rmug .

& F IPv6 VPN i3]

I RS AEENCE IPv6 U 1], DA Z0A iy 24T 1T - 9.0(x) WiAS 1) ASA Ky HA% H SSL AT IKEv2/IPsec
PR AN s N T IPv6 VPN 457 FF .

76 )3 ] SSL VPN &Rz Berk, #80] LU# ] ipv6 enable #ir4Ji ] IPV6 Vi) o LAR A28 K 2E AN B
0 _FJ3H IPv6 1 IPv6 &8

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6 enable

WEJH A TIPV6 SSL VPN, 4k AT LA i A 1k :
1. fEAMEEZO LS H IPv6.

2. {EWHBEED EJE IPve AT IPv6 Hidlk.

3. AR AT ELI TP Mk E IPve Mkl AN it .
4. PBLE IPv6 BEIEER NI K,
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BB

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0
ipvé enable ; Needed for IPvé6.

|
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPvG.
ipvé enable ; Needed for IPvé6.

il & “ipv6 local pool” (FT- IPv6 Husik 43 -

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

R TR E ASA FAIEEN bR, siF Ml ) ASA R A P o lic & bt %] L
¥ ASA It B 4 ] Secure ClientZ)fic IPv4 HuhikFl/ak 1Pve ik .

K 1P Hidib A0 22 15 (R i 20 SR (BRZL )

tunnel-group YourTunGrpl general-attributes ipv6-address-pool ipvépool

R HRIE I I AL & IPv4 Mtk (] “address-pool” fiT4)
BCE IPv6 BEIEERIA M G

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA 3ZHF SAML 2.0, [KIt> VPN s & 1]/ 2L I ZR AN SAAS NI Z [ DIy, Hagf A —ix
EIE

fitn, FAkg S 2 )8 Pingldentity 75 4 H: SAML 5 43 $2 (1 FE ¢ (1dP) 7 H A4 CE 7 SAML 2.0
SSO HJ Rally. Salesforce. Oracle OEM. Microsoft ADFS. onelogin &% Dropbox K/ . 4%5K ASA
P B N S FF SAML 2.0 SSO 15 b i 45 32 (1R (SP) I, T RENE B —Ik, A BLI M BifT iX
OIS

AN, EEINT AnyConnect SAML 7§, [ AnyConnect 4.4 25 )i v] LS Ff SAML 2.0 5 7] 2 T
SAAS I . AnyConnect 4.6 51 T — NSRRI 5 BRI BE 251 SAML £E1%, DA UFThieAS
PRAHL CHMESD WA . B AR N i) S R A B a AN R T+ 4 21 AnyConnect 4.6 (5,
T RRAS) FASA 9.7.1.24 (BUEERAD + 9.8.2.28 (B mflA) % 9.9.2.1 (HUHE @A
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sam20 i

ASA JiA 9.17.1/ASDM A 7.17.1 51N T %} AnyConnect 4.10.04065 (B3 =il 4A<) ] AnyConnect

VPN SAML ANV B SRR . 2848 F SAML 1F 4 AnyConnect VPN £ A0 & SC2E ) T 5 4356 10F
TIEENE, AT LLIEEAEHAT Web S5 38F ik Secure Client 1 FH A< Hhix Ui 28 1 A 2 Secure Client fR A
AWl ”*%ﬁ & IIfE, Secure Client 7] 33 WebAuthN AT HoAlJE T SAML [#] Web £ 43 36 1iF ik
T, 1§Jﬁu$)ﬁ”i APV B3 50 UF BN 20 U S AN T ) ARG s . 6T SAML A
WA, EAPATICALFTRECE .y SAML S50 U E BRI RAE RN RS, 5 26 T,

B SAML FCE A BEIEH . BRBETE 2H s8R AT AL I H 1 & 9y 56308 J 10, ASA ¥ 3 SP . VPN A
JUERE YT RS ) ASA B SAML IdP KRG sh i85k, RN T LidEMigst.

SAML SP % 289 SSO

Mg & Pl VT ) ASA REALE SIS, BRAT A FE W R TR

1. 24 VPN H /5 i) sk £ CU5 F SAML [ BSIE 40N, S F 29k #1058 17) & SAML 1dP #3HT 5 7y
AlF . F BRI R, BRARF - EEEV R 41 URL, ZEARFR LT 55 17 o7

ASA KB — SAML S4B E IR K, ) AR 1% 17 5K 350 W) 42 SAML 1dP.
2. IdP [ AR P SRR, RIGRAH S5t MR IE D20 /2 1dP 543 50 i B i 225K
3. 1dP Mk R0 A R AT B ASA Sk URL. ASA IFE WY UL B8 3% .

SAML IdP % 2 SSL
R IR V5 ] TP SRR I, 6 SkAT I RE AR s -

1. &P V5in) IdP. IdP M4 1dP 15 43 56 AE e & 1) S & OB AR o B & 7 A SEUE A
5% 1dP.

2. —WAEULE, W& P APAE 1dP O E A T SAML RS 532 . & F ik $f ASA.
3. SAML Wi 5 8 &3 A1 Ve B JE R AT 21 ASA B3 URL. ASA ZeiEmi R DL 5E il B 3%

E1EE
ASA 5 SAML G734 7 2 0BG AT o8 KRB & AIE L (ASA BT A
WA 5 SAML G IR 2 [ R AT Rl 1dP - FC & 1 S B0 UE 7.

SAML #Z R}

SAML W= "4 11 NotBefore FIl NotOnOrAfter: <saml:Conditions NotBefore="2015-03-10T19:47:41Z"
NotOnOrAfter="2015-03-10T20:47:41Z7">

405 NotBefore 5 ASA _Ad & # SAML I 2 A1 5T NotOnOrAfter, NI SAML K7 &
NotOnOrAfter. Ul NotBefore + #8 I} # T NotOnOrAfter, NI NotOnOrA fter ¥4 %4 .

RN NAZAEH R, LAST N 5 EE W S . b TR SAML Difig, DZUEHEI) ASA 2% N [a] 1)
W (NTP) 45285 IdP NTP fiR45 85 [H 26
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B savizo sognisnms)

E RN PR F

7EL M 48 S FERE T SAML 2.0 IR S5 HR LR 1dP. 7EFAH = H 358 SAML IdP I, ASA FlH:Al
Fl SAML [RIIRSSAb T- 0500 8, I BARE L FHM 2%, i H ASA 150 2 5IRSS 2 a5, o]
FIFH 2 BRIV EE 44 webvpn 23 1E R ACEE IdP BB BGIUE, FF4e IdP S H P 2 M A fia. 4H -
GIIN, ASA S Ad AN I a8 MRS DS AR H AR 1P 21 SRJE, SR LU 4 P RO 2% o 10 IR 454
PR 1T TG 5 PR N AR

SAML IdP NamelD J& s P I - 4, HH TRAG I8kAl VPN S iE 5 4 .

)

AR BONRELE T T SR A L R 2% 2 A1 # S A B IE (S R o S ROREATR] B4 1P (R I P AR A R 55
RBRE, AN AT S IAIE . DA &S 1dP Joik I AN S5 . AXAMEE 1P JEi T T R 2%
IR S5 P R Y

SAML 2.0 594 ) #0 R il
* ASA HrLL N SAML G iF2544
1% RSA Fl HMAC [t SHAI

* fu% RSA Fl HMAC ) SHA1

* ASA Y ¥F SAML 2.0 F3E []-POST 485, i SAML IdP 137 Frit ohfig.
* ASA fUH1E SAML SP. 7EM Al 250N, e A RETAE S P2 (L FE P o
* It SAML SSO SP Thfig /& H xS IAE J7 . EARES AAA FEH i .

o ANTHFFRET R P 441500 G AR UEB S A KCD (LR, Billn, ) 44 0 i 78 2
fes ETRPP AN G T ZHHMH 385, KCD SSO %5,

* ASA SZHH# [l AnyConnect SAML S35 5-4IE ) VPN 4 240457 o
* {fi ] Safari 17 SAML S 43 BGUENT, 1HHfCRIE 2225 T Safari 81 14.1.2 B @A

o ASA B B TREHY: ASA 5 SAML IdP 2 [A] IS [R5, AT IE A6 AL 38 5 45 5361 W = 35 I 1E
W4T A .

* ASA F P B TUTAE ASA I IdP _L4E BRI L2ur, HEELIFRE:
* £ ASA Lfid'E 1dP i, DAZ0AC'E 1dP 254 F 4.
o ASA AL 1dP Fl FIZ8 ZAE B HAT AR & .

* SAML W1 5 HA NotBefore fll NotOnOrAfter 5114 ASA SAML it & ) #B AT 5 iX AN 4 Fan 38
H:

* 1% NotBefore S8 2 FIH.F NotOnOrAfter, Wi ¥ 78 35 NotOnOrAfter.

* U5 NotBefore + i8I Hi T NotOnOrAfter, I NotOnOrAfter 2E%% .
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m & samL20 gz ) ]

'LIIJH%T {77F NotBefore J& 1, ASA KE4i g ik K. WIRALFAE NotOnOrAfter J& M H A %
T SAML B, ASA KiE4a s iR,

« ASA ANIE FH T FH 935 SAML (¥ 55 1 1) Duo,  HHTZEMUA 2= G I6IE (HERE. AR5, #6)
(1% J5T 10/ S S 1) & 42 FQDIN B8, 3 25 9ol 3% ) i A PR 1K) ASA AT S 30 UE

o PRSI L2 R ARV AN B2 A5 AT IR IR 55 A E 1

* CLI 5% SBL A5 A SRR A S W 4% SAML S
o TEM 25300 W A8 ALK SAML SR 50 UF A4 5 AnyConnect $E22, R Z IR

o f 4 KRRS04 A o N ) U0 A e 2 i g B ﬁﬁﬁ%ﬂjfﬁ%ﬁﬁ?o i, R
AnyConnect MLEF IPv6 IEFE T =Xk IPv4 4z, Hir AU ¥ AEFE XK IPv6, BYZ TR

o [FIRE, AESRACEER B RIS, AnyConnect FJ fig 23 [HIIR @J/nﬁﬁ@flﬁ il PN w (iR
%&f TR AREE BN R MUE 1T RS 45 1

« Jy T SAML Theg, 4081451 ASA MZRIN A FY (NTP) k4528 5 1dP NTP IR 45wl 2 .
* ASDM _Eff] VPN i) 3 H HT A S FF SAML Bt .

 ATHIN 1P Gk m,  BORCIE VT R L7 SSO 11 A IR 45 4«

* SAML IdP NamelD J@ L& RO 44, IF HAITHRAL dikAT VPN 2 1 40 12 .

* ZAE SIS R SAML.

B.E SAML 2.0 5321472 = (1dP)

FIaZ Al
FREL SAML (1dP) H AR 7 (1) 2 S A4 URL . #8A] LSRG RS 1 P b 3R EBGX 48 URL, %, bl
A Be S AE TOEUE SO R AR AL L

UK

HIE1 7F webvpn FCERL N O SAML G 43 $¢ (1R 7 37 3E N webvpn R 11 saml-idp T #X .
[no] saml idp idp-entitylD
idp-entitylD - SAML IdP SE{A ID L 20ELF 4 £ 256 MFFF o
LMK SAML 1dP, 548 F it A4 (K no JE .
P12 E 1dP URL.
url [sign-in | sign-out] value

value - IX & 116 5% 1dP 1) URL B¢y 44 1dP i FH - F5E [0 () URL. sign-in URL 44150, sign-out
URL 1]k, URL {50405 4 2 500 NFFF .
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B == savzo0 seziizs adp)

$1E3

T4

(Af3k) BeE L% S i VPN JEA URL.
base-url URL
[0 58 =77 1dP &4tk URL, AT && M & 1 ASA.

RELE T base-url, WP E I E show saml metadata ' AssertionConsumerService #i!
SingleLogoutService J&: {13 A URL .

I BRI & base-url, T H1 ASA (1] hostname fl domain-name ¥¢5%€ URL. #l&0, 4 FH 4 A ssl-vpn
H¥4 M cisco.com i, FAMEH https://ssl-vpn.cisco.coms

LS4 X\ show saml metadata i BE AR it & base-url 1 AL & hostname/domain-name, 14 H A 5%
B & 1dP 5 SP (ASA) X I8 FIME AT .
trustpoint [idp | sp] trustpoint-name
idp- 4R @& it ASA HI T-%1E SAML Wi & 19 1dP TEB (5 AT A5
sp - fE A 1P JH T H0IE ASA 2544 BN 3 SAML W5 1) ASA (SP) iE 5 (5 1E ki
trustpoint-name - 2 LA G B A5 4T 5

(Afik) Wi SAML &I .
timeout assertion timeout-in-seconds
AR, WITE NotBefore M I FP42 F1 5T NotOnOrAfrer [R5 I,  MHACHE 2375 55 NotOnOrAfter.
WA E, WK 5 1) NotBefore £ NotOnOrAfter H T-iffi i 43 2% 12

R XHFHCE T34 SAML IdP [JPEIE4], 7F webvpn X saml idp CLI FATfa] 5 50 AE X%
N A TE 2 FEORT A ] SAML I A s S THiZB&E 4. FoE TN G, HA7ERE 4 webvpn
JEVER EH & saml identity-provider CLI J&, 3575 HEB I A & 4E %% .

(Ai%) £ SAML 5k A F AR CBRIABEED %44,
signature <value>

iR T3 SSO 2.5.1 Ji, BRINZEA J5 M SHAL Sk SHA256, i Fimik#i A value
rsa-shal. rsa-sha256. rsa-sha384 bk rsa-sha512, EA]DANC B B iE2E4 vk,

CATIE) HERCEME AP 2N IARE, T internal 4. 28J5, ASA RAEM AT
TAE.
i F] show webvpn saml idp & &l & .

{ii F] for cere-authentication 1 & {3 2 (1R P AE ML B SAML 43 56 UF 17 SR ) B 23R4T B 43 560 31E 1 AN
LA 22 5. W E N BRI RIE, B0KEIEZER], i 4# R no force re-authentication.

Gt

PR 7~ BC 44 0 salesforce idp [ IdP 44 FH TAC & A5 4T 5 :

[ AnyConnect VPN % i 1%



I AnyConnect VPN % &%
1% ASA B2 &  SAML 20 R sseitizr (5P) [}

ciscoasa(config) # webvpn
ciscoasa (config-webvpn) #saml idp salesforce idp

ciscoasa (config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) #url sign-out

https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa (config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint
ciscoasa (config-webvpn-saml-idp) #trustpoint sp asa_trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce_ idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

trustpoint idp salesforce trustpoint
trustpoint sp asa_trustpoint

PLR R 0T 7R T Wi 3REL Onelogin () URL #7545
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen
PAF 94 0 ey 4 1 76 #5080 A OneLogin £ 48 URL 7451«

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

T—5#tta

Wk ASA it 'E &y SAML 2.0 IR 45 $2 (1 FE 5 (SP) , 2 25 U TR, ¥ SAML 54 56Uk W A T2 d
B

1% ASA Fic & /5 SAML 2.0 AR 5512 {32 = (SP)

FreEZ Bl
IdP L CRE . iHS IS SAML 2.0 S AER 7 (1dP) , 4 23 1L,

UK

I 1 7E tunnel-group webvpn FAE R, ] saml identity-provider iy 27> fic. 1dP.
saml identity-provider idp-entitylD
idp-entityl D - 25 A& DAHTAC & AT 1dP 22—
LAEJ] SAML SP, 1481 st i &) no JE .
HIE2 %P SAML IdP (51T .
authentication saml

SAML 54y 5k J7 ik 2 HFR
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B o sav spmirRERARE RGNS

=l

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

71 SAML S 55 uE o & BOARIE R G 5T 27

Nil

8

¥8E AnyConnect N AY H P& AN Y8y (BRVE RERIEOANIYESS) , 21 H AnyConnect Hiik
NP S0 28 AbFE SSO B 73 36 Ui 7

T2 T K AnyConnect ZMiH ] Vi gs AL (640, external-sso-4.10.04065-webdeploy-k9.pkg) J##
H L3 ASA. KRG, 8] LLESRE SAML &% /5% (AnyConnect [k A\ 0 V0 3 BB R 48 18R
NS AT SAML BRI

e PFERINERME R G0 V2% rT AEFE I VPN S A3 B0 A LAt A 8 53 2 18] i3 B0 5 80 55 (SS0). i 44
A SR ICIEAE VPN & i R A\ U0 S 28 AT (1) Web B0 56iE 777 (9 i A= W0 ik 54 56
W), TR IR . AEIEPRERE R RN WA 2 0T, S AL AR Y A IS AT AR,
LLES ] Web B3 B84IF

UK

7E webvpn FAEIU R, {#H] anyconnect external-browser-pkg i 41l i #E & Ge i BRAN B 2% 5 H
AnyConnect SAML & 43 54lE

anyconnect external-browser-pkg path

PAEHIHRAE RGN BN W38T SAML S0 30E, 1541 Ay 411 no JE L.

7t tunnel-group webvpn FH K, ] external-browser iy 4l i 4 R S8 (BRI W 2% )5
AnyConnect SAML 5 {3 5 1E

external-browser enableidp-entitylD

PR ARG EIA T 3T SAML S 50F, 1541 Ay 411 no JE (.

Gt

7R E$E AnyConnect %ﬁlhid VAR ERAE, T SAML B350 1 e H A1 )
CERAE R GE BN W%

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes
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sEiEsmsamL 41 ]

asa(config-tunnel-webvpn) # external-browser enable
asa (config-tunnel-webvpn) #

fic & UEP F0 SAML 517 35

TR LA SET SAML IR HERC & SO BC EAIE 5 R SAML Sy uE,  DAS A6 UE 7 7 (1 9% 7 11 G 7
TR E SO AT MR B . HE T SAML 195 43 Bk v] LLERE 21 b= B A/ Rl o #8507 LUK
BAMER L Z MIET 5 SAML BL& 1T 5 4 Jik.

24 Secure Client & AEEHZN, ASA Bl FTD #AEPIT SAML B4 56 UE 2 5 N 2 bty i sk 56 1E— A48k
ZAEF

SAML S EAE5E S, SAML AHIE15 ] /7 4 nf LA

SAML S IAESE G, AT AZESE AU BEZ BT EL 3 SAML FHE H 44

FiaZ /i
T ORERC B E 5 SAML & 43 56 AIE 2 5 & AT 75 18 SAML B

* JREL SAML (1dP) $& (/2 77 1) 5 i MRl URL. 8] DU RS (¥ s SR X 46 URL, 803,
ATTR] e 2> R T S h 3R A% AR

* BLE SAML B AR P AMEAT R E . 1S OB UET5 M SAML S 350k, 28 27 it

UK

FIRCEE TR SAML S BGIE, 1A LA Ny 2 HE tunnel-group webvpn-attributes B, $FERFFS
B AR TR A B

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

LR M B S B TT %, AN LU fir %

hostname (config-tunnel-webvpn) #authentication authentication method

@lhn, LUK i [ feiF SAML NHIESS 5 43 Bl -

hostname (config-tunnel-webvpn) #authentication saml certificate

LA i & SCVFIE TS AT SAML 5 {3 563k -

hostname (config-tunnel-webvpn) #authentication certificate saml

LR fir & [ I SR VF 22 AIE 15 A1 SAML 5 43 56 ik -

hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

SR 3 SIS E R B SO, R IR AR (Basic) IERI BT R E .
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Bt samL20 % onelogin s #7133

TR 4 LHREUET A SAML B 5 E ) S IAET %, ARSI Pk SAML FHIE A 8 MIEF5 AT
SAML.

5
DL 424 sales_group EFEAC B SCAFRC E 2 AMIE 5T SAML S 473 B AIE (F 7 3]«

ciscoasa(config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

L SAML 2.0 #1 Onelogin 4 {5115 BB
YR, Al 55 =77 SAML 2.0 1dP 48#% Onelogin fi5 S A 44 .
5] PR I ] [7) 26
ciscoasa(config)# ntp server 209.244.0.4
2. MM =07 1dP S 1R P AN 1dP 3R 1dP SAML Jusid .
3. ¥ IdP BT RAMGE R

ciscoasa (config) # crypto ca trustpoint onelogin

ciscoasa (config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint)# no ca-check

ciscoasa (config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

1. %HE IdP 5 ASA (SP) 2

quit
INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9dl4 le22a549

Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

4. ¥ SP (ASA) %4 PKCS12 S MG A

ciscoasa(config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
quit
INFO: Import PKCS12 operation completed successfully
5. ¥ SAML IdP:

ciscoasa (config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950
6. 7 saml-idp FALA T ACE 8 1

P& 1dP #5% URL R4 URL:

ciscoasa (config-webvpn-saml-idp) # url sign-in

https://ross.onelogin.com/trust/saml2/http-post/sso/462950

ciscoasa (config-webvpn-saml-idp) # url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

Jit & 1dP {5 4F SR SP {54F /4
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s samL20 s [

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml sp

B G S 3 VPN B4 URL. SAML i 3K 25 4 Fil SAML Wi & A8 I

ciscoasa (config-webvpn-saml-idp)# base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp) # signature
ciscoasa (config-webvpn-saml-idp) # timeout assertion 7200

7. AbEEAIACE IdP 718 ] SAML &4y 560F

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# webvpn

config-webvpn) # tunnel-group-list enable

config) # tunnel-group cloud idp onelogin type remote-access
config) # tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable
ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

8. 7/~ ASA [ SAML SP Ju#i#iE

UM https://172.23.34.222/saml/sp/metadata/cloud _idp onelogin 3KHX
ASA [1) SAML SP Ji#i#fi . 7F URL "1, cloud idp onelogin &REIEZLIAFK.

9. IMAEMEE =7 1dP AL (R P AE RS 1 56 =7 1dP ¢ & SAML SP.

HEBS: SAML 2.0 &=

{#H] debug webvpn samlivalue i SAML 2.0 1724 . R4 value, RZeH Wx LN SAML ¥ &
.« 8- AR
* 16 - 255 kR

128 1l 255 - YAk, 4 e IR

=47 Secure Client &1
WEAFA ISR, i H show vpn-sessiondb iy

we By

show vpn-sessiondb BRI B SR HIE B

vpn-sessiondb logoff HH VPN 2o

show vpn-sessiondb anyconnect #7778 VPN 2162, LR OSPFv3 25 ifif5 K.

show vpn-sessiondb ratio encryption R RPEIE E RN Suite B 7% (401 AES-GCM-128. AES-G
AES-GCM-256. AES-GMAC-128 %§) [ 47t
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. ;¥4 AnyConnect VPN <1

A\

E®  AnyConnect RB%iE
AnyConnect S B I8 A 73 B ) 1P Hidik
TCEAE TR AR 0 1R A2l FH T 150 D] 0 28 2 [ R sl AR RS 1 75 22 E T e R 25 1 A e AR
EFEHLH], Cisco Adaptive Security Appliance (ASA) #2155 b Jo & 7ty GEIL] /) WebLaunch)
AT (57 AnyConnect) o
AnyConnect 3L IR /R 5/ i A FAER R 231 S5Br b, B TAERBEEALT Cookie, KA B2
ASA FIR FIR FURF 2% ) i R B A H o R ) o ARHR/AR IR, WIBEIE  (TPsec/ HLIBE M
WA IKE)AR i J2 24 (TLS)/ B Ak fn J2 24 (DTLS) Mhis) FebR, (HAQTo R B, FH 3
PR U I B RN (AR . 3K SRV P B R T G BT T B O Bk

~f

Inactivity 7Bt .78 H Secure Client 2335 Wi TP R LR P 25 (IR 1R] o i R 25 1l Ak TE iR
A, B IR 00:00m:00s.

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

ST Al AL

;¥ %5 AnyConnect VPN 1%
WIS T 1) VPN 206, T E 4Rt B B0 i H vpn-sessiondb logoff iy 4> :
PLUF /- BIvERS T A1 VPN & 1:
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hostname# vpn-sessiondb logoff

INFO: Number of sessions of type

Secure Client JZEIZERITNEEH LI R .

logged off : 1

1T L A name 24058 index S 808 .4

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

Kb T ARG SRS I o) B A

BBy B

14 0] LA7E show vpn-sessiondb anyconnect fiy4>
PR /Rl 7 H - 44 lee FIZ 515 1o

A

Fax. WRIZE

e

Wehrid AR OF AZERD . RHESASERIVPTIEA R,
WA, e MARTE Bh 2 G .

(Ko i PR B AR S (FL% ) i R R I 7

hostname# show vpn-sessiondb anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Bytes Tx

Group Policy :

Login Time
Duration

Inactivity
NAC Result

VLAN Mapping :

AnyConnect

: lee
: 192.168.246.1
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

Index : 1
Public IP : 10.139.1.2

: RC4 AES128 Hashing : SHAL

: 11079 Bytes Rx : 4942
EngPolicy Tunnel Group : EngGroup

: 15:25:13 EST Fri Jan 28 2011

: 0h:00m:15s

: 0h:00m:00s

: Unknown
N/A VLAN : none

PL T 754148 1] vpn-session-db logoff 4[] name ZEIH & F431 -

hostname# vpn-sessiondb logoff name lee

Do you want to logoff the VPN session(s)?

INFO: Number of sessions with name

hostname#

“lee

[confirm]
” logged off : 1

Secure Client E1ZEITHEEA £1ER

TRV T BEDIRERIRRAS g Sl %

EERITIRER RiER

3% 2: Secure Client ;

THRERFR FRZ hEEfR 2

Secure Client %% 7.2(1) SINBAEM T LA F#y4:  authentication eap-proxy. authentication
authentication ms-chap-v2. authentication pap. 12tp tunnel hello.
vpn-tunnel-protocol 12tp-ipsec.

[Psec IKEv2 8.4(1) WY IKEv2, BASZRFHT Secure Client FiI LAN [H] [ IPsec Ik
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