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B%d OSPF i Hh gk Fe:
router ospf process id

il

ciscoasa (config)# router ospf 2

process id ZHUL Ik tHERE A A ERAE T AORRRAT, W URAEATIE B4, Bt ID A AT HAd R 2%
HID VR e A ERAE ] o R 2 W] DU T AR

WRANAE ASA _EJFH T —A> OSPF JERE, NIBRIAE U N SiERaZdt R . g A X, JovksE ok
OSPF #EF% ID.

& X OSPF 384T AL TP Huhib FliZ 4% 1 X 45K 1D
network ip_address mask area area id
il

ciscoasa (config) # router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O
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A FH 4 R G B R i
key chainkey-chain-name

Tl

ciscoasa(config)# key chain CHAINI
ciscoasa (config-keychain) #

TEBLAE ] LAARELE SCEPIBEN GRS AL

e B B AR RS -

keykey-id
S ID {H AT T 0 21 255 2 0] ANAER W SR M 0.
w5l

ciscoasa(config-keychain) # key 1
ciscoasa (config-keychain-key) #

e B ) ) ) I D -
key-string [0 | 8 ] key-string-text

s WoREI R, AR 0 LR AN K .

o AfH] 8 o BERA (1 25 i

BTl 80 AN AT

© ERSANREN BB BAECT BRI o B, “0 pass” B “17 A ICRCE .
EUE

ciscoasa(config-keychain-key)# key-string O CHAIN1KEY1STRING
ciscoasa (config-keychain-key) #

e ) o o A
cryptographic-algorithmmd5

Rty LR AU B e k. BARP-G SCFF SHAL 1 MDS5, {Hf5 MD5 SCRF% P15 L.

T

ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

CATIE) B B ) A i R ) R
accept-lifetime[local | start-time] [ duration duration value | infinite | end-time ]

send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]
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T

ciscoasa (config-keychain-key)# accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

T LA show key chain #ip 226 W& EIE 2% BHEERLE ;s show run key chain 74 H
TAEE YHIER & LIS IS HRE R E .

ciscoasa# show key chain
Key-chain CHAIN2:

key 1 -- text "KEYICHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINI:
key 1 -- text "CHAINIKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAIN2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAINI
key 1
key-string CHAIN1IKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAIN1
key chain CHAINI
key 1
key-string CHAIN1IKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa#
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il & OSPEV2 #2140, #1571

BcE OSPFv2 EEHES 1D

OSPF Router-ID H 5 OSPF £#is A (145 € 15 %5« 75 OSPF KRG, LA AN A AN AE H
5 417 /) router-id.

AR LE OSPF i ih R P FBI S & router-id, 4% H 296 B 3h BB 3 1 4% 1 F i sy TP Huhib#f e
i’ router-id. 7EMC & router-id B, KfAS B BHAR R, B 48t 2% PR 5 OSPF HERE CL Bk i bR
JFHOFE B AERR.

F B E OSPF (RS ID
AT HUTAE ASA L T-BL E OSPFv2 #EFEH Y router-id.

UK

S S e B 2% 1D, 358 router-id 4.

router-id ip-address

i

ciscoasa (config-router)# router-id 193.168.3.3

PR 2 TG F|LIHTH OSPF #% th#y ID 1724, i51#H norouter-id 4.
no router-id ip-address

IR

ciscoasa(config-router)# no router-id 193.168.3.3

TR EARS ID 1TA
EM—A ASA (U1 ASA 1) [ 55—~ ASA (i ASA 2) ER R EAEILLHE (OSPF
BB B, AT PUW SRR LT 6 b 2 id P84T M-

1 YA DA TR, ASA 2 ANKATA 1P HuhlH T OSPF router-id. 445 # L # Ak T+
CETRIE” RSB AR, BB router-id W] AE LA AR .

o WAL ASA 2 Z Hi A B E AT router-id, #OKE FILLUR I B

%OSPF: WH@HIERE 1 RAEBIT, WHHCE 1 router-id
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m% ospr iz s [

FEE MR R, ASA 2 SoRFIak 11 TP i hkAF ) % i 4% id.

* W ASA 2 2 HT CUACE router-id, Jf H T AR IFE K “no router-id” iy &K &RALT- “45 B
K7 RS, B4 ASA 2 KA IH A i 28 id. RIS A e 0 BAG TP Mt & A2 T 0k,
ASA 2 AT FHIH M B 2% id, HZ2 K “clear ospf process” 2 A1k

2. WHE ASA2 Z R it & router-id, I HAEKRKH “norouter-id” I E/0H —MEO KL T “&
PEOCH]” RSB, W ASA 2 KA B i s ido BRI AL “ P/ 7 RE,
ASA 2 B2 A IR Le4z 1111 TP Mk 28 1 % th 2% id.

B & OSPF [Ri&E M A &1z €&

AT AT S OSPF PR iy £ffs 41

UK

BB
interface port-channel number

Tl

ciscoasa(config)# interface port-channel 10

number 28K 7 i FHEIEHZ 15 .
BB AL IR 6 W A /D — AN RS L, 17 U2 &0 i R Ay 5 P D 1) s »
ospf dead-interval minimal hello-multiplier no.of times

T

ciscoasa(config-if)# ospf dead-interval minimal hellO-multiplier 5
ciscoasa

no. of times Z 4R /R READ AL AP I Kol (L 10 B . AR A1 3 A1 20 22 1]

EAZRBIF, 8IS iR minimal CEE T LA hello-multiplier JS8E 7 HUE S FH T OSPF SRR I Y %
ferhae. mTaRBsCEN 5, IR AL AP I EE A .

B E X 0SPFv2
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FERHEH 9 A& F) 0SPFv2 A
ASA T LAFA I FH7E OSPFv2 % FH HERE 2 7] (19 T30 20 %

\}

AR R BN R E SR VPRER R E B R PSR i by R 20 A ) H B i b R ORI R
WA BRI ES B o TS P HC B AR AR 1, AR A MR S S R L R Ui A

P ESIK . COERKE. RIP % HEL OSPEV2 B HHH 70 & 3] OSPFv2 #HFEth, HHATLL T

¥R

UK

S 1 A4 OSPF B B iEFE:

router ospf process id

il

ciscoasa(config)# router ospf 2

process_id Z e Mt FBERE IR Y AL T AR IRAT, T LURARATIE RS . 30 1D AN be B AT oAl B2 £
) ID VUL e HE N o g 2 v DAAE A R

BIR2 ff CERLH M E 70 A 2 OSPF #% Ht e

redistribute connected [[metric metric-value] [metric-type {type-1 | type-2}] [tag tag_value] [subnets]
[route-map map_name]

i

ciscoasa(config)# redistribute connected 5 type-1 route-map-practice

PIR 3 KA T EDH 2> K B OSPF % ke

redistribute static [metric metric-value] [metric-type {type-1|type-2}] [tag tag_value] [subnets] [route-map
_name

EUE
ciscoasa(config)# redistribute static 5 type-1 route-map-practice

FR 4 Kt > OSPF i it R B8 70 & 1) 55—~ OSPF it .

redistribute ospf pid [match {internal | external [1]| 2] | nssa-external [1]| 2]}] [metric metric-value]
[metric-type {type-1|type-2}] [tag tag_value] [subnets] [route-map map_name]

T

ciscoasa(config)# route-map l-to-2 permit
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ciscoasa(config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa(config-route-map)# router ospf 2
ciscoasa(config-rtr)# redistribute ospf 1 route-map l-to-2

T8 mT LAAE Sy 4 A8 match SEICRUC BRI v B 26 v, ] DUEFH % dh s . subnets S T7E
route-map fir & P AT SE LI, WIRTE redistribute fiy4 H RIS A % F S AT mateh T, 3L
ZRVEHC .

R b 55T 1 R AR AL AC K s AN OSPF HEFE 1 3 OSPF BEf% 2 )ik th BT 73 K
ASA KRS A AR DEDRT AT 22 e, HOhRERO 5, FRFRIRION SR 1,

R i B> RIP % f2EFE OB 72 K 81 55— A OSPF i kR -

redistributerip [metric metric-value] [metric-type {type-1|type-2}] [tagtag value] [subnets] [route-map
map_name]

T

ciscoasa(config)# redistribute rip 5

ciscoasa (config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5

ciscoasa (config-route-map) # set metric-type type-1
ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

5 4% i N—~~ EIGRP it b F2 581 73 & 2] 55—~ OSPF g gt fE .

redistribute eigrp as-num [metric metric-value] [metric-type {type-1| type-2}] [tag tag_value] [subnets]
[route-map map_name]

T

ciscoasa(config) # redistribute eigrp 2

ciscoasa (config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

BCE IR EF 57 A& 2 OSPFv2 FTEVES IS

Rk B A PR B ERT 70 A 2] OSPF WS, CREAEAMES LSA Fh SUUE 1 B Mt i AN, 7T B
ASA PB4 T8 W g b AR 5 (¥ AT JR0B 20 A b i o #—#t io BRIRC & R k)N OSPF
EESEINASA TS I PNA

A DA 545 R TP M /AR AH T HC K Yo AR R wT R P T30 2o i S 5 B 20 A AR R

NN B IC S ek

A MR b B E T O 0 g i RO A B 25 60 B AT EOE 20 A R R AR s, TEHRAT
LAUR B IR

osrF
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B s ospre xmzmmmsmiTe

$IR2

UK

f1%E OSPF & hifEfs:

router ospf process_id

-

ciscoasa(config)# router ospf 1

process id Z:HUE Mt HFERE IR P AE F FRIRAT, P DURARRIESEEL . th ID A HAT A ke &
R ID VU EABE AR o R 2 T LIS R SRR

BRI A

summary-address ip_address mask [not-advertise] [tag tag]

TP

ciscoasa(config)# router ospf 1
ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

LEATREI R, WAk 10.1.0.0 LA Hikk 10.1.1.04 10.1.2.05 10.1.3.0, A&KUEEHE. AN BRRS
1045 s AVGE 5 ek 10.1.0.0.

Bc & OSPFv2 [X i3 2 [8] B & HRC 5

RS A T U R A o IR e T SO A DXkl S ph s 1) A DI 7 AN S B . AE
OSPF 1, DIl 5 i b g — > DI ) R0 30 75 391 5 — AN o 2 SR RS 7 30 e X ek
W28 RAE A S, DT LICKE DX sk S E B 0 0 T Y s R X P S e g Y (0 BT
M 25

FE SO Ve L, 3T LR 28R

UK

G178 OSPF B HtFE 33 A\ OSPF HEFR 1Y 3% i S i B A

router ospf process id

Tl

ciscoasa(config)# router ospf 1

process_id ZHUL Lt dERE A A A T FOAR IRAT o BT DURAEATIEBEEL. 0 ID AN S AR AR B
# LB TD UGG et A o St 2 T AR P A RERE

| OsPF
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PIR2 WEMNEEHE:
area area-id range ip-address mask [advertise | not-advertise]

TP

ciscoasa(config-rtr)# area 17 range 12.1.0.0 255.255.0.0

FEATR B, kv B EAE OSPF X2 1]

fii & OSPFv2 £ 05 %

WAy, T DU RS i T ) OSPRY2 B8, o U AR S48, (AR P02
BAEERLI 2% T i BT % e 2 [a] 2 —3%:  ospf hello-interval . ospf dead-interval I ospf
authentication-key. 1R ECE AT SH, THHTRMLE LT B 2 10 e B 40 2 A .

LHCE OSPEV2 # H24L, WATLL 2B ER:

UK

£ A4 OSPF % kL.

router ospfprocess-id

il

ciscoasa (config)# router ospf 2

process_id ZH0 A FBEN XTI B HERE FH IOFRIRST, AT DURARAT IERE4. itk ID A b S AR ) oA 5
# LR ID URRC: eAHE BT o s 2 ) DUEE T A ERE o

€ X OSPF IZAT T AEM) 1P Huhb R8s 11 ¥ 1X 45k 1D

networ kip-address maskar eaarea-id

T

i
]
N

ciscoasa(config)# router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O

T3 AR ERA:
interfaceinterface-name

Tl

ciscoasa(confiqg)# interface my interface

FTE  SREE IS BRI

OSPF
I 5|
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N
B8

ospf authentication [key-chain key-chain-name | message-digest | null]

OSPF |

REMERCE YIS AR . AR EHPIHENGEE, W20 KES MR s g5, 57 it

TP

ciscoasa(config-interface)# ospf authentication message-digest

I PCEEHEAR SR OSPF 5 #7048 H] OSPF {7 5725 15 £ 47 56 UE 1 194 B At FH 1) 2505

ospf authentication-key 4

i

ciscoasa(config-interface)# ospf authentication-key cisco

key ZHTLIGEKE IR A 8 FATIIARELL 745 i

2 ASA AR s b D SCER RN, i S G 1R SR P A EL A N 21 OSPF kb I 4.l LA
R REANE T )RR IO 25 415 s SRR i o [R]— P 28 LK) A A &0 b 2 00 20U AT [ — R A e AT

# OSPF 15 ..
WA 45 2 £E OSPF £ 1 b R X BE AL 1 TF4 -
ospf cost 4

i

ciscoasa(config-interface)# ospf cost 20

cost /=M 1 & 65535 HIHEHL,
EARHI, cost BEE N 20,

BEE B AE D AR PR W1 088 A0 1 75 W AT Ja OSPF it ph 45 5% AT T e A0S A5 PR D -

ospf dead-interval #»

T

ciscoasa(config-interface)# ospf dead-interval 40

TRARL A 000 T W4 5 L B J A 59 AR [

165 ASA 1E OSPF 5 1 b 2% WP HCHs 4 0 3 e ] 4
ospf hello-interval #

T

ciscoasa(config-interface)# ospf hello-interval 10

TR A 2500 T W4 5L ) J A A I

| OsPF
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mgospr2iz0ss [

Jii ] OSPF MDS5 5 3 Ik -
ospf message-digest-keykey-idmdSkey

TP

ciscoasa(config-interface)# ospf message-digest-key 1 md5 cisco

LA E LN S
key_id- JuFEIZE 1 2 255 WIIRR RS .
key - Be %2 4 16 F 1 AR %0

HH, RN DE ] AN P AR A B I AR BB O B UE A XA A S AT B e . 4R
Ji it e L PR ) SRR PR e 25T B AT AH [ 3% e

AN EARENE R 2 AN BRI E PNy, WIS T T AR (A AR e 4k 48 55 A TH
HPIPERE RS TIAT . BRI 8 P13k 2ol D 3l SE B 91 A] R T4 o

TR S 4% LA W 52 W 45 1) OSPF fi8 5 1) % 4%«
ospf priority number-value

TP

ciscoasa (config-interface)# ospf priority 20

number_value Z41E 4 0 %2 255,

FEZAG ST, XN, R E 0 LU IR B A SO FRE M 4% . OSPFV2 SEl ek s 3t
FRE O ATRR R .

175€ J8 T OSPF % AT 1) LSA F8T 1% 1] b A0 4L -

ospf retransmit-intervalnumber-value

TP

ciscoasa(config-interface)# ospf retransmit-interval seconds

seconds [RELAL UK T IER (M 2 AT PN i 4% 2 TE I PUIAE IR AE IR o VAN 1 31 8192
BROAEN 5 7

BCE (E OSPF 5 M1 AR B B R A BB s A D i O A oh PP
ospf transmit-delayf»

i

ciscoasa (config-interface)# ospf transmit-delay 5

seconds {HVEFEA 1 £ 8192 Fb. BRUMEN 1 7.
WEEAE 1D PR32 ) U B0 A R B

osrF
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B s osrre sy

ospf dead-interval minimal hello-interval multiplier #%%

i

ciscoasa(config-if)# ospf dead-interval minimal hello-multiplier 6

HRAE AT 3 120 Z 1A 5,
BHE R A R AT B 4%

ospf network point-to-point non-broadcast

i

ciscoasa(config-interface)# ospf network point-to-point non-broadcast

B2 R My 0t SRR BN, BT L OSPF AR o s ToidsSEIlsh A48 R . 45 i,
S WE A OSPEV2 AF &, 25 21 1. Bbah, BIAeEZ 0 Fg X4 OSPF 4l .

AL & OSPFv2 XiZ 544

A LIRCE 21> OSPF XIRSH. XX S (WoR7EBL MMESS AR T Wi E S i, &
SR DX A58 LA A Jia) BRI B B b 20 OS2 TFA o B O S0 UE B (I T35 1) 1) DX A 5L ) 917480

AR DRI AT A Fh (45 R R IE B X . A, ABRAERCT 2 B RGEAME HARIIR 1TIX
S BRSNS 1o 2R OSPE AR DXIRSE Ry, b AHEAR AT DS A A BRI o 223200k
DI IEBIATT I ) LSA #it, #0TLAYE ABR /1] area stub iy 4 (1) no-summary &7, LA
B I TERAE BB TS (3 2R LSA) AR BNZAT XK.

UK

B%d OSPF i ph gk Fe:
router ospf process id

il

ciscoasa (config) # router ospf 2

process_id Z U Ik tHHERE A A FAE T IOFRRAT,  ATLURATAT IEHES. Bt ID ANb S ATA7 FoAth e 46
¥ ID URREC; EAE NI o SR 2w LA P R

i OSPF X J5d H] S A 41k -

area area-id authentication

i

| OsPF
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fic & OSPFv2 1o

Nil

B

& osPrvz stsez s I

ciscoasa(config-rtr)# area 0 authentication

4 OSPF X155 Fil MD5 5 473 564k«

area area-id authentication message-digest

IR

ciscoasa(config-rtr)# area 0 authentication message-digest

1_IIL. ﬁtijb)r”]
A LA 27 T i 3 OSPF 8 A 2 e oA i (140 3% Hh E8 19 465

UK

Jii H OSPF 4% p J2ERE 380 N i b 4 e i X

router ospf process id

Tl

ciscoasa(config)# router ospf 2

1EJEAE N OSPF S5 i B Bl i OSPF S v il %5 1) 8 e 5 199 28 -
distribute-list acl-number in [interface ifname]

distribute-list acl-number out [protocol process-number | connected | static]
Z4 acl-number $i55E IP V7 10 5138 5 o BEUS il 512 0 SCEEA T 6 H ST mh B A 110 00 4 R B A0 FE)  29%

SR I IEAS N AR AN TR, THRE ino BT DU R MR R @ 245 R BRI -1%4% 1 _EI Sl )
EEEJibpun)

To apply the filter to outbound updates, specify out. 1] U\i.i.iﬁ%'% (AELHG RIP) iﬁ% PEHLAEE —
MY (bgp. eigrp. ospf olrip) DIN IR 3 A A& . R8T LR XS SRR 2% 2 il 12 connected
i J2 static H HIEREN I REAT IS U8

Tl

ciscoasa(config-rtr)# distribute-list ExampleAcl in interface inside

osrF
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OSPF |

Bic & OSPFv2 NSSA

NSSA [ OSPFv2 SZiiZfl T OSPFv2 AR5 X4, NSSA A2 5 A LSA MAZ 0oy it 2 1% X 35k
R (EE TR N DU PR IG5 SN I8 RGNS .

NSSA i FHi 7 &K 7E NSSA I A SN 72K B ARG AMBEEH . 1X5% 73 LSA H NSSA ABR #4#
K AEREA B IR 2 0 5 25 LSA. FEREH I R SRR MR IR .

I A M FTT OSPEV2 (1Pl OB BI NSSA 1 I EA B4 ob1 DM Rt 410 TSP 55
CREFELY, T DA LB

FE NSSA S A, Abanki siid gk s M e i ds 2 [ FBE AN RESE y OSPFv2 AR IX diz T,
DR Ay S22 s A PR B e ET 0T 0 A BOR AT DXCIrR O HLA SR R Bl i ey o 3 21847 fRT R B
W (G RIP) AL FLALBR BT 70 o AEAHH] NSSA MIELLT, S mT LU i s Aol itk as Az i
it rh s Z 1A DXCAsOE SO0 NSSA OBt OSPFV2 47 i 2272 df i A 4%

fHEHI M DB A, TG LA T AE .

o O LLWCE T 2R ANE H AR 7 BB B H . BOE R, B ihas 243 NSSA 5 NSSA [X 1k
B R 7 BRI .

o [ DXk A FROREA 6 o A0 20 RS X 0 NSSA; A, i s e i T A

UK

Bl OSPF % HiHE e
router ospf process id

T

ciscoasa (config) # router ospf 2

process_id Z: 02 I B ERE I N AL FH IOFR URAT o Rl LURATAT IE 244, 6 ID AN b AT HAth
& LI ID VCRC: e A B ERAE ] o s 2w LU T AN ERE

& X NSSA [X i

area area-id nssa [no-redistribution] [default-infor mation-originate]

il

ciscoasa(config-rtr)# area 0 nssa

VBT Ik I35 Bl 2% R 1 K
summary-address ip_address mask [not-advertise] [tag tag]

i

ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

| OsPF
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SEBEE P ikt (osPR2 71 osPR3) I}

X OSPF A JH Bt iy &4 T 2 OSPF ASBR KN AM AR i H1 I 7 by i bk 28 o (14 BT A7 BT 20 A 1A i i 1

X I\
&

LEA A, I Rk 10.1.0.0 A48 -kl 10.1.1.04 10.1.2.04 10.1.3.0, K. 7EAMBEEE RS
I 5 e AV 2 #ik 10.1.0.0.

TR OSPF A ERC S HHE 0.0.0.0 0.0.0.0.

AEREACE IP Hhlibith (OSPFv2 1 OSPFv3)

L R S BN B VAR, T nT LA i rh 2 1D SERE 0 I TPv4 Mol va .
Ly OSPFv2 Fil OSPFvV3 [fFEANEL IAETE A I f 7 1D 4EBFI A0 IC 1Pv4 HuhEVE [, 155N CL T Ay

i 08 B DRI R B 1 4% 1D AL«
router-id cluster-pool hostname | A.B.C.D ip_pool

TP

hostname (config) # ip local pool rpool 1.1.1.1-1.1.1.4
hostname (config) # router ospf 1

hostname (config-rtr)# router-id cluster-pool rpool
hostname (config-rtr) # network 17.5.0.0 255.255.0.0 area 1
hostname (config-rtr)# log-adj-changes

TERCE T HAH LAERE,  cluster-pool X823 o HI 1P Mk ic & . hostname| A.B.C.D. K+

&2 Ik OSPF #EFLM) OSPF % 148 ID. ip_pool Z%45 & IP kit i 44 FK

R WERAE AR, WICTR IR C B 3% ID i 1P Hotikith . QiR ANECE 1P Mok, ) ASA
156 H B 3h A i % 4% 1D

TE X FR7S 0SPRv2 SR fE

T T LA OSPFv2 AR JE Al 1 fi0) sl AR #4538 75 OSPFv2 Bt JlILLhfE, fin] LI
AT VPN IERL #E OSPFv2 il 7, TMIA I 5 3 he /i GRE FEIE

THIEZHT, WG 3] OSPFv2 4B J& Mk . A ARSI TEAGE R, WS ETHS
B

osrF
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UK

A OSPFV2 B FH i FE:

router ospf process_id

Tl

ciscoasa(config)# router ospf 2

process id ZHUE ML IR I A BB AE T AR IRFT, W LURAE(TIEREAL. IE ID AN S5 AR HAh e %
ER D VLRE; A AR ] e 2 T LU AN HERE .

5 X OSPFv2 4RI X 35k
neighbor addr [interfaceif name]

TP

ciscoasa(config-rtr)# neighbor 255.255.0.0 [interface my interface]

addr Z%/& OSPFv2 4B )& 1) IP Hutik. if_name ZHUE T 548 T M 0. 412 OSPFv2 45
St S ATAR] P B 4 IOANE [A) — W 4% B, ML Z0ids e 2 10

Ao E R HITHITE =5

T8 RT LA OSPFv2 b b 5 ey 55 50 R ) SPF TSI 2 [R] R A SR B[] o J8ds m DAC 25 P 3 45
SPF T4 2 [A] Y PR K IR TA] o

UK

f%E OSPFV2 B FH ik FE

router ospf process id

il

ciscoasa (config) # router ospf 2

process id ZHUL ik e HERE A A R AE T AORR R4, W RURAEATIE B 4. Bt ID AN AT FoAd 4%
HID VR e A ERAE I o s 2 W] DU T A R

B S p v BRI ) <
timers throttle spf spf-start spf-hold spf-maximum

T

| OsPF
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iezurrssxd [

ciscoasa(config-router)# timers throttle spf 500 500 600

spf-start 2% /& OSPF #Z 0 #i $0 58 LA A1 L 5 5 SPF HH LIS 2 8] (R ZE IR A ] CLAZZ R0 A By ) o ]
LU AT 0 A1 600000 - 7] [F1 3254

spf-hold 280 W I SE SPF SR BE 1 LI (8] CLAZ=Z AP A B o B0AT U ST 0 F1 600000 2
(1) FR) R

spf-maximum 40 W IRIELE SPF T 5 8] B (W B KB ] CCA= R 8 B1AT) o B nl BLAE 0 31 600000 2
[F R

LK 4BIE B e K ]

BOATGOL T, AE OSPFv2 4B J& o 2l sk M I 2 R AR 48 H il B

W ZAEATTJH debug ospf adjacency v 4 I HL T fiff OSPFv2 4B & JE Bk & G i, 15L&
log-adj-changes #ir4 . log-adj-changes iy & FH 5 /b (14 H A A0 4 0 R I s A . WR B R
FORAS T I R, IEECE log-adj-changes detail T4

g2

BN OSPFv2 1% F ik

router ospf process id

i

ciscoasa (config) # router ospf 2

process_id ZHUE Bt ddERE A9 A AL F AORR VAT, ATUZARATIERE K. 38 1D ASs 5 AR AT o e 2
F 1D DURC; A AT o a2 T LU A A R

h A Bk R AT e e H sk
log-adj-changes [detail]

B E ST AT

N T MR A A 2 R, URAT LR T TGP X A5 AT B gy i A s 9. A g1l Bl
AEARFPE R A SO T b DS R ISR A3 B, ANTID R W4, JRE G te 75 5 % A o R R )
Vi o PSR AU T B R D I A B RS o £ E B S I B AR i e B SUA B (3 R IE I
TR e IS I B R R ATk T DI S I R S I R A
AR PV EAFN B ERHBE)% 9], W OSPF 2l HI e 5 — M R0 PIRYEFF 0S54k 2 11] (148
KRR

osrF
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B e=soniarmuzas

AT U] Fy OSPE K EEAK B O B0 F A1 i B g8 . id B RN % )m, 8] LUK T et
FHREFLEERE (1) OSPFV2 SR BGAUE o g XTS5 F AR [R] 1 S O B iR A (MIDS B3 EH B8 ) 8 1D,
PAEEST T AR TR R e B T MRUMA] S35 L5 X B0y 6AE, 1550 Bl s OSPRV2 #: 0 Z4, 2 15
i

~

WRCEEPIE, WA LU T R

UK

PR i HIALFRIC B ) E
key chainkey-chain-name

T

ciscoasa(config)# key chain CHAINI
ciscoasa (config-keychain) #

TEBLAE W] LAARELE SCEPIBEN G S 4L

SIR 2 L E SR PR IR
keykey-id
A ID AT 0 3 255 2 18] AXAER W IERCE R E FE 0.
w5l

ciscoasa (config-keychain) # key 1
ciscoasa (config-keychain-key) #

IR 3 B E B RN % H e
key-string [0 | 8 ] key-string-text
s WoREI TR, AT 0 R IR AN )% 5 .
o ¥ 8 Ao BEA (1 a2 i
o BB R 80 AN AT
o BANRER BA K BB IR T k. B, “0pass” B “17 RIRRCE .
il

ciscoasa(config-keychain-key)# key-string O CHAIN1KEY1STRING
ciscoasa (config-keychain-key) #

PR A WOE DI RER N a8
cryptographic-algorithmmd5
T LN S I E Sk . BARP- & 3CFF SHAL 1 MDS, {H AT MDS5 SR S 5.

Tl

| OsPF
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ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

WIRS  (AIh) MO PIRE N AR d o ] R
accept-lifetime [local | start-time] [ duration duration value | infinite | end-time ]
send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]

TAT AR e 2 Ay A BE A6 A 0 1S 18] 52 /A IR 3 ] AR I R TR o 485 BRI ] W A 47 80 P 1)
XFIFIR],  RIES2/ 36 A i Jo 01 8 RO (4 e I ), ] DU AN 2113

LA 2 THUR (AN 25 AR (36 KL -
 FEARE TSR AR, THG AT 22 A
o 32 BURIR AR T U A A7 WL UL T S5 R AR 3] o

Tl

ciscoasa (config-keychain-key)# accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

T LIS show key chain #ip 426 W& FIE 8% BHEERLE ;. show run key chain 74 H
TAEE YR & LIS IS HRE R E .

ciscoasa# show key chain
Key-chain CHAIN2:

key 1 -- text "KEYICHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINI:
key 1 -- text "CHAINIKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAIN2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAINI
key 1
key-string CHAIN1KEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAIN1
key chain CHAINI

OSPF
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key 1
key-string CHAINLIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5

ciscoasa#

T—¥Hit4
PRAE, ST DL T IC 1 % B ok e S 1) OSPFV2 S 46 1IF
* BLE OSPFV2 #: 0540, 5 15 1L

fic & OSPFv3

AN HEE OSPEv3 B ik FEFTES A AESS

/& F3 OSPFv3

OSPF |

5515 ] OSPFv3, YREF A OSPFV3 I hitfe, €28 OSPEv3 X3k, & OSPFv3 30, KRG

K e i HOFT 0 K B H AR OSPFV3 i i ERE

UK

$IE1 Ad OSPFv3 B it

ipv6 router ospf process-id

T

ciscoasa(config)# ipv6 router ospf 10

process_id 2 e it bR A A BAE T OARAS, 7T LIORAEAT IE S5, BEhR2E A AR LAt i |

FIARREIULHT: BB . d 2 v LU T AN R

S RO

interface interface_name

Tl

ciscoasa(config)# interface Gigabitethernet0/0

L3 QI HA TR EIFE ID ) OSPEv3 i 3t FE R HAA F5 %€ X 48 ID ) OSPFv3 [X i3,

ipv6 ospf process-id area area_id

Tl

| OsPF
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ciscoasa(config)# ipvé ospf 200 area 100

BLE OSPR3 OS5 %

N

g

g AL, HAT DL S e e o TR L) OSPRV3 S48, RSP &4, HEAUTEDS
BAEE R W28 A ) BT 4 28 2 (R4 20— 2. hello-interval F1 dead-interval. U 3 g & E A AF4] 2
B, TEWIER IS L BTA B A T A A A

UK

Joi F OSPFv3 % HHHEFE

ipv6 router ospf process-id

Tl

ciscoasa(config-if)# ipv6 router ospf 10

process_id 2K bt bR A A BAE T IARAS, T LIORAEATIE S5 BUhR2E A AR LAt 4 |
FIARREILHC: BB NI . 2 m] LU T AN R

£ OSPFv3 [X15:
ipv6 ospf area [area-num] [instance]

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200

area-num Z 02 B4 HUR HT SR BAIE R DX, T BUR A BERIMELR TP bk, instance S 7 fi 52 B0
Be e Bz A XIS B 1D B2 L REAT— > OSPFV3 X3, & nTLAfEZ /N80 BAE A A — X4, JFH.
BEASE AT DA A ] R X 3581 1D

7 € 7 OSPF 4% 11 bR X HH 0/ 45 -
ipv6 ospf cost interface-cost

Tl

osrF
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[

7k

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

interface-cost 2 47 5& &7 A SEBCIRAS IR AR O JCAT 5 B4, HAERIVER T LAY 1 2 65535, BRIATT
BT T8

fiii%e 1] OSPFv3 4% I f{4% H LSA:
ipv6 ospf database-filter all out

Tl

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf database-filter all out

BOATEOL T, Ptk s LSA #z it iz 11
BEEAEAR R W 45 5 P i ANS 2 P L i AL PR IR TRL B CRARS D A )

ipv6 ospf dead-interval seconds

Tl

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf dead-interval 60

A A T [ — W &% R BT T S AR AR IR, R EYE R T PR 1 3 65535, BRIAE/E ipv6 ospf
hello-interval fiv4 % & 18] 5& 1K DY 4%
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FRAE S I R 22

ipv6 ospf encryption {ipsec spi spi esp encryption-algorithm [[key-encryption-type] key]
authentication-algorithm [[key-encryption-type] key | null}

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf encryption ipsec spi 1001 esp null shal 123456789A123456789B123456789C123456789D

ipsec KT H5E IP Wil spi spi KEEFSH R @ Z 2RI R G, EU%AMAETEH 256 &
42949667295 P I LA-HHERIE AN

esp Kt IR E B 2 23 . encryption-algorithm 2k 2 4k & 4 5 ESP lic & FH s k. A
VEIERER AT

* aes-cdc - J4 H AES-CDC %%,
* 3des - Joi F 3DES hn%,
* des - J3 /] DES hn%.
* null - $5E AH N 1 ESP.
key-encryption-type Z 41 L& LA R PAMEZ —:
* 0 - BHRINE .
7 - EPIC I,
key Z 535 2 1 S U S B30T o 1 BCE KN 32 AN FONEERIEE (16 £ o EAHIR

NIRRT T A vk . i SR i (140 AES-CDC) A] DL FR AR /N .
authentication-algorithm 244 & S8 FH (1 025 Sy Bk 5%, ArBL2 B2 —

* md5 - Ji HH B E 5 (MD5).
* shal - J3 /] SHA-1.
null S 78 o X 3N

WARAERE D FJEH T OSPEV3 I HARJs A7 T-HARX L (i, Xk o) b, JF HEEAHE ASA Hi%
X IR AR, A2 L ASA LXK ASA LI M 0 2 )5, {E OSPEV3 AR L
AR .

i e > B ) LSA 2 it

osrF
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ipv6 ospf flood-reduction

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipvé ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipvé ospf flood reduction

FB i EACR I s 0 (R B I RE (AR A7) -
ipv6 ospf hello-interval seconds

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf hello-interval 15

WA AAZIUR 5 2 M 2% _ERIBTA 1 sl B AR ], JF VSRR T LU 1 3 65535, BRATRIRE XS T LUK R 4%
F29 10 7, X FAE R 104 30 #5.

$IB9  Pal® DBD ), 25H OSPF MTU ASVCHC ARSI -
ipv6 ospf mtu-ignore

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200

ipvé ospf mtu-ignore

BRIAMEW N, OSPF MTU AVCECA I 25 F .
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ipv6 ospf network {broadcast | point-to-point non-broadcast }

TP

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6é enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf network point-to-point non-broadcast

igospranss [

point-to-point non-broadcast B I 19 4 A AL ¥ B A mON R IE) T #E . broadcast S8 IR M 4

RMBE )

BRI AL, IXA BT WA 5 45 E (1% s -
ipv6 ospf priority number-value

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf priority 4

HRAETEHE A 0 3 255,
o 'E 54 #E 2% 1) OSPFv3 1% 2% HLi% -

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter

all out]

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

osrF
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ipv6 ospf cost 100
ipv6 ospf 100 area 10 instance 200
ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:CO1

PR3 $REJE THE AR LSA FOB AL 4 (1) (] B Ik [a] CRARD 4 57D
ipv6 ospf retransmit-interval seconds

IR

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf retransmit-interval 8

I T A Z0UK T3 R 1) W 2% EAT R P B s Z TR R POUIAE IR AEIR o A7 R T Bl 1 21 65535 75
BROAE N 5 7.

FIR18 BCEAE N EARIR BRI R P G TN ) CRARD 547D
ipv6 ospf transmit-delay seconds

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipvé ospf retransmit-delay 3

HRAENTEE A 1 3] 65535 Fb. BRUEN 1 7

BCE OSPFv3 iSH =R S
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ipv6 router ospf process-id

T

ciscoasa(config)# ipv6 router ospf 10

process-id 2402 It i BERE K A B AL T AR AT, FEASHLEEAT 73, ATRLZ AN 1 2 65535 [ATAT IE
A L ID Ab B AR Al B I ID VLED; EABE AR BT fdm 2 nT DUE T AN 25

$1E2  FiiE OSPFv3 XIS
i X

TP

ciscoasa(config-rtr)# area 10

SRS EAEE N 0 2 4294967295 11T 3EHMETE A X 35k ID A0 1P #hbA% = A.B.C.D X1 ID.

LI K E N HBAME:
default

i

ciscoasa(config-rtr)# default originate

originate Z 473 K BRIN K H
LA IS Bk
default-infor mation

LTS MR 8T e L OSPFV3 % i #ILE .
distance

P

ciscoasa(config-rtr)# distance 200

SCRFINZEARAE ) 1 28 254 115 BELER B AN OSPFv3 BH (1) ospf.

S N AR 6 252 4% OSPF (MOSPF) Ml tu (16 B IR A 4 (LSA) I, Wi AL 1sa 250K 1% 5
5 H I

ignore

T

ciscoasa(config-rtr)# ignore lsa

N
5
~J

e it S ISC BN 7E OSPFV3 &8 Ji JA B B I R38R 48 H A5 R

OSPF
I 3
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log-adjacency-changes

T

ciscoasa(config-rtr)# log-adjacency-changes detail

i detail 240, K&l KPR
FIHILERE O R IE A e BB

passive-interface [interface_name]

i

ciscoasa(config-rtr)# passive-interface inside

interface_name Z:$135& OSPFv3 BEFIS AT T AL (K32 L IR 44 K .

e FERE % A e R 20 A B g A R
redistribute {connected | ospf | static}

Horrs
* connected - 5 E LUEHH H o
* ospf - $R & OSPFv3 1.

* dtatic - FREFFSH
i

ciscoasa(config-rtr)# redistribute ospf

N E BERE B[] 5E % rh 2% 1D
router-id {A.B.C.D | cluster-pool | static}
Hop,

AB.C.D - UL IP #ihik#% =045 & OSPF i fH#% ID.

OSPF |

cluster-pool - 7EBL & T B2 L AEREI IC & TP Mohibth o A7 SCARBE A6 16 TP Huhib v (K 4045 B, 3

2R AR E P Hulibis (OSPFv2 F1 OSPFv3) , 4521 T,

=l

ciscoasa (config-rtr)# router-id 10.1.1.1
BCEARE N 0 28 128 1 IPve HihELE -
summary-prefix X: X:X:X:: X/

Tl
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ciscoasa(config-if)# ipvé router ospf 1
ciscoasa(config-router)# router-id 192.168.3.3
ciscoasa (config-router) # summary-prefix FECO::/24
ciscoasa(config-router)# redistribute static

XX XX X ZH0 4R € IPv6 i
VR U I 25
timers
HEH I S S H R
* Isa- 55 OSPFv3 LSA il i35,
* nsf - §55¢ OSPFv3 NSF 25 £5 1 2%
* pacing - 55 OSPFv3 L iH ¥ & it 25,

* throttle- 355 OSPFv3 ] ] #%.

TP

ciscoasa (config)# ipv6 router ospf 10
ciscoasa(config-rtr)# timers throttle spf 6000 12000 14000

fii & 0SPFv3 Xig 5%

i

Jo H OSPFv3 1% H b e

ipv6 router ospf process-id

i

ciscoasa(config)# ipv6 router ospf 1

process-id ZH{Ue M f JERE (1) P EBASF BOAR TRAT, FEARBEEAT 20 0C, mT UM 1 22 65535 HIATAT IE
R

I ID ANl SAT HAB e 4 16 1D UBRL; EAXHE NS BEAT ] o fde 2 n] DA AN b RE

B NSSA X Ial A 7 X3k i S BRI T4

area area-id default-cost cost

i

osrF
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ciscoasa(config-rtr)# area 1 default-cost nssa

AU G 30 F S v 85 0 L M AL DG P ) B8 i -

area area-id range ipv6-prefix/ prefix-length [advertise | not advertise] [cost cost]

IR

ciscoasa(config-rtr)# area 1 range FEOl:1::1/64

* area-id ZHbR IR EE 0 HC S B tH W X (B n] LAFE & e Bl IPve HT 4
prefix-length 2445 7€ HT 4 A

* advertise JCHE PR IE Y FEDIR A BCE O Ul 5 IR A2k 3 2RI LSA.

* not-advertise J¢ 8 R LTS AR 5CE ) DoNotAdvertise

* JHH1 3 SR LSA,  IFOREF ) HoAth b4 25 e 4L R 2%

* ipv6-prefix S5 € IPv6 i .

OSPF |

* cost cost K /S HON R E I % I FEAREOT4, &£ OSPF SPF VIS v Y - 52 21134

H b 1) 5 R 4
s HRUEIEE N 0 2 16777215,

}5 52 NSSA XI5k

area area-id nssa

T

ciscoasa(config-rtr)# area 1 nssa

o R X 3k
area area-id stub

Tl

ciscoasa(config-rtr)# area 1 stub

S8 SCREAUEE G S LS AL

area area-id virtual-link router-id [hello-interval seconds] [retransmit-interval seconds] [transmit-delay

seconds] [dead-interval seconds] [ttl-security hops hop-count]

TP

ciscoasa(config-rtr)# area 1 virtual-link 192.168.255.1 hello-interval 5

* area-id ZHbR IR E FLI A I X3 virtual link JCBE-45 i 1 g R P00k i 21
* router-id S84 € 5 REAUBERS A S B 4% 1D

| OsPF
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« fr N show ospf 5% show ipv6 ospf #ir 4 L 7R 2% ID. B BRI

* hello-interval S8 T35 e 7642 1 _F 3% I W iy Bt 60 1) Tl BRI 1) CRARD Ry B ) o IRy Hic i f,
V) I A2 7 A T MU Bl 0 v 3 5 P A7 5 B0 o TR 4 21 8 FH I 28 1) T 16 el 2 R A IR S5 2%
{HDAZIAR T . A RAEEE A 1 21 8192, ERIMEAN 10.

* retransmit-interval seconds S8/ S A0 TR 18 & T3 D AR EL (1) LSA HUBr A& 4 v (Rl Bg iy 1) (LA
o R BN o T R B A R G R 4% AT R AN 2% 2 18] PO A IR I IR« iZAH AR
FHUAARGEIR, JFHIEE AL 1 2 8192, BRIAE N 5.

* transmit-delay seconds J<HE -/ U s A0 11 R 328 % 0 DR 28 o8 B B 0 B 75 A o 1)
CLAFP A AT o SEBEM AR T %, EREER I LSA fEE 2 fra izt et g 2
MIAERE o EAVEE AT LM 1 2 8192, ERIAMEN 1,

* dead-interval seconds < § /2 BN i 5 A1 A Jm 2 Wi 45 5% A1 B AN 25 5 P U s 60 1 I (1]
CLARR g BT ) o A5P R R i JEAF 5 A BOAEAZ PP IY (] B X DU 1% (40 FD) o X TR
2 LS I AT B Eh A A AR 55 &, fELD S R) o AT 8BV R 1 21 8192,

* ttl-security hops JCEE A e RV BERS T Ic B A AF I 8] (TTL) 2¢4%. hop-count ZH{E TR LAY 1
3 254,

Bc & OSPFv3 # zhi%E

i

S 1 5 H OSPFv3 B b

ipv6 router ospf process id

i

ciscoasa(config-if)# ipvé router ospf 1

process_id Z- 40 I it thBERE (K A A AR URAT,  AEASHIIEAT 70 d, AT LI AN 1 42 65535 (AEAT IE
A I ID b B AR Al Ve A ID ULED; EABENAE BAE ] fdm 2 nTDUE R AN 2ERE

FHILERE OB RGE AR e B

passive-inter face [interface_name]

i

ciscoasa(config-rtr)# passive-interface inside

osrF
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i & OSPFv3

Bic & OSPFv3

OSPF |

interface_name 2445 & OSPFv3 BEFHIZAT FTAE M 4 FK . WRFRE T nointerface_name 244,
] OSPFv3 HEFE process id TG 2 D #R A Ay i sh O

BRI
g

& B OSPFv3 % H 3%

ipv6 router ospf process id

i

ciscoasa(config-if)# ipv6 router ospf 1

process_id Z 4 it thBERE (K A A (AR URAT,  AEASHIIEAT 70 d, AT LI AN 1 %2 65535 (RATAT IE
B L ID b B AR Al Bt B ID VLEC; EABE AR BT . fdm 2 nT DUE T AN 25

T'E OSPFV3 i HH (1 PR 29 -
distance [ospf {external | inter-area|intra-area}] distance

i

ciscoasa(config-rtr)# distance ospf external 200

ospf B 45 & OSPFV3 1. external JCHE 75 OSPFV3 4R 5 2KH1 7 KK . inter-area ¢
B4R 2 OSPVV3 KX AR IE] B H . intra-area JCHET 4552 OSPFv3 (X Ik Py . distance 245 &
EIPEE, TR 10 2 254 HIEHL

TR 28
AT L OSPFvV3 W8 LSA 2IiATHI 5. LSA 5% B v i 28 AR 1 i) 28 .
HFE

Jii F OSPFv3 B HHHE e

ipv6 router ospf process-id

T

ciscoasa(config-if)# ipv6 router ospf I

| OsPF
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process-id Z 42 IL ik 1 HERE (KA B AOARIRAT, FEABIEAT 70, TRARE A 1 28 65535 [RAEAT IE
B I ID b B AR Al Ve EAK ID ULHD; EABE N BRG] Ridm 2 il DUE T AN 20

WHE ASA 52K 1 OSPF ZBJi ()[Rl — LSA [ B A h] b «
timerslsa arrival milliseconds

w5

ciscoasa(config-rtr)# timers lsa arrival 2000

milliseconds Z 447 i€ 17 J P8 X 3252 AR BIIA (1) [R]— LSA Z (W02 i fe /M IR (LLZEFD A 1R
£ o JEHELEM 0 F 6,000,000 ZF5. BRIME A 1000 255,

BiE LSA Z kB b s

timer s pacing flood milliseconds

-

ciscoasa(config-rtr)# timers lsa flood 20

milliseconds 45415 5 {8 H e P T 2 )32 B A S R 1) LSA ¥ E A R Rl it ) CLA=RR R Jfr) .
AIPCE G M S ) 100 =55, BRIME DN 33 255,

FIeH OSPFv3 LSA WCAR B2 b I hil 7 A0 Rl 2 4 14 1) B «

timer s pacing Isa-group seconds

il

ciscoasa (config-rtr)# timers pacing lsa-group 300

seconds ZHRE R LSA 04, RlHr. R AMECE R RAbE. JaEZ M 10 2] 1800 7. ERIA(H
N 240 £

FoE LSA HBr 4 A t b i -

timers pacing retransmission milliseconds

TP

ciscoasa (config-rtr)# timers pacing retransmission 100

milliseconds Z4F5 /& T HME I A S 1 LSA W& R RN ] (L= ) o Al E Vel &
M5 3200 =, ERIAE N 66 =FD,
Fit ' OSPFv3 LSA i3

timersthrottle Isa millisecondsl milliseconds2 milliseconds3

i

osrF
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ciscoasa(config-rtr)# timers throttle lsa 500 6000 8000

* millisecondsl Z 45 % B LSA 15— R ILIT 5 IAEIR (L= 54z . milliseconds2 2
HHRE SRR — LSA Prfg i KAEIR (LA 4 A7)« milliseconds3 244 & KR 7] — LSA
Prifi i/ NMER (LM AL .

* X T LSA IR, R A el (I )N T2 I B MEL, ) OSPFV3 2 A8 S IE D 5 IR
BUREL. [FIRE, G RHRE 1 s KIS /T B/ MBS, U OSPFV3 2 H 2l 5 1E 4 fr/NEIRAH -

* X} millisecondsl, ERIME A 0 ZZF).

% T milliseconds2 1 milliseconds3, ZRIA{E A 5000 ZFb.

$H12 7 Kl 'E OSPFv3 SPF i
timersthrottle spf millisecondsl milliseconds2 milliseconds3
w5l
ciscoasa(config-rtr)# timers throttle spf 5000 12000 16000
* millisecondsl Z %45 & # O SPF THEL (B e 75 I ZEIR (LA R0 4 547D o milliseconds2 24k

J5 2 85— VORI K SPE VL2 M AEIR (BLAERD )y Bn) . milliseconds3 240z SPF i 61
MBI (LSRR

X1 SPF i#, Wi milliseconds2 B¢ milliseconds3 /M1 millisecondsl, i OSPFv3 <= H#h W F
7 millisecondsl {E . [FIFE, it milliseconds3 /T~ milliseconds2, ) OSPFv3 43 & H IE A
milliseconds2 {H .

* %tT- millisecondsl, SPF i3 I ZRIA{E K 5000 2255 .

* % milliseconds2 #11 milliseconds3, SPF i FIERIAE N 10000 255,

TE X F275 OSPFv3 <R fE

T € A OSPFv3 AR JE Rl it s sl AR H M 4530 75 OSPF gt il i Ubhg, BnrLlgsil
A VPN &) #F OSPFv3 37, ALK I 71 5 e fE GRE FEIE

THRZ AT, LAEIE R OSPFV3 4B & KA th. A CBIARRSE MG R, WS ERAS
HE

UK

S 3 OSPFV3 i thdEFEFEIEN IPv6 % #3 e B AR 2

ipv6 router ospf process-id

| OsPF


asa-919-general-config_chapter28.pdf#nameddest=unique_1155
asa-919-general-config_chapter28.pdf#nameddest=unique_1155

| ospF

E=E 0SPFv3

Nil

B
N

£ ospra ziinss ]

il

ciscoasa (config)# ipv6 router ospf 1

process-id 240 Ib i HIERE K A FBAE AT AOARTRAT, AEARMBE T 70 lE, TTRLZRAN T & 65535 HAEfIE
M. I ID AL SAEAT A VA B0 ID VLRC, B AR A A B . a2 T LU A R
BC'E 5 AE HE M 45 1) OSPFV3 i 7 H.I% .

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter
all out]

i

ciscoasa(config-if)# interface ethernet0/0 ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:C01

ZASH
T4 OSPRV3 ZHGEFUN UM, HLT UL F 5

UK

Jii F OSPFv3 B% HHHEFE

ipv6 router ospf process-id

il

ciscoasa(config-if)# ipvé router ospf 1

process id Z 402 LK I E R A AL F AR IRAT, FEAMBEAT 20 0C, TR T 28 65535 AT IE
R I ID A SARA A e K ID DT, Ay A ERAE ] o R 2 n] DU AR

W PR SHOE J5 o BRI -

default [area | auto-cost | default-infor mation | default-metric | discard-route | discar d-route | distance
| distribute-list | ignore | log-adjacency-changes | maximum-paths| passive-interface | redistribute |
router-id | summary-prefix | timersj

i

ciscoasa(config-rtr)# default metric 5

* area T8 OSPFv3 X1 241, auto-cost JCfk P ARHE 9545 2 OSPEv3 4 11 T4 .
* default-information Je4 543 R ERIAME B.. default-metric S48 & FH 4 R IPE (IR F5F5 .
* discard-route 80 Ji HEZEH £ 22388 . distance 8 38 e B HLER 25,

osrF
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» distribute-list SCHE 7 I i 1% % 1 SEHT o AR 0 2%

* ignore & R] 2K E Bk . log-adjacency-changes e 7 il it s AR BRR A il 5t .
* maximum-paths J&E 7 n I 22 AN B 4R e E i A

* passive-interface JCH ¢ AT 7E % 1 LA 1 5T

* redistribute S n] HURT 7 Ak H H A PR TPV6 FTS

* router-id JHE iR € TR E i HERE A % 4% 1D

* summary-prefix K FEFEE [Pv6 14 .

* timers KHE 7R E OSPFV3 i 45,

& ?Qj’f E IL.\I‘ s

R e 1 25 IC BN £ OSPEV3 AT Ji A Bl sl ok P IR i A 48 H A TH L

UK

$IB1 3 H OSPFV3 %tk i

ipv6 router ospf process-id

Tl

ciscoasa(config-if)# ipv6 router ospf 1

process-id Z 40 It it tBERR K A B A T AR TRAT,  fEASHLBEAT 73 1E TLJEU\ 1 %2 65535 MAFAT IE
M. 6 ID AL SR AL Vg B0 D VULRC, e AR A R A . a2 T LU A R

PR 2 K AR IO E N £E OSPFV3 &% Ji i sl sl ok P N ik 22 48 H S L -
log-adjacency-changes [detail]

TP

ciscoasa (config-rtr)# log-adjacency-changes detail

detail XM T AR MRS RIE ARG HEH R, A FUEAE OSPFV3 JA 88k N A A% 2 48 H il
K

Do
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muzza=Es |

M RFEHEHER

BRI B AN 32 S 7 LSA 6 252 4% OSPF (MOSPF) Bii i 4l ik R H AW B, AT
PLUR DB

UK

$B1 3 H OSPFvV2 % gk fe:

router ospf process id

Tl

ciscoasa(config-if)# router ospf 1

process_id Z- 4 it phBERE (K 3 R (AR IR, AEAHEAT 20 I, TUE})\12£65535 AR IE
M. 6 ID A HAEATH A Ve B0 ID VLRC, e AR A R B . a2 T LU T A R

IR 2 Y A SRR LSA 6 38 MOSPF Hdii (o iy, il ik R4 H &M R
ignor e Isa mospf

TP

ciscoasa (config-rtr)# ignore lsa mospf

LB A
372

WS THRAE REC 1583 THEI R 2% b T4 1 752«
compatible rfc1583
il

ciscoasa (config-rtr)# compatible rfcl583

OSPF
I s



OSPF |
B =520 osPrua et e syt A S B RE B

4 p El| 0SPFv3 3% H 13 B EKIA S ER B E

UK

S8 1 5 H OSPFv3 B kL

ipv6 router ospf process-id

TP

ciscoasa(config-if)# ipv6 router ospf 1

process-id Z 402 Ittt BERE K A B AL (AR VAT, AEASHLEEAT 70 IE, ATRIGZR A 1 28 65535 IUAEAT IE
A L ID A B AR Al B I ID VLRC; e BN R BT R 2 nT DUE R AN 25

PR 2 LN F] OSPFV3 B sl A ERIA S % 1 =
default-infor mation originate [always|metric metric-value [metric-typetype-val ue] [r oute-map map-name]

il
ciscoasa (config-rtr)# default-information originate always metric 3 metric-type 2
* always K81 5 BB H (IR BOIAER H2 B A .
* metric metric-value S /S HO R e T AR BRI %t R R
* WERAME default - metric iy 452, WERIAME Y 10, HRCHREHRIEIERY 0 2] 16777214

* metric-type type-value SCHE -/ ZHU0 i i 551l 15 2 OSPFv3 [ 455 iR BR A % i DGR 1R A0 i
HERAY  ATRAE T LU BL R A — T

o 1-1 285N
© 2.2 AN

BRI 2 RS 1 o
* route-map map-name <7/ 2 KON Fi5 58 75 AL % TR (K D0 2 FCBROA S PR IR B e 2R

B & IPv6 iC 2RISR

UK

$E1 5 H OSPFV3 % rhdkfs:

| OsPF
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s5s% e sn ]

ipv6 router ospf process-id

T

ciscoasa(config-if)# ipv6 router ospf 1

process_id Z 4 Lt th bR (K A BB A AR URAT,  AEASHIIEAT 70 d, AT LI AN 1 %2 65535 [AEAT IE
A L ID Ab B AR Al B I ID VLED; EABE AR BT fdm 2 nT DUE T AN 25

BCE IPv6 IS HTSH -
summary-prefix prefix [not-advertise | tag tag-value]

i

ciscoasa(config-if)# ipv6 router ospf 1
ciscoasa(config-rtr)# router-id 192.168.3.3
ciscoasa(config-rtr)# summary-prefix FECO::/24
ciscoasa(config-rtr)# redistribute static

prefix ZHUE H bR IPv6 4 HATZ% . not-advertise JefE 7 545 1& BT 28 /AR XS VC IS A % ey o b6
B AGE ] T OSPFV3. tagtag-value St /2 Hont 48 i vl A8 1ok 14 ph e Bt 2 ) 587 20 A I UE B Al
MIFRZEAE . BE B P& T OSPFV3.

B9 %& IPv6 B

UK

Joi F OSPFv3 % HH it

ipv6 router ospf process-id

il

ciscoasa(config-if)# ipv6 router ospf 1

process-id ZH MLt tHBERE I AT BORRIRRT, FEAHUBEAT 0, WTRLZR AN 1 28 65535 HIAEAT I
B, M ID AR AT HAR B R B ID VLI BACBE N A BT o ks 22 AT U SRR
¥ 1Pv6 it i A —> OSPFv3 ZEREHHT 70 K B ) —> OSPFv3 ZEfR

redistribute source-protocol [process-id] [include-connected {[level-1 | level-2}] [as-number] [metric
[metric-value | transparent}] [metric-type type-value] [match {external [1]2] | internal | nssa-external

[1]2]}] [tag tag-value] [route-map map-tag]
il

ciscoasa(config-rtr)# redistribute connected 5 type-1

osrF



B esxswss

3

3

.

OSPF |

source-protocol 24 fi i L F B4 A i d (5 i, W B static. connected B¢ OSPFv3.
process-id ZH & 7EJE H T OSPFv3 i H bR iy LU B 7 2023 e 1 407

include-connected S RV H bt iSCE B 70 A Y5 B SSR S0 1R i B DA A IR B BSOS AT BT 22 IR 2 11
R O TS .

level-1 SCHEF 4R 0 T A R Goef (A R4 (IS-1S), 1 itk ci Ay J 37 70 i 2 3L Ah 1P 325 ey bl it
Ho

level-1-2 SB35 e 5T T IS-1S, 1 20N 2 2R it th 34 T8 40 & 2 HoAth TP % i p it
level-2 S8t P 4a e X T (IS-IS), 2 2% t sy J08 70 A B HoAt 1P i el sl

XFT metric metric-value SCHE 7S HO, AR [R] b A B A > OSPFV3 BERE HUB /) Kk
B 53— OSPFv3 BEREMT, WURARSGETEINL, WS RHRIR N D RERRSE T 25— Etfe. K
AL BERE 007 70 A F OSPEV3 BEREI, WIRURIRESRIME, MERIAEARY 200

metric transparent J<H 530 RIP A6 I HHT 70 A 1R 2% BH 1) 2% BH R 4545 4 RIP 4545

metric-type type-value S F/Z A0 2 5 15 21 OSPFv3 B g 1 BRI B Hh QIR (1) 40 %
B, FRUERT LR LRI 1 (GROR 1 280 ) 52 (GRoR 2 AN D o
KA R metric-type B IR AT, T ASA KM 2 AN . X T IS-1S, B ]
DL DL N —T. N3 GEH T/ T 63 I IS-IS #5kR) EiAMEE GEH TR T 64 H/NT 128 1
IS-1S $645) o BRI AN ER.

match JCBE7 K 2 b T 23 & B Al s I DU R Horh — AN R AT H] . external [1)2],
LR IR RGN AMBE H, (HaVER 1 2KREE 2 AT T 2] OSPFV3 H1; internal, KR4
EHRRZMNTSH; nssa-external [12], KR HIG RAIMANEE 1, {HA7E IPv6 [ NSSA
HER 1 2Rak 2 AN B N 2] OSPFV3 .

tag tag-value J< 8t 7/ SO & E BRI BN ANt 32 7 -HHEGIME, &l T4 ASBR 2 I
kB B . B ARIE AR NZ, WXk 3 BGP Fl EGP [ i e A1 2% %95, T
AR, BSEHE. ARUEIEE A 0 3] 4294967295,

route-map KB 7 A i FH ISR SAAG 70T MRS H B DU 2 i e SRR % e ) S N R
WUERARSRE IR B, WISTER I RITAH . iR CIRE IR, (ER S B R4S,
WA Zs FAATATES 1 . map-tag 2 80bs P LG & R E g

BeE X PHIER

| OsPF

ASA W RELTIB R LY SRR IR D, X SRR DA DL W 5 ATV 5 B A I B B . ANTEI T
& (NSF) T RE SCVFAE S BSUA JE IR ) PR 206 e el R Sl e Ml o

FE Al PR, B B A S AR R Bt HLA A e O B i 32 e 4 1, OSPF R B M
AN [ARE, ERRFEUT, R  AEE SR 2 LA B %402 0BT (9% B %, OSPF
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WREAEWRE). B3 OSPF S Fed KA KM AEIR . fn] LANC & NSF LUk %/t OSPF ZEFRIR
SO Z RV A RINTE R W E T, NSF Dhag AR A 1 .

fE OSPFv2 1 OSPFv3 ¥ F VA2 . il NSF Cisco (RFC 4811 Fll RFC 4812) 1k NSF
IETF (RFC 3623), % LA{E OSPFv2 ERCE PAEH . %A LMEH graceful-restart (RFC 5187) 1t
OSPFv3 A& T-FEH .

P NSF PR3 DO REWS S PSP 3R 0B D) BENURE B IC B 0 SCRF NSF D) Rg sl NSF A1, SZRF
NSF DIfE v ] LA &3 W B LR EE G 30, M0 SCHRF NSF RN 1 v vl LA Bl S8 5 2h 4%
Ji o

MRAEHEAL S A, AT LR B 0 BN 57 NSF DR AR #6 2 NSF /RN R 1 46«
* el LARC B O NSF BANI s, 1 b e k.

* B LZNAL T Failover 5 Spanned Etherchannel (L2) SRR 0T A BERC & 4 S NSF ZHHEM %
Ko

o N % SCRF NSF Zhfg ol NSF A, oK JLEL B A RE 00 AR H 75 2L A0 AN W B IR AS T 7
(LSA)Y/ A% B85 4 (LLS) H.

)

AR IR OSPFv2 WUE 1 ARIEIFAY,  JUIFE T2 e o6 FHT N4k L6 Be s I A BB P R H . 3K
7 PR DA #1100 5 OSBRI T e ed 1 5 P 52 0 o

JURENSF PR AL T LLS Thfig, P& 2 Ak & A7 WP I Bl . P BB Y RS A7 LLS Bk
FRORNTEJAIES) . IETF NSF HUHIHGR T ANEN] LSA Difig, BN ERIGEAIZEY] 9 2K LSA KF/RTEA
Wish. HERCEINRE, WERA LT 2

UK

PR G OSPF % tHUEFE I EF X ZEEH 70 K 1) OSPF BERERE A e Hh 2L B AR
router ospf process id

T

ciscoasa (config) # router ospf 2

process_id ZHUe N EEE 0 G FHREREAT I IOAR VART, AT DL ARAT IE 45, 6 ID AN 55 R4 Hofth 15
& LA ID VLEE, e Bt ERAE ] o iR 2w LU T AN ERE

P2 SR LLS Hdls B s AE ] LSA K HI NSF:
capability {lls|opaque}
1s JCHE - FH T 20 JURF NSF PR A HLHI A H LLS Thfg.

OSPF
I |
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B »osrremaxtrER

opaque BT H T4 IETF NSF ~FA&H 3 WL R HIAE W] LSA Dfig.

71 OSPFV2 BL E LRI E /S

X+ OSPFv2. JH%l NSF FIIETF NSF, fAEA-FAE B L. — IR ILRER ospf S e & A b —Fh
SRR AL . 24 NSF AN 1) ¥ & BE nT LARC & 4 R} NSF B, ] AR ® 4 IETF NSF B F,
{E & — A BEAE UBL NSF B IETF NSF #5304y ospf SEFI AL & SZ £F NSF I RE % &

71 OSPFv2 Bt & Bl NSF T i E R
23 OSPFv2 M & BRI NFS “FAa A GfH T 37 FF NSF I RER 1 5 8% NSF BANT R4S

UK

PR AESCHF NSF JyRef et bR AIERE NSF:
nsf cisco [enforce global]

Tl

ciscoasa (config-router)# nsf cisco

IR TS0 NSF 4R J& B, enforce global SCBE T4 23 U NSF H i .

CATIE) 5 SCHF NSF AN K B8 A AERE NSF W) AR
capability {lls|opaque}

i

%
5
N

ciscoasa(config-router)# capability 1lls

BRI DL T2 it fr %o AT fir 2 1 no JE AT 25 H % i 2

73 OSPFv2 fit & IETF NSF L H T E S
29 OSPFv2 fit & A&} IETF NSF VR EE J5  (3ZFF NSF LRSI 13 458X NSF AN 45D «

SUE ]
HIE1 7ESCRF NSF hfg ) % )3 ] IETF NSF:

nsf ietf [restart-interval seconds]

i

| OsPF
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sospraiEEHERS |

ciscoasa(config-router)# nsf ietf restart-interval 80

A DU AR T R S CLARR BT o ARE R 1 2] 1800 2. BRIME A 120 7).

T ORI M/ T oAb e e AT MO T, PR B T R A2k B, A6 T30 B IR
Jet T B ANSZ SR

7537 FF NSF J&40% % b i IETF NSF B T8

nsf ietf helper [strict-Isa-checking]

T

ciscoasa (config-router)# nsf ietf helper

strict-LSA-checking J B 7 F575 W AR ) T s & 75 LU D0 R 28R H08 5 Zhitg 85 b /e e Aeriil
B AL TR 20 R S I LSA KA E, o8 W SR AE IR 3 P AR TR i R IEAE T8 /A 30
(1 3#6 £hy 8 1) BT A% 21 4 Hh AT 2 S AU LSA

BROAEOL T 2 R bt & o AT A& (1 no BT 45 i &

71 OSPRV3 ECE L H T E /S

LI

Nil

8

& OSPFv3 Bt & NSF VR d B Thiess i N 08 B — DA ECE ) S FF NSF Ihfe, Rk y —4
WAL B N SCHRF NSF G

UK

EAREE A B2 IPve Ml 4 10 )5 B IPve AbFE.

interface physical_interface ipv6 enable

TP

ciscoasa(config)# interface ethernet 0/0
ciscoasa(config-if)# ipvé enable

N

physical_interface Z4{#5iHZ L5 OSPFv3 NSF [1#z1.,

7E 3 ¥F NSF Zhier 45 & OSPFv3 Ji [ graceful-restart:

graceful-restart [restart interval seconds]

T

ciscoasa (config-router)# graceful-restart restart interval 80

osrF



OSPF |
B 5 osereErrmEsRHSEitHSE

restart interval seconds #5 & AT JR (B BE O E (LD AT o« HRMEN 1 3] 1800 #b. BRIME A
120 #b.

AR /N T A0 IR B B R IR TR R (R B B TR RTINS, AT 2P AR R . i, ASCRHMIET 30
P 4 B T B

IR 3 ESCRF NSF AN % % 14 OSPFV3 Jii ] graceful-restart:
graceful-restart helper [strict-Isa-checking]

T

ciscoasa (config-router)# graceful-restart helper strict-lsa-checking

strict-LSA-checking JHE 7 Fi57~ WK B T+t & A6 LU 1500 I Re 28 00 H08 5 2l s i /e el
Bz YA AL FOH R B % e 1) LSA R ZE B, ol W R SR 3 7 AR A S R 1A 08 A 5))
{1 26 £ s ) SBT3 Hh AT S UK LSA

NN N S L IR R S VN U R W

\ [===] 1] v — L i/ A o

71 OSPF BL & TP M EFT B ZEF 118
Wi OSPF B8 AN AERT A AL e ARSIy, I HI N shitk has i 2R AR R,
{H A& iER S Hello BHE .10 EO FF i B RS 7. {H&, RSAI{EAREIT RouterDeadInterval 75,
Kk, 51 timersnsf wait 74,  LUBEFEIYECH A5 4 1) RS 47 % B 7N T RouterDeadlnterval #7. NSF
SEFFUFI AR BRI A 20 #2
FiaZ |

* Bk OSPF L& IR} NSF S5 (], 1 8 20 52 FF NSF 55 NSF Djfig .

UK

HIE1 HEN OSPF ¥ i #e i B A
-
ciscoasa(config)# router ospf
IR 2 BB IER A nsfs

Tl

ciscoasa(config-router)# timers?
router mode commands/options:

lsa OSPF LSA timers
nsf OSPF NSF timer
pacing OSPF pacing timers

throttle OSPF throttle timers
ciscoasa(config-router)# timers nsf 2

| OsPF




| osPF
mi osprz 2 I}

PR3 AR SRR . SLEERY 1 3] 65535,

IR

ciscoasa(config-router)# timers nsf wait 200

AL AL P VA JE A AR TR, R AR O S5 AR5 ) i AN e S e ot S R s

fif% OSPFv2 B &

% OSPFv2 Bir ' .
bUE ]

Mkx 28 H FIFEA OSPFV2 Bl .

clear configure router ospf pid

i

ciscoasa(config)# clear configure router ospf 1000

THERACE S, 2 router ospf fir 4 HHTHC & OSPF.

it k% OSPFv3 B &

MMBE OSPFV3 Bl & .
puk

JHIER 5 H ) #EA> OSPEV3 BC .

clear configureipv6 router ospf process-id

i

ciscoasa(config)# clear configure ipvé6 router ospf 1000

THRECE G, EaL4UE ] ipv6 router ospf T4 HEHIAC & OSPFV3.

OSPF
I |51
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B osPr2 wo

OSPFv2 ;=451

DL 78] 3 7 e 4 &5 FhomT R A AL & OSPFV2:
1. B OSPFv2, it ALL T fird:

ciscoasa(config) # router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O

2. (Wi EEREES M —A> OSPFv2 BEREELHT 70 & 21 53—~ OSPFv2 #ERE, 1EHIALL T i 2

ciscoasa(config) # route-map l-to-2 permit
ciscoasa(config-route-map) # match metric 1

ciscoasa (config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa (config-route-map) # router ospf 2

ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

3. (Wik) ZCHE OSPFV2 # B4, i ALl R4

ciscoasa(config)# router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O
ciscoasa(config-rtr)# interface inside
ciscoasa(config-interface)# ospf cost 20
ciscoasa(config-interface) # ospf retransmit-interval 15
ciscoasa(config-interface)# ospf transmit-delay 10
ciscoasa(config-interface) # ospf priority 20
ciscoasa(config-interface) ospf hello-interval 10
( )
( )
( )
( )

ciscoasa (config-interface
ciscoasa(config-interface
ciscoasa (config-interface

ospf authentication-key cisco
ospf message-digest-key 1 md5 cisco

#
#
#
ciscoasa(config-interface)# ospf dead-interval 40
#
#
# ospf authentication message-digest

4. (A[ik) ZENCE OSPFvV2 XIEZH, iHMALLFird:

ciscoasa(config) # router ospf 2

ciscoasa(config-rtr)# area 0 authentication
ciscoasa(config-rtr)# area 0 authentication message-digest
ciscoasa (config-rtr)# area 17 stub

ciscoasa(config-rtr)# area 17 default-cost 20

5. (W) BECEE AN O s AL R R S A OGS, R LU T i

ciscoasa (config-rtr)# timers spf 10 120
ciscoasa(config-rtr)# log-adj-changes [detail]

6. (n¥k) B4 RMET OSPEV2 it B ¥ &, 1A show ospf T4
DL R show ospf fir4 (% Hi 7l

| OsPF
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ciscoasa(config)# show ospf

Routing Process “ospf 2” with ID 10.1.89.2 and Domain ID 0.0.0.2
Supports only single TOS (TOS0) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 5. Checksum Sum 0x 26da6
Number of opaque AS LSA 0. Checksum Sum 0x 0
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub O nssa
External flood list length 0
Area BACKBONE (0)
Number of interfaces in this area is 1
Area has no authentication
SPF algorithm executed 2 times
Area ranges are
Number of LSA 5. Checksum Sum 0x 209a3
Number of opaque link LSA 0. Checksum Sum 0x 0
Number of DCbitless LSA 0O
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0

7. EHEFR OSPEV2 Bil'E, iHMALL Frd:

ciscoasa(config) # clear configure router ospf pid

OSPFv3 71451

PR 78] S5 7 anAn] 6 332 10 28530 )3 ARG & OSPFv3:

ciscoasa (config)# interface GigabitEthernet3/1
ciscoasa (config-if)# ipvé enable
ciscoasa (config-if)# ipv6é ospf 1 area 1

BAF &3k 19 show running-config ipv6 i 2 [IRE A 1 «

ciscoasa (config)# show running-config ipvé
ipv6 router ospf 1
log-adjacency-changes

LR 422k B show running-config inter face iy & I FE A Hi H «

ciscoasa (config-if)# show running-config interface GigabitEthernet3/1
interface GigabitEthernet3/1

nameif fda

security-level 100

ip address 1.1.11.1 255.255.255.0 standby 1.1.11.2

ipv6 address 9098::10/64 standby 9098::11

ipv6 enable

ospr3 =1 [

osrF
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ipv6 ospf 1 area 1

OSPF |

PAR 7 2 s B ] BC 225 %€ T OSPFV3 3% 1 :

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

ciscoasa

ciscoasa
ciscoasa (config-if
ciscoasa (config-if
ciscoasa

ciscoasa

(
(
(
(config-if
(config-if
(config-if
ciscoasa (config-if
(config-if
(config-if
(
(
(
(

config-if
config-if

config) # interface GigabitEthernet3/1
config-if)#
config-if

nameif fda

security-level 100
ip address 10.1.11.1 255.255.255.0 standby 10.1.11.2

) #

) #

) # ipvé
)# ipvé
)# ipvé
)# ipvé
) # ipvé
)# ipvé
)# ipvé
)# ipvé
)# ipvé

ciscoasa (config-if)# ipvé
12345678901234567890123456789012

ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config

) #
) #
) #
) #
) #
) #
) #
) #
) #

address 9098::10/64 standby 9098::11
enable

ospf cost 900

ospf hello-interval 20

ospf network broadcast

ospf database-filter all out

ospf flood-reduction

ospf mtu-ignore

ospf 1 area 1 instance 100

ospf encryption ipsec spi 890 esp null md5

ipv6é router ospf 1

area 1 nssa

distance ospf intra-area 190 inter-area 100 external 100
timers lsa arrival 900

timers pacing flood 100

timers throttle 1lsa 900 900 900

passive-

interface fda

log-adjacency-changes
redistribute connected metric 100 metric-type 1 tag 700

A RMWATACE OSPFV3 RESIERE 1761, HZPILL T URL:
http://www.cisco.com/en/US/tech/tk365/technologies configuration example09186a0080b8fd06.shtml

s OSPF

T UL R e SR S, B TP g iR . SeAr AR I N 7 . b m] LU T P dR S 45 S
DGR FH AR e ) 2% ) AL

st T DL AT G T ai AT IR KA S R B o5 Aol R e o ) 2% PR

LN BoR & OSPFV2 Bt HgeiHE B, A LU Horp—AM i &

RO 2
w4

H&y

show ospf [process-id [area-id]]

7R 5% OSPFv2 B R HERE Y — A5 R

show ospf border-routers

i} ABR 1 ASBR {7~ P OSPFv2 i &4k H o

show ospf [process-id [area-id]] database IR S E B B A OSPEv2 e FEAH S 115 B4

%o

| OsPF
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| osPF
iz oser I

we El:o)
show ospf flood-list if-name BRFEAFE I 2 UK LSA AR (LIS

OSPEV2 HFi i E) .

OSPEV2 BUBr 4t o B ah i B M, DIHA S
NT 33 =R R AT AR . WA B
L, MBS, AR Toih A P 1
WAL SE T i o T e TR G P X 2 TR 15
o, REEEH R AT RE S Bk BN, WRE
AL RBCE, WAL ME— 3RO T,
w g EIEE

o BRIZ B o AL SO0 RO BE O R B S S
[ H1 45 o

o FEZ U], AR RN ) R R s
LR

PR PR K R A 2 A TP B, AR
L& SIDNS =3 T oK 3 A N O T D ST
R IR A H ) LSA . 20 I Be'E,  nl LARE iy
% OSPEV2 S Aot (AN OB i Kcdi £ o

UEDIREBCAH B EAEST: € A TR

show ospf interface [if_name] BorE OSPEV2 AH G M= B,
show ospf neighbor [interface-name] [neighbor-id] | iz 4N 10 7% OSPEv2 4124 L,
[detail]

show ospf request-list neighbor if_name WoRER HEHE R TA LSA 15134

show ospf retransmission-list neighbor if_name BRI RIE TS LSA %3 .

show ospf [process-id] summary-address B RAE OSPFv2 HEFE R A B 1 B Y s Ho kil 35 355
o KA B8 2

show ospf [process-id] traffic R R S OSPFV2 S0 % 126 Bk B IR g A ) 245 84
s B 13K

show ospf [process-id] virtual-links Won 5 OSPFv2 AHC IR BE %15 B .

show route cluster BoRAEREP ) H AL OSPFV2 B th A0 15 E

SN R & A OSPFV3 Bt geithE B, A LU Herp—AM i &

we BH
show ipv6 ospf [process-id [area-id]] WA OSPFV3 4% B i FR I — A= L .

OSPF
I 55



B sizoser

AA
A<

El:o)

show ipv6 ospf [process-id] border-routers

"] ABR 1 ASBR {2/~ PN OSPFv3 i R 4% H o

show ipv6 ospf [process-id [area-id]] database
[external | inter-area prefix | inter-area-router |
network | nssa-external | router | area| as| ref-lsa
| [destination-router-id] [prefix ipv6-prefix]
[link-state-id]] [link [interface interface-name]
[adv-router router-id] | self-originate] [internal]
[database-summary]
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show ipv6 ospf [process-id [area-id]] events
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ospf [process-id] [area-id] flood-list interface-type
interface-number
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show ipv6 ospf [process-id] [area-id] inter face [type
number] [brief]
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show ipv6 ospf neighbor [process-id] [area-id]
[interface-type interface-number] [neighbor-id]
[detail]
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show ipv6 ospf [process-id] [area-id] request-list
[neighbor] [interface] [interface-neighbor]
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show ipv6 ospf [process-id] [area-id]
retransmission-list [neighbor] [interface]
[interface-neighbor]
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show ipv6 ospf statistic [process-id] [detail ]
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show ipv6 ospf [process-id] summary-prefix
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show ipv6 ospf [process-id] timers [Isa-group | 7R OSPEV3 I #3455 B

rate-limit]

show ipv6 ospf [process-id] traffic [interface name] | I /x5 OSPFv3 i & AR Ig M S B .

show ipv6 ospf virtual-links
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show ipv6 route cluster [failover] [cluster]
[interface] [ospf] [summary]
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5INT LU R4 : route ospf
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GINSAE S T L Ffir4: showroutecluster . show ipv6routecluster. debug
route cluster. router-id cluster-pool .
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IPv6 S £F OSPFv3 %11,

SINEME S T LA Fiv4: ipv6ospf. ipv6ospf area. ipv6ospf cost. ipv6 ospf
database-filter all out. ipv6 ospf dead-interval. ipv6 ospf encryption. ipv6
ospf hello-interval . ipv6 ospf mtu-ignore. ipv6 ospf neighbor . ipv6 ospf
network . ipv6 ospf flood-reduction. ipv6 ospf priority. ipv6 ospf
retransmit-interval. ipv6 ospf transmit-delay. ipv6 router ospf. ipv6 router
ospf area. ipv6 router ospf default. ipv6 router ospf default-infor mation.
ipv6 router ospf distance. ipv6router ospf exit. ipv6router ospfignore. ipv6
router ospf log-adjacency-changes. ipv6 router ospf no. ipv6 router ospf
passive-interface. ipv6 router ospf redistribute. ipv6 router ospf router-id.
ipv6 router ospf summary-prefix. ipv6router ospf timers. areaencryption,
arearange. areastub. areanssa. areavirtual-link. default.
default-information originate. distance. ignorelsa mospf.
log-adjacency-changes. redistribute. router-id, summary-prefix. timerslsa
arrival. timerspacing flood. timerspacinglsa-group. timerspacing
retransmission. timersthrottle. show ipv6 ospf. show ipv6 ospf
border-routers. show ipv6 ospf database. show ipv6 ospf events. show ipv6
ospf flood-list. show ipv6 ospf graceful-restart. show ipv6 ospf interface.
show ipv6 ospf neighbor . show ipv6 ospf request-list. show ipv6 ospf
retransmission-list. show ipv6 ospf statistic. show ipv6 ospf summary-prefix.
show ipv6 ospf timers. show ipv6 ospf traffic. show ipv6 ospf virtual-links.
show ospf. show running-configipv6router. clear ipv6 ospf. clear configure
ipv6 router . debug ospfv3. ipv6 ospf neighbor .
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BT LR fir4: ospf dead-interval
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9.2(1)

#SIN T OB OSPF it 4 5 T 1H OSPF i &% .
SIANT LU R4 : timers Isa arrival. timers pacing. timers throttle

MEET LA N4 : Timers spf.y timers lsa-grouping-pacing
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PIAE SZFRA8 T ACL i 1% i o
FINT LU T4 distribute-list
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9.2(1)

WIN T HAth OSPF Mi#5fs .

Bl T LU M A4 show ospfevents, show ospfrib, show ospf statistics, show ospf
border-routers [detail], show ospf interface brief

OSPF HE#i4; & BGP
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ASINT OSPF F oy ke Dk
SN T LU A4 redistribute bgp
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INREBFR FEEMA EEER
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WINT LA R4 capability. nsfcisco. nsf cisco helper. nsfietf, nsfietf
helper. nsfietfhelper strict-Isa-checking. graceful-restart. graceful-restart helper.
graceful-restart helper strict-lsa-checking

OSPF SCHRFAN T 4z | 9-13(1) VNINT NSF S5 TF I 25 o
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BATSINT LU R4
timers nsf wait<seconds>
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