H lu\lﬂi

AT G TIE S R GUH SR TR .

s kRTHEWSH, FH1L
o HEdsg e, 55 8 ut
o PeE H &S, 210 00
s mfEHE, 250
« Hiidsonpl , 5525 0t
« HdThae sadsk , 5626 1t

XTHFEIER

RGHE ﬂ%mh%ﬁm%%ﬁﬁﬁﬁﬁkﬁ% H i A*Tﬁ?%%%ﬁ%ﬁ& Fefd Bads
B rh R ARG H ARG AT B T H S AR mﬂu%Tu EIERIE R UNIX AR R
ZHERS. REHE %%%xﬁéﬁ%iﬁﬁﬁlﬁ¢ &%ﬁ%ﬁimglﬁﬂ@ﬁg LLX
PG sk HAE W H AR A2 R A I . H S W MO HE B Sz A b B A7 D

,fA%%E%ﬁ&ﬁ%ﬂA%ﬁ%ﬁﬁﬂﬂ%ﬁ%%%Mo‘L HdxIEE, AT LAAAT LR £
=
o FiE Nod R R g8 H AR .
o AR R g8 H A& R E RGO .
O RGHEHERRIER W —ANEREAMIE, .
* WIRZEIX
s —AEEARGHE RS
* ASDM
* SNMP E #u
o i€ 1 TR

- G

| A&icE I



Bz

%

h=E B
B =

R4t

&245tH

EESE

ERATHEFIER

* Telnet FI1 SSH <xif.

« LB (Bildn, 4%/ RGO B0 B0 BUEAE BAR S H S E .
© TR RTINS AR GE H s AL Y FH T A R A

o FHHAE N H AR G b DX I W AR BREC A 7 B RRZRPIX L KGR ih X A AL B FTP IS5
s BHRE N B ORAT B A B INAT

s FATE . TENEN . SReE E SGH BRI IE RS H R .

HEX TR HFIER

AN RS A O HEICRRCEI AR A QR E . ARG RBI RGeS 5, R)aE
SO AR 5, R BEFE 1P &R 5 T ARG R .

BN R EEEREIITE R T LR ARG HEHE (Wl ED DU AR B 5
AT R . TCIRAE RGP T 2 [ L H AR S sk A A R H % A5 S
FTLLKS ASA L E N AE BRI R P S 5 SRR, AT B X 70 A& B S R 48 H S IR 55 a A 19 373

Ko PEDIREAT B TR E MRLETE SR A BG5BT EOR A RS, IR T RG2S 18 (171 S H
B 1D system, Y545 B 5t A0 SR B SR (1 A4 AR A O % ID.

Ib\l‘ﬁ Ih\/\jzﬁ

PRy Aot 28 48 H 9 S o B vh AR R4 S SR 2 ) — 201«
* ASA ARG SR VFIIES: . X EUTH R B E 2 42 SR AT A7 8 (i o
* ASA LASRIEIR ARG . XL R R R L SR 3 )2 1 B2 PR YRR I 4
* M ACE 4% H ALK I RE Won /2 ASA BRI Bt
* IDS 52 BT DU s B R AR B
* M 503 56 UE A iy 4 -0 $E 146 2 4 SRONGS B ECF) i T R
o i AR I DU B B R RS ST W R, DL AR A T R4 S i R MR A
o DB DU SR Sk s RN A P UR 3 11 5

o M BERE 3 AT T BR RE SR L BT T NAT B PAT 34, i S0 M) 25 Py 31 70 A
B RSk, XA B

HEHEBR

ARG HEH S ST

[<PRI>] [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

TR

| EESEES
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zaasek [

<PRI> A 258 HE&Id3 EMBLEM J&, WEHEREREHENET. A&
idsk EMBLEM 5 UDP 375, {HY5 TCP A%

R[] 2K R WoR A Elﬁﬂmﬂﬁi FE A T TR H Bl 5, Wi T B e & A
RFC 5424 #%3X, MRS HEW S 1 FTA N EAR S BL UTC SR, W RFC
5424 FrAEFT R o

Device-ID T 7 5 R S 5k device-id MEITUIN L B B A hRIRFF 2R R . W R, )
££ EMBLEM #5200 24 HEH B P A S B/n 4% ID.

ASA H ASA T RO B RS H BN S B . (HIR2Hh asa.

9 02 7. B R H & BT HEATE DL A - BN, R OO

Message_number | - FFriR R 40 H G S ME— A 80 S . Frfa 1 JE #8054 Cisco Secure Firewall
ASA RIN ARG HEW B

Message_text FH TR T O SCAR 5 0 . ARG H B BIX — 30 2 TP Mk, s 1
S 4.

JAH T H&d3 EMBLEM,  H & s i) (6] 8K rfc5424 F % ID KRS H EH BB,

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

AT HEE 50 a8k rfe5424 %4 ID (&% H S W B .

2018-06-27T12:17:46Z asa : %$ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

%éﬁ EI ;._.\/I%E\E/‘J%*@ﬁﬂ?:

[<PRI>] [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

TR

<PRI> PLegi . 7o/mHH&ds EMBLEM J&, MR 2RTEREHEH B . HE&
it EMBLEM 5 UDP #f%, {H'5 TCP A%,

I ) K RGN W AT RIS Ta) o 7653 FH IS TR A5 0S5, a0 SR TR Rk 1 ok
RFC 5424 #2X, W Z 48 H G P 8 FT 7 I [ 84 2 LA UTC WosIn(a), 41 RFC
5424 bRUEPT 7R o

Device-ID TH L P S e 6 5% device-id 2B 0 L B I B A PR IR AR A B . W, )
7 EMBLEM #g b 2 48 H G B A SR ID.

ASA HH ASA FTA sl B RS H G B &R0, [HIR%N asn.

%) 0 5] 7. GLIRWCRSE [ R0 BT 5 LI B - HOR RN, RS,

Message_number | Fj F-hr iR R 45 H &3 B — S0 5dm 5 .

Message_text M RRE I SCARZR B . R HEH B IIX— 50 A RS 1P Mkl o5 0
SHHP 4.

A7 IE“:R".


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html

B ==ua3

EE MR 5|

Axieg |

W ERTIT A 240 H &3 B AR RAE Cisco Secure Firewall ASA R4 &4 HEWH S8R+ o
Ja T H&IE s EMBLEM,  H &0 s &R ric5424 Rk #% ID 54 H & W Bl

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

)_—Ll):H T D /uxlajéaj‘“ﬂék rfc5424 %Dm%’ ID E’]%éﬁ l:l /u/%u_»ﬂ“@] o

2018-06-27T12:17:46Z asa : %$ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

NERF RS H AW S EEGON . TR &I 0 o OB, SRR AE ASDM H &
P de PO ILHEATIX 7). SCE RS HASH SO E, W IRUGEFE TR > Fik > &4 H &L
%7 j%&aiu\gﬁgﬁqj ﬁthI *JJ:H/]F;ﬁ@.llEo

F 1 ZZEREHETERA

&Ry FEE RS Ll

0 =) REATTH .

1 R it A7 BRI I

2 =& PEAL

3 iR HEB L

4 g B

S B IEHAHE R

6 =X HEMHEZ %,

7 i T EAIER B
P U, A SR g 1 H S It HS o T e
SR Z I, IS R 5k RE -

)

ARG HEH

ER ASA R ASEROEEMEL A AL (emergencies) R4 H EH &

. -~
BitE

ERT LA AE R R H AR B, DMEACE s R g H AR B E BIR efrt Hbs. fildn, %Ll
HASAEBE#HFI??%%’EEIM/% HRIEZRE AN Hbr, X Rg HEM B -—8o Kike
HoAth A o H b

.EIlE%


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html

I HEiCHE
zgasEex

FUATTE,  S80T AR LA R 414 21 48 H A& B0 ) 2% H Ax:
*c ZEGHEMNEID 5
* RGHEM R HE
* REHEMESR CGHSF— A IhhexO

MG AR BCE i AR AT LA E R B SRR B8 SOX S5, B, LR ASATICE
—ANRERE IO S AL B EER A R ) F AR, TANERH BB AT A

?—E E IL:\I% l%\;'é

o] LUl P AR R H EE R

s RN KN ARG HEN B EA S . 4 logging class it 4

o BRI BRI R SR . {FH logging list T4,
R HEW SIS N 2 H EW B0 Rk, M e Rtk shae. 6, RIP
5 RIP & H .

FRE R A &4 H BN B RS H &N ID 5 AR R R =47 80, B, B Lo

611 J13kIH %éﬁtlu/%,% ID #5 vpne (VPN % /i) RAHCHE. 5 VPN &7 g D REAH G R A
H &M EJEHE M 611101 5 611323,

HAh, KZHISAKMP R4 H &7 B AR AT A FH TUE T S A2k 3 Bh U A o 1% B80T 5 5 38 H I

BT ARG HENE MR CR . mBAEE R RS HEWN SRR, WA ERERE 1) heading =

value 4145 -

XTI RN

Group = groupname, Username = user, IP = IP_address

ool EBEIEA, 4ok B R Bl AAA RG2S P 44, 1P bk e FE s 1) 2% 7 b g,

52 JERTEERI A H TP itk

AN BRSNS R S ID Y

R2AZFATHBEMKEKIHEE DS

£ EX REHEHEEIDS
auth FI P B A S iE 109, 113

- PAEEIES 106

- IS 7 it 415

— ) 0 24 I e i ik 338

bridge W7 K i 110, 220

| %z B
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£ EX REAFHESIDS
ca PKI i 57 R A LA 717

citrix Citrix Client 723

- i 747

- g 323

config A P 111, 112, 208. 308
csd st ] 724

cts Cisco TrustSec 776

dap BNV ) S 734

eap, eapoudp | F - 4411 N4l () EAP 5 EAPoUDP |333. 334

eigrp EIGRP # 336

HLF A | AR 719

- s 735

ha TR 101, 102, 103, 104. 105. 210, 311. 709
- o R RN ] i 746

ids NIRRT FR 458 400. 733

- IKEv2 T HAy 750~ 751, 752

ip IP Mk 209, 215. 313. 317. 408
ipaa IP Hbhik 3 fic 735

ips UNESSAE N 400. 401. 420

- IPv6 325

- VEm[ 444

mdm-proxy |MDM fLH 802

nac RPN 731, 732

nacpolicy NAC 5FH% 731

nacsettings | fil & NAC % &, LI NAC 5 732

- NAT 5 PAT 305

e
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zuasuax |

£ EX REAZHEEIDS

- CES R YN 713

np Y &4 b 11 319

- NP SSL 725

ospf OSPF % H 318. 409. 503. 613

- PRGN 742

- LG 337

rip RIP [ i 107, 312

m ARt 321

- Smart Call Home 120

session M P25 106, 108. 201. 202, 204. 302. 303. 304.
305. 314. 405. 406. 407. 500. 502. 607.
608. 609. 616. 620. 703. 710

snmp SNMP 212

- ScanSafe 775

ssl SSL #ikk 725

sve SSL VPN % i 722

sys System 199, 211, 214, 216, 306. 307. 315. 414,
604. 605, 606. 610+ 612, 614, 615, 701,
711, 741

- iy Rl 733

PRIdAsHe | G PRIC AT 779

vm VLAN M5} 730

vpdn PPTP Fll L2TP £:if 213, 403. 603

vpn IKE Fll IPsec 316+ 320, 402. 404. 501. 602. 702. 713,
714, 715

vpne VPN &} i 611

vpnfo VPN i 7 720

vpnlb VPN 71 2 24y iy 718

A&icE I
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B ecssnz

£ EX REAZHEEIDS
- VXLAN 778
webfo WebVPN i 721
webvpn WebVPN I Secure Client 716

BENXHEYF®R

Rim I A€ AHEAIR,  DIOREIRLE R 48 H G B WAt H AR St A2 02 R
geH S B, TR BL MER e SR 2 R g H S B 4l

o PR

* WA ID
s Zgt HEM S ID Jul
< HEE

i, mT AR I SR AT AR #RAE

© P EIEG N 1A 2 ARG H SR, R IR A s A

« EEEHEE (B ha) RECHIITE RGHEM R, RIERH IR S A2 X
HESRAT LIS 2 M RIEFE A E. HOE, AU HDET a2 4% H RIS I Bk Fe 4 fF. T LLgl

R A SIEF AR R AR W B AR A KA AR R S, R DGE R —
Ko

R H G B ] T 0k A MR R ) — B S TR SRR I 5 ASA B
(% AAVF\ BB ARSI ARG AWM )5, KL logging fir & SCRF R IR KL 7B,
Ferp BRI RN B ID. ARG H ARG ST ID bRl R G H R ks . 00T U] logging
device-id fir &K A2 S AT HH R AN R BE 4% ID I R G2 H AT R, LMW BE Bk BAEREH AR
AR B

HRig &N

AN QAR AETE B H A5 3R B [ PR YRR LR R 1 o

IPv6
o EE IPv6. T LM TCP 8{ UDP KX &L HE.

| EESEES
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axiezen ]

s HIRECE N TROER G HE ML I B2, S48 1Pve, JIf Honf LUB IR 1 2 R 48 H &

2545 o

o A FEREIT IPve BT LB F.

Hfth N
* R HEMRS L LAIEAT N4 M syslogd MRS 25727 Windows 34t T — ARG HEMRS

e AN IR RGN ALRAS 5>

PEAE HASAA R HE, s HE M Hbr. Wil s i HE s AR R e H &%
B HER, W ASA SRR 1E|T/\H%%ﬁﬂffﬂilﬁﬁﬁﬁmﬂﬁo WIS T R
AR H & Tbj&iﬁﬂlll Hir. #iln, BH A RS H GRS A Hir, 8N R%H
HIRSARANBTT 2

ASCHFAE A B Ll TCP Ak R4

WA TCP AR BRI, RESITITE KRG H GG AN 4 Mg, UREEASE
Ko WAL R G HEMSS MR ERAWEN L, I HEIFIERTIT R 2R 45 4K UK

ANBERS AN TR (K51 4 SR 73 FE 45 AN R (1) 3 8 H b R 5545 A ) 37 6
T2 T LCE 16 M ARG H SRS A A, EZRREATT, WREPEEE 54 MRS 4.

MAZ AT DUl ASA 3 R4 H GRS 8% o MR Z B AL E a4 ] UL BIE R 48 H & R %S %
PIEE 1 B ICMP ANaiATH R, H¥ RS HERE R H— I dsas. iEIR XA ™ Sk
A B &S, B IERGEHERS R, EH R4 H & 313001, 313004 F1 313005 H)4E
o

T R4 H& M) UDP S5 M7 & E¥ CPU S AR S (1 &R 40 H & IR 55 2 Hos At
Ko FEARMINZ], UDP R4 H &R MR A+ CPU K e L CURC B K AR &t H Al ik 55 2 Al
MR ORI A . THTER, 43R UDP JERL A W IN & H] - 1X 2803, BRMEA 2 208k
BT PROCHIX AT, WTLLF % e, (BN IE TPTT UDP &8, mAUERSEH

PIARN]

1 F B 5 SO BANRAS U7 ) 5 R dr P AT EC IS, 5T COoRF 2 H e s ™ v g 3 s 22 R

CH T ViR B RAS AT 53 Hi& . X logging list fiv4, BRIAH & id sk ™ FE k2
SBEE R 60 BEERNAT AR FETF BT 4%’%!‘@%2%@6%8"]5, SR G ) o 2 e TR
PRI, DA 2T H SR L B A

PLF /&K H show running-configlogging @i 2 A& Ui M ARy IAEAR S, RO HEH Ead =
T E M 20 ) B Ok AR

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

PL R &2k H show running-config logging 4 F4L & 7 ) 51 22 i AOREAS B H -

A&icE I
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ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

FERETEOL T, Vil SIREEA TS, JFa Bonvim s &ar b8, W Eps:

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0xf36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

* M ASAIE TCP RiX ARG HEN, ERGEHERSEHRING, FTFERKA D8RG ShER,
o NAR G H GRS #IE1) IS5 45 UF 15 1) Extended Key Usage 7-BtH 02t & “ServAuth” o It

R AR O AR A2 R BT, AP B AR 7 Beh AT {E .

foE HEIER

AHA-Hu e E HHid 3%,

ERBEICE

R H G, HRATEL T IR

UK

JA H H &l
logging enable
il

ciscoasa(config)# logging enable

Ao E ik B AR

PR R G H E I B S OO LB T O HE R R R A, R R AN AN RIE RS HEN
BHALE, BFNEHHEZEWX ., —s N IME ARG H MRS %5 ASDM. SNMP & Biul, #4
S, 552 bk B Telnet 1 SSH 231 .

.EIlE%



| B&ies

sraasEesezrnrgisnss |

RS TACE BT R R 1 ERCE RS HEC RN, BaEFRACHE (SEF ARG HEID302015.
302014 106023 F1304001) , - HASEIARG HEMRSE. BT HIR SRR bR A &2 0
, BEEFAGHEN R KL, 1R E 8 10 CAR AU B )

){%% 31'.:. El ll_.\l‘ﬁ :L.\&l_iﬂ\'bll‘.zﬁgf EI IL.\

N
8

SIE3

] ORI A 2R 48 H AR 55 s L0 R] R R 25 TRDRE I AR, AR DA H S S i Jmon JLdt AT 4k
o fildn, ATLLHR E AR IS E R AR e H ST I BT R AR, AN H RSSO I s Ok
A7 BIFCADSCAE CLBEATIR S, B AR R 3 sl AR AS BRER G A5 R

TR ARG H G R AOE RN RS H SRS a%, AT LR D 8R:

UK

K ASA BCHE A n] R 4E H A5 IRk 55 2 A8 L

A LLKE ASA it A [ IPv4 B IPv6 R4 H IR 78 R IL M R

logging host interface_name syslog_ip [tcp[/port] | udp [/port] [format emblem]]
il

ciscoasa(config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa(config) # logging host dmzl 2002::1:1 udp/2020

format emblem <8 7o R4 H & IRSS 853 Fl EMBLEM A% 30 H & id % (PR UDP) . interface_name
SRRV IR RS H SRS 2l (1321 . sydlog_ip B3 240 H GRS 2810 TP ik tep[/port]
orudp[/udp] St F-ZHn i E ASA NAE ] TCP 5% UDP #4 & 48 H G A RS RS H GRS %%

AT LLKS ASA BCE N H] UDP 56 TCP (EANFEIHE P ) R Hdls A B R 4 HUS RS A . IAUR
fE i MIERIA B UDP,

g WRFEE TCP, NIFE ASA KU H GRS 23 kA MRE, BT 24/ R, HeHEIbEET ASA
HIBERE . BEAVFINERMAEIES TCP R4 HE RS B IER:, ESH 3 4.

W E UDP, W RS H GRS 825 [ I81T, ASA#SSAkEL RvEpidds. XA KA %
i THEL R 1025 & 65535, ?Jw)x UDP ¥ 124 514, BRI\ UDP %ii 14 1470,

i€ AR EE 2R 4 H AT B AGE B R G H B IR g5 s
logging trap {severity level | message list}
il

ciscoasa(config)# logging trap errors

LR O S (& T B Wﬂﬂ AR RGO BEE N 3, W ASA S REE
PEGON A 3. 2 F0 L IR G H ETH A Tu? SERRRERIE B RS H S S5 4K R 48 H BT R A 2
DEEISVIIE

CAIEE) ZEFUAE TCP LI AR St H s iRk 55 2% 5% AT FLL B 2R K DI g o

A&icE I
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logging per mit-hostdown
il

ciscoasa(config)# logging permit-hostdown

WK ASA BCE ¥ R HASH BARIE 25T TCP MRS HE RS, I AR — D RGEH
R 5525 R AT H S A s, W2 PR B ASA (ROFTERR . &ty RETH SRS 4%, HHGEASIAE
uvﬁ}: B RRR SCVERTEE . b4, RIMER S H SRS S Likiatr, Wbl eveniss.

CATIE) B H &R s e BB A K 240 UNIX R G ER 20 BLARMRIMA
logging facility %5
il

ciscoasa(config)# logging facility 21

UK

I 7 logging host fir 2 H45:E secure KB Ji H 2 Hd . tbah, v BUEFHA
reference-identity.

logging host interface_name syslog_ip [tcp/port | udp/port] [format emblem] [secur efr eference-identity
reference _identity name]]

Forr

* logging host interface_name syslog_ip ¥ 72 24t H & MR 25 %5 BT AE 145 1 LR 48 H B RS 2516 1P
Huhk .

* [tep/port | udp/port] $5%E RSt H S MRk 5585 AR R S8 H G BT (%% 1 (TCP B UDP)
top KR E ASA NAEH TCP R RS H S BRI RS H GRS & . udp REETHEE ASA
A UDP #2458 H &3 BUAOE B R 50 H S IR A -

» format emblem S 7 o4 R 48 H G 554 )i 1l EMBLEM 4% 23X H &g K.

* secure R AR € S H B WSk B IER AU TCP A ] SSL/TLS. %4 Hi il sk A S HF
UDP; Hi R4 i, W2 kA il i

* [reference-identity reference_identity name] 5t 1 5E AL & 145 | AR Gt FAIE 15 (1) RFC 6125
FUHPRRRS A . A OCGHAR R R MRS B, WE SR E 5 bR,

Tl

| EESEES
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| B&ies
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ciscoasa(config) # logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

% EMBLEM & X R A SH B E MBI RE R ERS =
20fF EMBLEM R AR S8 H A BA S R 40 HS IR 4%, 1T LU R D 3R:

UK

¥t 1 514 3l UDP ¥ EMBLEM #4010 &4 H AW S KX S R G H E MRS 45

logging host interface name ip_address{tcp [/port] | udp [/ port]] [format emblem]

TP

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

AT LA IPv4 B IPv6 24 H SRS 55

format emblem S8 7o R4 H & MRS 883 FI EMBLEM A% 30 H & id % (PR UDP) . interface_name
SRR EVIH RS H SRS 23l 4 L . ip_address S 36 & R 48 H GRS 2310 TP #udik . tep[/port]
orudp[/udp] <8t TS HONE E ASA N8 ] TCP 58 UDP ¥ £ 48 H G B R R RS H GRS 2%

AT LLKS ASA BCE N H] UDP 88 TCP (EANFHIIHE P R dls A B R 48 HUS IR S5 A% . IAUR
fE s MIERIA B UDP.

AT LM I 241~ logging host fiir &4 i R 4 iR OR 48 H s il SR F Al IR 55 45 ﬂﬂ%@dﬁﬁﬁ’l@i%’l‘%
GEH GRS &, RO TP HSIC IR 450 H 0 ™ B0 PR T

EBE WARFRE TCP, WIFE ASA KL GRS A A, 224 s, KBkl ASA
WOFERL . EAERG H SRS a8 R AR e VB, WS A% 30 GLRRGH G
HEREEIMBRAEHERS S, H 11T D) .

W E UDP, WL RS H GRS 825 [ I81T, ASA#SSAkEL RvEpidss. XHAKAT %
BEIME Y 1025 & 65535, Bk UDP 3104 514, A UDP 5 1% 1470,

TR ASLHAER T ASA FiET TCP RKiZ &R %

1% EMBLEM # X A FZ HEEEE B Hivim it Bir
ZoF EMBLEM #2UH0 R 40 H G B A B LA Hbs, 35T LR D%

RS

¥ EMBLEM # 3UH) R G0 H &S B AR B R 48 H B RS 4 L Aha4arth AR, 4120 Telnet 2% SSH 23 .

| A&icE I
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logging emblem

T

ciscoasa(config)# logging emblem

BAGZHESHERZZRNHABEETEZ DX

TR AR INDRE IR L 2R 8 H S0 SR SR A1 2 78 24 e I A (2 A P P R G2 b X o B B B I 21
TIRKIRE . HZerh X EWin (WatEdl, HZertXEATID  BRAE ASABCE WA 5e B G b X fRAF

Nil

B

FITCAALE, 77 WIAE A OB SN 2 8 w5 TV
TN ARG H AR R AGE RIS H S e I, AT B R D8R

o
i

T8 IR 2R Gt H AR S SR AR B 78 22 M I A A 7 A0 N 7 H S g X e
logging buffered {severity level | message list}
il

ciscoasa(config)# logging buffered critical
ciscoasa (config)# logging buffered level 2
ciscoasa(config)# logging buffered notif-list

Axieg |

B SN EBIZIR AR 2P X O (gbE s, M IXIATIND , BRIE ASARCE K 5¢

ﬁ%ﬁ[ﬁﬁﬁﬁmﬁﬁ, 5 WAEAE T RN 2 8 o NV R . S A B H &

clear logging buffer fiir%.

SN H G2 RN o BRINGZ P X K/ 4 KB.
logging buffer-size ¥+

il

ciscoasa(config)# logging buffer-size 16384

SR 3 AL AR
o ROBr B ORAE BN I H S 2R IX,  IFR 5B H R G i DX N 7 DR A7 21 A S P AE

logging flash-bufferwrap
ZN R

ciscoasa(config)# logging flash-bufferwrap

SEMIX, I

o ROBTI S ORAT B S H R G2 oh X, IF K o8 B H AR G2 DX AR A7 1) FTP IR G545 -

HiLE
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logging ftp-bufferwrap

ZNE

ciscoasa(config)# logging flash-bufferwrap
b DN B ORAF B AR BN, ASA 2B HAT A LAR I ) Bt 2 0 44 P i) H 28301
LOG-YYYY-MM-DD-HHMMSS . TXT

A YYYY 2, MM JEH, DD & HIH, HHMMSS &I E] CEU/NS S - Figb A g .
PRUEAE At H S G2 h XA K FTP IR G545

logging ftp-server server pathusername password

ZNE

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs

server SR E AN FTP 452810 1P Huhl. path 4046 & B0 3L B ARAE H G20 X $di 1) FTP
RS54 IR H AT, BRERARAHX T FTP ML H . username 24413 7€ v H &0 sk 21 FTP iR 45 2%
R 4. password ZE R R PR € FH P 44 1)

K241 H ARGt X N B ARAT 2 A B IR AT«

logging savelog [savefile]

IR

ciscoasa(config)# logging savelog latest-logfile.txt

EUAATHEMARAGFE
LT HER A BN AR, WEHAT U D8R

iz
SRR SR T O H SO R R A

logging flash-maximume-allocation kbytes

i

ciscoasa (config)# logging flash-maximum-allocation 1200

BRI, ASA 1 LLUh H BB 2 1| MBI INAE. Tt ASA FH 1547 H Ak 20 (1 /s
W IN A7 54 3 MB.
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U SR ARAF 2N FB I A 1 H 35S0 25 3 80T T A B A7 AR TR A s /N BRI, T AS A 23 I e - 14
HAGESCAE, DI R ORAE B H SO E IR s /N A AR DR R RT o 0 R BT SRR ST, B SR AE A
BRPTAT IR ST mT P A AT ARG T PR, D) AS AR JCiE DA BT H & 301

TR 2 fE LA ASA T OrRA7 H G SO B BB IR A7
logging flash-minimum-free kbytes

i

ciscoasa(config)# logging flash-minimum-free 4000

BARG AFESREGIEER
BB R H A SRS SUMDAE, AT LA 25 3R

UK

W 7€ NRIREE R S8 H R R IE B IRk .
logging mail {severity level | message list}

T

ciscoasa(config)# logging mail high-priority

I WA AR, FGE H AW B R R MR AT . DRI, R I e PO Ay 3 R L O L
A EPES] (B criticals alert A1 emergency) RS HEH .

P2 FE R R g8 H W RURGR BT bk e A P A st s - i

logging from-address email_address

i

ciscoasa(config)# logging from-address xxx-00l@example.com

W3 FRE R R GE H T SR B A 1k Iy A5 Ry N A M - o
logging recipient-address e-mail_address[severity level]

i

ciscoasa(config)# logging recipient-address admin@example.com

TR A FEFER RS H ST R AL BIME T s hE 20 T 1K) SMTP 554 o 885 T AR {3t 3 Ak 55 s A4 B Ak 55
dedhl, DABOR H G BRSS AT T. 8i3, R aT Ok 1 S IR 4s 55k, LRI T H&
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wrgAEEe s asom [

WK MER R IR MR DT, ASA KT bR, WRRAE MBI &, M EH
P HiR .

smtp-server [primary-interface] primary-smpt-server-ip-address [[backup-interface
1backup-smpt-server-ip-address]

i

ciscoasa(config)# smtp-server 10.1.1.24 10.1.1.34

ciscoasa(config) # smtp-server 10.1.1.24

ciscoasa(config) # smtp-server management 10.1.1.24 outside 10.1.1.34
( ) #

ciscoasa (config smtp-server management 10.1.1.24

’¥ AR5 HEHE %iXE ASDM

BLE HEIE XA

SR ARG H I R RIE ] ASDM, AT LT AV BR:

UK

g KR R 45 H 350 B k15| ASDM.
logging asdm {severity level | message list}
il

ciscoasa(config)# logging asdm 2

ASA R RI%F| ASDM [ R G0 H B B AN IX, FREN B IR FAR A R G rh X
ASDM HEZZ X AEANFFWIBHEZ XX . 1 ASDM H B X CliET, ASA Kk
%&%E’J%%E R DAFEZE P X oA B R 40 H AR B R I BR B R R G H AR RSk T R
g0 H B B H 23 0] 2 ASDM R BRIA B . EE4% 0 ASDM H B 22 b X P AR B 1R R 40 H B0 B
Tuﬁaﬁzéﬁﬁﬂ[ﬁ’mdn

7€ BAE ASDM H b IX R B 1 2 48 H T AL
logging asdm-buffer-size num_of _msgs
il

ciscoasa(config)# logging asdm-buffer-size 200

i\ clear logging asdm fir 4 LA 25 ASDM. H & 22 3 X (1) 24 Bif P 7%

PERCE HE WK, 1HPIT LR SR
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UK

i€ ASA KR 48 H G TH B AR 1) G B A %ar Y H BR 2 AT BLAEFCBA S o R B 1 2 48 H ST AL
logging queue message_count

Tl

ciscoasa(config)# logging queue 300

ASA TE WA AT I E R, X LEHm] A RC T TE R S0 H AT B AR AX 2 RS & ot H A
IR L A fid . Tt BRI R T AR 4 H S B BAS I BE R 8 € R 48 H S AR 5 a1 i . 3R
BRI/ 512 20 RGEH SR o BAFIR/MSZ BN A7 R IR IR AT 2B 0 A2 8192 4%
Ko BARRAEGQITE . WER HACRASIBEE ) 0, WIBAZ ) ds KT e B K/ 8192 4631 R .

1 &4 B S H B RE BT QiR O
T RIS B IE IR QI T, T LT 5 58

iz
i€ MR IREE R 4t H I B AL B 5 5

logging console { severity level | message list}

i

ciscoasa(config)# logging console errors

1% &4 HRH B %1% %] SNMP A 5525
15 SNMP 5 2800 H A0, AT LA 258

i

JEH SNMP H g sk 48 5E EERMIRLEH AL 21 SNMP iR 55 5% o
logging history [ logging_list | level ]

T
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ciscoasa(config)# logging history errors

E R % HEBEE%1XF Telnet 5 SSH =15
T REH EW B KIEF Telnet B SSH 21, i HUAT UL TR,

i
PR IR NI R 5E H AR B A£ F Telnet 5 SSH 23 .

logging monitor {severity level | message_list}

i

ciscoasa(config)# logging monitor 6

i

B2 AR R TE Y H Il

terminal monitor

T

ciscoasa(config)# terminal monitor

WY R G TS s, T EEm A @4 . %\ terminal no monitor iy 4 LA ] 1) 24 i 253
i H &l sk,

BERFZHEEBR

ERGHERETSERITNA A2

FE ARG H G S AT s B RS SR AR IR D TR /1 4o AEERIAIE DL, R ™ 44 Ho kel
BATRNEARTNN, R A Bl 1 P AN S AR P A, AEE R R G H S
TR PB4 7 SO ear. BEnT ey AR I JC O] P 440068 2685 1) iU A T e o

UK
gz A WY VAR AR

no logging hide username

T2 BRI 4
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logging hide username

ERGEREHEE D EE B E
FEERGE BN PRI, ST L 25 3R

UK

i€ FR G0 H AT R A B YA ] o
logging timestamp
IR

ciscoasa(config)# logging timestamp
LOG-2008-10-24-081856.TXT

FENZR G H &N B MER H AR, 155 no logging timestamp i 4

BRRGHEHER
AR E I RS AN, AT LA T 25 8%

UK

FHLIE ASA AR E ARG HEH R .
no logging message syslog_id
il

ciscoasa(config)# no logging message 113019

BEEH A H O R4 H AW R, 1% logging message syslog_id 174 (41, logging message
113019) . FEFE I O R4 HEH B M H &L, A dear configurelogging disabled

i

B ARG HEHBRI™EER
RS A B RG], T LR

HiLE
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semgsrmrzgasee [

UK

i€ A G0 H T B G .
logging message syslog_id level severity level

Tl

ciscoasa(config)# logging message 113019 level 5

PO RS H AWM B MmO B E LR E, 7%\ nologging messagesysiog_idlevelseverity |evel
4 (40 nologging message 113019 level 5) . EREHTE CUE M R G8 H i B 10 7™ 5k 20 5 E
NHAZE, EHI clear configurelogging level fiv4 .

aEERARELEIERFATHER

B2

A5 DA F iy A BB AR 25 F 50 B AR AR A )R R e H W B
no logging message syslog-id standby
il

ciscoasa(config)# no logging message 403503 standby

BOHBLIE R E ARG H SR, DR A SR RS DL, Wb % M ASA (AR 48 H &3
SOREFFIZD . 7] logging standby & B BH LE DL BH 1 EAE 26 FH e B 2R Ry 2 22 4 HASTH R

iR MR H ASA FIRHE RSN, JLEHEExBis (Bl R HERS
2%+ SNMP fRZ5-28F1 FTP IR452%) LIRS . g, EREMEEZR, FED1HH
Bt, &M ASA &/ERcEZ i, RSB DI N R Rz A .

#AIFEMBLEM X R G HEHEPEZILE ID

E4EdE EMBLEM #& A2 4 H M BT E &% ID, EHATUL F 2.

UK

4 ASA FLE N 7EAE EMBLEM MU A4 H EH B AR & ID. Haeh RGH & e — AR
% 1D,

logging device-id {cluster-id | context-name | hosthame | ipaddressinterface_name [system] | string text}

%z B
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TP

ciscoasa(config)# logging device-id hostname
ciscoasa (config)# logging device-id context-name

context-name JE#E AR R N FHAE W % ID (1 4R AR (UG T 248 =50 o RAE 2R
B A B 50UR ) H B IC %% ID, YR RGP AT 2% [ (199 S8 FH 3 4% 1D system, YT
B A S o R A R S A BRI A B4 1D

iR 15 ASA BERE, AR ZAE H BTik 4 1 4a ) e TP ik

cluster-id JCHE 745 B BE A ASA % (1) JE B K e — A FR1E & 45 D hostname S+
T N HAE 34 ID 1) ASA B TEHL4 . ipaddressinterface name <t 7/ S HU6 15 € MR E N
interface_name 142 11 TP Mok HAE % & ID. W9 Af H ipaddress JCBEY:, WITCTE MBIBANEE 11 AR R
G EN R, W& ID # TR E M) ASA B0 1P Mkl fEAEREI T, system B TFIR R A
ID B EI RGP Huhik o EOCHET N4 RIE T R4 H BN B A A — 3% ID.
string text JCHE T/ S HOM R 2 MoK text 47 B FAE R4 ID. PR ATLME S 218 16 M.

ANBEAL T 23 B DA N AT 775 -
<& (5%5)
R IR=D)
G CIE=D)
c< UM
> (KT

<2 (5)

IR WRJEH, WE EMBLEM #2046 22 40 H &3 BT SNMP [aBF R A4 R % 4% ID.

tIE B EXEHTIFR

FRAE I LR =AN e Rk SO 3
s FFR
o EE M
* HEID

T &% R HEE sk AR (B, SNMP 4538 1 H & XF513%, iEHITUL NS R:

| EESEES



| B&ies

N
5

azazxssnz [

iz
T e TP EORAAAE IR HUS S X P T B R 25 P i, i Rofg ™ sEVE GO BEE N 3, W ASA

SRIETEEMEGN N 3. 2 F0 1 ARG H G R
logging list name {level level [class message class] | message start_id[-end_id]}

IR

ciscoasa(config)# logging list list-notif level 3

WA HHR YRR levellevel I8 T7--ZHOHe e EMES . classmessage class K T-/5
HooHR B R E T B 28 . messagestart_id [-end_id] S/ ZHON R € AN R G0 H R B 5 B 570
il o

PR WA RO R A RRAE D FR e H AT ES R A PR A5 1E )44 PR A4S emergencies.
alert. critical. error. warning. notification. informational fl debugging. [FIFf, TEZEH
PEFNZR A2 FRE T SAL X L B (R BT AN P4 B, W20 LUA 4T “err” JTkIER
PB4

CATIE) ) A0 s I 5 20 0 Rk e 4 A1

logging list name {level level [class message class] | message start_id[-end_id]}

Tl

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa(config)# logging list list-notif level warning class ha

NS E B A4, FE eI RS R AR A AT BRI BN R A S AT i
AWrdrSe Bln, v LLEAESI R a8 R g H S B MR AHR € W R

« HAGHE ID J& T-7u [ 104024 % 105999,

* A RS HEWEEHA critical B S 1™ HYES ] (emergency. alert 5§, critical) o

* i ha KRG HEN EHAHEA wamning 8 S K F M) (emergency. alert. critical. error
iy, warning)

pE s AR ARG H S RS LU MRS, ekl k. R RS HEHEMLLHh 24
A, Wz B AGE %K.
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E IL.\-LE% ;:u\ nn

KPR R4 BRH B R EREE L BiR

TR T R4 H ST B AORRHRE it HAR, THHAT LU DR

UK

B an AR R F AR AT IR . B, WRARE M ENE GO 7 (K RN A% A A B H S gk
D, IF HE LGN 3 (1 ha 2RI SN % BN H S gEa X, S T B

logging class message class {buffered | console | history | mail | monitor |trap} [severity level]

i

ciscoasa(config)# logging class ha buffered alerts

buffered. history. mail. monitor 1 trap S 74t & MR P B R S8 H S BUAGE 2R S H
bx. history GBS 3 H SNMP EI A0Sk, monitor JEHE T H Telnet A1 SSH H it sk, trap Sty
ARG HERS# HE L% M IT&HIEFE N Hir. SRk 2 Hir, W&
AN HAR AN — 2.

PR R4 HRH B EpUERER

LERBIR G H S B ARG R, iEHAT LN DR

UK

TEFR E I T B R e e M= g0 (1 2 7)) N T RSB AR O HAR
logging rate-limit {unlimited | {num[interval]}} message syslog_id | level severity level

Tl

ciscoasa(config)# logging rate-limit 1000 600 level 6

AR PR 2 R B AT CRCE B B AR S R H D s R B R O EOAME, TR
clear runnmg configloggingrate-limit iy 4. 2 HE H il s Z (1A, & i clear configurelogging
rate-limit @74 .
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H}

H&

Z P LU T ik i gs H A E R
* show logging
s 2 WoR R HEME, AR EIES .

\)

AR aEEENR KRG HEWEECY 1000, XEIRNKE. AJHEAEE KK
4 HEHEECh 2000,

* show logging message
e & W E GO DB MU RS H BB O RS HEHEMYIER,
* show logging message message 1D
iy 4 7R E R G H B R M .
* show logging queue
Py 4 B H Sl ABIMIBAZI e 5 R
* show running-config logging rate-limit

a4 TR 24 ET H E SRR R

H&id F =4l

LA R 7 48] St 7 Jin S 7 1R 9K show logging i 4 1) H A& I A5 B

ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address “10.1.1.1”
Mail logging: disabled
ASDM logging: disabled

ciscoasa (config)# show logging
Syslog logging: enabled
Facility: 20

| A&icE I
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Timestamp logging: disabled

Hide Username logging: enabled

Standby logging: disabled

Debug-trace logging: enabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: level debugging, 330272 messages logged

Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123

Permit-hostdown logging: disabled

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging: disabled

PATR 78] St s ] [ I 42 15 5 17 28 48 H G R DURAR € 1) AR G H AT B v 200 -

ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa(config)# logging message 403503 level 1
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa (config)# no logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)

HEICRIIgeEHR £igRK

3 HEILRRERLILR

ThEE AR FEERA 1t AR
ERSN 7.0(1) LA H AR ASA M4t H kA5 R, IR EF MR H &S
BV
A PR 7.0(4) BT AR Bl 2R g H AT R R
SINT LU Fr4: logging rate-limit.,
BILKIIE 7.2(1) B I Ay & T T Bl 4 A CH &R HAF2ERIH R 1ID) 4g

iE/% % H/]E[n_b LE)&@J?%O
FINTLLUF#r4: logging list.
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INREB R T&ERA 15 BB
A HEE R 8.0(2) Fae 5 H & sk VLR N AE ] SSL/TLS. ANAERTE I BN A TCP HY
THOL T T H 3.
B T LU R4 logging host.
H il sk 8.0(4) & IS0 TR H AR DS BV ipaa FHAT R SRR .
8.1(1) Bl 7 LU R A4: logging class.
HECFIEAM A [8.2(1) SN TR H &R B dap SR SRR
N ﬂ%éﬁ{qﬂl: A
B T LA R4 logging class.
I T SRR SR H B R ZEMIX. (ASDM. Wi FTP MINAE) ML
o
SINT LA Fr4: clear logging queue bufferwrap.
SR N 8.3(1) A IO Ty IR A S
B T LA R4 logging ftp server .
HEEARS 8.3(1) W HEEGLSFRINT R 1P bk A H Fx 1P Huhl,
R G E S RE R | 8.3(2) MK R 80 H B IRSS A B 8 TCP H RS H B IRGSSA R KL, ASA ¥
1k FEIEAE R R 4 H B BT s:,  HERZRS s A T RPIRZS (il
VPN. B kB E i RARHIERS) . ko, ILIhReCEam, EEYE ASA I
() H D S A F U I BH 3% 4 s IR A H e s BB B B a5
HFEE PR E EALA+ TSN T BEDhfg. BRARER, 15 WA vk A% BY
BWARGHENE BN i, Eavrds:, 1H4ks1 A logging
permit-hostdown iy 4 .
SINT LU R ARG HEMNE: 414005, 414006 414007 F1 414008
BT LR 4 show logging.
R4 H &N B AHE | 8.4(1) OO FAE I T SR
o R S NI Z A AR R I IE RS H A R
o G 3w e RS
o XH AT IHE . HORTEAE R, 1S ASDM BLE R .
WIhEE S TR ASA FRAS H .
LR 9.0(1) WA T X EEREIRE R AE ASA 5580 F1 5585-X AL ARG H G B S 4.

Bk T LA R4 logging device-id.
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ThEE AR FEERA 15t AR
e FRHIERgH | 9-4(1) VI TR T AE M b e AS TG o s ] e L BHLE A e e R T H AT IR 5
i e

5INT LU R4 : logging message syslog-id standby
LARG H GRS d ik |9-612) TLS % g A BB AE SZRFET X6 RFC 6125 28 6 15 vh 5 LI IR 45 2% 5 40 56 31E () K
H’J?’S%%Tﬂ\ Mo SIS UEREEXT B R 40 H G R4S 45 1) TLS 44T PKI 40 UE RN HEA T .

LIPS 2 i) INARES %@ﬂﬁﬁ’ﬁlfﬂﬁiﬂ*ﬁ@@ﬂ, A ST R
WINEAE e T LA R dir4 . [no] crypto careference-identity. logging host .

R4 H B RS2 F 1Pve | 9.7(1) AR, AT LAE ] IPve kil kil & R4 H B RS 2%, i TCP F1 UDP
Hitil ok, REMER ARG HE.

B T LU F a4 logging host
H&id sk 9.12(1) WSINT X%} BED. BGP. %11, IPv6. ZHI%. X% 4% . PBR. %1, SLA

JH ISR B SRR

B T UL F a4 logging class.

ARG HE MR 30K | 9-18(2) TEIAE ] LA InFR e I T R g H &
B/ s T4 interface loopback. logging host
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