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M 3 FH 08 ) 25 ) 4 e RIE L e 3L . ST ARIT, EH R B ASA #4164 SR B
“Beginning configuration replication: Sending to mate” ; 5ZJ#Hf, ASA B/RiHE “End Configuration

Replication to mate” o FR#EHCE IR/, SHIATRER 2 LD 2 L7 8

FEROC S (4 b, B AAEAE TIBAT NAF o T8I 2 MR B AR A I o O ORI AR A7 B I A 19
an, E /RSB, MR AL | AT ARSI & I RGHAT I write
memory all 4. %2 BB R, S SRR R SR L E 5 N B AE

\)

AR RN, EROEHCE I B LRI a4 AT RECVA IE R SR BN AR, R HLAERONC B i
# ERN I T RE DR R I IC B o o AERCE LRI R, I o A S B  0 h R A — eA

A4

S EH
P DA HILL N SRR E A E, D A 20T Bl X e S, A AT UE L
* Secure Client W%
* CSD Wit
* Secure Client it & 31

ASA i A% AE cache:/ste/profiles H1[1] Secure Client It & SCAF 1B A7 A, AN EAFAEALE N AT
ARG SO . B Secure Client MU B SCIF S 2 & B4, TEPAT LR Horp— T4 -

o fEEH WA L write standby 14>
o F 3 FH B LT N I S
o FPTINA HB

o ARHAEPHUR L (CA)

* ASA HH%

* ASDM Hef%

JRBNE, A BB BRI i SO RV RIS A . AR IR AT BIINAF A ER

il A4 o

FEE BRI R b, AERGERAT B A PR i 520 B G B R 41 1 40 T R APIRAS 1
B
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config-sync 1L .

* % mode. firewall Al failover lan unit 2 1A BC & i 4
* copy running-config startup-config

* delete

* mkdir

* rename

* rmdir

* write memory

PLF fir & A 222 ASA:
* & copy fir 2 M BT A 2 copy running-config startup-config 4
* Bk write dr 24T TE W write memory 4
* debug
* failover lan unit
* firewall
* show

* terminal pager F pager

config-sync i1k

FEAR L B RSB A% i R P R B R B DTN AR T BRI ATRCE . BB
HE?&’I‘@EEE%?MDJ\*&% DAREAT e BB B 2D o W SR T B I B O, WA 4
JLor A BRI 20 Be

P [R) 200 A0 T REIHE 1o A2 e e B 0 R LI AN e £ Al - F e T e A e & AN
W FAFE RS MEVCED, N B A B Bk s 4 B R 2E 3R FOE NN HA . L IhRE J S i 58 B ()
HA 4%, JE4ika gy & D AT Ta)
Bie & [ 454 4k B4 4 ) F0 PR 1

o 7F ASA 9.18.1 Je B = picAS BRI S G & [R5 A AL T e

* ASA Z SRR 7 58 A C B ) A0 U 1A LS A S U R SRR G B R DAL D e T SR VRAE
Jo 7Y T INN R) LA ST .

o WURBCE A RS TPsec 9], WIBCE AU TCRG TG 32 F e 2 A P st 4% b V1SR
HBMEA A .

* WURAEITB)A ACL 5 SNMPv3 L B, RS E [RD AL h RETE A% -

* B BEARE LAN BERR 23N 10 Se ML EAR D BRUAT AT R 2D o A8 T2 B2 0 45 T 46 2 TR R i
R R IRBIIIN], Al B E I RE, T2 AT SE SR E A
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FETULES, BERAEENE S ORI . RgEH S IR 2 Won WAR G K BB LB

A ESSORiO] iRy TS
LN & e & A B .
* show failover config-sync checksum
BoRA KB ARSI AR
* show failover config-sync configuration
R R IC BRI A5
* show failover config-sync status

R ICE FP AL D RE RS -
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* Firepower 1010:
o [T RN, AN Bl L D Re. i TAZH L D AEREPE R IEAT, PRt gkak
PR B M e EARRE . SRR SAER LR s B, (HIbDhReA &
PR BAT M i 1 o AEIEW SRR LR VA T, B RS S A B L DR B0
ZRINH o VLRI HAU] TAE RSB INfE . THVER, VLAN#E L]l i 12 7,
T AE Heb Loty G0l o b e B s o AR b, AT DURE BN e Lot 115 T VLAN [ JF
BRI ] b A%, (H S8 f] SR e B U BB KBS R 1

o ACAT AT BTs K A DA B e A% e

* Firepower 9300 - F AT A FHHLAA ] b e B LASE IR (T AR

o T 2 2 MER:, A SZ R B L RS 7 A HL 2 4% (W1 Microsoft Azure Fil Amazon
Web JIi%5) FAER ASA virtual. B1ES I A3z i & o) v .

BT ASA Virtual B fE4E 2L S ] A

i ASA virtual 178 WS A 6 i, 75 EE LA [R5 F5cdie #2245 ASA virtual. W1 3584
AR B R I B4 ASA virtual, {HEHANE T, € ASA virtualfZE il 6 4 WoRiis. ik
R IhRE T BEth 232 B 50

HAoEm

o R AR RS B T B i, BB IS AT A I S (STP) [RS8 Lty 11 7E S8k Jn 21 44
PNEALINY, SBE ANBHZEARAS 30 #0550 #0. i DAL FRHIEIRSK, AR E LR, &Ll
HRIEAZ HHL 5 ] STP PortFast Djfig:

interface interface_id spanning-tree portfast

WA RT3 1038 F) T e 2 s e BRI e A e T K A4 b . BERR 4T RN, PortFast D fig 25 32 B
gt PV B STP 36 R 1Zm L5225 STP. RISy /2 PR K —8 43, 3 11 g
o4y STP BHZERIA

R MBS BRI, {EXERE R ASAMUREE B 0 AL L IC B 0 e e, TR 2 SEUBAS
FUBEL, A L E R SR 22 4 MAC B % 53— A1, A HbL 15 220 i
BRI, £ b

B2 T LE B W RIRIEE P SN 1025 MR .

o RFT A/ I SRS R VPN TPSec I, A ] SNMP SR VPN BRI W 1 i 4 A1 4
P o 46 PB4 BEAT 70000 VPN BRI, 0 5 700 NMS (3 o 4T LB A8 LT I
ThfEN) SNMPV3, DA B IPsec Bl

o ST/, ANNAEAN R ASR ZH P E AR R S R AN
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XTSRS, IR SRS R AL, 20U o IR S B R A 1. Wb B 41 1 IR 2%
WS RO MR AP 5 SURBOA M SR 4 1. AR C ot
IrBC TG SR A 4 .

W i, AR GE H ST L U R ST B Ay W % 4 1 i B J LR
N T AR S (FESRR RSN, RO T HA bF bR AR T E B BRI il SC IR 4 1

RASAE VP AR IR SRR INE . R GOR ] DES MEAT N o W SRR 5 AT i 58
W P A, W ARE TR B 5 AT AES. BRIk, Wi RS TR R =R R 2,
BTG, WK IR, WS WA B BRI e 2 AN 2
BN . RPN BEAT IR, AR e A AR N

AT HAT W A A% D) RE ) SNMPV3 I, R BT e b e e B 1 o6, U] SNMIPY3 I AN 523 3
B ALK SNMPvV3 H P EORTAS N2 e s, BLOmEIH P W28 ke ass B, ]
DABLHEAE s & BN o BORICE BN, ik el E & BN snmp-server
user usernamegroup-namev3 i, BCE ELHEAT AN # R 2 1) priv-password i iR auth-password
TR I I e 3 4% FH B %

B AN X SRR 5 SNMP 2 i 5 | B 504l
D SR AEAT RV 2 AN NAT B, JUBC L /N AT e 2 B A AL B B A, s Rl st %
s ZERL AR N TR A R IA 2 4% I 4oRES o XS ma AR 17 ) 5 B SSH 2% 3 BEAT & il 39 7]

B H B IRE ). B AL E B IPERE, 15T asp rule-engine transactional-commit
access-group F1 asp rule-engine transactional-commit nat iy 4 U7 i FUUAT NAT Jii F 35454
Ao

etk 2 HA ) OB e A% 0 ob i B8 Al g LI Bl B - T e TR 20

ENUE

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

WBE R IR A LB DI Bh. DUN AT R I () — Le R ]«
o R — AP bR RS Xt
it AR T Ay ol
o W RS LKA AT P T B T

« f§i 1] no failover/failover 5% configure high-availability suspend/resume gD 4k
7£ CLI »
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e R D B2 e, RIS SRR B8 e b i IERBOR W REAAAE 2207 . IS R IR T
WIAT oo RmT DL BRI (i, RS 30-60 #0) I

Sy A NN
ERINTEOL R, WOt B S (0 5 AR Y2
o ERE MR AT HTTP K4
o SN R S SO R RS
< ARSI R R 5 B
o« BeIREFIN ] 25 7.
o« BRI N 1R,
© WATRERN Y 15 B,
o EALIBNE SR
s EETH Y.

Ao & * A/ AR

TG E T /R RS, S A T W A B e B RGBS v E . AT BC A AE
Bk BRET, RIRIXLSBCE S FD BB B %

HER/ERAYMEEBEE FIRE
AT A2, B A MR RS RLBoP 9 e, RSB R T 10
BRSO L
T2 B

o FRATTHE TSI g Bk s s % FIOIR A B AN BT B I A B TP bk o o RS T A0S o5 e i
31ALFMAEND, 152000 E 44 H 1P k. 4nif>h DHCP FBl'E TAT 0, B8 J07k 8 H dsss

%o
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* M T 2B, THEREPAT T EHAFET . BRSSO B REPAT N, IHRA
changeto system iy 4o

i

B R E Ol 1B

failover lan unit primary

Fi 7 I s e A% B 2 1«
failover lan interfaceif nameinterface id

TP

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

UEE AT AR A g (EH TR REBRBR AL
if_name Z 4] b4 1145 E 44 PR

interface_id 24 n U2 S #7810, ¢ EtherChannel #:171 ID. 7E Firepower 1010 I, 1%
eI kB2 11 ID; ANREFR @ AZHebLim 11 ID 5% VLAN ID. Firepower 4100/9300 nJ LLA# AR %1
PR,

hy WA i 20T T R 2 HY TP

failover interfaceip failover_if name {ip addressmask |ipv6_address/ prefix} standby ip_address

i

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

B

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

B R AT ARAE R 7R e BT LU 31 47 (255.255.255.254), ANELEHIAS TP Mtk .
169.254.0.0/16 i1 £d00:0:0:*::/64 & N FBAE K1 M, AREH T Wl ek A5 2% .

# 1 TP kb 255 2] TP stk - [l k4
J P o 2 A -

interface failover_interface id

no shutdown

T

ciscoasa (config)# interface gigabitethernet 0/3
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ciscoasa(config-if)# no shutdown

PSS (L) WORAREAG AR BERR (K AR 1, Fog sk .

failover link if_nameinterface id

T

ciscoasa(config)# failover link folink gigabitethernet0/4

U AR AN S PRI 1, U R e RS B R T TR B B
if_name Z4J(n] A4 L4 E 4 PR
interface id Z %] LI B PR 10, 1821188 EtherChannel #2111 ID. 7E Firepower 1010 I, %4
PRl ka4 1 ID: ANfgdi e A #eLi  ID 5 VLAN ID.
S URAHEE T RA RS, T LI PR A P TP M SRS IRAS B
failover interfaceip state if_name {ip_addressmask | ipv6_address/prefix} standby ip_address
il

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

Db HE R AL TAN A T b i A B i R A 7 e EF T DU 3147 (255.255.255.254), LA
AN TP Hudilk . 169.254.0.0/16 Al £d00:0:0:%::/64 & N ERAE 109, ANAEH] T 4% 52 stk A5 5E 4

2 1T 1P Huhib A 20 b5 1 1P M hEA T F) — 1
R ROR LIRS HE R, 1B DR
WERSESRE T AR BERE 15 8 HPIRASBERS -

interface state_interface id

Sk
S
~

no shutdown

Tl

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

IR ORISR e B, 1B D IR
FES (W) TEPATBUME—#84,  DUINS e A AR S i b PRt £ -

o CHIL) AEVa 2 b B MR HE RS 2 37 TPsec LAN £ LAN F&IE, DU P (i b
LY SURER
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failover ipsec pre-shared-key [0 | 8] %4/

iR

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

i key IR 128 745 fE &5 Bek LIARIRIE B . e 9]t IKEv2 ] T @2 BR i .

WERAEH S GESEE L), NP SR E . WUeRMECER SR (B,
M more system:running-config firth =D, WS EMH 8 St I & P, BOANGOL ]
0, RUIRINE K

failover ipsec pre-shared-key 7t show running-config iyt i 7R Oy *%, X Rl 59 ok e
il

U AR e B e B FORZS BB I, SO e R T (R ARAE dy & R A A (il &
RIpT A SR 51D KR BISOB

AEEFIN# ] IPsec N ML 4; failover key . WURFERECE AR 7%, A IPsec. A
i, AR RS, IR R E IPsec M5 2 BT 0640 1 SE A% ] no failover key it 2 MR b i 74
L7

WS LAN 2] LAN FEE A TEA IPsec (At VPND FrJHIE,
CRIE) Ao e 4 B FIDIR B %L 1) e 4 B Sl A T %«
failover key [0 8] {hex key | shared_secret}

R

ciscoasa(config)# failover key johncrlchtOn

1/ 1 3] 63 ANF4511) shared_secret, Ei# 32 ANF4F1) hex key. %I T shared_secret, #n] AT
BASMHAECTE PR SRS . ZIEE SsSB4 e e
B LA R 254

WERATH F 209 GESRICE E%0) , WL w /g3 g S7ERe S b . WM
B & A (B, M moresystem:running-config ¥t &2 HD , WIHE & 8 Je s L=
WA N BRSO MR 0, SRR I A 1% .

failover key 7t show running-config i Hi /1 i 7 Oy e X Ph g HE 2 072 5 1l

TS AR O b e B FIRAS BB N2, WO Rl AE (LR iy 2 S I Rt v R0k () vh
(T AT SR E ) R A SOE R,

JA P B A -

failover

FE0 K RGN R A7 B N A7

write memory
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Gt
LUR 7R B 3 e (b e i S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

AERIERBEEBEERLF

EBh e 8% T B R A R B . eI B A T X ey Aok S R AT S . AE R
oW JURCE A A B A% I, PG 2 1) R ME— 7k AP 22 ) 2 failover lan unit 74, %4 Al
e R E W& B, ek,

FFiaZ wiI
« G0 DHCP 'S TATME 10, B Ieik)n #4755
) IR R FR A BE S I & nameif .

« W T2AESEE, EHEREPAT M S RATE T . TN RV BI R GEPAT AR, ERA
changeto system %

$ﬁ1ﬁiﬁékﬁﬁﬁkﬁéﬁﬂmﬁé,HMHMMmmmmwva% B, EnI LU H] failover
lan unit secondary iy A& 1% a4, HIXHAELT, KA secondary EBIANKE . WS04 EH/&
FR B %A%, 28 23 T,

#iln

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

T2 W ERD ), SR E R RIN A
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ciscoasa(config) # write memory

fo & £ F/E MBS

AT AT IC ) TR

AER/ERMEEBZEE TR
REEAC AT AP, WL A RSB h A B o OB T 754 L
B B 7 0 L
it 2 B
o R PP S 2 BB

o R RUIRASBEM 2 b, FRATTE U AR I 5 b AT Qe 1 RE R Qe 10 8 B e D i 4%
FHIP Huhb . an S5 506 A 31 A2 F RS, 15200 E & 1P Huht. 402 4 DHCP i
BT, BB IOV R F

o 5 R A RS RN S BE M R nameif.
s LERGPAT AP SERATE o EMZN S U B R G472 00, %A changeto system fiy
A

<o
gz

TR BB RIRE N T
failover lan unit primary

PIR2 e EHIE MR B R O
failover lan interface if nameinterface id

il
ciscoasa(config)# failover lan interface folink gigabitethernet0/3
W VAN AT AR HoAth F 3 (R IR RERE BRAD)

if_name Z 4] 45 E 4 FR .

interface id Z¥ Al LU B BE 1. 18 11 8k EtherChannel 4% 1 ID. Firepower 4100/9300 AJ LA
FATAT B S A4 1
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hy R AL B i 03 TG 2 H AN 1 TP ik
standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address

TP

ciscoasa(config) # failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

SRR A T AR R A1 e e R LU 314 (255.255.255.254), A& AN TP Mk .
169.254.0.0/16 i1 £d00:0:0:*::/64 & N AL 1M, AREH Tl 5 R S5 2% .

2 M 1P Motk o200 55 A 1P kAL 1 [A) — 1~k
Jo P A i e 5 -
interface failover_interface id

no shutdown

TP

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CAJag) G RAR AT HPIRABERS (0 Sl 11, fis e sk .
failover link if_name interface id

il

ciscoasa(config)# failover link statelink gigabitethernet0/4

FAT A A P W R e R e i v 1) — AN BAMCIR S R B o W SRANTR I SR 1, DR R R
TR B o

if_name 2% n] y # R E A4 R

interface_id Z 4] LB PR 1. 45118 EtherChannel #211 ID.

ARG T HOMKPIRA BERS, W] DU TR 96 TP ik gy e 2 IR A HE 2 -

BB HE R AL TAN A T # b i A B A R A 7 e b P I DU 3147 (255.255.255.254), N
AN TP Hudik . 169.254.0.0/16 Al £d00:0:0:%::/64 & N FRAE 109, ASHEH] T 4% 72 stk A 5 4

2 HI 1P Huhib b 20 b5 5 1P M hEA TR — 1
UR ORI RS HE R, 1B OV IR

failover interfaceip stateif_name {ip_address mask | ipv6_address/prefix} standby ip_address
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TP

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby

172.

£

27.49.2

ciscoasa (config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

PR WRETRE TR R, 050 RS HE RS -

interface state interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

WK SORAS RS, B DR,
SIS AT HUTOLFAE—Hfl, LU MR B AR AS BEBA 1A

3

CEIED) TRV ) (R R i A% FLRAS BE K T 42 57 TPsec LAN 21 LAN B&IE, - LU0 A 14 i i
FERB A

failover ipsec pre-shared-key [0 | 8] %4/

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

% key IR BE R 128 745 e P& ek LR FI S 9. e 91 IKBv2 H] T 7%l .

WA B GESRRCE BE) , WiE P SfERCE e . wURMNECE S (o,
M more system:running-config firth =D, W EAH 8 S v I s P, BOANEOL ML
0, RUIARINE K

failover ipsec pre-shared-key 7t show running-config %yt i 7 g %%, SRR P ICIEE
il o

U AR M B e B FORAS BRI I, WO e ATl (R AAE dy & A Aoz (il
RIFTA SR Y1) KR WISOB A

ANRE [ I TPsec N FifL 4t failover key N . i S [RIBECE A T7%, WA IPsec. A
oL, G REH SR, ARG E IPsec I 2 H 20 i /648 H no failover key fiv 2 I3 i i 4 7
B

i RE e F2 LAN 2 LAN BEiE A TH IPsec (Fiflt VPN) VFHJE.
CRTIE ) 0o Wl e e A IR AN B B P i e R A0 (5 AT D 5
failover key [0 8] {hex key | shared_secret}

B EsuEEsInETRY


asa-919-general-config_chapter23.pdf#nameddest=unique_369

BEMEEBIIE A AN

nxmERussnises [

ciscoasa(config)# failover key johncrlchtOn

i Fi| shared_secret (1 % 63 ™NFFF) 18 32 MR +oxidkdl %48

%}T shared_secret, #EnDUTEA AR T . PR SRS SB35 4
HFA RN %8 e W6 s LA R %8 .

WA E%0S GESHICE %), WL a2 il & s . Wl
B e & H (B, M moresystem:running-config 4t &2 1D, TG & 1l 8 Jeil 7 e () JL =
AN BRSO MR 0, SRR A D .

failover key 7t show running-config it H Sk 7= oAy s X Rh A 2 P 0V S

TR AT B R e A R A BRI I, WU ALl (S (CRLFSAE Ay & R R A R 3% A I 1
T S0 B 8D K R I SOE .

O RS A 1
failover group 1
primary

preempt [delay]

Tl

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

HH, ATLORAL 1 o iess B, KA 2 r RO B . PN R R AL A OR BB L
W EPRES (AMEEANIEURN EZ), H—EREXERRENPRE) , AFBZAN T
LN E . e AR I, preempt iy & AL 41 A S E X v AN FEHPIR
&

BN o

T LU N T IR delay (B, % EARE M R ALE TR € Wk B B33 EAPIRASZ AT, BT
ORRE PRSP ARETER Y 1 2 1200,

AR PR TR e RS , e S S 5EIR, L RIER AT AL T 5 AR IS 4% 41 B AE 1) B 2% v
il k.

IR TZAT RS, W22 20 preempt A7 4o
GRS 2, TR I R B B4
failover group 2

secondary

preempt [delay]

i

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
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ciscoasa(config-fover-group) # preempt 1200

BEANGE NG SIS R ER,  AR G RAZG S g i A R A
context 44K
join-failover-group {1| 2}

TP

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

XM SRR I 2.

BT AR BE I 52 ASh 0 B BT i 4] 1. B BRI SR LIS SR 4] 1 (bt AR
LAY 2.

JA B e A% -

failover

e RGURC B ORAF BN A7

write memory

Gt
LR 791 g B 3 ok R i R e RS S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover
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Nil

FER A% TR A I R RS B . S W) A T X ey AR S A TS . R
HW HACE RIEB B A, PG E 2 B ME— 7K A 22 52 failover lan unit 474, Za 4l
e R a W& LS, kg,

FHia Z |l
o MR A BRI 221 seiiaUs 2 et
* WA DHCP FCE TAEM#E L ROk e n a5 .
o TN IR B RRAS B IC B nameif .
s FERGPAT A SERATEF o ZMAZAE SO R 00, i A changeto system iy

2
UK

Efﬁ%igﬁﬁA%%ﬁﬂmﬁé,WMHMMWWWMWW?V% o, fnl U] failover
lan unit secondary fir &0 %4, (UIXIFEAELT, K24 secondary JEERIA B E . AT ZE4 A
fmwamwMMmmeagmmﬁé,Iﬁﬁ%ﬁé%ME&%Eﬁcm 5 Ay = /3
HRRE WA, 28

Bl

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa (config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

e R e B B P IS, RO DR AT I N A7

ciscoasa(config)# write memory

R AT, W RRAT EORMBE R AL 2 AER I e BAE T EADIRE:

failover active group 2
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B e=anumsnsy

i B FliE I PEEE 1554

T LIRS 2 SCRBR R W

BB MR FHMEMMEE
ﬁ%@ﬂ&$ N2 SN BOARE, HS R B RE 523 L.
FHB, 80T AR RN R AL K 2 A A
FrIaZ |
* TR RN, WE RGEHAT A R PR E X L
o W BB A TR I AR L e B A I (BFD), 1523 54 LA B
* 1R Firepower 9300 £ 4100.
AR /&
o PR F AR 2

B2

PR BRI R WA CR R N 1)

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

i

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

X =R/

polltime YA~ 1~ 1 1 15 Fh 2 8], B3 200 A1 999 2= b2 i), holdtime yulE /T 1 F 45 F22 [6] 5k
800 3 999 Z b2 [A] oy N PRI DRATF I THE AN BE /D T- U8 S0 I (] 1) 3 £ o BB A I ()b, ASA
AT AT PRSI 280 MR b R A RS o (R, I I 3 ZE R, SRR AN & S BN D L D1 .

WER AL AR P I Y AR SIS H A 5 (I e A, U T AR A T AR (K
WRAEDRRFIF ] A, IR RISR AR 45 B g OWA N, B s A A A b, o Rl e o o

e, W B AT, MO B Bk

FEER/ERBGUR, BT DOD R G BB IR (HARE R R e 1 2 v B R

TR2 AR AL E BFD.

JE WA B AT BE S 7 CPU i I A< s N S B R E . BFD JiiZd /A X, Brbhis CPU A

my FHIZ AT,

a) & CEH TR AL IS AT IRBUR DI K BFD BAR :
bfd-template single-hop template_name
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bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa (config-bfd) # bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx 45 BFD 4% i st 40 A 18 B e e B2 0 S5 AR 14 . AT 50 3 999 = Fb 2 1],

min-rx 752 W CRIR B e 32 0 S8R (1) BED 2 8l i . Y/ T 50 21 999 <44
Z Ia)o multiplier 455 /£ BFD 7 WX S AN T HI 22 B b 2006 1k ok B 2 3% 0 S5 44 ) 14 42 BFD
R . JaRER 3 3 50,

WeAR, 3 m] DA AR P (5] N R B B iE s 352 [ A1 BFD BiAi .
b) JyisfPIRM K H ] BFD:
failover health-check bfd template_name

i

ciscoasa(config)# failover health-check bfd failover-temp

P3O B R A AR I ]
failover polltimelink-state msec poll_time

-
ciscoasa(config)# failover polltime link-state msec 300
Ja 2 300 %2 799 b, BRIATGOL T, R 08 KBS ASA BERE 500 A0 A — IR H 42 L

HORAS . BEATLLE E SCRWIN ] Bildn, o SRR R I () BN 300 2245, T ASA W LS R iR i
eARE (S0 Yo

FEER/ERIBGCR, T DON R G REE I A (HANRE N B MR 7 2 Ve B e
P4 WENERT ISR R

failover replication rate conns

T

ciscoasa(config)# failover replication rate 20000

/N KT R R TSI S o BRI B OGHER 7R B/ BB, BT LUD RS E
s EARE B W R 2 B A R

WIS SR B Ul Sth BRI AT AT N S R D g -

failover standby config-lock

BRNEOL R, RV TR/ 5 B TRCE, HARGERER FEEHE.
S (LRGN 3855 A e X s R 4
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{| } failover group1 2

T

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

$ET A HTTP RS K S
o T 3 /A AR
failover replication http
LI i e YV S A W
replication http
LARVHERSE BRI a8 HTTP 1R, F 20 HTTP &, FATESUSTTHTTPRAS R 6.
iR P10 P s i A I A2 P V4% P IR HTTP B &7 42 4838, T L show conn count
e B S & S BT Re R AN EI B W RS LR B A BB R iz 2
WIS AEW & & B BRI E
WIE8  WE L R A MR I 1 e A s 1 {
o T 3 /A AR
failover interface-policy num [%]

2R

ciscoasa (config)# failover interface-policy 20%

X3 /3 R
interface-policy num [%]

IR

ciscoasa (config-fover-group) # interface-policy 20%

BRONEOL R, —/ME DS RS .
TEFREHE D R e HE I, num 800 AT 1 3 1025 2 06
LEHR S UK T A8 LI, num 400 A1 1 31 100 2 1)
724 I € AR e IR SN TR
o 03 A R
failover polltimeinterface [msec] polltime [holdtime time]

R
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ciscoasa(config)# failover polltime interface msec 500 holdtime 5

X3 R/ A R
polltime interface [msec] polltime [holdtimetime]

IR

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

* polltime- 1 B [ o 45 (A A IE T MU Ky (0 2 TRV O S A I T o A& I TR A 28 A T 1 20 15 b2 )
U SRAG I AT () msec SCHE T, WIHTRUES T 500 £ 999 2R 2 (A BRIME N 5 7.

hol dtimetime- 13 & M S 54 15 4% F S5 I 2 il Hel lodiy B 5 16432 1R DARR 2 38 LS 4R 22 )
IR (FENTEED o e iR IR KRR S 0] % & holdtime / 16, 5 RLEEHY 5 2
75 ¥ o BROMEAFC WIS RIS o NI ORdae I TR AN R T e 2 R N TR) 1 5 i

PEFE TG VR Z AT ) Cy) BT BN #R A

1. x= Choldtime/polltime) /2, Y& T A NIRRT RS . (4R RIYETAN; 0.5 Flfn) b
M. D

2. y=x*polltime

.

B, dn AL BRI CRRFIN RIS A I (] 5, Wy = 1585

FHIB10 B E LR MAC Hubt
o P /A R

failover mac address phy _if active_mac standby _mac

2R

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

X3 /A R
mac address phy _if active_mac standby_mac

IR

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

phy_if ZE&8: B4R, B, gigabitethernet0/1.

active_mac 1 standby_mac Z40e HH.H #2U MAC Hubik, Hob H & 16 7/ Nathlses. wilin,
MAC Ml 00-0C-F1-42-4C-DE % %45 A\ 000C.F142.4CDE.

active_mac Hutik 542 1 135 ) 1P HuhibAH2CHG, 177 standby_mac 582 1145 H TP kAR 5K o
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st ny DU A Hof iy 2 500 VA% B MAC ik, (ES2RATEBUMER —Morik. S EH 2 M5k
BHE MAC bk, BB MAC Mk FF 248 &R, nl e AN ml 7l

1§ | show interface fiv4 7] W 3z O H # MAC Hudt,
SEN (UREH/FABRD S HA MR A S b 5.

BB RO EE
BOMNEOLT, e A0 bs IR, 808X T Firepower 1010, WA s VLAN$. . Firepower
1010 AZ Heh L 1 AR AT #: 1A
T AT e Ay BEHE R B O I 2 (142 1, Lt 50 i i o 2 7% S s
2w DA B e LI 1025 MR E (85 205 580N T 1 50

FHia Z |l
FEZ MR, TR MG P RCEE .

UK

Je FH BSR4 -
[no] monitor-interface {if name}

TP

ciscoasa(config) # monitor-interface inside
ciscoasa(config)# no monitor-interface engl

e EEMFREEHBEE X (ER/ERERD

FEE /B R e RS N IS AT I, e il RE W B TON A e & AR R — MR [P . il Tl
FNZBAE I ASA B ZEHR B IEMTERG R, ZEIR S ES . B/ X i
PG ASA JERLBIAFFEIZE R, JF H e IERAE ] NAT Hihlny, & Az 5.

T LR VPR RR i Bl ok P 1 ER PR . Jhit, R RS ASA L RARUEE 23 iE
FF—A ASR 4. B, P& ASA N FHE FNERZR BN R ES, (HAMNTEZ DNERZRSIAF K ISP, 7£
TR L, R ARSI D BCsy ASR 4 1 AEREBN B b, R IS SRAN L L1 B gs A 1R
ASR A 1o 4 E s AR LR BT Ha i 5 S i i, e ke A R4 b Ak 1% A st
M — ARG R fEonflr, B ASR A 1. WRRAHRBILEIT, Hiitap iy, Wi
FRPIVCECIR, S BEAT LR (K311
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© WA ATREDR AN SRR, O 2 IRACK I Bl AN A SRS, Bl A E W 2 5
. RESIRAE TS ARG, SREDE [ BT R4k,
o WRAR NG SR BAR R A ERAREE D, 5 2 RRCK IR B N A S ES, Hdias

\}

AR BIIREASR BRI FRER s S 2R R T i B A B IE A

SRR AR AR s A R
& 6: ASR 151

~ | %

( IBPA ) ISPB )

_-‘_.* it .f'l e i3 __{.I
1]

=
&7

192.165.1.1: 192 168.2.2

|
==

SecAppA H:‘
I

-

19216821 192.168.1.2

Failover/State link b

- = Cuthournd Traffic
Return Traffic

50093

3

ASA. %2R D outsideISP-A (192.168.1.1).

=
o

1. WSS TR 3 H SecAppA 15l

2. HT BUFEREACECE T AR IR B,k [E]R EosAFH 3H SecAppA i 5tilk ASA N
outsideISP-B (192.168.2.2) 141,

3. WA 19216822 EIREMNSIEEE, R EIEW S ET. (H2, RO E
J3 ASR 20 1 34y BEAASAERCE AAMF Y ASR 4 1D (I pTA A O E & HiZ LS.

4, 2iffE B ATEH: D outsideISP-A (192.168.1.2) [k 3], %4 O EAH SecAppB 1% S i % LAbT
FHPRES . REMBEEZ 20 S 15(E B SecAppA £ |2 SecAppB.

5 2 EHRLSMHHEND 192.168.1.1 F{ERES, MESWEER, @iliEN 192.168.1.2, #FiZ%
B0 b, MENHESEE RS ERRTERT (SecAppA /Y 192.168.1.1) 3&[H], (i A2 &
E5. MR ST EME:, HAIS1ELS R,
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FHia Z |l
o ARAEWORILRS - K 5 PSR 2 1 1 B SS I PIRASE R, ARIE4 & - 5 41

« R HTTP - HTTP 2 1IRESF BA SRR g & s e 4, A TR D L. 47
187 ASA BB TR thAEXT BRI th i) HTTP £dlsf, T2 HTTP RS .

© THAE A A B e BRI RS, FATARRR .
© BIIEAE— MG I LS ASR ZUAR R X A SRAE NS 5P & — X, AR S n
#ABEIR T ASR 41,

g2

P AEERE L, R AaVER RRE s ) O
interface phy_if

i

primary/admin (config)# interface gigabitethernet 0/0

$I2 WER M ASR 4445
asr-group num

T

primary/admin (config-ifc)# asr-group 1

num (A7 28 EVE RS 1 21 32,
PR3 i b, FRE EARVEARRRES b R R

interface phy_if

T

secondary/ctxl (config) # interface gigabitethernet 0/1

WA WEFEIN ASR A%, DALHC &4
asr-group num

T

secondary/ctxl (config-ifc)# asr-group 1
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interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 StHLE

interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 1 5L &

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
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interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

B

ASHRI S A REAE T B A2 I ey BRSO e A B 358 Qo B e e e A 18 5 DAL el s i) A —
BRI 2 W

om | MU P 4E 7%

TR ER 25 A O B e, AT EL R

FHiaZ |l
LA FBEUN, W RGHRAT ] P HAT AR

UK

TR AER B BN, n USRS RS o w6 T BRSO T B

W€ group group_id, WIFEFR & 32 H/ 32 IS e B AL 10 £ FH & & LA AN B a2 I, Kol 3E AT
MR ERS o 2% FH 8K 1k e e A 4 ) 3 FH A 7% o

o XTI A 3 /a5 TR
failover active

DS K S D S VR S e
failover active [group group_id]

ZNVE

standby# failover active group 1

PR 2 AR BRI, AT DRSO RS o 3 B R Ok % e

R4 E group group_id, {EFRE MRS LA NI, A R sR AT IO R
T U B AR BN W R R 2L [ 6 P e

o XPF B LI /e B
no failover active
o WP A L3 A/ R

no failover active [group group_id]
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ZNE

active# no failover active group 1

MR

fE— B GBS PR, Ko B G b e L S PR, BRI ER k.
T/ AE X, Wb B A A8 AL T 3 PR I e B ORFF EAPIRAS, e e f Ipie

IR B
SRR RE IS, TS B LA R RPAE

srusis |

o F BRSO I, DMEN & s AT A CIMON B APIRES) -
o %A/ Sk s LA TP ik, B R TR B T A SR AR

o A5 P/ SCAR ST WO S B b rae e . SR S R R/ S R A A bR R R,
e 6 1 5 A2 T [ 2 LA 25 WA R 6 PR S

o NEAE R Bt T30 R b B g S0 5

THS IR RE RS 5B 42 T, WREAEH

8L BJn FIHsRets, KR BIWT RE WS TPv6 it 1) MAC Hulik ¢
© BRSSO A N B IR 2R B E, RS FOB gk

FHia Z |l

FEZ M RREUT, WEEREHATZ R AT AR o

UK

SE b -

no failover

BLSE AR MR, VIR AEIC T RN
write memory
reload

W& MR &

TR R R I BT MROIRAS, W HAT UM AR R

BiwrarsrnsTRAE ]



B =vrsE=

T

IR 2

BB nETAE |

FHia Z |l
FEZ BT, EERSEHITZ AT AR o

UK

Fe Wb 25 VRO JC U BROIR S -
o XTI
failover reset
o XT3 /A AR
failover reset [group group_id]

R

ciscoasa(config)# failover reset group 1

BB A K B TCHRR S, AN B RO W& W G RSB R E S RS,
PlbsieRs GRS E R EHAR ) EAPIRAS . BIAMESE, BoE T B4 s s 4l (1L
FH/ERBD o WSS 2 ArAb T EAPIRS R E T, JFH e R k& LR AR
B (), U2 e e A A K AR Dy 3 IR A

W RF5 5 group group_id, B4k kAR WO B T /35 MO R RS 41K B B TG MERIR A

X ER/ERBRD B A0 T8 SRR, EHATLL NP IR
a) 1F System "', KXk Monitoring > Failover > Failover Group #, H:Hf # & B4l i b 4 7%
IRGETREN
b) riili Reset Failover .

EFRITEE

WARAE L B B4 write standby fiv %, # B RG BRIHSATICE. O+ 5 BB AT fs
bR A 2 RO IR, T a2 F g 4RI B AR 248 e 4t o

T 2R, UIETERGEHAT M writestandby iy &1, RIS HIITA . WRAE

b A write standby fir<, %4 Ko R SR

Sy S AF A TR T

MK A PR AL T T e

TR DI RE, AT LU IR
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SRR MR R A S AR A FTP (Bl SRAEAN R 1 i ERLZ 0 AR S, AT sy

(eSS

B2 AL BE EMA LU a4, ISR AT S A -

F= /A& B
ciscoasa(config)# no failover active
IR W

ciscoasa(config)# no failover active group group_id

SR 3 A FTP AEAN RN & EHLZ I8 AR TS — A3
S 4 RN KT, Ui show failover iy &40 5 MIBE A IR A o
SRS SEUE, BRTLAERT I R B DAL Mo, TR B a6 2 21 3 APIRES -

T/ IR

ciscoasa(config)# no failover active

T B

ciscoasa(config)# failover active group group_id

pE ASA FZEURHIIN, O 7T MR RS, 24 A JE B il fBL. 2R ASA il )
PR H], 2 L RVHEAT O RS, T AN A VIR RN ] o 2 ASA REE RSN
OK I}, I PRFFISIEAHH], (H ASA JFARMSSEAFNIT I Eedla e . BRI 1 fR+F
], 37 5 PHACHR L L) VAN, - LABE 1F2508 45 (A0 3848 G g e U 5 40,

TR AT RVFERAE A AT R (R S IE IR 58 [ S B 0 254K

PTG B i o M T2 e st 5 A2 o ) 2 e s A 58, DT DL IR G skl 5 ek, A8 wT LAATEH]
failover exec iy &7 IEMI R AHI AT E dr 2. B, WHREGRB& B, LA failover exec
active fir% [ T2 B AR ML B S e IR AE B bt e I 2 A T B . ANZL{EH] failover exec fir
A 1) 8 FHBEAS B SORE G A s IR SO0 S AN 2 il S 3 = e, T HL P ARG B AN 25 PR gEAT
[F4 .

configuration. exec 1 show 74 K14 H W s 78 a2 o i, PreAEnT LIS failover exec fir
TERT RV % B H show i & JF 78 1 i 2 h & 5 45 4

RSB ZHIAT AL AEA BB 26 _EPAT iy OB RA REAE R S5 B EIAT v 2o
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5
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B aSEN

BB nETAE |

UK

R AL T 215 iR, 3548 ] changeto contextname fir4> B8 X0 5 e & (015 5t . o248 ] failover
exec fiir & 71 b e A% 0 A A B i 5t

LA %, R i@ R IE BIF5 E 1) R e % B

ciscoasa(config)# failover exec {active | mate| standby}

1§ 1 active ol standby K87 AT T B AL E et BT, BIEIZ B0 ST e s, A mate ¢
By n] 3 B A AE MR R SR _ERAT

By S B U A S A B ECH T 215 5 7s . AU H] show failover exec iy & K s 4T 1%
I AT R ATRTEAE R, WS S

failover exec iy 22 TR FFI AT T 15 1 2ty 2 1l i 2B C ) iy S UIRAS . BRAEHL R, failover exec
AR B W &2 R B N 8. ] LT failover exec iy & R I%iE M 4 (Wlinterface
W) SEHEEBZA AR, 4 ] failover exec BRI, STEHURAS T K.

o, A X SR BB A X 0 A e ) A R B K, AR5 ] failover execactive iy & D)t
PR AR ERG, Kinfd i R A T e RGBS, (HAEH] failover exec i A fiv & 75 L &
PN A

PLF /s 7R T o231l AR failover exec iy 202 A1 22 7 AEMb/R I, 45 2 504 3
% L1t failover exec #5305 4 GigabitEthernet0/1 4% 1 [ I EAR X . 2 )5, {11 failover exec
active K A\ 0T AT fir 2 #4x J 2% B8 1 GigabitEthernet0/1 (3% G B AR5, & HE B
failover exec active 1% 170G 1P kb, HARIER R AT 4R BRI, failover exec active #i
AL Fr BAb T8 L E AL

ciscoasa(config) # failover exec active interface GigabitEthernet0/1

ciscoasa (config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config)# router rip

ciscoasa (config-router) #

S AT 2 G i A B R 2 B failover exec A B A A BEat, B, SRR 1
S L TR CTRCE RS, I FL R 54 failover exec A Bist, UL T A3 A KEdE 4 R RO E RIS F AT
L LA A 1 25 T R AL T2 LI RC TR, 1018071 failover execactive i A 445 K 2 51k
52 0 T 0 o S A

ciscoasa(config-if) # failover exec active router ospf 100
ciscoasa(config-if) #

i H show failover exec x4 1l B onfa 2 W& LR A4, @i failover exec iy & &Ly & 7E %
AT . show failover exec 74452 5 failover exec #ir 2 AH I [ 0CHE 7 active. mate 5
standby. FRGURFFAMERERRE G &1 failover exec B .
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BHEEBIUS AL

wexasn |

Blhn, LA PR AE 4 % L A ) show failover exec & H 7~ i H -

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config) # sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

failover exec fiv&1# FH MR 74 A% B 1% 1) 5 &5 15 4% R i 2 TR IO S B 2 U mr 2 BT H . 1B N AE
W RS B LA A, DARG 1Ly W akorh 1a) AN Bk .

/355? E;;IET
iz S EATHI PRI

VAU bw ol A ] DN S

© WEARAT AN T Bk, AT — 68, WG B AR AT R AFn

Wi#R 4 failover exec fir .

o A A SE RGBT emd_string 300 ey AT H .

s FELAE ST, RREFRDRF B LI SR S IE i & BRR A S BOX BIA RN 5, L AAE
P sk et EVIH S 5

« ANEERLL R 4L failover exec i HC A :

* changeto
* debug (undebug)

o % B AT MR ZS I, G IR R DR R 45 R R 5 [, DUl e #A4)5 n] LA failover exec
AR A HNEFR AT R

* ANREAEH] failover exec iy 7E MU B 0 554K L WAL ) EXEC B U1 1) 42 /e B

i, TR A AL TR EXEC BN, I HA& % failover exec mate configure
terminalfailover exec mate configureterminal, M show failover exec mate #i i ¥ B R i b4 15
PAT 1 T4 R BC E R . (Al failover exec A% SR &I ANBCE i 2 K2 0, H A
TS T B NIE N A R B A A 1.

« e recursive failover exec 743, 140 failover exec mate failover exec mate 4.

o T N BT ) Ay A 28 noconfirm EI. i, BEESEINBGAAKE, TR

failover exec matereload noconfirm
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B ssumes

T RS

PEF s F T s i S e IR A

S HZHR
RAHIRHASIT, Pi6 ASA HARERLIN L.
HEEBRARFHEER

ASA TEARSE A 2 KR SSRGS HENE, F9 2 Kam—Fh caiEmn. HEEIX
ey L, TES ARG HEHEESRR . 5RO B ID YERDE: 101xxx. 102xxx. 103xxX-
104xxx+

105xxx+ 210xxx. 311xxx. 709xxx Fl 727xxx. I, 105032 F1 105043 357~ 4555 5 %
AFAE 0]

)

AR MBEE BN, ASA O, RS, MmAs s H AR 411001 F1411002, X
LIEFEIES).
WP ZIARIER
FEAFRNE, 15HA debug fover 4. HXREZHER, BEEWML5%.
A
ERE

H1 T e E CPU BERE R M FE K i L SE 2, e RES ORI R AR G RE . i, WAXAER R g
M%ﬁﬁﬂ@ﬁ%ﬁ%%ﬂﬂmﬂﬁﬁ%ﬁ%%ﬁLﬁ*ﬁmdmwmwrAA

SNMP 5 [& 5% 7% Fe B

BRI RE S () SNMP 245 H G BaRE, 15K SNMP A HEEC Bk 1% SNMP BB 21 SNMP 55 53k |
TEXRGHETH, HEBERARSHE MIB /L4E3] SNMP & i,

T PR AR IR

LR HRRGS, AL NI — A

ﬂljé'\

* show failover
IR KB B ARSI .
* show failover group

BN KBRS A B A RS 5 R

o RIE BT showfailover fir 4 B f5E &,
AL B2 TR E 4.
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* show monitor-interface
BRAERZREEONER.
* show running-config failover

BRIBA T E PR R i 2

RSB h Lic K

TIRE AR R HEEIR R

T/ A e 7% 7.0(1) FIN T HTRE

T/ e 12 7.0(1) FINT IIhRE

PR RS 8 SR AL /Nt R 7.0(4) BUAETT LU E 7N BE B T b e B B n %

Bk T L R4 failover key hex.

SCRF MBS WA I % 8.3(1) W e % A A S 8, i T s AT i
%DF@J@E%*E’J%?I@% R AEAEAN ] ASA 2 (A 54l
e (fani@id moresystem:running-config %)

ST LAl By SRR U T A= S

iR failover key 7 show running-config %t o i
TR Rk OMUREHE B B JE VR S

B T L Ffiv4: failover key [0]8].

VS IN T s AL 1) IPV6 ST . 8.2(2) Bk T LA R4 failover interfaceip. show failover .
ipv6 address Fil show monitor-interface,

15 “IRINE” R ghid i, SOk MR AL | 9-0(1) BRI R SR VE TR R, DI IR RS 4

A& E LI ﬁm&mmm<WTTEﬁu%tEﬁ£m%* {HIE )
REL T, DA PN e R AR B R B N2 — B s
AR IR ES .

Y IPsec LAN £ LAN B&i& hn# s st # f1 | 9.1(2) PIAE W] LUK TPSec LAN #] LAN F#ii FH Tt i a2 ek

PRESFEH WA . %%m% AN A2 Wb # 3 AT H A7 % (failover

ey ) .

R Wk LAN £ LAN BEIEA T IPSec (3L

s VPN VFAJHIE.

GINBEM T L R4 failover ipsec pre-shared-key.
show vpn-sessiondb.
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BirarEgsInaTAYE |

INEEAFR TE:N gEER
AR AR RIS A TR 9.3(1) TRIATE LT, ASA 255 #5 ASA FirePOWER Fibe &% 0 2235
T B PSR o T SR A AN 75 S o A e o o fok A ke
RiFEAS, AT DAZE AR IS 3
BT LA fin4: monitor-interface service-module
B W e A A S5 v 11 6 P % i R S B 9:3(2) AR AT DU 8 e & CEF/#& TR 5675 ) Bl F v 3
(=R CER/ER M) FRORE ES, Fik, BT IERW
FCE R 2 A, W ICIEAE S w85 AR T e,
SINT LA Fir4: failover standby config-lock
1E ASA 5506H I3 A3 1/1 432 R g pi i |1 9.5(1) DRAE 18 HLREAE ASA 5506H FoKe A7 HE 1/1 42 e & A W
T i FEukis . SbIRE RVFIEAE e 88 I8 BT LA A S 2K
Pedein. ViR WA T HbIhRE, (AR ASA
Firepower fRER,  [AA'e BESR A BE 1/1 82 LAE by W L 2
B,
BT LU R fir4: failover lan interface. failover link
HLAE S RERE M s R I ASA £ Iz S 19.5(2) St T35 78 B e BUOREUBE PAT, 87T Lo &E & E L4 e 1
T2 NAT e, I T NAT — KB — N D 4 2% RFC
6888) o MLIESZREAE MR FFEFI ASA ZEFF RS 4 FH itk
Difig
BT LR A4 show local-host
SR T AP 2 /46 s 7 B A Secure Client | 9-6(2) MIBAEE RSN A Secure Client I, 4 CERIBhAS
HEATENA ACL [7)25 I ] ACL (dACL) []25 2] £ H 5 - I R IAE 48 kd . LAY,
X1 K dACL, [P I ) AT BE /T 22 L/, ek fa),
B A S —HI TR MA S o] 14140
KRG EATAT a4
ZIE BN Secure Client &R A IR A = |9.6(2) WAL, 215580 F Secure Client %3 37 Fr A IR A T i
HF %
RAEBATAT a7 2
TUAE, ] R i B e DA ORI e 19.7(1) BRONIEOUT, Wb R 6 A4~ ASA #2BERE 500 =

) LR BRAS 003k P

PR I EERR A . BUAE, BT LLAE 300 =270
AN 799 Z b2 (MR EAWIRIRG B, W SRR A I [a) i
B 300220, ASA MY LASE PRI I 11 e A A i
BEEERS .

SINT LU R4 failover polltimelink-state
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IhEE AR AR A MEEER

Firepower 9300 F1 4100 _F- 32 A% AU R e kA | 9-7(1) 1T LLEF ) Firepower 9300 i1 4100 b == H/4 F6T 9 & 15

W (BFD) AT 32 H/46 I MU e B 38 A TR L 45 B 2 B IS R I A TR AR £ J FH U 2 K (BFD)
¥ BED FH T8 47 IR OO 7 b BRI R S A 5 92 B Al 4,
JEH CPU & D,
SINT LU F#r4: failover health-check bfd

T ST 9.15 (1) Al MR 41EL TIPve DAD i, Mk EMEE BN,
(1) A 25555 3000 20, S84 9% FH B0 £ 50 i 44 4T:
G- LB %% RS . AR5, FEHWR A T LT i i
Ho BLRERUERAEIR, T DIAAHIAERE ], A
TE 75 F v 46 1 4 2 BT T AR A it
B/ B4 failover wait-disable

e B (R A ARA T B T Sz IS PR v T A | 9-18(1) mﬁﬂ/%%m%LLxﬁmﬁﬁﬂﬁ%m&MAm%ﬁ

TSRS . R RS AR & B
GIEUTES, DI B #oks ki e 4 e & )5 I F B A
HA. BLIhfgn] scbl 5By HA 645, JF4afa di4m a5 1 T
R
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