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dhcpd addressip_address start-ip_address end if_name

il

ciscoasa(config) # dhcpd address 10.0.1.101-10.0.1.110 inside

ZHE A 5 ASA BE DR TR — TR . fEEWIRE T, SRRl e O . 7E B b T,
VR — AN T B BV AR E A B D 1

(k) () [ ZhECE NI2 4T DHCP 8¢ PPPoE 7% /7 i 142 1150 VPN IR 55 283K BX ) DNS
WINS Fl8 44 {5

dhcpd auto_config client_if_name [[ vpnclient-wins-override] interface if name]

Tl

ciscoasa (config)# dhcpd auto config outside interface inside

UARAE I AR fir 245 € DNS. WINS s 240, e AR 3 o B sl BRI 240

(k) N iR B DHCP Hulik. M4 %7 5 i) MAC Hidik, ASA MECE B4 Huhkh ok — A~ Bk
Iy TP Hudik 43 Fid 45 DHCP %% 7 Uit

dhcpd reserve-addressip_address mac_addressif_name

i
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ciscoasa(config)# dhcpd reserve-address 10.0.1.109 030c.fl42.4cde inside

PREA I HuhE 200K AR I kv, JF Ho bbb 20 5 ASA 82 D T —F W _F o FEEBIEAT,

FREM A N D . B S, EfRE — M LB BV A BRE A sz 1.
(A% F5€ DNS s IP ik,

dhcpd dnsdnsl [dns2]

i

ciscoasa (config)# dhcpd dns 209.165.201.2 209.165.202.129

(Al3%) F55E WINS AR5 30 IP ikl 52 i 45 5E & WINS JHR45 4.
dhcpd winswinsl [wins2]

i

ciscoasa(config)# dhcpd wins 209.165.201.5

CRIE) B CA 452 1 o A REL P R TR o REL P N 1) 553 Ui 2032 i 5 7 s mT A Y i) FL 20 BC ) TP
HhER ] CRARR AT o N1 0 A1 1,048,575 Z I M. ERINE A 3600 75

dhcpd lease lease length

i

ciscoasa(config) # dhcpd lease 3000

(n]) BoE A
dhcpd domain domain_name

i

ciscoasa (config)# dhcpd domain example.com

(A[i%) fid'E ICMP ¥4 1) DHCP ping #BINAE . 4 T8l iise, ASA 70K FA bk /3 fic 28
DHCP % ' iiis 2 B £ [a) iz s hik & 2% 54~ ICMP ping #8i4. BRIME N 50 Z 0.

dhcpd ping timeout milliseconds

i

ciscoasa (config)# dhcpd ping timeout 20

TE S K% B DHCP 2% 7 b (BRI G . 0 T X, Wil KA H dhepd option 3ip 74, ASA
S A BRAA R 56 2 2 5 ] DHCP R4S 2% (10342 VTP Hudik . X T R, i R B BN R ¢, 20
¥ & dhepd option 3ip: ASA A5 ARNREFVEERIAM .
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dhcpd option 3 ip gateway _ip

il
ciscoasa(config)# dhcpd option 3 ip 10.10.1.1

7E ASA WA H DHCP J& & sF9 R, LAFE R G _Eilr DHCP & /7 b id =K

dhcpd enable interface_name

i

ciscoasa(config) # dhcpd enable inside

55 5 dhepd address §t Fil A1 [F] (9342 11 .

AL & = 2% DHCPv4 1£ 1R

ASA 3 #F RFC 2132, RFC 2562 F1 RFC 5510 * B #1(#) DHCP 3£ LA & %45 K. FTf DHCP £
(1-255) 45252 K, H 1. 120 50 - 54, 58 -59. 61. 67 fil 82 [R4h.

UK

P B R RN a5 A TP ik () DHCP 377 -
dhcpd option codeip addr_1 [addr_2]

T

ciscoasa (config)# dhcpd option 150 ip 10.10.1.1
ciscoasa(config)# dhcpd option 3 ip 10.10.1.10

YEIH 150 7 — G BN & TETP RS wetfit P kb 8447k, DU TR 1P di%. 3BT 3 m) ok R
IP B G BE E BRA B .

e B AR P SCAS 457 £ ) DHCP 375t :
dhcpd option fRi%ascii LA

EUE
ciscoasa(config)# dhcpd option 66 ascii exampleserver

VeI 66 AIHRAE TFTP RS 2314 1P Mk sk 44 FK, DU T-J0R} 1P HiiF.

P A R 7S B ) DHCP B30
dhcpd option code hex {H
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ciscoasa(config)# dhcpd option 2 hex 22.0011.01.FF1111.00FF.0000.AAAA.1111.1111.1111.11

R

"~ &R dhepd option iy A AN SZHEF) DHCP 1.

& 1: RS FFHY DHCP 1£IR

TS

AR

0

DHCPOPT PAD

1

HCPOPT SUBNET MASK

12

DHCPOPT_HOST NAME

50

DHCPOPT REQUESTED ADDRESS

51

DHCPOPT LEASE TIME

52

DHCPOPT_OPTION_OVERLOAD

53

DHCPOPT MESSAGE TYPE

54

DHCPOPT SERVER IDENTIFIER

58

DHCPOPT RENEWAL TIME

59

DHCPOPT REBINDING TIME

61

DHCPOPT CLIENT IDENTIFIER

67

DHCPOPT BOOT FILE NAME

82

DHCPOPT RELAY INFORMATION

255

DHCPOPT _END

Bic & DHCPv6 oA 7S AR 55 2%

SofFl Al TR AR B 3 & (SLAAC) M T ZARFETh At (3 H IPv6 BT 2R B RLE 7 i) 25 7 b
AT LUK ASA e BN AER T i) ASA AIE(E Bk (IR) £dli L& fit DNS 454 sk 42 515 B

ASA 532 IR Hdlate, A% ) i s B btk .
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FHIa Z |l

APV S S R S W V) NS

B2

W75 #5458 DHCPv6 fik 55 a5 1 (K145 5L ) IPve DHCP il
ipv6 dhcp pool pool_name

T

ciscoasa(config)# ipv6e dhcp pool Inside-Pool
ciscoasa (confiqg) #

IR EL, AT DU RN RGBSR A, T DAAE 22N 1 A AR ] A
FE DL 2R 5 i) — A B2 A S H LAY IR i

dns-server dns ipv6_address
domain-name domain_name
nisaddressnis_ipv6_address
nisdomain-name nis_domain_name
nisp address nisp_ipv6_address

nisp domain-name nisp_domain_name
Sip addresssip_ipv6_address

sip domain-name sip_domain_name
sntp address sntp_ipv6_address

0000001011}y importdns-serverdomain-namenis addr essnis domain-namenisp addressnisp
domain-namesip addresssip domain-namesntp address

Tl

ciscoasa(config-dhcpv6) # domain-name example.com
ciscoasa (config-dhcpvé) # import dns-server

import fir &1 1] ASA 7ERTSARINE 7 3 1 _E A DHCPv6 [ d5 a5 SR — ANl A S 8. 50T
REHITALEN S FANSE: (ARETIRCE KNS ES ] import fy& Bl & ) 2 KA el
IFl o

W75 ASA ZEH iy IR B, FEAEOR EHA.

interfaceid
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TP

ciscoasa(config) # interface gigabithethernet 0/0
ciscoasa (config-if)#

i3 H DHCPvV6 55 %5

ipv6 dhcp server pool_name

T

ciscoasa (config-if)# ipv6 dhcp server Inside-Pool
ciscoasa (config-if) #

T E % e e 75 DU AN SLAAC 2777 35 5¢ DHCPv6 JIRS5 43 015 -
ipv6 nd other-config-flag

RN IPve B BN E & i NvAE ) DHCPv6 )\ DHCPv6 3REXHAE B, 1 DNS AR5 2s it

ot

PLUR RBP4 IPv6 DHCP ., FHAEI AN 10 I3 I DHCPv6 k45 %% :

ipvé dhcp pool Eng-Pool
domain-name eng.example.com
import dns-server
ipvé dhcp pool IT-Pool
domain-name it.example.com
import dns-server
interface gigabitethernet 0/0
ipvé address dhcp setroute default
ipvé dhcp client pd Outside-Prefix
interface gigabitethernet 0/1
ipv6 address Outside-Prefix ::1:0:0:0:1/64
ipvé dhcp server Eng-Pool
ipvé nd other-config-flag
interface gigabitethernet 0/2
ipv6 address Outside-Prefix ::2:0:0:0:1/64
ipvé dhcp server IT-Pool
ipvé nd other-config-flag

fii & DHCP A k(L TE

7£ DHCP i 3K BEAFL TG, ASA FRARREE KA K 21 1) DHCP i 55 s B gk TS (R MC EL . SmT LA & A
R R S5 A

* B2 % DHCP k45 %% - DHCP i >Rt NEF e e 5, ASA AN 4% 10 & HI R &5 4 4k 153K
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g% oHepva hafesz ]

42J5) DHCP fIk554% - DHCP 15 KR AR E#E 1L AR S5 415 ABC B 42 1 ), ASACKE [ BT A 42
JiRSSa Ak R . WUREE DA R RS A, PR A ER] R g5 25

il & DHCPv4 Fh{LIE

24 DHCP iR DI, ASA K1) 145 DHCP JIR45 85 4k 1% 1% 3K .

UK

TR PATLL IR e

155 —N42 )5 DHCP 4% 4% TP Mkl &% Bk iZ il prged i 1 .

dhcprelay server ip_addressif_name

ZNVE

ciscoasa (config) # dhcprelay server 209.165.201.5 outside
ciscoasa (config) # dhcprelay server 209.165.201.8 outside
ciscoasa(config) # dhcprelay server 209.165.202.150 it

te e ZEH: 3 DHCP &) i M 2% 4% 0 1D DLS B 38\ %3 1) DHCP &K #) DHCP IR 25 %%
IP Hhudik.

interface interface id
dhcprelay server ip address

ZNE

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config) # dhcprelay server 209.165.201.6
ciscoasa (config) # dhcprelay server 209.165.201.7
ciscoasa(config)# interface gigabitethernet 0/1
ciscoasa (config) # dhcprelay server 209.165.202.155
ciscoasa(config)# dhcprelay server 209.165.202.156

R, BB 45 dheprelay server fiv4 4 IR SeiE K48 ¢ 182 11 1 ASA il % i %
e .

S8 2 £ 5 DHCP %/ imAHiE #2012 H DHCP W gkikSs . BRI LLEE 2 90 5 FH DHCP Hgk,
dhcprelay enable $% I1

P

ciscoasa (config)# dhcprelay enable inside

ciscoasa
ciscoasa

config
config

( )
( )# dhcprelay enable dmz
( ) # dhcprelay enable engl
( )

ciscoasa (config)# dhcprelay enable eng2
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ciscoasa(config)# dhcprelay enable mktg

(ATi%) ¥E ) DHCP 4k thdik b 317 i (70 45
dhcprelay timeout

IR

ciscoasa(config) # dhcprelay timeout 25

(A% B ) DHCP k4525 &% % ASA 2 D bk (K800 @ iP (K 55— ANERIA %t 2 Hudik

dhcprelay setroute interface_name

T

ciscoasa (config)# dhcprelay setroute inside

VBT FSOVE2 7 st FLER DA RS 45 BCE N $817) ASA, Bl DHCP iRS5 445 T HAt % b #5782

i

Bp R 0 B BRI IR B B0, W) ASA SN — A0 354 111 M bk 0 6 o s 100
CAIE) Re#% O E N A5 D . $ATEL AL

18 B WHEE{T¥) DHCP % /7 s 1

interface interface id
dhcprelay information trusted

ZNE

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config-if)# dhcprelay information trusted

T 0] DK 1 B 3245 3% 1 LU B4 DHCP Option 82, R iFAC #e LA R i #448 F DHCP 1E 7
82 HE4T DHCP #EWT A1 IP P, s, W ASA DHCP H4kAS il 3] £ 1 & YL 1 82 ) DHCP
B, {H giaddr FBt (3R 1E W RS #s i £ 00 2 115 B FR 4R BE 1 B (1) DHCP H 4k QR b
) BE R0, W) ASA BRICK 5 Z B . DULE AT DA B I 82 Fll il B 4% 1 bR A 324
AT 0 o A A e A

B BT 5 b G BN A S AT 1

dhcprelay information trust-all

ZNE

ciscoasa(config) # dhcprelay information trust-all
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fic & DHCPv6 4/ IE
2 DHCPV6 &R NFZ 0, ASA ¥ 7 5 DHCPv6 4 s Ik %5 % H 4 %05 3K

UK

T FE R il S R I 1Pve DHCP JIRS5 4% H Fr sl

ipv6 dheprelay server ipv6_address [interface]
il

ciscoasa (config)# ipvé dhcprelay server 3FFB:C00:C18:6:A8BB:CCFF:FE03:2701

ipv6-address 2 £l LI BEH U K SRk 41AE. ol nvu F PR a4 R TPve il . AN SRVFIRERSRE
IRIBIRIA s p 2 B il FHAE Th 4k H bR . T interface 24100 H bsdi e i i 1o &0 o L IEL
i 2 R I BB B F bt o W SRR E M bk i TR VR S Rk, A 2R E R

FIR2 fEH M LA DHCPvG H4kJiR% .
ipv6 dhcprelay enable #2211
il
ciscoasa(config)# ipvé dhcprelay enable inside
PRI (ALR) Fg R rh kbl ab B b 4848 5E . DHCPv6 JIi g% #s4% 34 22 DHCPv6 %5 7 i It L VF I
) (LA AL
ipv6 dhcprelay timeout 5
il

ciscoasa(config)# ipv6 dhcprelay timeout 25

seconds ZH [1H R AE B A 1 31 3600, ERINE N 60 Fb.

B & 3175 DNS

252 C# ] DHCP 1P S-hE), 2 BCH 1P Mokl ] DA7ESE4) DHCP AL I o . 2475 B4 ) 52 4 Pl
4% (FQDN) Vi) 4% 1IN, B8 2 1P Mk o] i 5 2 DNS IR 4528 %R0 5% (RR) K% . 575 DNS (DDNS)
PRAE—FHLE], 237E TP HudikEE 3= 5144 55 04N 55 38 DNS RR. #8348 AT LUKE DDNS H T A& 5% PPPoE IP

Tk

DDNS 7F DNS Jli45#8 L HEH LIS RR: A RR EIEZFR 3 IP Huhkigmis, M PTR RR ¥ bk w39
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ASA 4L DDNS B v
* br#E DDNS, BlFxr#E DDNS 551 /7 H RFC 2136 5& Yo

MWLk, ASA FI DHCP %5 #5 i | DNS 15K %87 DNS RR. ASA 5§, DHCP 45 i) HL AR
Hb DNS IR 25 %% & 1% DNS 153K ISRIUCA = ENLA FIME B, FEAR B S A 2§15 RR /Y3 DNS Rk
208 SR)G, ASAE{DHCP IS %8 B 410 3 DNS IR 28 K% HiE K . 1555 AR g5t

* ASA ¥ ARR, i DHCP k452453 PTR RR.

WHREOLR, ASA “445” ARR, 1ff DHCP JlR45%s “H#145” PTR RR, AN AT 2
BOME SR B, 24 1P Mk ER LA SOk, ASA #4[h) DHCP JIjR%s 2% & 1% DHCP ik (£
F5 FQDN #£1) , DUEANE 75 295K PTR RR BT,

* DHCP flk 554 BE 58T A, 11308 PTR RR.
W ASA ToBUE BT ARR, ALY SR, 2 TP Mkl EHL4 SO, ASA ) DHCP
JIk 55 4% 53% DHCP di53K ({045 FQDN &£ , DLE AN W 255K A Al PTR RR 5fT .
& ny DU 22 4 75 5K 132 DNS 4528 I ER AL EA F R PTAAL filln, X Tk, ASA
P PRSI SR R 8T
* Web - Web 5357 75 1548 4 1] DynDNS i #2 API #i75 (https://help.dyn.com/remote-access-api/) [
{147 DDNS A4 %5«

TV, 2 1P ik s LA SO, ASA 2 HLEL ) 84T MK 7 1) DNS 41 & 3% HTTP
Ko

\)

AR BVI SR 5 D EASCRRE ] DDNS.

FiaZ /i
s RIKIEBEBLE > 18 & B > DNS> DNS X Fif it & DNS R%5%. i Z W B & DNS RS2,
 KPGAPELE > IRFIRE > REBIREZR, HE & VS IEA . ES0 S V4. 84
A 3R R Telnet 2659 . R AR IE B BEAML I B4, W& & T4 . R KRR E
FQDN, X} F#fA:ak PPPoE IP Fhl:, FRZuik 44 5k DNS iR 5525 3k 42 K5 B i 21 =144 2 11

UK

U1 brdE DDNS J7ik: [CE DDNS BEH 7k LUS R 1 ASA 1) DNS 13K .
IR DHCP IR 55 s ¥ AT pr i oK, WJCHiic & DDNS S8 /5%
a) QI I,
ddns update method 4

-
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b)

c)

d)

mE#750Ns [

ciscoasa(config) # ddns update method ddnsl
ciscoasa (DDNS-update-method) #

& bRtk DDNS J772:.
ddns[both]

TIATEGL T, ASA VA RR. W% 7% DHCP JIR% #5588 PTR RR, il I E . ik
75t ASA T A F1 PTR RR, {485 both. ffif] both S FHE4T#1A8k PPPoE IP S

il
ciscoasa (DDNS-update-method) # ddns

(Afi%) T # DNS WK A e .

interval maximum days hours minutes seconds

B OL R, UPTA AR E R 0 I, 424 1P Hihk sl LA B 0N, #as Rk Brigsk . e
WK ILTE R, TH BB REL(0-364). /N 23R

i

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0

WU IE SR DRI, WS D3, 5 16 Ui,

LI 2 Web Jyvk: it DDNS B vk, JAHKHE ASA i) HTTP T HiEK.

a)

b)

B R T
ddns update method 4

5

ciscoasa(config) # ddns update method webl
ciscoasa (DDNS-update-method) #

FRE SIS A FRELEGE ddns IR AIETS S . ASA Sl ATk BHLA ILRCI. b AR R
ARFLBIVCHCIRS, ok 25k

i

ciscoasa (DDNS-update-method) # web reference-identity dyndns

¥a & Web JFyEAITEHT URL.

web update-url https://user name: password@provider-domain/path?hosthame=<h>& myip=<a>

RN (2 ) FRELAT, W Crl +V i, SFE, JREUTEIA “27 L BE R AK
“or ﬁ@*%j’\j%ﬁﬁjjﬁi@"

i

ciscoasa (DDNS-update-method) #
web update-url

DHCP #0 DDNS AR %5 .
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d)

e)

f)
2)

DHCP #1 DDNS f§% |

https://jcrichton:pa$swlrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>

CRlEE) 4R BB LA (TPv4 51 IPV6)
BRNTEOL T, ASA BB T IPv4 Fl IPve Hiudil. WPk, 5 A LT A 4.
web update-type {ipv4 | ipv6 [all] | both [all]}
* both all- CGERILD HEHT AT IPv4 FiT IPv6 Hihik.
* both - BT IPv4 Hutik R HT ) 1Pv6 Hihil.
* ipv4 - ST IPv4 Hidik.
* ipv6 - [T EoRr ) IPv6 ikl .
* ipv6 all - BEH AT IPv6 Hbdil.

i

ciscoasa (DDNS-update-method) # web update-type ipvi4

(Ali%) WCE DNS i K 1A ST 1 .
interval maximum days hours minutes seconds

BRUMELT, A IR BCE R 0 B, &Y 1P Hbhkel LA S, # e Rk Bris sk . e
WK IETE SR, THBEE KRB (0-364) /DML 80 FIED.,

i

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0

Bk S0 e, SR P®3, 816 .
DDNS ] Web 287 777508 SR #4705 DDNS 45 28 H0IE 15, LLIGAIE HTTPS iE#4) DDNS fli4s
MEP. ESIE DT, 4, F17 08,

FIR3 WU E DDNS ML I CE, AR e N BRCE S0RT 5% DHCP % ) i e B A EHLA

a)

b)

HEAFZ FIC B

interfaceid

i

ciscoasa (config)# interface gigabitethernetl/1
ciscoasa (config-if) #

SN .
ddns update %

bRifE DDNS J5ik: WERE A 2 DHCP 25 28 AT IiAT S8, WJEes 0BTk . Web SUBT 7 i
AT A2

. DHCP #1 DDNS AR %
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mE#750Ns [

i

ciscoasa(config-if)# ddns update ddnsl

¢) MiZEZASE DTN
ddns update hosthame hostname

WERRGE EA, WSMHHESENA . A E FQDN, 2N &4k 4 5 DNS k45
ZRA P ERIASR, (HFERAE PPPoE IP -4k , EiFfhhnck B DHCP ilR45 28 i 4% (- DHCP
IP b)) .

5

ciscoasa(config-if)# ddns update hostname asal.example.com

d) FrifE DDNS J5i%: i 4845 2 DHCP JIR 55 2% B R £ 5%
dhcp client update dns[server {both | none}]

ASA ¥ DHCP % 7 uiiiiii sk /1% 3 DHCP AR55 %% W=, 00K DHCP IR 45 25 it & o0 S2FF
DDNS. AJ LB Z R 55 28 le B oA A2 & i ok, W] LB R & P (ZERXMELL T, ek
B, IR P i AN 2 BT IR S A IEZERAT IS BT o B i A1 =k DDNS B8,
W] LUK DHCP Ik 25 w0 &k UR 2 K35 8T
#2A8E PPPOE IP -4k, 1 20Ktk
iR &3 v LIS dhep-client update dns iy 4 4 T 42 42 JR) i B IR Be i . RN D)
WEMN TR .
o BRIN CIEREET) - 13K DHCP R4 #5047 PTR RR 587, IEik & 5 ddns A id 3411
DDNS 508 7 vk Ae &8
* server both - i3k DHCP Ai%5 #5747 A A1 PTR RR . MK E AT Z¥ DDNS HH
ViRt ANE S
* server none- 1>k DHCP RS APITE B . e 5 /B H ddnsboth A F1 PTR 23k
DDNS F 8 LA A8 H
5

ciscoasa(config-if)# ddns client update dns

¥R 4 DDNS [f] Web J5 {38 2R #5155 DDNS JIR 45 #sfRE+5, PAKHIE HTTPS ZE4#£1) DDNS iR 5543k 15 .
B2 I EAS AT A

Tl

crypto ca trustpoint DDNS Trustpoint
enrollment terminal

crypto ca authenticate DDNS Trustpoint nointeractive
MIIFWjCCAOKgAwWIBAgIQbkepxUtHDA3sMICJuRz04TANBgkghkiGOwOBAQwWFADBH

DHCP #0 DDNS AR %5 .
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B ==a50ns

MQOswCQYDVQQGEWJVUzZEiMCAGALUEChMZR29vZ2x1IFRydXNOIFNlcnZpY2VzIExM

[...]
quit

E475 IP bt BOKRE DDNS 753%

LA 770 ST 665 P ML OB DDNS J7idk. WFERE, JEbAih /R B DHCP
BB

! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both

interface gigabitethernetl/1

ip address 209.165.200.225

! Associate the method with the interface:
ddns update ddns-2

ddns update hostname asal.example.com

5. ¥RA4E DDNS /3%; ASA E#H ARR, DHCP lREz=%# PTRRR
PUR 70K ASA BLE N B A RR, K DHCP R4S #3H0LE N B PTR RR.

! Define the DDNS method to update the A RR:
ddns update method ddns-1
ddns
interface gigabitethernetl/1
ip address dhcp
! Associate the method with the interface:
ddns update ddns-1
ddns update hostname asa
Set the client to update the A RR, and the server to update the PTR RR:
dhcp client update dns

~f5l: #7 DDNSA%;: RR %8 DHCP RES=F#H
DL 7R61% ASA Bl 'E Hy [N 557 A F1 PTR RR, A% sk DHCP IR 448 5 31 & RR.

! Define the DDNS method to update both RRs:
ddns update method ddns-2
ddns both
! Associate the method with the interface:
interface gigabitethernetl/1
ip address dhcp
ddns update ddns-2
ddns update hostname asal.example.com
Set the client to update both RRs, and the server to update none:
dhcp client update dns server none

7 f5l: #x#E DDNS 757%; DHCP RRS523REFHFTE RR

PAR 745 DHCP %) S i & A 175 5K DHCP g5 # [R] N 58T A 1 PTR RR. (1 T IR 454 4k
ATPTAT SR, DRI AN o 28 BBy i 16 11 QK

interface gigabitethernetl/1
ip address dhcp

. DHCP #1 DDNS AR %
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ddns update hostname asa
! Configure the DHCP server to update both RRs:
dhcp client update dns server both

il Web 28!

PUR 7~ B Web 2878 Jyvdk .

! Define the web type method:
ddns update method web-1

web update-url https://captainkirk:enterprls3@domains.cisco.com/ddns?hostname=<h>s&myip=<a>
! Associate the method with the interface:
interface gigabitethernetl/1

ip address dhcp

ddns update web-1

ddns update hostname asa2.example.com

547 DHCP #0 DDNS AR %%

A4 DHCP F1 DDNS AR 45 R

H54%= DHCP AR %S

* show dhcpd {binding [IP_address] | state | statistics}
i 4R 7 24 i DHCP ik 55as %0 7 imdhoe « ARSMGETHE .
* show dhcprelay {state| statistics}
I 25 7~ DHCP HERIRSFI G5 B o
* show ipv6 dhcprelay binding
I AT s P kAR I T 2k R E 4 H .
* show ipv6 dhcprelay statistics
i 4 AT 2K TPV6 f) DHCP H4kACEESETH {5 L.

* show ipv6 dhcp server statistics

B4 75 DHCPV6 JORE MRS S ATH5 o BUR =Bl iEos 1 i ar S 3R 4L R -

ciscoasa(config) # show ipvé dhcp server statistics

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

Statistics:

Solicit messages received:
Advertise messages sent:
Request messages received:
Renew messages received:
Rebind messages received:
Reply messages sent:
Release messages received:
Reconfigure messages sent:

Information-request messages received:

P O OFr OOOOoOOo

4 pHP 71 DDNS AR5 I}

DHCP #0 DDNS AR %5 .
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Total number of Relay-Forward messages received: 0
Total number of Relay-Reply messages sent: 0

Error and Failure Statistics:
Total number of Re-transmission messages sent:

Total number of Message Validation errors in received messages:

show ipv6 dhcp pool [pool_name]

show ipv6 dhcp interface [ifc_name [statistics]]

DHCP #1 DDNS f§% |

show ipv6 dhcp interface 4 F 1 B/~ T £z 1 ) DHCPv6 15 5. @42 L & H T DHCPv6

TR RS 2B E (ES NS DHCPvG LIRS RS2, 558 1D ,

2 REH R ST

2o IEZE4$ () DHCPv6 . 40542 11 442 DHCPv6 i&iﬁ%)ﬂmﬁmuéﬂédﬁgﬁ wACE, Uk
A WREAE P HPIRAS, LM IZ RS 28R M. X T4 e, 7 LLE R DHCP k%%

Aol T B R e BUR Rl iR bt A 4R AR5 R -

ciscoasa(config-if)# show ipv6é dhcp interface
GigabitEthernetl/1 is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600

expires at Nov 26 2014 03:11 PM (577 seconds)

IA NA: IA ID 0x00030001, T1 250, T2 400

Address: 2004:abcd:abcd:abced:abcd:abed:abed: £2cb/128

preferred lifetime 500, valid lifetime 600

expires at Nov 26 2014 03:11 PM (577 seconds)

DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O

Prefix name: Sample-PD

Managementl/1 is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£9
DUID: 000300014CO0826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120

Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY

Information refresh time: 0

. DHCP #1 DDNS AR %
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ciscoasa(config-if)# show ipvé dhcp interface outside statistics

DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

* show ipv6 dhcp ha statistics

showipv6dhcp hastatistics iy 4 H T~ {7 il b i 7 15 26 2 IRl i 45 b B 48 15 5L, B4 75 DUID
5 RSN Z IR RS LR B EoR T i 232 AL fE B

fEE B L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6
DUID
DUID

DHCPv6
Send

HA global statistics:

sync messages sent: 1
sync messages received: 0
HA error statistics:

errors: 0

(63}

O OO v O b~
[e)}

1

5

1
1
1
4
0
46
0
0
0

1
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FE et L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

B BEHERR VTI &9 DHCP A4k
Uik DHCP %) 3 JoVA 3R TP ik
* BAEPIAS ASA Ui iR BEIEFL 1/ VTIRC A
* ffiH] show crypto ipsec sa it 4 5 ik il i 1) 44 i 1 25 .«

Nl

ciscoasa (config) # show crypto ipsec sa

interface: outside

Crypto map tag: cmap, seq num: 10, local addr: 192.168.2.111
access-list CSM IPSEC ACL 0 extended permit ip any4 any4
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 192.168.2.110

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2

BRAL®S
Ji3 FI DHCP H 4k 38 n] 35 B # T 1% DISCOVER/REQUEST il fU 2 75 . 8% & ) DHCP 4k IR 45 2%«
* debug dhcprelay event 255

* debug dhcprelay packet 255
* debug dhcprelay error 255

il

ciscoasa(config)# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

DHCP: Received a BOOTREQUEST from interface 2 (size = 548)

DHCPRA: relay binding found for client XXXxX.XXXX.XXXX.

DHCPRA: setting giaddr to 192.168.1.111. dhcpd forward request: request from xxXx.XXXX.XXXX
forwarded to 192.168.3.112.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on vti interface

DHCP: Received a BOOTREPLY from relay interface 5 (size = 300, xid = xxxxxxxxx) at 04:40:52
UTC Tue Sep 10 2019

DHCPRA: relay binding found for client XXXxX.XXXX.XXXX.

DHCPD/RA: creating ARP entry (192.168.1.88, XXXX.XXXX.XXXX) .

DHCPRA: Adding rule to allow client to respond using offered address 192.168.1.95

DHCPRA: forwarding reply to client xXxXX.XXXX.XXXX.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface
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454% DDNS 1R7ZS

1545 DDNS K7
HZ I LL T 4% DDNS R4
* show ddnsupdate {interfaceif_name| method [name]}
I fir 4 7 DDNS BUFRRES .
DL 751 7 A5 5% DDNS 5B 7 vE (KR40 45 4 -

ciscoasa# show ddns update method ddnsl

Dynamic DNS Update Method: ddnsl
IETF standardized Dynamic DNS 'A' record update

DU 7R S 7 6 Web BB 572 1 PEANA B

ciscoasa# show ddns update method webl

Dynamic DNS Update Method: webl

Dynamic DNS updated via HTTP(s) protocols

URL used to update record:
https://cdarwin:*****@ddns.cisco.com/update?hostname=<h>&myip=<a>

PAR 75 B (745 2k DDNS $% [R5 6L -

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

LU 78] St 7 Web S8 88 ST B D) «

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020
Status : Success

FODN : asal.example.com

IP addresses(s): 10.10.32.45,2001:DB8::1

LU 7= k7 Web S i

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed
Reason : Could not establish a connection to the server

LA R 7] f 75 DNS iRk 5545 3R 1] Web S8R BB %«

DHCP #0 DDNS AR %5 .
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ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available
Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed
Reason : Server error (Error response from server)

PLUR il o, T 1P Hihik R B 5% DHCP sk 26, A 2218 Web 5387, {940

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination

test not available

Last Update Not attempted

DHCP #0 DDNS AR 5589 75 5218 3%

TIRERFR FEahR | iR
ZN

DDNS 32 Web 5775 | 9-15(1) | S BUAE mT LR 1 RC 4 AT S2HF Web SEBTJ7 %) DDNS.
%

Bria &4 . show ddnsupdateinterface. show ddns update method. web
update-url. web update-type

VTI L) DHCP 4k filz | 9-14(1) | ASA S FpKs VTI £ AT E 4 DHCP Hh 4k IR 45 28 4 1 o

sran LA BT LL R4 : dheprelay server ip_address vti_ifc_name.
DHCP il i 9.13(1) | ASA 7§ DHCP Tilfd . HR4 7 i) MAC Hubik ) sz A stk b Hoks — i 245 TP ik

St DHCP 7% /7' i

NInEk st T LA R #r4: dhepd reserve-addressip_address mac_addressif_name.
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pHep 1 0oNs BR o m e |

INREBFR F&RR |1 AR
Vi
[Pv6 DHCP 9.6(2) | ASA Pl{E 7 H: IPve FhE L R ThRe

* DHCPv6 Hihik % 7 5ifi - ASA M\ DHCPV6 IR 45 25 350 IPv6 4= Jm bk A ] 26 BRI % 1

* DHCPv6 T2 ACH % 1 - ASA M DHCPV6 IR S5 983K BB EITT 4 . #R)5, ASA AJ
A F X U R 45 ok e B HoAth ASA 10 Hhl, DU e ASIE B 3EdE (SLAAC) &)
sty A]E[A]— W 4% - 3 BhAL & IPve Huhik.

* BGP %t #% #5 ¥5 5 FI AT g

* DHCPv6 IRAMRS %% - 24 SLAAC &) ufn) ASA K25 BIER (IR) B,
ASA £ SRR A S HAAE L . ASA {057 IR BURAL, AN 2% P o 43 I
k.

ININEEM T LU R dr4: clear ipvedhcp statistics. domain-name. dns-server. import.
ipv6 address. ipv6 addressdhcp. ipv6 dhep client pd. ipv6 dhep client pd hint. ipv6
dhcp pool. ipv6dhcp server. network. nisaddress. nisdomain-name. nisp address.
nisp domain-name. show bgp ipv6unicast. show ipv6 dhcp. showipv6 general-prefix.
sip address. sip domain-name. sntp address

DHCPv6 Y%

9.4(1)

BiAe, Al LAiE R T IPv6e ) DHCP 4iit{s BARIE&E H T IPv6 [ DHCP 415 .

DHCP H 4k R 55 23 5011
DHCP 45 28 bR iR 5 &
AN

924933)

% ASA DHCP "4k Ik 45 23U 215K B 45 54 DHCP iR 4525 N2, BLAEE S KR IZ Y.
B A IR S 25, AR5 X N2 SO ﬂe%l)\jwkaﬁzﬁmw A AT AT
ASDM Jif %

REINEBEAE T2

DHCP Figb e ThRe

9.1(4)

7E DHCP BB R ERT B, 207 i o 2 BB e 2R IE 4 513 ) At DHCP IR 554 -
TEMERUA 2 i, 4 DHCP L2 R BEEHIS, 2% ) s A2 B g0 e B4 FH IR S5 45

RIINBIE SUE T 62

DHCP = 5T 1

9.1(2)

PR S A5 AT 1, LU DHCP &I 82, N iFAC#ebLAN i i %% 4 Fl DHCP
3T 82 AT DHCP £RWr Al 1P YfRY" . H, IR ASA DHCP " 4RAQBI F O ¥ ik
Ti 82 [f) DHCP 4t fH giaddr 7Bt (FRAEAE [ I 55 4 4 A Bedi B 2 iy el o 4R A Q2 4
E ) DHCP W4k AR EE) B 0, WU ASA BRICKS 5 70 8 A0 . ILAE T DAL B 3 10
82 Il i 4% VPR N S A AR i e R Al

SIANSES T LA dr4: dheprelay information trusted. dhcprelay information trust-all .
show running-config dhcprelay.

M%) DHCP H 4k
M54 (AP TPv4)

9.1(2)

PIAE AT LC & 5N 422 11 1) DHCP WP 4k IR 55 2% - DRI ASOKE 33 N F 7 B2 11 R SR 4k 45l %
B4 E RS % . B2 100 DHCP 4k A IPv6.

SINBUES T LA N4 dheprelay server CEZIAECE R | clear configuredhcprelay.
show running-config dhcprelay

DHCP #0 DDNS AR %5 .
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INREBFR T &HhR | 15%RR

Vi
& AT IPv6 [t DHCP | 9.0(1) |71 T DHCP FR4EX} IPv6 (1)~ FF.
H 4% (DHCPv6)

SINT LU R4 ipvedhcpreay server . ipv6dhcpreay enable. ipv6dhcprelay timeout.
clear config ipv6 dhcprelay. ipv6 nd managed-config-flag. ipv6 nd other-config-flag.
debug ipv6 dhcp. debugipve dheprelay. show ipv6 dheprelay binding. clear ipv6
dhcprelay binding. show ipv6 dhcprelay statistics 1 clear ipv6 dhcprelay statistics.

DDNS 7.0(1) | 5IANT IR

W7 Fl4r4: ddns. ddnsupdate. dhcp client updatedns. dhcpd updatedns. show
running-config ddns ! show running-config dns server-group.

DHCP 7.0(1) | ASA W] [i)i% 425 ASA %11 1#) DHCP % /7 s fit DHCP AR 45255k DHCP 1 4k IRk 55 .

5INTLLFar4: dhep client updatedns. dhcpd address. dhcpd domain. dhepd
enable. dhcpd lease, dhcpd option. dhcpd ping timeout. dhcpd updatedns. dhcpd
wins. dhcp-network-scope. dhcprelay enable. dhcprelay server. dhcprelay setroute,
dhcp-server.  show running-config dhcpd#ll show running-config dhcprelay.
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