32 0 P HE R

ARFES LU ASA HEAT SBRHEBR AL A 12

o PRI A = AN Telnet B, R 1L
s BEWMKME , 50
€/ TH R E 7 I R
o BEIUEAL . BB 11 0L
o RO ﬁ”b 11 51
* CPU i G AR & é’ﬁi 11 7T
o WABCE , 26 16 1T
. llk}ﬂtﬁ; ’;’g‘ 28
o DU RN ﬂFIf/‘FHiLB/K , 528 71

ik € I A 25553 F0 Telnet 2545

B0 #5088 Telnet 250915, WJ7E ASA virtual A1 ISA 3000 #EX NPk X Less i, 242048 H CLI
AT IZATS

\}

AR BIEMEA TG ERRIEN . BHEAEKE N BOARE, IR EE N BRNME. W
fi# Firepower 4100/9300, 525 (FXOS BLETEF) o AT Firepower 1000, 2100, # Cisco Secure
Firewall 3100, 52 (FXOS Mfrflprenm) .

i & ISA 3000 | g92558L

BRE ISA 3000 T 5 L%, WEHPATLL T PE:

UK

S &S] ASA #HIG .

I ks 1]


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html

mikFngsEs |
B = 1sa30 toEm

2 KM ASA, RIGEBRE.
B3 B3lfE, MASGERREHEAN ROMMON I 14 ~ Escape 5.
B4 U E AR, EWMAL T WS

NN

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASA K TR 2 i AR EE IHE DA B BTSRRIl sk AT E A A A E,  UERY SRS .

Configuration Register: 0x00000041

Configuration Summary
] password recovery
] display break prompt
] ignore system configuration
] auto-boot image in disks
] console baud: 9600
oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1
[ 2
[ 3
[

b

FES AL A BT INEK ASA:

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASA INZEGABCE, AR E
SIE6 WAL AU AL EXEC A

ciscoasa# enable

ST REPOREINEGE, 1% Enter .
TR
SIES WAL NS MRS E

ciscoasa# copy startup-config running-config

PR LA LL T A4 U ) 42 R e B K

ciscoasa# configure terminal

TR0 LA LU a4, RS SR B A NC B S e

ciscoasa (config) # password password

| BRI
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1 ASA Virual v msentg

ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

T AN B i I B A BC B -
ciscoasa(config) # no config-register

BOABCE A2 E ) Ox1. A RRCE R A S HEIE R, 16
AL 4, KB b IR A7 2 8 ShC AL

ft
%
&
EX
>
W
&

ciscoasa(config) # copy running-config startup-config

ik & ASA Virtual _ B9 Z 835 A%

TRA4

PP ASA virtual A EG, AT LR DR
bUE ]
FHSAT IR B S 5] ASA virtual 1884 304

copy running-config filename

TP

ciscoasa# copy running-config backup.cfg

T JH 5 ASA virtual:
reload
M GNU GRUB 3., [ Nk, #E$ <filename> with no configuration load i3, #X )&% Enter

o SCPE4 0 ASA virtual ERERINR SIWURSCIE4 o BRIA R SR Kie A 2l i fallback fir< HZ)
JR B SRJEINEE E KR SR .

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

T

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

K A 4 L BSOS 23247 H R E

ks 1]


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html

mikFngsEs |
. Z5 ISA 3000 @ {4 Y B RDIR E

copy filename running-config

T

ciscoasa (config)# copy backup.cfg running-config

WIES HE M,
enable password {4

i

ciscoasa(config) # enable password ciscol23

TER6 PRAFHICE .

write memory

i

ciscoasa(config) # write memory

2% ISA 3000 FEF R 280k E
Y

EFE /F ASA virtual. Cisco Secure Firewall 5 [ 125 H &k & o

TR AR U DR AR BN P TovE A AT SR S HLRIOR BT ASA, THHATLUR P IR,

FHia Z |l

7t ASA |, {1 noservicepasswor d-recovery 4 ] B 1E RS AR i 58 3 TE 15 &L T 2 A ROMMON
. i N ROMMON B, ASA SHERIEEERR T A INATE U R G A SEHAT LSRR EAE S
EHEN ROMMON #E . WEREEBEA B RINAE S RS, ASA K E T nak. DA% g S kT
{i ] ROMMON #iFF4E A RCE, B UZAEBR nT B b S %00 . (R, B2 P& ] LAR 1k
RIZRH P& E B E SRR S EAEOL T, ZH RERE 2IIERA, wnEcs gz s
A BLE S CmTAD

servicepasswor d-recovery iy & B s fERLE SO, ANHESH . 7E CLIRAR R AN dr &I, W E IR
AE NVRAM . 5O B O ME— 7 V58 7E CLI R AT 2o A3 S B RRCAS 1w 2 N2 BT i
BEASHEMRE . MR ASARCE N R ZIN (MERHMIKE ) 20 8 )0 & A5 & s, )
ASA S5 U DU FER INZ805 SR E . i SRl B B8 I 4 T 1A & IC 1 N 20 3 B,
23S E T IHEAT 5 no service passwor d- recovery 4 53 5 31 4% FH 158 £ I AR [] 1 5 24

| BRI
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UK

AR
Nno service passwor d-recovery

Tl

ciscoasa (config)# no service password-recovery

EFFRXHEHR

1T Bl E CPU BERE TP =T i oE 2, P RECRGEA W L. Jhit, NAUAEX4E € ) el kAT
i bE R S R TAC EAT M B 2 1h i e A debug fin %o BRAh,  delf 7E M 28 BB AR AT ]
JUEUDINAE ] debug i AEIX SN Bl AT I 2 b DA debug iy 4 A TR 1 I 2 R S Al
frrrgErE. ZRTIHBUE R, W2 a2 % debug fir 4.

* > H

HiEAliE3k
2506 A ) U A T B B A T SRS SN, SR B A T e A . o SR B A sk
M5, BATEBEE A ER TAC,

Wz eI EN

(EE=XL ¢
o T DARCERP I S SRR B LI DU S SRR B b A IR 6 ORI (1 5
it

s IEZ MR, — /NS VLAN HBERCE — ANl 3k, AU AC S 18 s — A3k .

o WM G RCE W GE3DD) fligk, WEA RS RGE R, RS 2 5 B A 5
BOE IR S DA 20U B4 SR SR HT AN I A R LR S AR G SR 2

© AZA IR PTOCIEE: D I BT I AR g, R RRR W JL S VLAN B b i .
Rk, an REAE, 50 A Foh A A 5 B A I VLAN Jo Fsk, DR [A) Rl 30e i 50 A R
5t B EE R

o X DR E, K H AR IR S AR T S . ME— OB A M IR S T ICMP A i (A
I ICMP i B ENE AP RA W) o« ERXFMHO R, i = VLAN Eira A d
FH O ICMP & .

I ks 1]



B #ruze

HRAEE

it FnsrEsig |

HAoEm

o W ASA B S A A kAN IERA R TCP #:k, IF I invalid-tep-hdr-length ASP 2 37 J5 [4]
M EFF IR LR, WRRBOX LE B £ 42 11 L) show captur e &4 AR 23 R IX S 3i 40

o I BERIR TP I s AREFZRIE IP F3ER (W ARP) .
o PTG SGT Fric e, ik s a5 151 PCAP & 2% T e Joik iR a1 HiAl CMD i

« Bl W AR Rt TALI . NAT. TCP Ry A6 oAt 4 R gk A 25 ) 2 E i A8 el A
PER M EE .

o B AR P N [ R AU S50 B0 PR 2 iy A BRI JC TR S Bt i A G (o A BRI B A . 3K
Foft 2 5 R R T N PR AU L AR R A AR . C NSRRI o DU E L U hT e B2 I

o B/AEAER - EHU 2 45 NAT iE54] .
o FERZIIE [0 R B RS AN R S ln,  1E [ 3K H) UDP 8% TCP, B )3 K H) ICMP.
 1ELE T H ICMP 4554

LR B AL, W AT LT AR

UK

JE P20t L AR K 6 AR A T S50 o MR 19X 288 o o 5

capture capture_name [type {asp-drop [all | drop-code] | tIs-proxy | raw-data | isakmp [ikevl | ikev2] |
inline-tag [tag] | webvpn user webvpn-user }] [access-list access list_name] {interface {interface name |
asa_dataplane| asa_mgmt_plane| cplane} } [buffer buf_size] [ethernet-type type] [reeinject-hide]
[packet-length bytes] [circular-buffer ] [trace[trace-count number]] [real-time[dump] [detail]] [file-size
] [headers-only ] [match protocol {host source-ip | source-ip mask | any | any4jany6} [operator src_port]
{host dest_ip |dest_ip mask | any | any4|any6} [operator dest_port]]

i

ciscoasa# capture captest interface inside

TS TN AT R SR I B ALl B 1 . AE 2 capture &) {8 A —AN capture_name m fifi 3k %
PR &

type asp-drop JCB ISR NNE 2 A B AR LA AR . FEARRE, BRI — B IR & R E )
—HWEAN ERNE R A .. FE2W SN, ERAEPAT M PR IR, WHskITa %
FMEHEE; ERA SR BRI, K SR B T S D R N E S AR .

type raw-data JEE 7 RN SR S A AL . R E N BRABEE .

| BRI



| i AnsrsEs

N
s

mrsra ]

inline-tag tag JCHE 7 Z 400 I T 0 5E SGT EHRAENRAS,  BUOR B AR E LUl 3R/ SGT L MARIL

buffer SCt 752 X T TARGEHR B el X/ T ZEah X Ei, B taigiie . T4k
RPN, SRR ISR G BN, TAZPTA BEA IR . creular-buffer G TR fESEMIX
W MR IT U di e X

ether net-type JC 7 15 B Ll SR 1 LUK WIS AL . SRR LUK M 2R AU 4 FE 8021Q. ARP. IP. IP6.
LACP. PPPOED. PPPOES. RARP 1 VLAN. 802.1Q 5{ VLAN KB 2 2% . 802.1Q Fric &bk
2Pk, ALK FIUCAC. TP A2 BRI\ LUK T,

interface X8 w] B BRI AU HTBOHE Gk (B L) A R

T AR T P, 1518 asa_dataplane JGHE-.

LR E RSN, WEAEH] filesize SCHEF . SCHFR/NAT BT 32 T 10000 MB 2 [H].
W RSB ALK L2, L3 A L4 #i:k, (AAHREdE, 54 headersonly .

match S Il L PLRC S, YEORTH AR TP Ml DL Tk i FVEA T AR . BEORHE T B 2 AT AE— i
AT =k any B A OO T3k 1Pv4. 50T L] any4 A1 any6 S8 7K 73 i il SR IL AL HY 1Pv4
ANIPV6 ML . FRAFAT AT LU LU AR R T

s lt- /M1
< gt- KT

ceq- T

real-time JCHE 7 T B RIELE . SCIN SR A EE .
reinj ect-hide S8 7 u] 15 58 AHARATAT EFVE AR B, RO BE 7 00E H] T AR RE BT EA 5

R WL CACE ACL A4k, WIS TCIEAER sk A H] access-list w4 M AE{#H] access-group
4o MSRAE BT 2R T access-list 4, RYUK B IR.

SHEPR Sz A E N
capture capture_name {type lacp interface interface _id [buffer buf_size] [packet-length bytes]
[circular-buffer] [real-time [dump] [detail]]

capture capture_nameinterface cluster [buffer buf_size] [cp-cluster] [ether net-type type] [packet-length
bytes ] [circular-buffer] [trace [trace-count number]] [real-time [dump] [detail]] [trace] [match protocol
{host source-ip | source-ip mask | any | any4jany6} [operator src_port] {host dest_ip |dest_ip mask | any |
any4jany6} [operator dest_port]]

IR

ciscoasa# capture ccl type lacp interface GigabitEthernet0/0
ciscoasa# capture ccl interface cluster match udp any eq 49495 any
ciscoasa# capture ccl interface cluster match udp any any eq 49495

fn] DL LR P AR D7 Al SRR I B U A SR AR IR B LA, iR D A
PRAEIT cluster JGBE7 . AR cLACP B4l L, 1i5 4 7€ typelacp, JF4REWHHE I ID 1A 2 #: H
ARk GEREPE IR RS FAT PRSI AR A P T A S R A R e, eI S ek

ks 1]



B #ruze

it FnsrEsig |

(s AR LU 3. 1P HuBEHS s 6 TTL B2 ik gwfith LA DX /33X 9 A 28 R R B A 3l gk

B B tumt, JLARRE R e S AE i SRS b LU Tt

cp-cluster S AR T BEH: _Eaipy bl im it Celdi-Fildit) o HRIEmife 2w

BT RGP R, BB, BOCEMEH] ACL RILACHE

Tl PRI LTV P () . -
cluster exec capture capture_name Z:%§
15 A SR s

no capture capture_name

TSNS A, TR Ctrl + ¢ EURAMBRID, M a2 10 no B BESEIN

& T raw-data Fil asp-drop fifi3k .

LRI IR, AN EREE D, E AT LR34t

capture % #x stop
B GaR GE R
no capture % Frstop

HEIN SIS M MINES/ Ve [HON N T

cluster exec capture_test persist

T B A TR

cluster exec clear packet-trace
TR MR 1) IPsec Hditu.:
cluster exec capture_test include-decrypted

THBRAH 3K :
clear capture capture_name

Gt

= IR

B TR BT s A TTL b 255, FLu 15 49495 F A2 s i P 1h (i o 1o LA

PRGBS WA R SRR B LACP Hifi3k:

ciscoasa# capture lacp type lacp interface GigabitEthernet0/0

LR 78] 8= S ] g SR AR B 1) 32 T i A B 0 Qs 3

ciscoasa# capture cp interface cluster match udp any eq 49495 any

| BRI
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sanrank ]

ciscoasa# capture cp interface cluster match udp any any eq 49495

T EAEE

HROAFEN— RGBS —GRs LERIEE) MNEREAERLUMNE. F
FETE LU S0 K TTL by 254, HAELE TTL 24 253 (R LU B0 . R ik LU St o,
UGEH T TCP, 1 H AL MaSER B M &N AL SraakiERkEdEasS
CLU_FULL St — e Ak nl 2: . LU Stk s s e ) L3/L4 i k37, DLk
Go PR v L BB AE (R S 45T o FE R BRI TTL /N T40 LU R B BoR wnfe] A S22
A I o P B e A B A AR LR T AR B 2 T R W,
{4 Pl 3 11 4193,

ciscoasa# access-list ccl extended permit udp any any eq 4193
ciscoasa# access-list ccl extended permit udp any eq 4193 any
ciscoasa# capture dp interface cluster access-list ccl

ERIEEMR

TR LAAE CLI b S s B ol sk, sCRelish b iR e semik s as .

UK

fE CLI P A G fligk:

[cluster exec] show capture[capture_name] [access-list access list_ name] [count number] [decode] [detail ]
[dump] [packet-number number]

T

ciscoasa# show capture capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

access-list SR 7 g T ] T AR VRR GE Vi ) 1R TP B 7 B B L 45 8L
cluster exec JCH PR RENS 7E— > e &t show capture fir %, Jf [\ INAE T AT Hodth i &% his AT

2o
count B 7 A E Hdis (0 A 0 2

decode JSHE 77t isakmp MR T T VN AR A AR Jn iR iz z DT
ISAKMP ¥, IFAEMIS T Bn Fon B 245 5 o Hea G i as oy i Ik T Bdls G il 38, 1k

ks 1]



B zzsremn

2 ICMP. UDP 1 TC PRI IP fif#65 . MRRAS 9.10(1) 14,

IP fiftft.
detail S 7 S BEA B 4 i LA B S S
dump 7 S e A R A e S A Nk A i
packet-number JCEEF LA & A (40 5 T 1R 2o .

PR 2 i I 5T A A B Ak
https://ip_of_asa/admin/capture/capture_name/pcap
LS 2% peap JBET, WA HEALEETR] T show capture capture_name i 44 H 145 B .
2N ST, copy capture fiv XA R G HAT 23 A H Al H

SR 3 R IR E B RS A5 . MoR IR FTP.
[cluster exec] copy /pcap captur e:[context-name/]capture_name ftp://user name: password@server _ip/path

L L 200 peap BT, N2 [F] T+ show capture capture_name 44t 145 &

pE

Gt

R Bt A I A BRI, A DRI SRS 4 /D T BEE T 63 74T

it FnsrEsig |

iy 438 37 3 GRE F IPinIP 1)

ERELEA N

63 NFAFIN,  RIAE BTl SR L, ELRE S A2 1 80 58 It 2 2R

DA 79 27 asp-drop 70 (R4 3k«

ciscoasa# capture asp-drop type asp-drop acl-drop
ciscoasa# show capture asp-drop

2 packets captured

1:

: 04:12:12.427330

04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341 (0) win 4128 <mss 536>
Flow is denied by configured rule
192.168.10.10.34327 >
2669456341:2669456341 (0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

ciscoasa# show capture asp-drop

2 packets captured

1:

: 04:12:12.427330

04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341 (0) win 4128 <mss 536>
Flow is denied by configured rule
192.168.10.10.34327 >
2669456341:2669456341 (0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

LR 7] 75 LUK P4 2R Y [ 4t 3«

B it AnserE Hpg

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)
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st

mE
S

ciscoasa# capture arp ethernet-type arp interface inside
ciscoasa# show cap arp

22 packets captured

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12

2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244

5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106.44.248

6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244

7: 05:32:54.784695 arp who-has 10.106.44.1 tell 11.11.11.112:

WA ASA 5L ASA virtual i, BT LLEFR AR R G0 RSB I B, FRATEEIEIR R
MR TAC. HZ fir 427 11 show crashdump i 4.

EF LR

K OV Ay S P P S i £ i S I (R AZ A TR AR B o A% 0 i T 12 Wl il A O AR A7 3 ot DA 4%
bES SR nE|S1)) iZJ’\ffﬁo SR TAC ] g BRI G A% DAt D RE LAXT ASA 55 ASA virtual b [ H
RGBT R . S a2 ) coredump Ao

CPU E RS

“CPU FH#” (CPU Utilization) I T HRE M A EHIK CPU B2t J8H, bk
I BUZAT K2 30% 22 40% [f)54 CPU @%, E VIR BUEATKZ) 60% 22 70% R 75

fh a9 vCPU s A % ASA Virtual

{E ASA virtual _1# ] show cpu usage 14 &7~ CPU A Z 115 8. ASA virtual vCPU R
N T H TR 3 RSN R vCPU H & .

TIRSHALRT (911 VMware. Azure. OCI%%) ##1¥) vCPU A 1% DL ELFE BT 1) ASA virtual i H]
THOLLA L :

* ASA virtual 7% R[]

* JiI- ASA Virtual VM [¥] %SYS FF4#4

* 1 vSwitch. vNIC 1 pNIC Z [a) B B8 (44 . RS nl e s dE 5 K.

I ks 1]


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html

it FnsrEsig |
B crum=Rm

CPU f&£ &R B
FELUF 7B, R vCPU A R AN
* ASA Virtual #t%: 40%
* DP: 35%
* SRR 5%
* vSphere it % : 95%
* ASA (Ul ASA virtual #t5) = 40%
* ASA FWHH: 10%
« JTHY: 45%
TFRS T HAT BB SRR P ThRe,  LARAEAT vSwitch E NIC 55 vNIC 2 [1)#8 2h i (..
H1T ESXi g5 as Ae 9 A0& ASA virtual 5 HABTVH LRI T IT4S, AL AR AT el 100%.

VMware CPU £ ARk &

7F vSphere H, i “ERMIERE” IR, REATE ‘BR7 LR “BFRIE FRAIER, %
HFH B VM BRI PRIREHR vCPU 1% (%USER. %IDLE. %SYS 2%) . WEREHTM
VMware [¥] /15 T it fi H CPU BRI E .

7E ESXi 457 ahve L (il SSH U545 LLIEFE ML) , esxtop & H 1. Bsxtop HfA—"15
Linux top iy 2 AUMISMI, A vSphere PEREFEAE T VM ORERGE S, BIELLFEE:

* VCPU. A A7 1o 235 ] 28 fR P4 45 6L
B VM I EERRES IR vCPU AT
* WA GEATIFEEA M) FIR&% GEATINEEA ND , DURGETHE B RX Z 5 i HcE

ASA Virtual #0 vCenter E 3%
ASA virtual 55 vCenter 2 [A] ) CPU M [ & (%) f7 (L%
* vCenter FEZRATIAZE KT ASA virtual fi.
* vCenter FXZ A %CPU ff[11#%; ASA virtual FX2 & %CPU F ] %,
AR “%CPU FI A7 Hl “%CPU A H]#” FIRANR A< VG :
* CPU M &4 T# 3 CPU & HE .

* CPU i 4241t T 5L - CPU HIZ R M4 CPU GuilE B B, i A —4 vCPU,
P REARITIT

| BRI
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Amazon CloudWatch cPU £ 1E R [}

vCenter 1% U1~ J5 5 CPU i % (%):
HHTATH R, CPU W&, LA AT CPU I H 73 LE &R

BT RIE T ML CPU M R, WA TR =EAE RS, 2L T H R CPU 1)
SEHY CPU A&

B, anE AT — AN CPU HERINLE— N B TUAN B CPU 1Y ENL_EIZ4T H CPU I & N
100%, WHZEHLC 5 HR—M# CPU. MR CPU i R 70 DL MHz S 57 i) 4
KR, CPU Hi x AZ 0%

L8 DL MHz b A7 (R4 220, vCenter Fil ASA virtual {82 —%%1. ¥ vCenter X, MHz %
CPU i FH R 7k 60/(2499 x 1 4~ vCPU) = 2.4

Amazon CloudWatch CPU & |5 'Rk &

BT AR A TR U PGS, DR R P P 580 $hAT DU AP BR A Ry 5 S0 9 CPU A
RGHE R

UK

SIE1 $7IF CloudWatch il &, RG-S HUE P IEEE I8HF -

IR 2 W EC2 b, ARGk ELMIIEHR 4EE.

S8 3 FHEZEFE I CPUULIlization 313% Enter 8. &8 3 21047,  LUER1Z 249 () CPUULtilization
AT .

HrRELER, 1S Amazon CloudWatch SCFY .

ASA Virtual #1 Amazon CloudWatch Graphs

i T7E ASA virtual 1 CloudWatch [ it% CPU i & 1) 5 =AF, Kt Amazon CloudWatch ¥ JE %L
TRt

ASA virtual ZEFR WAL FIZATH, FA CPU ERSIBAT — N EH A, 1A &I i ag
ATA A PR ZS o I R EFRE ML O R AL TIESPIRES, AN T FF/9C A BAR P Intel HL YR ZS
LB, s mtERE

7E ASA virtual P, BTGB BB N AT R, JEH CPU IR CIEMTHE . {12, 7F Amazon
CloudWatch |, “FWAT HHFRKBGIEHE K CPUIES), K WPTA CPU FINHA e i s, X
S5 CloudWatch ‘&7~ CPU 8 FH #1123 L (85-90%) .

Azure CPU {F X &

PATCL R ER, ] Azure Monitor H (1) VM Insights £ 5 it 552 4% VM [f] CPU FH %

MR AR
|


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html

it FnsrEsig |

UK

T 3 Azure 177, EF B3R, R)GAE BBRAE S0k ERM .
LI 2 EF MERE EIR LLE R CPU Utilization % K3, 6B 3 TR~ P35 A BE 4348 FH 2t i R 1. 5 VB
Hlo

PATLL T, EAENEFE Azure VM B F CPU FIH 21 3 LU IR

B2

FB 3 Azure [ 177 HF kR B
T2 NVMBIRT, 1k VM.
W3 A MEE oy, R WEE.
$I2 4 %% Performance I .

ARVEANER, WHSH WA VM Insights 226 PEREE K

ASA Virtual #1 Azure Graphs

ASA virtual 5 Azure Z [A][] CPU ff & (%) A71E 2 5% . Azure EIJE BT U 44 =1 T ASA virtual 307,
K2R Azure 4 CPU ¥ FH 260+ A TESE H B RL CPU 3R, R b S aTH CPU [ H 4r L.

BT RIET ML CPU AT R, WA I TR =EAE RS, BRI A n H ERL CPU 1)
SEHy CPU AT

B, AT — AN CPU HERINLAE—/ N B DU B CPU Y ML EI24T H CPU &R K
100%, NhZBERH 2SR — M CPU. R CPU IR H AN UL MHz Ay B i 4#
KR, CPU Hi x AZ 0%

Azure JEXT VIR AR A RS R I CPU B b AT R R % ELL N5 ASA virtual k75 CPU
I 40%, FEUNLIAR AR S CPUMHIZ 90%. HlfE, Wk ASA virtual 752 3w (AL FERE ),

CPU I F M RE L 80%, A5 EAINLIEIERE 7 il e CPU ] L 95%. X T EUE
NIRRT ASA virtual CPU ZEAT 53, RIE ASA virtual JURER IR R igqT — M
DRI, BRI AERAT N .

Hyper-V CPU {§ A iRk &

B T & A TTH = 44511 CPU. RAM FIRES: A3 ML B A5 BA6, BT LU B/ VO FIM 415
Blo A X S BT 5 Bh A 6 e AP = IR 25 2@ A I 5 oK o 8T LUl Ly 247 nova & P i il =48
#ITEHR (Cloud Control Panel) %1k & & ] FH 1 IR S5 2% .

FEAT AT HHIBAT U R i %

=

| BRI
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ASA Virtual 1 Hyper-V E .

nova flavor-list
REHs WA T MRS AR . SRS T RER:
* ID - iR 55 A5 L 1D
© K - Hi RAM OK/NFIPE eSS B br i 1 2 44
* Memory_MB - i & [f] RAM
o WA - WEAE RN (BLGB L) W T— AR M = g5 4%, BIM RGEREAL /M)
S R/ v H AT NN
o A - A RN
* VCPUs - 5CE REKHI REAU CPU HIHUE

* RXTX_ Factor - 4} L5 1EF2: 31 i 55 %5 1) PublicNet i 1. ServiceNet iy I RIBH 25 4% (= M4%)
()5 96 5 (LA Mbps A 57D

* Is_Public - KAl ]

ASA Virtual 0 Hyper-V &2
ASA Virtual 5 Hyper-V Z[A][f] CPU 2 (%) f71E 25 5
* Hyper-V B ZAH1H24 KT ASA Virtual fH.

* Hyper-V k2 h %CPU {f % ASA Virtual #xZ 4 %CPU FH %

KRB “%CPU FHIZ” F1 “%CPU A" RKRARIF ARV
* CPU FI IS4 T Y73 CPU %1 &
* CPU i 484 T 56T CPU ML B CPU Ziilfs . B, T —4 vCPU, [
L R ARFTIT .

Hyper-V #5411 J7 5 CPU (1% (%):

L FE A R CPU B &, BLET AT CPU Y 11 70 e 3&os

POV AT LN CPU R, A &3S TR i E RS, ML Bra v H E$L CPU (1)
S CPU A&,

fltun, RIS AL CPU I BUBIAE S BAT IS EE CPU (0L Eig4T H CPU I %4
100%, WZEMHLE e MR MBE CPU, KL CPU A7 500 L MHz 24 071 £ ]
/AU CPU H x R0

)

AR AR ASA Virtual # i, DERIHERI R CPU AR 170 EL.

MR AR
|



e T |
B ocicrumzns

OCI CPU £ HER &

TSR LAE IS 92038 bR C oci_computeagent) £ OCI H11) CPU A # P13t CPU FIHI %45
brizs CPU HIESNZON, LA SN TR E 2 tERoR . AT DU D EREVE R A TS0 i dr I
.

UK

T TIPS, R A T E R 16 .
W2 g, ARG s IR N1 IERR
WIR 3 % A 44 7 (R 713 ik $% oci_computeagent .

ARVEMER, WS THHSBRE .

ASA Virtual 0 OCI |72

OCI BB 1R % i T ASA virtual 205, P24 OCI ¥4 CPU A FH 2= o+ 5 4 3% 348 HI 1 HE4U CPU %k
i, e b CPU B 4 .

BT EAE SIS T ML CPU M R, A STk =EAE RS, BRI BT H E#L CPU 1)
SEHY CPU A&

i, anFHEAH AR CPU B RINLE — N EA A CPU [ ML FIZ4T H CPU ff %4
100%, NhZBRNEEEHR— M CPU. BRI CPU IR H A8 UL MHz 2y BApr i 1#
KR, CPU Ui x 0%

M ECE
ARATA WA Hg A ASA BAFAN 22 4 e ARIEHE, Wi ping ASA #2110, DUAHAf ik—AN % 10
LR TN ping BB —AEO LR EHL.

MR E A EIE: Ping @it

ping A& FI I v 4, PTG  H T Ab T35 SR A LB T A O, DL R
S A4 DR FT B U 4 S TR

{£/ Ping AIMIXAYE R

1% ping WA, RGU R B RO B IT BBt iR BRI BRI RE AT DAAE R 2B A A
Bl BUIAIARA

S0 LIMEH] ping SRPAT LT MK -

| BRI


https://docs.oracle.com/en-us/iaas/Content/Compute/References/computemetrics.htm
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# 1cMP 5 TP ping =@t 7ias2 ]

o [BIFRIRANE 1 - T AZE ] —A> ASA B —Z 1) 55— M 1 AR ping,  AARERIEIR L
Ji AORAUEEE N LA “up” ARESRIERAE

* Ping JE# ASA - W LIZES A ASA I+ ping AN, UG UEHOE A5 C 4T TP IE IEAEMTNY o

* Ping i ASA - A LUERTLE ASA 15— ping H-AN K %K ping Jlid o 7] ASA. E¥smAEREA
J7 TR AR AT I 30 oL P AN v (] ASA TR o bR S0 Hp () e 2% e 0 o A R 2 s TR 4004 T 3%
AR .

* Ping M3 % 4% 158 % 100 T SE 4 4% - T LAAHEAS ASA 2 1 ping VE B MR BEIBAT AN IE 1 1R 28 ¢ 45
QSRR O S E A E AR R 1%, )] A 0 5 A7 AE ) #

* Ping M ()38 A5 - AT EAMFEAS ASA 42 11 ping M F: AN AT 1E 7 (1 26 B % R Bl 3 A3,
TP 1) B 4 TR LE A 3 A A B A5 LA A

7£ ICMP #1 TCP ping = [8]3#1T1%#%

ASA BFEALSE ping, B4y KL ICMP [T K8 () F s ek [a] thosR I R [l B B s . SR
AR L8 £ SUVF ICMP Y i, IX gt b T HIF H4 1% 1817, @i ICMP ping, 7] LA ping
IPv4 5¥ IPv6 Huht ok FH144 .

HE, HEEERIZ Ak ICMP. I A1 M 48 4% 11 ICMP, I n] BAZ ] TCP ping IR M 4882 . %}
T TCP ping, ping & &i% TCP SYN i, Wif7Emy i 2] SYN-ACK, N RZHK ping #14 %
Yjo ik TCP ping, #7JLA ping IPv4 Mihbs 144, (HIEARTLA ping IPv6 Ml

THIAE, ICMP 88 TCP ping Jl) H i WIS AE AT i bk AL TG SRS I-2omi B i 2 R AL . 3K
EWRASEATE R T T A% BISAT (K LA SRS T 8 2 B 2 S [ it e D) 4%
JZF ICMP

BOATHOLT, 0T AN 22 i3 ) ping 2122 MRS 1 o 750 ICMP ez I RTAT fevr (el R
WERIEAT . W R EARMNR R kAT ping, W2 ] ACL K e it i .

) ping ASA B2, I FH T8z LI TCMP AU ER DA 250 o /7 (91326 17 R 5 E R [ 326 m 3 25040 60,
ICMP FRUE AT ER: WA B B X LR, I R G2 AR VFRAEE D T ICMP it
RS ] ASA #2111 ICMP ping 5l i ASA $i47 ping, %8 AT RE 75 258 T AT ICMP I
o

UK

LB Bk ICMP B Fo VR [F]I2 08 3K /(RT3 1) 13

ICMP L& AT, W F 4 R 1% 14 1 (9 ICMP B (0. RSN ICMP B, R G4 A
FHAT ICMP Vi) o AEIXP DL, AT BT AR AR

B, WS ICMP FU, ST RAERE N O E R/ E IR S, # “inside” B B bk
HA K

ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo inside

I ks 1]



II Ping E£#

Ping £ #

it FnsrEsig |

ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo-reply inside

R U7 R B T 1F ICMP,

ik ASA ping FHUR, U7 1) B 2625 S VF ICMP Ji it HH R [B] o 7 Tn] 00 D006 201 2 7> SR/ (B3 33
KRB0/ [EI% [R5 ICMP 24 Al o 88 AT LUCRE X SRS 4 4 SR R o

BT AR LR 42 1) I FH B4 ) I FH 7 T 0, ) R 5 4 3k S R0 UV I B AH G ACL, 9«

ciscoasa(config)# access-list outside access_in extendedpermit icmp any anyecho

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any
anyecho-reply

w#F, FEFHTE ICMP Bim) .

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any any

WERAEBAT VT 1) U, I T B2 A VE Bl (K FCAb A 28 AR, DR Ay i 32 10 I Ao 7 ) R 408 2 15 o
— AL, Pl ZA P AR E . ] access-group T4, [k I N 4 R M T ACL.

AR H R B, ) TT LA access-list #iv A1) no T N ACL MIBRAEIN) . do1 S a4
ACL #AH TR H 1%, 15484 no access-group v 4 MW IER ACL.

J& FH ICMP il

5 ping # HAH S, I ASA ST ping I, 75 ZEPAT ICMP KLl Rl SevFik [mliiiee (R, [mlik ]
SR RIFIE) ARG ping (N, [RIIN OR D s BT —maRz, AT k4 e S By

R R EAE BRI 4 Jr S I SRS TCMP AU BT

ciscoasa (config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# inspect icmp

S ping (BT, AR ping A1 TP Ml sl 4144, 1401 ping 10.1.1.1 B¢ pingwww.example.com.
% F TCP ping, WAL top ST A FIBRYH 1, 19141 ping top www.example.com 80. 133 i 1 i AL
T8 T7 EEHAT PATATINR B K

ping B )% 7451 -
Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

| BRI
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IR ping KM, X TERCRIMCERR, ARGt 2, I HRIFR 2 B T 100% e kM
7R 0%)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

A2, L] LR IS5 DA ping —2807 100, LA &A1 .
* ICMP ping.
ping [if_name] host [repeat count] [timeout seconds] [data pattern] [size bytes] [validate]

e
* if_name 348 7E ping MY 1P Hiuhils (FUR, 1 1 H A F 008 6 R 2 1) 8% b A 4R T
* host /&% ping ] =ML [Pv4. IPv6 BLEHLA .
* repeat count J& BRI B A HoR . BRIMEA 5.
* timeout seconds J&: 7 7o Wi R 17 B0 54> Bt BL7E R I 2 B AE A5 O AR Bl BROMEN 2.
* data pattern & 2] T BT R L HE A T 1 S HERIRE . BRI Oxabed.
* size bytes & T R ILHHH O AL . BRUME Y 100 7775
* validate &7~ 246 UE 7] 53 4

* TCP ping.
ping tcp [if_name] host [port] [repeat count] [timeout seconds] [sour ce host [ports]

e
* if_name 231 5E ping AU IP uhiks (DR, H 1 0 b st 080 i o 3 A0 % e A e 2

* host /&% ping [¥] H b5 11 IPv4 HilEBL M4 . EAEER TCP ping FT- IPv6 Hulik.
* port s 4 ping HJ EHL LI TCP i .

* repeat il timeout 5 iR SCHI A .

* source host port %7 ping [FJJ8 TP HuhkFlus . A H 5 0 AT 3REEEA LY 1.

* &L H.5\ ping.
ping
AN S H ping i, RESTREBMAZID, HisMHEASE, QAT HERETSRY
JEZ . WIS R ping Bodn A s, WA k.

F g itilit ASA &%
U ST ASA FEBEIATHE RGO, T DRI AT — AL«

MR AR
|
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FHia Z |l

WHRBEA R e R R HEN L, R BE&EIES (F logging enable iy 4, #/f ASDM
PR Y% $% Configuration > Device Management > Logging > L ogging Setup)

HARANEE, (ERIA T LU ICMP I3 LLTE AN 3 45 ping ASA 20, #F ASA #iil& L

MR (B ICIEABELL ASA ) ping MR R o BATEBUAE M HERR R FE 5 5 FH ping A
R, BUWEIE#mrEfe. LURRERE T ICMP i, 35 384 1% %) Telnet 5% SSH 21519 5
ES RIS S PSS bﬂ]?yiiiiﬂ%ll%%ﬁ PAKJE H H sk . 84 mT B A logging buffer debug i 4
¥ logging monitor debug 4, K H & B RE B IX, 1514 H showlogging fis 2T & G -

ciscoasa(config)# debug icmp trace

#+ logging monitor debug
# terminal monitor
ciscoasa(config)# logging enable

ciscoasa(config

( )
( )
ciscoasa(config)
( )

FEMECE T, ST EHL (209.165.201.2) B ping ) ASA #ME4% 0 (209.165.201.1), #4E
PLUR 2L 25 -

ciscoasa(config)# debug icmp trace

Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209.165.201.2

H % ICMP MR KIE (32 540« ICMP M IR IEE (1) FIICMP JF81%5 (ICMP 5415
WO, REICRIEHRIF TSI SR

%Eﬁ?ﬂ'ﬁiﬁ}ﬁ, ARV OR BRI B T e PR RE A 2 U o A SR 1 AT A H &l
T U\ Hg H Au\Tai

no debug icmp trace

no logging monitor debug
no terminal monitor

no logging enable

ciscoasa (config
ciscoasa (config

( ) #
( ) #
ciscoasa (config) #
( ) #

ciscoasa (config

UK

L BoR L LVAARR S RO 1P ik () HA e ASA Bzt S s I8l o s I N A iy
FLARER M RS A — G ML B THIT ping ASA #2309 55— T}fl'Jo

| BRI
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syt Asa 5z [

B 1:3%0. HBESRmENAMLEE

ozl Hos H sl Haslt

-|im.1.1.ua E! 209.265.200.230 [:\! 10.1.3.6 il 209.165.201.24
o =

e
'\\._\
-
% Router Router R e eﬂuuler

/
“dmz1 dmza
1921 209.165.201.1 13121
531 security0

=]
=4
w —
&
o]

Transp. ASA

HJUlEd ASA 10103
dran msude dm14
19216821 qjgo1igani 192.1684.1 security100

security40 3E¢U|'i|t!r’1m securit\!ra{l

Fd
' + i
Router Fouter Router
@ Router

/ |

i
F_____ 7 |
@13.1.2.93 g 10.1.0.34 | 10.1.4.67 ! 10415

ost Haosl

3357

-

XL

Hosl Hosl

MEFLEFLI &% ping B ASA #2H . 0P TIEWIRI, ping BVIIP Hudik. BEillislm] i & ASA 4%
AL TS BRES, IF B D RCE IR .

WA ASA B A TAEMESIRZS . BOBCE AL, 0 ASA 58 2 M A #ALCH] (SR
KD, ping BAEWTRES K. AEXFIMEN T, G ARERNE ASA, KU Sk &g H & A
;rz:m"ﬁo

2: ASA O #Y ping HF&

Ping ?
= E—
- - @

Hosl Router ASA ;:

Ll
'1!'

[ 3: IP St 158 5| % BY Ping #F&

Fing
- =,
192.168.1.2 192 168.1.1 —

Router Security
192.168.1.2 Appliance
Ol
— %
= b}

Pl |
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IR ping [FIEEATIR IR H hids, WA REAFAE BN LA BUAR 1P Huht (ZHFED

3 PILFEHL L ping T4 ASA 0. X TBYIKER, ping BVIIP itk Uiy 5 15 ez g o

SERATAEEHUR ASA 2 BAEMHR G, LUK ASA 75 AT LLIE B MUK SO0 (.36 1 I 12 4L

D ASA VoA T I rb ) gk [ th B E ML, ping BAEATREEN (B FED o XS,
P BB IR ping %3, (HRFESBRRGHEMHE 110001, 4575 HIUE i

& 4: ASA ;& B IR B 5| 4 BY ping #[E

Fing

o A

=

Router

M ASA 10 ping 3| 41 IE WIS 1T I BI5 5 4%
o WSEBATUCER ping, AL HIELFBCEE A E P AT REATAE ) A
o TR ASA O T IEMIRC BB FIRIR B “ O REFK7 S mnkm g, %Dﬁ%ﬁﬁ’ﬁ%u&rﬂ

AIREAFAE R R TS — N RAT “ TR S REMIH 1 T LAFE ping 1% “ CAN R 4F
(K17 B S B [ELa, DUy BAA A 26— R PR R e h REAAE )i

AN ) EN LB 8 ping T3 MR B BN 4% o a2 0y, #ar
AERMPE. R NAT, WS NAT IB1T1E%

R ping %Y, REHERRSEH i‘%ﬂi,%ﬁﬁi)\%ﬂﬂﬁﬁﬂ‘li@ﬁt%?ﬁ% (305009 &% 305011) , FAfIA
CAIEE— ICMP &8 (3020200 . #61] DU%I A show xlate B¢ show conns fir4I & 5 & .

R NAT BCEAE R, ping BAETTAES KM, EXFMEN T, RESURRGHENE, 25 NAT
I (305005 8% 3050060 o WIRAEA AT FRAEA PG DL N WAMBENL ping NI ENL, GOk iics)
& 106010,

& 5: ASA Rt {THbME #5355 | £ B9 ping #BE

F'I[I 8| e - W "I-

Router Security
Appliance

Router Hesl

I
=

R R E A 3%

AR AR ) KA TP My Bk A IR PR IN A F [, w] DUPR R AL e LU 10 265 A2 A2 15 A7 T

i

HIE1 i ASA ERRERG R a0, 26 23 WL,

W itAnses i
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L2

{3 ASA 7EEREREGHH AT L

e asa wmmtan |

e B B i . 2R 24 UL

BOAFOLT, ASA ANSAF N IR AU R EBRER B i o B o, R 2l i ASA 8
I ARARIT R, EHE IS ICMP AN ] Ik 1 5L s 2 Bl o

B2

B4 L3/L4 2Rt DU e 204 3 B e SO E I E
class-map ##x
match 2%

IR

ciscoasa(config)# class-map CONNS
ciscoasa(config-cmap) # match any

RO AIR B, R KHERL R0 I .
ISR ] B S0 S R AT OB O AL, S5 St

policy-map name class name

Tl

ciscoasa(config) # policy-map global policy
ciscoasa (config-pmap) # class CONNS

TEERINIC B 1, global policy & Wik 254 JR P4 C S FT A 45 1 . 1 22448 global_policy, I
global_policy 1E K 5EME A4 FR . % T-JEMIst, 554G 2 20 ARE 3 BT T 3 43 T B 2 125

/N 55 2R UL IC () Bt B 1K AR A7 I 1) (TTL).
set connection decrement-ttl

U G 5 1) 2 IRAT B 55 SEms (9ln, 44 global_policy [IBRINARISERG) , EEIWT Bk Ik P BR. &
W, AR AN B AN L SR L

service-policy policymap name {global | interface interface name }

TP

ciscoasa(config) # service-policy global policy global

ks 1]
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B scszans

Global 8- FR 7 SR WU S T P74 10, 1 inter face 87 (0K SIS N T-—AME . ALARTYF
FAAE— DA RN o A AR I (0] 4 1 S ) R 45 SR SR A8 o 12 11 B4 R S o B4 1 L RERY T
ARG

FIRS WX ICMP AT IA B RS, DA ASA SR 7EBRER % bt b
icmp unreachable rate-limit # % bur st-size K/
il

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 1

HRREI N 1-100, 1 HERIME. REKDLEEX, HLHH 1-10,

ot
LU 7B 2 B i B4 sy TTL 6 ICMP ANRT AT R R 42 50,

ciscoasa(config)# class-map global-policy

ciscoasa (config-cmap) # match any

ciscoasa (config-cmap) # exit

ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap)# class global-policy

ciscoasa (config-pmap-c)# set connection decrement-ttl
ciscoasa (config-pmap-c)# exit

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

HELE S IRE

i Traceroute 5 Bh &8 i 200 254 H bbb pr i e i o BREEES dh i i 1) o250 1B H
bR 1% UDP 3 £ ICMPv6 [FI NSk TAE, 0 R ERRZ% H AR a5 2 LL ICMP 8§
ICMPvV6 BN WS N, I 17 ASA &5 ZH 1%

PRER I R SR PO RE N B Z5 2R o REATH HH LG MU0 WS TTL A N RN AT 5 BT

T

WmEFS 15 A

* A TR B Ay AT S 6 R0 £ o

U BT HARIE

nn msec B AR E BB AR IR N 1) CLAZZRD A BAf)

IN. Tei27i ) ICMP M4 . X T ICMPv6, HihikE H e il .
'H ek Vi) ICMP F 4L

'P T 1) ICMP, % ICMPv6, 3 LIANET P i) o

B it AnserE Hpg
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wresraxs

WEES 5% 8B

A EEPESE I ICMP,
? A4 ICMP 415,
gi2

PREFIEAE H AR 8% e -

traceroute [destination_ip | hosthame} [source {source_ip | source-interface}] [numeric] [timeout
timeout_value] [probe probe_num] [ttl min_ttl max_ttl] [port port_value] [use-icmp]

T

ciscoasa# traceroute 209.165.200.225

Type escape sequence to abort.
Tracing the route to 209.165.200.225

10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
172.16.7.221 70 msec 70 msec 80 msec
209.165.200.225 70 msec 70 msec 70 msec

O J oUW

ciscoasa# traceroute 2002::130

Type escape sequence to abort.
Tracing the route to 2002::130

1 5000::2 0 msec 0 msec 0 msec
2 2002::130 10 msec 0 msec 0 msec

ey, BT ES HAS P Hhksk M4, 10 traceroute www.example.com. {Hf&, WA A%, #f
DA 2 SR B (AR <

* source {source_ip | source-interface} - #5 FEERERISE 4 o 0] DAL A FRER TP Hihikf5 e #2
o XFF Tpve, JoiEfRm iz JAEH eI IP Hulik. TPve bk U7 ASA )3 il TPv6 I
A% BN, Gl F e B bt .

s numeric - X R7EIREEEE FH E N SR TP Mol R e T, R ERES B A2 S HHE AT
DNS 54k, Jf Han el E 7 DNS, FREZE Hikfu7 DNS 4.

* timeout timeout_value - 75 I 2 55545 M IR Ta) o BRIAER 3 F5 o
* probe probe_num - &A™ TTL 25 A 3% IR IECR . BRIAME N 3.

* ttl min_ttl max_ttl - ZE0 D AR K AAF I TR . BRIA SR /ME ) 1, (AT LB S e (R B
1B R CRER e s ANBOAE N 300 B RIE H bR bk sA B KB, BRERES h128 k.

I ks 1]
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* port port_value - ZZ{i 1) UDP ufi 1. ERINE K 33434,
* use-icmp - IR K% ICMP Edi 01 A& UDP $idi .

£ &R 2 IR ER =X SRR BC &

RnT BUE R RGE IS H AR -0k R B BCRAIE ) Bt e i, I R SRS L BR IR S AT SRS 22
AT A . NAT. BhsE, MEEE RGa RVRE S8,

M TAE A E I L, RT UG 2 S0 5 RO AR G0 17 oo 42 I o 2 Ab B Fo v iR 26 U 2
Mo BR T HAIERCE AN, B8 R DM T ER RS UM, B sies (A AR SeVE, (HANangs

AT

UK

PR Wi BN, U IRATR & 0 LA o 1 58 A ERERIE B4 LT RN SO T 4R
packet-tracer input ifc_name [vlan-idvlan_id ] {icmp | tcp | udp | rawip | sctp} [inline-tag tag] ...
Hrr:
* input ifc_name - FFURERERIIEE I FR . ST WAL, 15 +e @ ML 13 T4 FR

 vian-id vian id- (i) . KO8 ELERER B ASOEE L RIERL LAN, RIS 20T 1 28 T4
(S A LA DR R LI, VLAN S A AT . A% 36 B 1 31 4096.

s icmp. tcp. udp. rawip. sctp- EAEH ML  “rawip” JEJ5LE TP, RI4E TCP/UDP i 1P %4
£,

s inlinetagtag- (A/iE) o fkASE 2 & CMD Rk i i) A b 2 MH . A RUETEHE Y 0 3] 65533,
T2 HRk, BEAUHHEA PN EAT
..{src_ip | user username| security-group {name name | tag tag} | fgdn fgdn-string}...
rpr,
* src_ip - Pt ERER Y 1Pv4 B IPv6 Hbtik.
* user username - domain\user ¥ 3K H P S0y SRR A B R P B R b RE (AT

* security-group {name name| tag tag} - 3T Trustsec [ IP-SGT A3k 2424 . #n] LR E %
A PR ERR S

» fqdn fadn-string - J5 FHLATE B E 4, (PR 1Pv4.

TR LK, BADUCRE.
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« ICMP - %t \ ICMP 2571 (1-255). ICMP %65 (0-255), F£H ] LLUEFRBEN ICMP AR iRFF . FEhZ0
WA AT - s, B, 8 H TRz,

type code... [ident]...

* TCP/UDP/SCTP - i N Y 15
...src_port ...

* Raw IP - S APl d 5, 0-255.
SIS

YRA &a, BEANHPRHESAT. TCP/UDP ERERH HFruin 1, PLAPTIERBEY, Jf4% Enter 8.
...dmac {dst_ip | security-group {name name| tag tag} | fqdn fqdn-string} dst_port [detailed] [xml]

N

M

~

* dst_ip - £ IR ER ) H A5 IPv4 84 IPv6 Hidik

* security-group {name name | tag tag} - i& ] T Trustsec [{15E T IP-SGT Akt H br e 4. %]
PSR E 2 A4 FR R 25 i 5

» fqdn fqdn-string - H s EHLRE M4, X IPv4.

* Dst_port - TCP/UDP/SCTP ERER (1) H Axifii 1. 152724 ICMP SGJREA TP FRESS N AR
» dmac- GZEMEAD) HAs MAC Hilik.

* detailed - B T IEF il 2 40, SR AEPRAN I ERER S5 A5 B

o xml - L XML #% 30 R R4S IR

RS B persist LT, fH AU CLERER A S SRR VoAt iR AL .

o BEATLLE ] transmit 3670,  SEVFRSULI)Edl fL AL ASA.

« Pkt ACL. VPN ik 8%, IPsec KTl uRPF 454446 7, i1 bypass-checks L.

* {liH] decrypted I, AT DL L AF (W s (Ui N VPN BgiE, 36 ] DABERLE L VPN BRIE Y
FIE6 HEA id Florigin, LU TERESAEFER & P 1R 2 2

*id - HUA SR ER R B AR IS .

* origin - f5 7~ JH BNIRER AR HF I

I ks 1]
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A5l

it FnsrEsig |

U 7 B B A 10.100.10.10 %] 10.100.11.11 f#) HTTP i L i) TCP #dhifl . 45 5% e 40

Sy 1) FUUAS 2% 7 s .

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11

80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule
Additional Information:

Result:
input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
output-status: up
output-line-status: up

Action: drop
Drop-reason:

outside

(acl-drop) Flow is denied by configured rule

PEAE AER IR Hbs. PSS R, 1EEH show conn all detail #iy 4.

MK AN PEHEFR G 21 R

THREBFR FEEMA ks
PRIEEES B SCHF TIPv6 9.7(1) traceroute fiir % LB SN H5Z 1Pv6 Hidik.
BT LA R4 traceroute
ST BB BE 1T, SR Packet Tracer [9.7(1) BLAE, T IO 5B 17T LU Packet Trac

ATl packet-tracer iy AT PIASHTIET: v
dmac
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IR &R FE A i AR

ERIPIR TR LC TRty € TRR TR R 9.7(1) TRIAE T LA T35 R I AR A 3R
WINAESUR fr4: capture stop

I T R LR RS A B G 3R T e 9.9(1) B 00 BER AR L DA Th e A B 1 0

o (EARREI A% 2 AL A G N R R 12 8

* SCVFRLU A (A% Y ASA.

* SRR B C R A A

o KRS A TPSec/SSL fif 5 £ £
I LR SR B

o (RS G RR A .

* WRER IR LR B AE K A SR T

B EAS ) fir 4. cluster exec capturetest
include-decrypted. cluster exec capturetest tr
cluster exec clear packet-tracer. cluster exec
packet-tracer id. cluster exec show packet-tr
packet-tracer persist. packet-tracer transmi
packet-tracer decrypted. packet-tracer bypa

TeFAd ] ACL f n] UL TPv6 ¥ & (1 B0 L fili
IRFE

9.10(1)

W AEALE capture fir 2 H il H match JCHEY,
FALULHC IPv4 V. LAE, BEATLLARE any:
e, LUAER IPv4 B IPv6 Wik, any S&4ty
IPv4 il &

BB 4 capture match
i& - Forepower 9300/4100 [¥)37debug 9.14(1) f S AE AT (1) 72 debug telemetry #v 4, &
telemetryir 4. ORI VRAN B o AR BB 1, PR
(1 J5 A
BrAsES a4 [ no] debug telemetry. s
telemetry
ping fir & B4 9.18(2) AT SRR AT ping #:4E, ping fiy

BAT . RIS AR A & TR ARAE R, YR TP E
B TPl VLS, H S B Y 82 FHs AT
e th A ORI E -

B ME a4 ping

ks 1]
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