*F EEM

THEMEY

Ao EHrmN 5 shik

AZEA WA EC B RN G BEES (EEM).

* XFEEM, %11

* EEM #EI) , 2% 2 7T

s fit'® EEM , %3

* EEM 7= fi , 55 10 7T

« W EEM, 5 11 1L

* BEM [ % , 55 12 1

EEM Ji 555 45 m] LA i R -5 (3t e Bk (03t P H Rd e I UG5 P B0 418 EEM
Wi J37 AT PR A, DA E SCERAE A EEM T i N A 1) S48 B g /MR FP o Jm] DAE B2 22 > A
B /NP7 R M AN ] (A AN PAT AN R 35 A o

EEM SCH7 LS4
* R HE - ASATH R HEM B ID br il filk FEH 28 NMEIP R G HEN S . B0 LI E

ZANRGHEFN, HAZHEHR ID i REASAE DRI B DL N S,

o VRIS - ATCUEHI I SR A R AR BN, RTINS 2R BRI E
TN A AP R 2 T DA = AN 2% o THIN SR I =R A
C ET GEHD VHN S AE /N AR A 78 B IO € I 10 BUS il ke S48 Bl s DRY, JFs
ERER SR
o (B CURMED VRN SRR E N R B S Sz BV e BEEs R, LB AN FOB R 30,
ERARM BRI FOFr A I e A 1.

o LN (R THRF SR SRR RER s e TR KA —IR, JFS B3E B a8, B
¥4 hh:mm:ss.
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G TN A

XF EIRSRIU RS SR B DY, HBERCE D iF st

* E - MBAEH] CLI 8t ASDM T-ahiafr S5 Bl s MR FIN, /il & None H4F.
o W - 2 ASA HBUSRRIN, il Sl AERCEETOL R, oMb A BRI A 35t -

W ASA BB N AEYAERIN R, IF H ASA AR E M a AR N AEAR L, e 4
Roth B GE H S WO R RR B . ASA S I Al A EEOHT NG BE DURE I fE k. 7E HA
WET, EXMIGOY, SRS . R E D, RIS,

AN output A2 ME A4,  action iy #B<3E ) 48 crashinfo SCAF. it £37E show tech iy 4
LA

SHEERNEF LRYIRIE

i B iR

EEM 4

M PR NRE P A R I, S PATFA A FERSNE R LR . AN AT TR e B
AT o %P H) S e B A N A e ME— 1. AT DU — AN BN I
ZAAE., L CLI 774, {4111 show blocks.

T U output i 4K B E At AR R E AL B . — OB — M i . BRIAECN output
none. MfE2x 257 action iy LM . fir &AL 4 BCE R R AR Z 0 15 G 1O
JURIEAT . SR FTREANRRAT T AN, DU E AT 2EAPIRZS . SR LUK action CLI #ir< )4 i &
R LR =AM E L

* None- iIXJ2ERIME, 2 L Fefth

* Console - ILA7 B R 4 i AR ) ASA #5466

* File - BLA7 B K m AL B S0 o U DA SO 3t ag H -
* Createa uniquefile - & C G B /NP I, SRRl T2 1) A I — A4 PR IR0 SC A
* Createloverwrite a file - 3 0 FH S B NP IR, SR 025 7 o 4 5 (1 S04

* Create/append to afile- &3 G HI A LS /NP IR, BERE T2 BN 45 % i 30 1F . iR
TR B SCAEANTAE, T2 B SO

* Createa set of files- JLiET 2> G — 4L HAME— L AR, BRI SEAFE B a5/ RE
I, AR R IXLE ST

AR AAENC B EEM 2 i A, 25 P48 DDA R 71 o

B ZssHamEast



| RgEHmmEazT

TEFARTEN
AN FAR

oAt AE

mEem [

© FERERTUIE, ASA FPRES—BORRENN . AEIRXME OIS i & i REAN L 4

o HAF AN ARRA R & H .
o RNEEE M None 344 F1 Crashinfo S5,

o ARG H AN B KX R EEM AT ], DRI T g4 5

Wi P fE -

o FEAN AR A8 N FE I BRI S 2k output none.  HE BT SUILIEE, A AU N At a HAE

o BB S PGSR 7 2 SN 2 T

BcE EEM

EEM [#JC E: h B P A 55 2 A

UK
TR QU RS SN R P E A, 5 3 L,
PR 2 WEBRAEAERAE R H x5 5 0.

PR3 BT RS EA N, BT 0
SRR A WA AF TN AT, 55 7 T,

=M EER N AEFHEESH

LR R A I E A, AT LN DB
UK
SRR QRS B DR P IF HE AR B a8/ e e B

event manager applet %«

T

ciscoasa(config) # event manager applet exampleappletl

name 2t 2 nl A 32 NP EHICT- P A TSV A

rosnnnnamt i



e e A= B LA |
B cesuens uprriRESs

SR A A DN R, i A i 1) no JE
P2 R FAHE BN

description SCA

il

ciscoasa (config-applet)# description appletlexample

text S8 % n LA 256 DN FEARF IR 515 R B SCA S R, B SO T3 i
PR3 WRCEIRCFH, HRAU T YL LM CRCE R, EmAA N a2 no B
c HRCE ARG H R, B Kl RAMRFHE IS PR G HEHE.
event syslog id nnnnnn [-nnnnnn] [occur s n] [period seconds]

R

ciscoasa(config-applet)# event syslog id 106201

nnnnnn 23RN R 40 H B B ID. occurs n S-S 506 R 8 248 H G Bk 4 £ Kt
), FEE S NN A S BAERCARE 0 BRI 1 k. AREN 1 2
4294967295 period seconds KB TF--ZEON R m FAF LUK A AP EL, R R BAS /N N
2P PR1 R FH A3 PR A O 7 0 258 P B 1 P e 22 TR — IR . KB 0 31 604800 1H 0 Ko A X
INFA) Bt

FORG A IC BN AEREA IO (K I R B A A — UOF BB DR R 8, TERALL R 2.

event timer watchdog time b

<

ciscoasa (config-applet)# event timer watchdog time 30

FRETE A 1 - 604800,

SO AT RO E N KA IR EAS TR A ) (BRAEMERAR G B i), EmA LT 4.

event timer countdown time

.

R

ciscoasa (config-applet)# event timer countdown time 60

FPEIINEE 2 1 - 604800 {41 ttfir 4 (1) no JE 202 IR BT I 1 I 4 201
pE s WRGXE A BIACE, S EH A SN T I g s s AT .

o BORESPRIC BN AR I 1) R R UOF AR 3, A LL R a4

event timer absolute time /M -5 70
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ENUE
ciscoasa(config-applet)# event timer absolute time 10:30:20
1) 4% X0 hhemmess. FHAFJEFY 00:00:00 CFAD £ 23:59:59.

ASA I I 2> fil 5 5t AT

event crashinfo

ZNE

ciscoasa(config-applet)# event crashinfo

AN output A2 EEfT4,  action iy 2 #B<3 & ) 48 crashinfo SCAF. it 437 show tech iy 4
ZHTA

fic & R AEANIR1E A H RO B AR

FNC E R AR AR ) 1R s A% H bR, AT EL R D R

UK

LB AEFAE BN LR E B
action n cli command “command”

i

“

ciscoasa (config-applet)# action 1 cli command “show version”

nIETEEAE 1D, G 3% 1D HITEE N 0 3] 4294967295, command JETH R 2047 T- 515 s ),
WA H 2R gk, e kAR e 2RI E R T EARRS M A 15 (&) I
FURIZAT. Mir S alReANEEZAT AN, e A T2 RPIR A . a4 nl ], i Ak I,

noconfirm

S 2 AR HAREI. A AN A2 10 no T2 2T i BRE H H AR o
* None &1 2> Z 5 action iy & AT Y GX2BRINIRE) -
outputnone

2R

ciscoasa (config-applet)# output none

* Console 1 ¥+ action iy 1% A IX BRI 4 .
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B ==senmensnas

output console

ZNE

ciscoasa (config-applet)# output console

ph s BAT I AT S MATERE o

Rl

New File 215 4 1 H] BB 18 BE 38 /N7 action dir4 )4 HH ARk B8 SC A
output file new

ZNVE

ciscoasa (config-applet)# output file new
A RS R eem-applet-timestamp.log, LA,  applet & FA-E ELE /MR AFR,  timestamp
A HWR T, 38 YYYYMMDD-hhmmss.

New Set of Rotated Files i3 n] (1) it — 4 2 BRI ST 285 NProCAFI, S lH RS2 e
B, HTA IR SR AR B N — AN SO BT AT S0 9 5

output filerotate n

R

ciscoasa (config-applet)# output file rotate 50
BOBTIISCAT LA 0 2o, IR IISCAE Bl 5 (n-1) s niEBUE . AL 2 21
100, LA 4% 0 eem-applet-x.log, Hrft, applet &/ MEFRIAFR, X2 X5 .

Single Overwritten File #3014 action i &4l 5 A AN, KRS NHATE AT
.

output file overwrite filename

2R

ciscoasa (config-applet)# output file overwrite examplefilel

filename Z4E AL (2 ASA) U4 . AWl LUE ] FTP. TFTP f1 SMB H A5 3 ff .

Single Appended File JEICK action iy &%t B AR —AN SO, RS NS BN 2] R A7 5C
.

output file append filename

ZNVE

ciscoasa (config-applet)# output file append examplefilel
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filename ZHE A (T ASA TN E) X4,

LT FAHE BN, WEHAT U DR

UK

AT A AR DRI .

event manager run applet

il

ciscoasa# event manager run exampleappletl

WAEAT MR & event none it & (A BLE MR, KRB R . applet ZHUE i1 Bl &%
INEFPEI AR

IRER A 72 ECFI R TF(E

FLLRNAF M A DL, AT LU 2D 5%

Bz

S AN H B

memory logging [1024-4194304] [wrap] [size [1-2147483647]] [process process-name] [context
context-name]

T

ciscoasa (config)# memory logging 202980

ME— DM S UL P AT H SRR M IX P 46 B 3. wrrap IR T3 50 Py A7 H 50 s 5 PR 2
I PRAF G X o RPPIX H BEDRAF— K

AR AT H SR X wrap 2R, WS . 900X wrap I, REESHHA A KL B FATAE
s, LUR MBS size XU T MiFishs i€ K. process eI T~ ML F2hs o€ i ke o

pE s Checkheaps EFEHE 1 — D HEREE 420, P& AARFRETT AT A7 23 e -

context BT 4 E 44 RN 4 58 REAUE Sk W AF H 0% o
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B =unesmnnsem

Nil

WA HELRSH, DA, R EH R
BN H S IE AR

show memory logging [brief | wrap]
show memory logging include [address] [caller] [operator] [size] [process] [time] [context]

i

ciscoasa# show memory logging
Number of free

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail
Number of realloc-fail
Total operations 14
Buffer size: 50 (3688 x2 bytes)
process=[ci/console] time=[13:26:33.407] oper=[malloc]

addr=0x00007£fff2cd0a6cO size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:33.407] oper=[free]
addr=0x00007ff£f2cd0a6cO size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£ff£f2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:35.964] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9a 0x0000000000bff606 process=[CMGR Server Process]
time=[13:26:35.964] oper=[free]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bf£f606 0x000000000182cchb0

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[CMGR Server Process] time=[13:26:37.964] oper=[free]
addr=0x00007£ff£f2cd0aal0 size=16 @ 0x00000000021246ef 0x0000000001827098
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:37.964] oper=[free]

addr=0x00007£££224b9460 size=40 @ 0x00000000021246ef 0x000000000182711b
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007£ff£f2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9%a 0x0000000000bff606 process=[CMGR Server Process]
time=[13:26:38.464] oper=[free]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bf£f606 0x000000000182cchb0

process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[ci/console] time=[13:26:38.557] oper=[malloc]

addr=0x00007ff£f2cd0a6cO size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:38.557] oper=[free]

O O O O O O O 0w o o
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addr=0x00007£f£ff2cd0a6cO size=72 @ 0x00000000021246ef 0x00000000013193e8

0x0000000000443455 0x0000000001318£5b

ciscoasa# show memory logging include process operation size

Number of free

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail
Number of realloc-fail
Total operations 14
Buffer size: 50 (3688 x2 bytes)

process=[ci/console] oper=[malloc] size=72 process=[ci/console]
size=72 process=[CMGR Server Process] oper=[malloc]
process=[CMGR Server Process] oper=[malloc]
oper=[free] size=512 process=[CMGR Server Process]

process=[CMGR Server Process] oper=[free]

oper=[free] size=40 process=[CMGR Server Process]
process=[CMGR Server Process] oper=[malloc]
oper=[free] size=512 process=[CMGR Server Process]
process=[ci/console] oper=[malloc] size=72 process=[ci/console]
oper=[free] size=72 ciscoasa# show memory logging brief

Number of free

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail
Number of realloc-fail
Total operations 14
Buffer size: 50 (3688 x2 bytes)

6

O O O O O o o o

O O OO OO O oo

oper=[free]

size=512 process=[CMGR Server Process]
oper=[malloc]
size=16 process=[CMGR Server Process]
oper=[malloc]
size=512 process=[CMGR Server Process]
oper=[malloc]

size=40

size=16

size=40

T ALATIEI, show memory logging M) {2 7R G5 B BL KA K K445 . brief B0 onge k5
Ko wrap EIUE RIS I, RJETEER SR, DUt DU R A sl R . include

TG AL i P AR E Bl AT AR PR 7B (HEANY

1. Process

2. Time

3. Context (BRIELEHALT)
4. Operation (free/malloc/%5)
5. Address

6. Size

7. Callers

Bt R T

LR B 5y 71 «

process=[ XXX] time=[XXX] context=[ XXX] oper=[XXX] address=0xXXXXXXXX size=XX @

XXXXXXXX XXXXXXXX XXX XXXXX XXXXXXXX
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EEM =151

e e A= B LA |

2R 4 AT k. BRSNS ToR iR s COREEED .
Wi I A7 H Sl s B e it

event memory-logging-wrap

IR

ciscoasa(config) # event manager applet memlog

ciscoasa (config)# event memory-logging-wrap

ciscoasa(config)# action 0 cli command "show memory logging wrap"
( ) #

ciscoasa(config output file append diskO:/memlog.log

NG IR T ALK ITAT WAF P IC I /ANRE I o 2400 AF H S DR FH e, A7 Rl sk g i
PR AR FAF LU i A S B AN o

uTT%m?ﬁﬁ%$# TR /MR BRGSO KB B BRI DU B, JRRm B R
SR H G, PR R H &

ciscoasa(config) # event manager applet blockcheck

(
ciscoasa(config-applet) # description “Log block usage”

ciscoasa (config-applet)# event timer watchdog time 3600
ciscoasa(config-applet)# output rotate 24

ciscoasa (config-applet)# action 1 cli command “show blocks old”

PUR 7R B s IR E ) S A8 Bl s IR . AERERIR 1 i E0RT A 8 ASA, MR 77 ZEARAF L -

ciscoasa(config)# event manager applet dailyreboot

(
ciscoasa(config-applet)# description “Reboot every night”
ciscoasa (config-applet)# event timer absolute time 1:00:00
ciscoasa (config-applet) # output none

(

ciscoasa(config-applet)# action 1 cli command “reload save-config noconfirm”

PAUR - B AE AP A W fR 3 m L IRVAR T &4 0 4 1 ) A B G /DR o

ciscoasa(config) # event manager applet disableintf

ciscoasa(config-applet)# description “Disable the interface at midnight”
ciscoasa (config-applet)# event timer absolute time 0:00:00

ciscoasa (config-applet) # output none

ciscoasa(config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
ciscoasa(config-applet)# action 2 cli command “shutdown”

(

ciscoasa (config-applet)# action 3 cli command “write memory”

ciscoasa(config) # event manager applet enableintf
ciscoasa(config-applet)# description “Enable the interface at 3am”
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ciscoasa(config-applet)# event timer absolute time 3:00:00
ciscoasa(config-applet)# output none

(
(
ciscoasa (config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
ciscoasa (config-applet)# action 2 cli command “no shutdown”

(

ciscoasa (config-applet)# action 3 cli command “write memory”

4= EEM

Z A LL T iy 4 LU EEM:
* clear configure event manager
s iy & P R A B AR IS AT IO
* clear configure event manager applet appletname
I iy 4 P MNEC B o NI 2 i 44 PR S B R
* show counters protocol eem
Sy ] B S B T s
* show event manager

bt 4 AT AT O TG B ISP B AN P (A5 EL, R p ORI b — R Y S L
AN ESS gl

* show memory logging. show memory logging include
XLy & A 7R KT AR CRT A IS DL SE vH A5 L
* show running-config event manager

bty & n] o A B AR I AT IO
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EEM [ 52123k

R LEEMGRIER

e e A= B LA |

TIREAFR

FarRA

L RA

RN AT 2L (EEM)

9.2(1)

EEM AR 45 445 ml LAk 1m0 - 32 048 FH - e ke e Pl ) H i e IR IR 55
AP AN 21 %: EEM W B s piivr it 4, DR e SCERVERT EEML i . 5%
PR RS INFE Y o 8T DABC B 22 AN R BB /N 7 SR i N A [R] g 5
PERIBAT A [F (31

SIANBAES T LA Fdr4: event manager applet. description. event syslogid.
event none. event timer {watchdog time seconds | countdown time seconds |
absolutetimehh:mm:ss}. event crashinfo. action cli command. output {none
| console| file {append filename | new | overwrite filename | rotaten}}. show
running-config event manager. event manager run. show event manager .
show counters protocol eem. clear configure event manager . debug event
manager . debug menu eem.

EEM [1] N A7 FR IR

9.4(1)

AT —IOF B IS RERAC Sk A A7 BC AT A AR T L, AR, 9 A7 H &
e

FATSIANEE S T L R4 : memory logging. show memory logging. show
memory logging include F1 event memory-logging-wrap .

B ZssHamEast



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



