0

Fi T+ AAA # RADIUS AR %52

oA

AREA-HUTECE T AAA [ RADIUS IR%5 2%,

* XTHT AAA [f) RADIUS R55%s , B 1 1

* AAA [f] RADIUS 4s-#s#E , 28 12 71

* fid'E T AAA ) RADIUS fli%5#% , %5 13 1L

* Jy AAA i RADIUS Ai%5 2%, 25 19 171

* /1T AAA ¥ RADIUS 45455 sidsk , 55 20 71

% F T+ AAA Y RADIUS AR 55 =%

ASA SCFLUFFFE RFC FRUERI T AAA ) RADIUS iR 4543
o R4 ACS 3.2, 4.0, 4.1, 42 F15x

o R 3 HR %5 518 (ISE)
* RSA B IIER RIS 52, 6.1 A1 7.x 1) RSA RADIUS

* Microsoft

TSR UEF
ASA 3CFEh RADIUS A4 #s i FH LR S 43 50 T v
* PAP - & H T AT i e,

* CHAP #ll MS-CHAPvVI - i& fi] T- L2TP-over-IPsec &% .

* MS-CHAPV2 - i#i i F L2TP-over-IPsec ZE 3 F1% W IPsec SmRE U M) (4)8 FIZL & BRI A

) o sty DU e % ) i 2R ] MS-CHAPv2.

o GO IAEACPERE S - 3E 1T RADIUS-to-Active-Directory. RADIUS-to-RSA/SDI. RADIUS-to-Token

%45 2% F11 RSA/SDI-to-RADIUS %% .
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FIF AAA i RADIUS B 2 |
B vensmwm s

\}

ERB 25 MS-CHAPv2 124 ASA 5 RADIUS JIR %5 85 2 [0l 3547 VPN 82T H
(RIBIRSL, WUl ZRUAT B A R P i P B A B o e 2 A B o A
—ANM ASA [1] RADIUS il 45 %3] MS-CHAPV2 S {3 BAET K. AR
55, EZ [ password-management fir 2 ik .

T FEAEBEE 4 A A SR B R I 2 A B, DU 3 B R i SR R
A B B4 B UE T SR A MS-CHAPV2 iR B 1. 41 4 RADIUS R 45 28 A8 3%
FF MS-CHAPv2, AT L i # Fl no mschapv2-capable iy 4K 1% IR 25 2%
Bt B N A% F MS-CHAPV2 S 56 iF i 5K .

VPN =128 P1E

ASA 1] LL# ] RADIUS 45 #3351 T VPN I 27 in] FT K B B R AR 25 i P 3280 e P
1A ACL 588 ACL 405D o BSuiizhaA ACL, W% RADIUS R 4528l &k 2 #5554 ACL.
LEH AT SO IGAERS, RADIUS IR 45 %% 1) ASA K I% 0] N4 # ACL 8{ ACL 4 FR. W&k ACL
FVFEAE L 4R RS VT . MBI UE S BN, ASA & HER ACL.

B T ACL LSk, ASA & SCHF VPN ERE S i) A1 K i ELR e A ACER 2o U (BRI A5 e B M VR 2 3L
flJm bk

X #5H RADIUS E 1t &
ASA L FFLLF RADIUS J&PE4E:
* RFC 2138 F1 2865 1 7& SCHIE B0 ik & %
* RFC 2139 1 2866 15& SCHJICHK & 1% -
* RFC 2868 1 6929 t i LT T-FEE Pl S 1) RADIUS J& .
* RADIUS %1 1D 9 i€ (KR 10S A iR e J& 1 (VSA).
* RADIUS Vi ID 3076 #ffi i€ 1) R VPN A5G VSA.

* RFC 2548 5% X ¥] Microsoft VSA.

¥ ¥ AY RADIUS 124 E 14

FAUERHATRR B ML A R CRCEABR B v, 5E SO 5y 36 ik ik 55 43 1Y) RADIUS Jit
S PATAUR BUm M. XA m It B ALY RS ID 3076,

IERAI TR T AU 52 30 RF RADIUS &t
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w5t raoivs EET: |

\)

IR RADIUS EMAFAEE cVPN3000 AiZE. R4 ACS 4.x THFIX—Hm 47k, H ACS4.0 2
B RAS b ) S 44 B AT R AL B cVPN3000 TT 4% . ASAE T BB 1D (MAEB 4R SLiifi RADIUS
JE k.

TR A T JE 35 A RADIUS IR 45#5 &% 2] ASA [ M@k, LU R EPERRS: 146,
150, 151 1152, XEEEEgm 5 % I ASA K i% 5| RADIUS JIR45 2511 L@t . RADIUS J@ 1k 146 1
150 J& M\ ASA % E| RADIUS k454, LASEH S0 50 UEFIE KA. /it &1t (0 B A7 DY A4 e 4
M ASA Ki%%F| RADIUS k5545, DRI, G SR A4 1 RiE K. 8.4(3) lRASHIAN T _L1if
RADIUS J& 1t 146. 150, 151 F1152.

% 1: 4589 RADIUS 13 HUE 1t

BIERFR ASA | ik |iEEI2E BENZE |RASE

He
Access-Hours S |1 | e o i i S R 44 A, L
Access-List-Inbound |86 | ALY ACLID
Access-List-Outbound YEE (87 |4 E Pl ACL ID
Address-Pools SR (217 | qge B TP A Histh 44 T
Allow-Network-Extension-Mode |64 | AR Ay 0=C%H 1=CpEH
Authenticated-User-Idle-Timeout HE (50 | PEAY 1-35791394 434
Authorization-DN-Field Y67 | AR HAE A[REMI{E: UID. OU., O. CN. L. SP.

T+ N. GN. SN. I. GENQ. DNQ. SEI
use-entire-name

Authorization-Required 66 | ¥y A 0= 1=%

Authorization-Type SCRE |65 B Y 0= 1=RADIUS 2=LDAP

Bannerl RIS | AR A B0 R VPN 2 U 1) 250 7 IR A i
IPsec IKEv1l. Secure Client SSL TLS/DTL
Clientless SSL.

Banner2 WEE (36 | R HAE B0 JBRE VPN RV 1) 25 0% /s IR A

IPsec IKEv1l. Secure Client SSL TLS/DTL
Clientless SSL. WIS HEAT T AHMN L
TR 2 F) Bannerl AR H

Cisco-IP-Phone-Bypass SoHE (ST s B 0= 1= E
Cisco-LEAP-Bypass S (75 s B 0= 1= CLR

F3-F AAA 19 RADIUS AR %5 2% .
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FIF AAA i RADIUS B 2 |

[ ASA |E1E |EE/ER BEXZE |HASRE
WS

Client Type YF 150 | e LEER () 1 = JAR} VPN % /i (IKEv1) 2 = Secure Clic
VPN 3 = J5% /i SSL VPN 4 = 4246 K A
L2TP/IPsec SSL VPN 6 = Secure Client IPsec
(IKEv2)

Client-Type-Version-Limiting Y TT | 5 g IPsec VPN JRAS = =445 5

DHCP-Network-Scope S |61 [ am B P bt

Extended-Authentication-On-Rekey SR 122 | s PRy =C%H 1= nH

Framed-Interface-1d THF |96 | ERFR HAH L) IPv6 21 ID. 5 Framed-IPv6-Prefix
FH LG SE 1 70 Be 1Pv6 k. .
Framed-Interface-ID =1:1:1:15 Framed-IPv6-I
=2001:0db8::/64 41 & FIFEAL /> L i TP bl
2001:0db8::1:1:1:1,

Framed-IPv6-Prefix TR OT | AT A SAELI IPv6 BT A . 55 Framed-Interfac
& LB e B4 IPv6 k. . f
2001:0db8::/64 5 Framed- Interface Idzl'l'l'l
FRAEIPHAE 2001:0db8::1:1:1:1. Wi 5 R
h/128 158 % 1Pv6 Hiuhik (Wm,
Framed-IPv6-Prefix=2001:0db8::1/128) , WL
JEM A ECIPHBIE T AN Framed-Interface-1d

Group-Policy TEE |25 | E A MIEFEVIIR) VPN 2 G W B ALK IE . 0T 8.2.
SO RRCAS, OO G JE P A E IETF-Radius:
Fn] DU LA L rp— i oA

* YIRS AR
« OU = 41 5l 4 K
* OU = 2 3K M& ZFK

IE-Proxy-Bypass-Local 83 %K ALY 0="T 1=74AHh

IE-Proxy-Exception-List 82 |qh Hff] YT () 4) WG DNS 5513

IE-Proxy-PAC-URL S 133 | B PAC #5741

IE-Proxy-Server 80 |ZEfFE PAH IP Hiuhil:

IE-Proxy-Server-Policy 81 | 3%y LERE) 1=TJo&ek 2= 3= Hakl 4=1fH
WHE

IKE-KeepAlive-Confidence-Interval ER |68 | #%L PAAH 10 ] 300 Fb
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w5t raoivs EET: |

BIERFR ASA | Bt | TESEIEE BEXZME |RASE
WS

IKE-Keepalive-Retry-Interval R |84 B A 2 310 #b

IKE-Keep-Alives SfE |41 | Ak L 0= A 1= CUR

Intercept-DHCP-Configure-Msg W |62 Vi g 0=C2%H 1=/

IPsec-Allow-Passwd-Store TR 16 | ARl L) 0=0C%% 1= a0

IPsec-Authentication 13 |#e% LA 0=75 1=RADIUS 2=LDAP ({Li&EH ]
=NT 3 4=SDI 5= A 6=RADIUS %
Kerberos/Active Directory

IPsec-Auth-On-Rekey S |42 [ AiRiy BB 0= B4 1= B

IPsec-Backup-Server-List S (60 | B W5 L (LR A

IPsec-Backup-Servers SS9 | e B 1= (% PRI 0B 2 = S5 IR
® 3 =M MRS A IIE

IPsec-Client-Firewall-Filter-Name 57 |55 E PAAY Fe B B 4 57 K bt S M HRE 05 31 & P s A
s

IPsec-Client-Firewall-Filter-Optional SRR (58 | #E%K P 0=0F 1=0%

IPsec-Default-Domain SCRE |28 | AT R FLAH g BRIL BN I (1 BN ERN A (1
) .

IPsec-IKE-Peer-ID-Check SCHE (40 [k g L= 0% 2= R B 3= AR

IPsec-IP-Compression (39 | s ) 0=0C%% 1= a0

IPsec-Mode-Config S 31 e B 0= T 1= TR

IPsec-Over-UDP SHF (34 iR B 0= CA8H 1= ELR T

IPsec-Over-UDP-Port SCFF (35 | A 4001 %1 49151, BRI A 10000,

IPsec-Required-Client-Firewall-Capability W |56 O A 0=J. 1=3iLf FW Are-You-There (AYT)
W& 2 = SRUEHEL ) CPP 4 =K A RS A

IPsec-Sec-Association 12 | %58 Al e I AE

[Psec-Split-DNS-Names SR |29 | AT FLAE TR BORIR R P am R A Bl A 10 (1
) s

IPsec-Split-Tunneling-Policy S (55| ek B 0= FEARIMREE 1= Jropbiiti 2= RoivFsk
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BIER#R ASA |EfE |iEAIEE BENLE |RASE

/s
IPsec-Split-Tunnel-List MR |2T | AT Y Fi 2 FH 13604 2 1 B 15 1) 2 110 9 485 8, AL
IPsec-Tunnel-Type Y (30 | sk (Y 1 =LAN 3| LAN 2 = Zf i)
IPsec-User-Group-Lock 33 | AR PAH 0=82H 1=t H
IPv6-Address-Pools YHE 218 | R HAE IP At IPv6 1144 FR
IPv6-VPN-Filter SRR (219 | Fpr e A ACL 1t
L2TP-Encryption 21 |8 e PrfEl: 1=TFEnE 2=40 7 4=128 {7 8

TOIRAS 15=40/128 A7 0% /7 IR

L2TP-MPPC-Compression 38 |3 L) 0=0C2MH 1=c8H
Member-Of RE | 145 | ERE Al TSR AT,

Engineering, Sales

RIAESN ARG ) S AT I B R k. AN

W o
MS-Client-Subnet-Mask YR 163 | AR A IP Hithit
NAC-Default-ACL 92 |4 ACL
NAC-Enable 89 | #Hy FLAH 0="1 1=
NAC-Revalidation-Timer o1 | %y LA 300 %] 86400
NAC-Settings R (141 | EiF e i) NAC SKIg 44K
NAC-Status-Query-Timer 90 |#s%K LERE) 30 # 1800 b
Perfect-Forward-Secrecy-Enable Wk |88 A R AE HAH 0= 1=12
PPTP-Encryption PAUNINE <5/ B Pl 1=FFEIN%E 2=40 7 4=128 {7 8
TOIRF 15=40/128 {7 %% /75 Z IR
PPTP-MPPC-Compression 37 | PR 0=C%H 1=C)2EH
Primary-DNS (S TR FE IP Mtk
Primary-WINS XHE |7 Eyaa] ALY IP Hhuhk:
Privilege-Level WHE 220 | g A AT 0 115 Z 1) 25
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w5t raoivs EET: |

BIERFR ASA | B | EA/AREY BENZE |ANE
wms

Required-Client- Firewall-Vendor-Code YR (45 |4 HAH 1=BRARSG (FHERMERZR ) 2-
3 = NetworkICE 4 = Sygate 5=kl &4
AR i 22 4 AR

Required-Client-Firewall-Description R |47 R P ]

Required-Client-Firewall-Product-Code ER (46 | #ER A HRLR G A 7
1 = BRI AR By 22 A Bl B RHE 1
Zone Labs /“fii: 1 =Zone Alarm 2= Zon
3 =Zone Labs Integrity
NetworkICE F=¢#: 1 = BlackIce Defendes
Sygate F5ffi: 1 = Personal Firewall 2 =P
Firewall Pro 3 = %4 fX2]

Required-Individual-User-Auth YR |49 | A 0= 1=8H

Require-HW-Client-Auth TR (48 AR L) 0=0C2 1=

Secondary-DNS A B P H k-

Secondary-WINS b2 LR B P H

SEP-Card-Assignment 9 B PAH A4k

Session Subtype SoHE 152 ek i 0= 1= K&/ U 2= %P 3= 0%
Session Subtype [1)idi H 41 /& Session Tyg
PEACHA LU E: 1. 20 3 Fl 4,

Session Type SCRE 151 ek 0= J&1 = Secure Client SSL VPN 2 = Secu
IPSec VPN (IKEv2) 3 = Jo%% J' i SSL VP
Fut AR EES = AL VPN 25 7 it (IKEv1
LAN-LAN 7 =1KEv2 LAN-LAN 8 = VPN

Simultaneous-Logins YR (2 B A 0 3] 2147483647

Smart-Tunnel SoH 136 | s B B0 2R

Smart-Tunnel-Auto Sy 138 | s 0= U8 1= LR 2= IR

Smart-Tunnel-Auto-Signon-Enable S (139 | H BB A BRAIIR (R

Strip-Realm SCRE 135 [ AR LIk 0=C4H 1=08H

SVC-Ask SCHF | 131 A L) 0=C%M 1=CrM 3=/"HBARS

IR ORI 2 0 4)
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B ASA | B | EA/AREY BENZE |ASE
WS

SVC-Ask-Timeout SRR (132 | #g EER (L] 5% 120 ¥

SVC-DPD-Interval-Client 4 | 108 | sk FAAE 0=2% 5-3600

SVC-DPD-Interval-Gateway S (109 | sy A 0=%) 5-3600 b

SVC-DTLS SCRE (123 | L) 0="% 1= 1L

SVC-Keepalive SoER (107 | #g A 0=% 15-600 &

SVC-Modules SCRE (127 | AR L) TR B 470

SVC-MTU TFE 125 |y A MTU 1 256-1406 775

SVC-Profiles SCRE (128 | PR R L) TR (MBS A FR)

SVC-Rekey-Time SR | 110 | 4k PG 0= 1-10080 434f

Tunnel Group Name YRR [ 146 |5k Pl 1 5 253 745

Tunnel-Group-Lock SCRE (85 | EAT R LIk BEIEAL 14 FREK “none”

Tunneling-Protocols E= e L LAY 1=PPTP 2=L2TP 4=1IPSec (IKEv1) 8 =L2T
16 = WebVPN 32 =SVC 64 = IPsec (IKEv2)
HJf. 0-11. 16-27. 32-43, 48-59 &4

Use-Client-Address 17 |45 /R1E REER ] 0=0%2H 1=t H

VLAN i | 140 e sy 0 %1 4094

WebVPN-Access-List W |73 PR HAH 7 0] 51 3 44 R

WebVPN ACL AT | AR HAE % ) WebVPN ACL 44 ¥

WebVPN-ActiveX-Relay SRR 137 | g Y 0= C.22H] Otherwise = \)3 H

WebVPN-Apply-ACL SCHE | 102 gy LA 0=C.%0 1=08H

WebVPN-Auto-HTTP-Signon 124 | 255 A 3l

WebVPN-Citrix-Metaframe-Enable S| 101 | s Al 0=E%H 1=2)2H

WebVPN-Content-Filter-Parameters |69 R A 1 =Java ActiveX 2 =TJava IR 4=mt% 8=
] Cookie

WebVPN-Customization TR 113 | e g A & X4 7

WebVPN-Default-Homepage YEE |76 | R A URL, #1%1 http://example-example.com

. FA-F AAA 1 RADIUS AR %5 2%
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BB ASA | Btk |iESEIHE BENZE |RRSE
WS
WebVPN-Deny-Message Sofs (116 | 54 Bl R (R 500 M)
WebVPN-Download_Max-Size YR 157 | #EE Yl Ox7fFFEfff
WebVPN-File-Access-Enable W |94 oy g 0=CZ%ZH 1=t H
WebVPN-File-Server-Browsing-Enable R |96 | Hs PRy 0=C%H 1=02H
WebVPN-File-Server-Entry-Enable |95 oy A 0=CZ%ZH 1=t H
WebVPN-Group-basecHTTPHTTPS Proxy Exceplion-List | 57§ |78 | -4 B WO ERCAF (%) I0932 5242 1) DNS/P
*.cisco.com. 192.168.1.*. wwwin.cisco.cc
WebVPN-Hidden-Shares YR | 126 | % P 0=F 1=n]i
WebVPN-Home-Page-Use-Smart-Tunnel SCFF 228\ A R{E FLAE SR (U RIE s i TR 4 e
WebVPN-HTML-Filter SCHE |69 T L) 1 =Java ActiveX 2= JlIA& 4=0HE 8=C
WebVPN-HTTP-Compression YR (120 | dEg HAE 0= X 1= Deflate f4j
WebVPN-HTTP-Proxy-IP-Address e L 2 54 B0 DNS/IP3 1, 45 http— 5K https
%1 http=10.10.10.10:80+ https=11.11.11.11:
WebVPN-Idle-Timeout-Alert-Interval SHE | 148 | sk PRy 03]300= 2%,
WebVPN-Keepalive-Ignore SRR (121 | #g A 0 3 900
WebVPN-Macro-Substitution (223 | E5E ALY T R4
WebVPN-Macro-Substitution H O |224 |25 PG TR,
WebVPN-Port-Forwarding-Enable |97 | PRy 0=E%H 1=2)2H
WebVPN-Port-Forwarding-Exchange-Proxy-Enable | 3745 |98 | #5c8 A 0=CZH 1=t.5H
WebVPN-Port-Forwarding-HTTP-Proxy |99 | ALY 0=E%H 1=2)2H
WebVPN-Port-Forwarding-List TEE |72 | Y Uity Ve R B3R 4 FK
WebVPN-Port-Forwarding-Name SCHF|TO | LR FRIEAFR (40, “Corporate-Apps”

BESCAG BRI % 7 3 1 1) B 00 _E IR ER )

“Application Access”

WebVPN-Post-Max-Size SR (159 | #% Y Ox 7fFFEfff

WebVPN-Session-Timeout-Alert-Interval HE (149 | s PG 03300= 25,
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FIF AAA i RADIUS B 2 |

BB ASA |[B1E | iEEIKE BENZE |RRSE
WS
WebVPN Smart-Card-Removal-Disconnect W 1225 | AfRoRME A 0=0C%H 1=2)2H
WebVPN-Smart-Tunnel SOfF (136 | e BB RTREBEEN0 47K
WebVPN-Smart-Tunnel-Auto-Sign-On SoHE (139 | B TR 130 B R ARIIE (B4
WebVPN-Smart-Tunnel-Auto-Start SHEE (138 | ds PAAH 0=C%H 1=08H 2= 3125
WebVPN-Smart-Tunnel-Tunnel-Policy W 1227 | 5 A “enetworkname” . “inetworkname” Ik “
—, P networkname S 458 % 18 M 2% 41
PRy e KR ALEHIREIE, iRt iFEIE,
FITATREIE -
WebVPN-SSL-VPN-Client-Enable SHE (103 | ds PAAG 0=0C%H 1=08H
WebVPN-SSL-VPN-Client-Keep- Installation | 3745 | 105 | #8508 PR 0=C%H 1= H
WebVPN-SSL-VPN-Client-Required SRR (104 | @ Al 0=0C%H 1=2nH
WebVPN-SSO-Server-Name | 114 | R ALY H R TG B
WebVPN-Storage-Key 1162 | R PAAG
WebVPN-Storage-Objects 161 | ALY
WebVPN-SVC-Keepalive-Frequency SHE 107 | sy Al 15 3] 600 Fb, 0=
WebVPN-SVC-Client-DPD-Frequency R (108 | #%g PR 5 3 3600 #>, 0=
WebVPN-SVC-DTLS-Enable R (123 | PR 0=02%H 1= )5 H
WebVPN-SVC-DTLS-MTU SRF 125 |k A MTU 1t 256 F 1406 A~5715
WebVPN-SVC-Gateway-DPD-Frequency SER (109|353 P 5 3] 3600 #, 0= X
WebVPN-SVC-Rekey-Time S (110 | fegy H A 4 %1 10080 435H, 0= ]
WebVPN-SVC-Rekey-Method SESA RN i Al 0 (KD « 1(SSL). 2 CHrbgia)
WebVPN-SVC-Compression Sof (12| s s 0 () .« 1 (Deflate 40
WebVPN-UNIX-Group-ID (GID) S (222 [k B 4% UNIX 41 ID
WebVPN-UNIX-User-ID (UID) S (221 ek # 474 UNIX il ID
WebVPN-Upload-Max-Size SHE | 158 | sk ALY (D iiiiii
WebVPN-URL-Entry-Enable ER (93 | #%K PR 0=C%H 1= H
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| T AAA i RADIUS FE 5538
45 ETFRADIUS EREY: I}

BIERFR ASA | Btk |iESEIHE BENEE |RPIE
WS
WebVPN-URL-List SCRE T AT R LA URL #13R 4 Fk
WebVPN-User-Storage SCRF | 160 | e p R FLAE
WebVPN-VDI SCRF 163 | AT LA BEEIIR

¥ #:8Y IETF RADIUS 124 E 1%
FEHH T X HF ) IETF RADIUS J&@ i .

% 2. ¥58Y IETF RADIUS B 1%

BIERFR ASA | Bt |EERE | RENZE U
WS
IETF-Radius-Class SR |25 A XHF 8.2.x FCA S A, AT H

Group-Policy J&: (VSA 3076, #25):
o ZH SR A4 R
* OU = 41 3R 4 5K

* OU = 41 IRI% 2 FR

IETF-Radius-Filter-Id ST R S FE 7E ASA F5E X I ACL 48K, AGE I T-4xp%iE 1Ps
1 SSL VPN % /' Jii o

IETF-Radius-Framed-IP-Address YR |n/a |G E LAY 1P Huhit

IETF-Radius-Framed-IP-Netmask Y |\na | 5 BAAY IP kil #5465

IETF-Radius-Idle-Timeout |28 B PAAH ¥

IETF-Radius-Service-Type Y |6 LS PEAY o AIEERY Service Type {H:

* Administrative - f0¥FH U5 A 3RS .
* NAS-Prompt - 8V 5 1) exec 38 %F.

* remote-access - SOV /7 U in) P &%

IETF-Radius-Session-Timeout SRR (27 B A b
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B reowsaskiszm T RE RS

RADIUS it it 7 J& E XA
WA ASA AE AR B A IR B RTERERT T ) A, )2l [ LR AR «
R R E R
ACCT _DISC_USER REQ=1

ACCT DISC_LOST CARRIER =2

ACCT DISC _LOST SERVICE =3

ACCT _DISC_IDLE_TIMEOUT = 4

ACCT DISC_SESS_TIMEOUT = 5

ACCT_DISC_ADMIN_RESET = 6

ACCT DISC_ADMIN REBOOT =7

ACCT _DISC_PORT ERROR =38

ACCT _DISC_NAS_ERROR =9

ACCT _DISC_NAS REQUEST =10

ACCT _DISC_NAS_REBOOT = 11

ACCT _DISC PORT UNNEEDED = 12

ACCT_DISC_PORT PREEMPTED =13

ACCT DISC_PORT SUSPENDED = 14

ACCT _DISC_SERV_UNAVAIL = 15

ACCT DISC_CALLBACK = 16

ACCT _DISC_USER_ERROR = 17

ACCT _DISC_HOST REQUEST = 18

ACCT DISC_ADMIN _SHUTDOWN = 19

ACCT _DISC_SA EXPIRED =21

ACCT _DISC_MAX_REASONS = 22

AAA 1 RADIUS Bz 55 &5 /£

BFNPELETE T AAA [ RADIUS R4 2% 2 T N K25 [ v U R PR )
o FEHA IR DA 2 200 MRS, EZ TS ST LU 4 MRS A4,
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mERTF A g RADIUS FESE ]

 FEHREACN RN DAT IR 16 DRSS As, A2 BTN AT LAY 8 IS5 A

* RADIUS $ 81155 KA TE Dy 4096 7715

A& F T AAA 1 RADIUS Al 5525

AFAH T E T AAA [ RADIUS R4 2%,

UK

S ¥ ASA JEMEINEE] RADIUS g4, H T Inas s vE oy kB 71848 FH 1 RADIUS R85 25287

* KT RHACS: JiRg5as DGR ETE . T DABkd e 3R

o 0Tk B AL R ) RADIUS kg5 # (414 Microsoft BB M B3 80 E ARk S5) W2l TF-3lE X
BN ASA JE Pt SE g YE, W E A Rl T . RAL EAHENY F AU (3076).

S22 il H RADIUS IR5-284H , %65 13 T,
$B 3 [ 4150 RADIUS R45%8 , 55 17 W,

fic Z RADIUS PR $5=54A

Nil

B

USRS EOR A RADIUS M g5 48 T SR BiiE . SRk, WA a5 AAA Prlt el 522>
—> RADIUS i 55as4l, )5 1 GEN RS S AL — A el Mk ds .

32

B3 RADIUS AAA JIR%5 484 .

aaa-server group_name protocol radius

i

ciscoasa(config)# aaa-server servergroupl protocol radius
ciscoasa (config-aaa-server-group) #

M5\ aaa-server protocol M2 E, RIS HEN aaa-server 41 E AR

(HigEe ) FREAEZAX N IRFGF AT, AT RADIUS JIR55 & (10 KR AAA 155 I KMo
FIL IR A e KA

max-failed-attempts number

JuHEA 1 & 5. BRiAMEN 3.
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FIF AAA £ RADIUS FE 5 % |
B == ra0us s

USRS AR PR O TP B i) L T RER 7k, JF HLAL R I T R4S 2 A8 L M
SCE LM N TR, WIS A T Y, IR SRR k. RIS 10408 CEBRIMED
WARERFRC A TEM N, DLAAARAZIN B Hofth AAA 5 SR AN SR R AZ RSS2 41, 11 A 7 R IR
J7ik e B CERN N R, 35 2 N — P P reactivation-mode i 4.

WA R T %, W) ASA R4k SE I IZ AL P IR 55 4%

IR

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

PE3 (k. ) Fag T HHE 4L Bl IR 55 a5 K5 CHOFTBOS 5D .
reactivation-mode {depletion [deadtime minutes] | timed}
o,

* depletion [deadtime minutes] X 7E2H 1K) T4 ik 5% 2 FRAL T-AR3G 3RS 5 A BB ot b ik 55

Ao XRBONEBIWIER . AT LAYR e AR R 2 P d5 5 — AN IR 4545 BB 5 080 E F T 55 4%
FRA R 0 21 1440 23 Bh 2 18] o AN L E [ 2AH S 2RI, SRR TR) s ) 438 F
SRR EA AN, EHEI KRB RIS BRIE 10 204b.

* timed £ 30 A (SR ] i FB S0 HH IR ) I 55445 o
TP

ciscoasa (config-aaa-server-group) # reactivation-mode deadtime 20

FBA (aik. D AT RS & AGEACK IS B -
accounting-mode simultaneous
W SZAN )9 Bl R 45 2 K6 M BRI B B, i %A\ accounting-mode single 174 o

i

ciscoasa (config-aaa-server—-group) # accounting-mode simultaneous

$®S (k. ) S RADIUS Il R 5850 B A4 i
interim-accounting-update [periodic [hours]]
ISE Kt T-H A NAS % (1 ASA) W BIfidmkidsk, R MEshSEM Hx. Aid, W ISE
JI 5 REH B ERZ ST TSRS AR Gatk i BB 22 vl s 55402, )
BRI R AL P I R % s il il sk e A T ORI VPNEFE AR MR, 1R AL & £ 0]
AIEBh23 1 ) ISE Kk i Wl sy ik 58
* periodic[hours] LV A REAN AL E A A7 AR SS d A1L R 6 B T S 16 VPN 2 1 i 3 AR Rlofn A%
HUHdsR . A LR PSR X S TR R IR CLA/NIE R R o BRIAMEh 24 /NI, JEFEh 1
£ 120,

. FA-F AAA 1 RADIUS AR %5 2%



| FT AAA & RADIUS AR %5 55
& raDIs fE 2 I

o (BB ) WRFHAN periodic KRBT R AT 4, W] ASA {NSTEHRF VPN PEiE 7 I 2
To% P VPN 215 I R i it v ok S8 B B . RAEBES U, OB AE ad ik 58T, DUMERRE BT i
i) TP Huhikif %1145 RADIUS AR5 2%

TP

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

FE6 (Wi, ) N AAA IRSH41A T RADIUS B A% (ISE #HUE L, CoA) 45,
dynamic-authorization [port %5 ]
LA R AR i H . BRIME R 1700, JEHh 1024 42 65535,

MAETE VPN R Al AR 45 25 41, RADIUS AR S5 a3 418 I CoA a5, I H ASA 2 il H
T-M ISE $RHL CoA SRm BEHT i 1 o AN MR RV 7] VPN Hh 454 ISE i F I RS #e 4l i, A fg

JA B 4B
T

ciscoasa (config-aaa-server-group) # dynamic-authorization

PTT (Wik. D) WREAKE ISE H 428, W& A RADIUS R4S #8208 AR . (S AE i
FEVs i) VPN H1&54 ISE AFH bR 45 sy diit, A fen AR, D

authorize-only

XN B SS S H T R, RADIUS U R R Sl “AURAL” ik, AN 2N
AAA JIRS5355E SCH) CUBCE I3 65 77 an 848 radius-common-pw i 4 RADIUS Jil 4545 e &
ONF ST, R 2

B, RAERCEE T T SR A R IR S AR AL, NS AR . Al R S
20 FHAURILE VPN [EE FhAc ik o

IR

ciscoasa(config-aaa-server-group) # authorize-only

HIE8  (Wik. ) ¥ M ACL 5k H RADIUS %dfs (i BAF AV St il B ACL 34749
merge-dacl {before-avpair | after-avpair }

IR

ciscoasa(config-aaa-server-group) # merge-dacl before-avpair

WIETRAGE T VPN 4. X1 TF VPN H 7, ACL T LU AL AV %F ACL. 7] F#; ACL 1
7 ASA FFECE R ACL. JBEIEIAfE ] R4 ACL Il AV X ACL 2144 Jf, IFHAEH T4 ASA
i B T4 ACL.

ERINTR E 4 no mergedacl, IC{EFEE P N ACL F AL R AV X} ACL &J9F. i FIFHIEl AV
XFRIR R ACL, WMLSEAEH AV X .

F3-F AAA 19 RADIUS AR %5 2% .



F3F AAA £ RADIUS 25 55
B == ra0us s

before-avpair JEIHEE 1l R ACL 4% H N & E AR AV 614k H Z 1.
after-avpair ZEIHR T 7] F 3k ACL 4% H W ISCEEER AV X4 H 2 )5 .

w15
PLF 78] 3t 7 GAe] Ja sk B A IR 45 #3948 0 — ) RADIUS 4

ciscoasa(config) # aaa-server AuthOutbound protocol radius
ciscoasa (config-aaa-server—-group) # exit

ciscoasa(config) # aaa-server AuthOutbound (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host)# key RadUauthKey
ciscoasa(config-aaa-server-host)# exit

LA R 7R s AR by B2 3 A (CoA) BB AR/ N e WIHC K L & ISE I 55 e 2. ML il
J1I ISE P f %5 5 5 43 BRIk X BRI 2 il 2

ciscoasa(config)# aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server—-group) # exit

ciscoasa(config) # aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config) # tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise
ciscoasa(config-tunnel-general) # exit

PAR 7 ) 7 i e 4 Y ISE Sy A e 5 56 UE AN AN BC B BRI 4 . A5 ik 55 4 2 e A P AN
Bl %, DPOIA SR IS5 S A+ S AR ISk .

ciscoasa(config) # aaa-server ise protocol radius

ciscoasa (config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server—-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn
ciscoasa(config-tunnel-general)# authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa(config-tunnel-general) # exit

. FA-F AAA 1 RADIUS AR %5 2%



| FT AAA & RADIUS AR %5 55

meamraius 5 [

[ 2H #7570 RADIUS BR 55 =%

Ni
3B

S 2N RADIUS Ik55 4, 3 AT LR AP ER:

UK

ffi 7€ RADIUS Jled5 a5 L ILFTE I AAA RS54 4 -
aaa-server server_group [(interface_name)] host server_ip

TP

ciscoasa (config-aaa-server-group) # aaa-server servergroupl outside host 10.10.1.1

WIRARIRE (interface_name), ) ASA BRI HI AEREE 1 .
FRE ASA WAL ] R 3 ACL *PIBCHII R 11 RADIUS [ 45 251 I 5 HE 1)
acl-netmask-convert {auto-detect | standard | wildcard}

il

ciscoasa (config-aaa-server-host)# acl-netmask-convert standard

FHE 7 auto-detect $57E ASA N 221X i T A I ) I 28 AR A TA 2R Y o T SR ASA 0] 138 U7+
W 2R AR A, W2l LA 8 A e ) 2 i e ik

standard 8715 E ASA fEE A RADIUS iR 5585 # AR 2 ACL P AXAL 5 bl M 2% R 2 0k
3o BRITIAN SR T FCAT 109 238 HE R 08 AT e 46

wildcard <8745 32 ASA 1BE M RADIUS IRES2$ZUHI AT F 3 ACL A & B AL AT W 45 FEiD 3 1k
R, S T ACL BRI WAL IT N 2% A il 28 1k 20 4 bR e 28 e fd 22 18 20

e M TRl ASA Vin) RADIUS 28Ul 554 10 A (R FH 2% 05
radius-common-pw 74 &

Tl

ciscoasa (config-aaa-server-host)# radius-common-pw examplepasswordl23abc

string Z (X 7 KNG, PR R i KO 127 AN 7AT, HIAE RADIUS g5 & 0T A AU 5

INFAVEE LR

%} RADIUS 245 2% 5 |l MS-CHAPv2 S 43 56F 13K
mschapv2-capable

Tl

ciscoasa(config-aaa-server-host)# mschapv2-capable

F3-F AAA 19 RADIUS AR %5 2% .



FIF AAA i RADIUS B 2 |

B 5% m RADIUS B % 5

o SRS 2 A N .
timeout

T8 B RS 2 (I IR (1-300 F2)  BRIMECH 10 B0 X T84 AAA 345, ASA K HIRIER SR
(LT retry-interval iy 4w XWTHBE) , HENEBIEI . RIS R M S H A ] AAA 5
#52H max-failed-attempts v B3R M) EIR, WS35 AAA k5545, I HASA ¥ IR 5 —5
AAA RS54y (IR CBCE) RIEWEK.

i

ciscoasa(config-aaa-server-host)# timeout 15

B EE AT E—A i 2 de e R 2 AAA RS 78 B 22 2 [ i
retry-interval ¥

i

ciscoasa(config-aaa-server-host)# retry-interval 8

seconds ZHHR € 1 K EIXMIRE (1-10 ) o XJE ASA 1 BB K Z 0T 45 45 R IR 1)

pE S X RADIUS W3, SRR 55 #8152 “Joikvsinl ICMP i 117 IR, W R Geas 2%
retry-interval & &, I H AAA IR o L HITE N BROIRES . W IX 2 AAA A rymE—
25 2%, W2 RO 12 IR 5% 2 0T 1) HORGE I — AN K. IR TUAT A .

F ik v B A% B AL TP R BT AT IR 54 o
accounting-mode simultaneous

i

ciscoasa (config-aaa-server—-group) # accounting-mode simultaneous

BB AN 7] B ik 45 s R AL LI ERIA B, 5\ accounting-mode single T %
VB 90 UF i 148 € R o 11 1645 B 6 7€ FH T FH P 40 560E PR IR 25 2 i 11 o
authentication-port % -

-
ciscoasa(config-aaa-server-host)# authentication-port 1646
Wi bk s 145 5E by 1 1646 503848 € F T EHLCHK 19 IR 55 28 di 1 -

accounting-port ¥ Il

Tl

ciscoasa (config-aaa-server-host)# accounting-port 1646

. FA-F AAA 1 RADIUS AR %5 2%



| FT AAA & RADIUS AR %5 55

s ana 1z ranius 555 ]

$i52 1 T ASA JIE RADIUS [R5 35 06 B s 1. SO 025 B 36 1 15 2 RADIUS 6
BT B HIMIICAD. RN ARG A B DI, U5 RADIUS JR S BT 0Y . BOK K
64 71

key
i

ciscoasa (config-aaa-host)# key myexamplekeyl

TR B Wk 55 4% B PN 7E RADIUS JiR 5545 H G B B PIAR UL S . W REEANRIE e 55 s I, i
#H] RADIUS 55 &5 FL 0 o e KACRER 64 4> 4F .

w1l
PLUR 71 7 Wi ¥ RADIUS R 45 #8752 RADIUS JR 45 8% 41 :

ciscoasa(config) # aaa-server svrgrpl protocol radius

ciscoasa (config-aaa-server-group) # aaa-server svrgrpl host 192.168.3.4
ciscoasa (config-aaa-server-host)# acl-netmask-convert wildcard
ciscoasa(config-aaa-server-host) # radius-common-pw myexaplepasswordabcl23
ciscoasa(config-aaa-server-host) # mschapv2-capable
ciscoasa(config-aaa-server-host)# timeout 9

ciscoasa (config-aaa-server-host) # retry-interval 7

ciscoasa (config-aaa-server-host)# accounting-mode simultaneous
ciscoasa(config-aaa-server-host)# authentication-port 1650

ciscoasa (config-aaa-server-host)# authorization-port 1645
ciscoasa(config-aaa-server-host) # key mysecretkeyexampleiceage2
ciscoasa(config-aaa-server-host)# exit

ciscoasa (config) #

73 AAA 153= RADIUS AR 5%

WS LR 4K AAA ¥ RADIUS R 5525 PR A :
* show aaa-server

a4 nl BoR AL E # RADIUS R4 2841115 B &l LU clear aaa-server statistics iy 2K il
s mE NE,

* show running-config aaa-server

I 4 1] 7% RADIUS IR %5 451217 R & -

F3-F AAA 19 RADIUS AR %5 2% .



B 57 ana i RADIUS FRS 2 5 21T

FIF AAA i RADIUS B 2 |

Fi+ AAA 89 RADIUS AR % =5 £iER

% 3: FF AAA B RADIUS FR %528 [ HiE R

INREBFR FEERRA 15t AR
T AAA ) RADIUS Jili%5 %% 7.0(1) I U] e B AAA 1 RADIUS JR458,

FINT LU 4

aaa-server protocol. max-failed-attempts. reactivation-mode.
accounting-mode simultaneous. aaa-server host. show
aaa-server . show running-config aaa-server. clear aaa-server
statistics. authentication-port. accounting-port. retry-interval.
acl-netmask-convert. clear configure aaa-server. merge-dacl.
radius-common-pw. key.

7EK H ASA ) RADIUS 7 o) 375 sk fil
THRE SREA 0 b A 3 B LY 7y
Y JE M (VSA)

8.4(3)

PU/NHE VSA -3l bk 1 ASA 1) RADIUS 1 i) i 5k i 0. % 1%
Tunnel Group Name (146) 1 Client Type (150). Tk H ASA 1
RADIUS it K 17 sk #4912 Session Type (151) #1 Session Subtype
(152). R KRB PCKiE K& 0 (Start. Interim-Update 1
Stop) KIEATEIIANETE. RADIUS f454% (941 ACS F11SE)
A APAT BRI SRS JE M, Bl X 8 J 1 T i Rl 2%

REAALI AAA IR 55 a5 AR 55 2 1)
Hok ERRAE I T

9.13(1)

WAL E 2 AAA RS 284 . fEBs ST, ) DU
200 AAA g5 42l Git—ANPRTIM100) o AEZ RSB, &
AR E 8 CRT—/NBREIA44Y)

AN, FEZAG AT, BT DAL E 8 MRS Ay (AN
HI—ANPREA 4 MRS AR o HUl s BRI RE] 16, PREF
AR,

BB T DL fir S DL 2 X SE B PR . asa-server . aaa-server host.

. FA-F AAA 1 RADIUS AR %5 2%
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