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N\

AR X2 R, I RPATR F SE AR T IR 14145 . {E Configuration > Device List %% H1 XY
5 B 1P bk NI S 4R

s KTHBAEHEARED , F1 0

o % pHOFTE IR e RN BR R, %5 3

o PO R AR, BB S T

s FUE MO, 58 Il

s iLE IPv6 bk, #1317

o WndEg A CRE IR D, 23 T

o P R ALE B R, 2R 25 L

o B CRUE S il s, B 28 L

AT HBMNEREREO

ASASZFFPHIEIRE 1 B RS
AN 3 JE2 B T B0 — 10— 1P ik

Mrdede D g THvied], HrA B VASAEIR]— M 2% b Aviedi B e IR M 2% B A7 TP bk (R4 it 0
F1(BVI) &7 B pAE SRR N 11, 80T DUAE S 3% 1A BV 2 [A]# o 3 W] B KB
AR AN BVI .

BEANZ LR — A0 GRAK) 2100 (i) 2200, OREMBAUR . flin, N
LAY TN EALRZE) 73R 100, T34 R 2 LI R (K S 9 2% T 20 BE 2240090 0. oAt
P25 (1 DMZ) AIHRE R TR Z0N . 80T LR 2 A% 1 B2 Al — 2 400 .
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ST K BVI Ao e A Bk 05 kB E@ 0T, BVI BT <2900, W e
Z 502 H. T, REERAE BVI AL 2 [m#s b, W BV iy«
A WA, BIMRLR  BE 2 A gUAGE T R AL BRI S« 2, BVI %
A AAE FH T BVL A/ 3 281501

T HILL AT N -

o Wi - BRAEOL T, BRVF e A GO e 1 U5 il e GO AR 0 (kD) o 38
LAY I B B LA LA ) A 2 A o 82 11 BT =ML ST LIk K ACL W FH 1432
15k BRI 7 1] 6
LA R 22 Ao B O s TR, B4 st B aQu/r a2 110 1) A T[] — 22 A o) sl o
iz g HAb gz 1
o KO 5 A - R R RN 5 AR T A . X TR AR O, KIS ESE AT
BT A

* NetBIOS il 51 % - N T H o iz
* SQL*Net £l 5| % - Wil SQL*Net (Z HiFx A OraServ) ¥ [ (4 HIEBAFAE T WX 2
B, TR AT N B i 2 so VPl i ASA.

XU IP 4% (IPv4 FA IPv6)

ASATERZ 1 L[/ I SZFF IPve AT IPv4 bk o 1R ORECE — 4% [R] I3&E FH 1 1Pv4 R IPv6 FER AR H

31 AL F MY

R O, AT LAE 317 O RO ROE R E TP k. 31467 U 2 s Gl
B WP AR — AN AR — AN ML TR T R AR, PR, AR 2 MR TR, (H
s MR RO IERE, I HANT M2 Rk, W 31 475 R AE 1Pv4 HhOR B Uk i A
Jike B, 24 ASA 2 JR) I R B I AT 8 2 ANl 2RI — i A i AR T B B AR 25
TG e e IR T LT IE 4T SNMP sAR S H AR — S B P

31 L FMFnEEERE
Enl DIE RS R A R 31 A TR T, (B4 B O R BRI I E RS B4 Ab .
e BRI R, 7EAEATEE O EHOR AT 31 £ T A A

31 L F W AN FEEE 75

HEATW R RERS IS, B ASA 10 1P Mubibfdi 1 31 A7 7/, MG i3 e & 4 H) 1P #uhik, A
FBAE L. B, T TSRS AR O N A — AN F TPk, DU 3 B ] AT 2
RS & A T IE 84T« WS E & IPHutlE, ASA TCHEHUTAT(T 28R, L AEBR Ee b
HORES

o T B A% RN ATk B SRS B RO SRS, AT DU 31 4
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3N AL FMFETE
WA H SR PR T ARG, W1 ASA () SSH B HTTP, B P T 4FuG LK) SNMP 1§ Syslog,
AL AR I

31 AL F WA ZFFRITh RE
PLUF S REANSCHE 31 471

* PP BVI 4210 - WOMFZH T 22 58 /0 3 A EhLME: BV FERLRIPIAS MBIk 018 RO &
FWLe B ZAE T /29 1 Wl B/ 5

* AR
I ER FA3%E AR A T35 1 4 U 0 BR

« FELE ST, AR E ORI & 215 S LA R GRS P s s RO
o 2SN ASCHE PPPOE.
o MBI I S, A LU AR RIE O BRSSO =8,

o XFTIEMIRGUN 2 S, RS R AR TR T DR S R, (EOE A
A BETTT &, A L% P A8 R NAT W& A RE S 25 #1 4h

o AR E DHCPV6 FIHTZ 2R E T
o TEEEERP KB, 2 S U AN S R M gL 1 .

MRS, R
© R AAT PRI E SR RO . O EAE R, SRR
s XFTERBEEL, WS CHERT BTk
o RS IR LRI, o250 A Bdh 2 1 T3 e TP bl A F itk 4SS K¢ DHCP Al PPPoE.

IPv6
T H N LSRR IPV6,
* HBEEE WU T3l & 1Pve Hidlk.
* ASA ANIFF IPv6 (T4 HbAE
* 2L BB, W EUEHES ANSCRE DHCPve TR ZIRIE T,
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gt EnmEREtED |
B =emsmieenenirs)

B SN
* KT ASAVS0, 7EiF B Bl B A SCRE 4
* X} Firepower 2100 241, {E# AR N A LRI

1% AR A5 X 70 X A7 2B T
s BT UL R 2 250 MR, BEAHERLL 64 MR
© FAEIEM L DLAER— 7K L.
© ASAANSCREREBIIM 2% ErgvieE: HAT S BVIIP HUlEARIEIR 2% E v i 4 52 30k

o MAMFEAATEE BV IP #idl, DU T& BT IR KA B G E S ASA. % T IPv4
W, 1ETET IPv4 Hulik, XTF IPve &, iffEE IPv6 M.

o JSAUAT T 2L E Ipv6 Mtk

* BVIIP #uib 25 COEB M AL TR — 7 M o BARER % T M BEE Y EHL T
(255.255.255.255).

o ANSCRRRE B R A B B

o« XTHAG M ixgbevf 2 1) VMware 1] ASAv50, &I NANSZ T RE, 7R sl b 41
NS

* %I T Firepower 2100 541, 75 i A F 4L .
* X}T Firepower 1010, ANAEKFIZ 4 VLAN £ R LR K88 DR A AE R — M4l .
s CEBARGCT, S 1AL B s T AL

s FEEWIET, 204 BVIIP MUhESR e A PGB ERIA DG, B T 247 T ASA DS 3
IR e R ey S E NI PSS

s FEEWIBNT, BOAB T O BATR R AUR [ AR T 5 1 D DOE TRk B — 4L
2R PR . IS DA BRI 2 45 0 AR 2 AR 11 DA AR 2 190 2% i i 45 1P Sl
I A REE MBI B WERBERATR A 2 /W4 M 48 10 BRI, U5 24 0 A
A HARA S T 25 A H A PR R A R 245

s EEWIRT, P AR PPPOE.
o EM AT, EAEMr AL AR, iz O 2 )8 i, L ZiE € BVI.

s TEM B T, ASA - A3ZHK EtherChannel 1 VNI 422 115 X IMFAL A . Firepower 4100/9300
_E1¥) Etherchannel 1] LLJ& BIAFZH A 51 .

o A OBRLLR IS, AN SRVEXL ) B AR (BFD) 0] 3 80 Al ik ASA. Wi ASA 11— 5
AL JEIZAT BFD, M) ASA 4R 3 HAGAH A (95 TP HuhikFl H A5 1P Huhl HAE U T LAND
T+ EFE BFD [FI N EdE A .
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AR EL S
BRINZ LM R 0. WHEH— N EO 4N “inside” , HARUIFBEE 22250, W ASA K242 %)
WA 100,

)

AR RS DR g, B AR AT IR I S A B iR, AT E ] clear conn
T PR -

H AN FnZEK
* ASA DUZRFER A 802.1Q ik, ASFFZ ML (FKN QinQ 3CHF) -

fo B % AR O

SENCE B AR L, ST U R

ALE R ABARANEOSE

PR IR E A PR 224800 IPv4 Hihb AU Al 13

FHiaZ |l

LA EREUN, AN ST EM PR . ARG LSO RICE, W “HE > w
FIR” Bkg T R B TP Mk T AR S 44 8K

UK

TR KREREE > w&RE > #FOKRE > #H.

R 2 PR AT, X5 il Edit

RYOK WoR Edit Interface X5 HE, H General i3RIk iE
pEk 3 %I T Firepower 1010, ANGERFATHA Lo T A B ph AR 0L

WIEI TIEROZMFET, MAKERE AN 48 NMEFFINATR.
W4 1F Security level ‘B, SIANT 0 (AR FT100 (i) Z I .

pE s XPTIREEE O, ANEBRCE RG], DU IZA DGR B i

%5  (Aik) ORI E N BCE N UE B L, 15T Dedicatethisinter faceto management-only &% #E .

EEML RO A B R,
TR Channel Group 7Bt i 7By, $5/nIk# )& 75 4 EtherChannel [£]-—#84) o
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B e=summstensy

pE s RFTIREEE L, ANEERCE A BIRG,  DUNIZE DGR R A B .

L6 WIHRZEO MK, 1EiEY Enable Interface §IEHE .
HURT BVCE TP Huhik, A DAR L — ANk,
IR B TR AR, LR TR0, A T2 5 1P Hhlik; 324 DHCP il
PPPoE.
o EFRCE P Hullk, 15 s “IERERS P IR FZH RN TP HuhE RIHERD

X FiER %, {E Configuration > Device M anagement > High Availability > Failover > | nterfaces
PRI VR A TP ikl A SRRV E A TP Mk, 0 S P WA TG A o0 % 0t 0 4 4% T
o, KRR OIRES

T RO R, AT RATRE 31 A7 T MY (255.255.255.254) . FEIXFIENL T, AR E
FEHOHE IR 1P bk, FEUCIESLR, oV E A& 1Ptk

o 5\ DHCP AR5 283K HL 1P Huhl, i 581 DHCP kBt (Obtain Addressvia DHCP) Fuik
54

1. IR MAC HihEAEAE LT 61 1) DHCP i KB i, 1% AdiE A MAC itk (Use
MAC Address) &3k #4411 .

L6 ISP WAL 61 B #2 1 MAC Hihik. itk MAC Huhl &85 7E DHCP i R ¥k L,
NIAR2 e 1P ik,

2. BERAERUN TR R Tk 61, i i “Cisco-<MAC>-<interface_name>-<host>” (Use
“Cisco-<M AC>-<interface_name>-<host>" ).

3. (A[ik) ZIM DHCP fIR%5 23R BER A6 i, 1% Obtain Default Route Using DHCP.

4. (a[ik) BEAME ORI I PR 2, 15/ DHCP Learned Route Metric 7B i A
AT 1255 Z I M. Wi b 7 BERE 2, W ESRBRE & HEEE N 1.

5. (AriE) ZJ Xt DHCP $R& 16 M ERER, 1% EnableTrackingfor DHCP L earned
Routes. % 'E LI F1A:

Track 1D - 4 HERELIEREIME— AR IRAF . ARUEVEEA 1 2 500,

Track | P Address- # A RS HARK TP Hukil . %, X2 2B i1~ —Bkm S 1P Hudil,
Eh AT BE A %A% DA aT AT A 9 28 061 52

pE s e PR PR R A P — i RS R RT

SLA ID - SLA W # St REfME—FRIRST. ARUEVEEN 1 2 2147483647

Monitor Options- s 7 1 4%40 7] 7 JF Route M onitoring Options X % #E. 7+ RouteMonitoring
Options X UGHEHT, %8 n] DA B B BRER T G 45 g RE K 2 40

6. (n[ik) BT DHCP % )b A1k R I LLIE 3K 1P ki 71 DHCP s Gl Sk ol ) ik b id
B4 1, ik Enable DHCP Broadcast flag for DHCP request and discover messages.

DHCP JIz 55 Wit $br s, AR BEE N 1IN R N2 i o

B sesEomEmgtEn



| ®ogkEnmEpEEn

7.

CET NN |

(Rl BEgfl, i kidi4EFE DHCP 2 (Renew DHCP Lease).

o (U PR SR Ad ] PPPoE S3KHL 1P Hiulil:, i1k Use PPPOE.

1

N

o > w

7t Group Name 7B, fawdlis.

1. PPPoE Username 7', 455 ISP #2451 H 1 4.

1t PPPOE Password 7Bt tft, 5 ISP #2{L 1515

7E Confirm Password 7BtH, FHEEANZ,

XFF PPP M GAE, i il PAP. CHAP 5k MSCHAP Hui% f44 .

PAP 75 G {3 W0AIF i A2 rh A2 3 B SCH] P A s, IXRE AR 24, ] CHAP I, % b n]
IR A1 1) [challenge plus password] FH B SCH] P 44 Sk i 3 il 45 %% it if] . CHAP Lt PAP B %2
4, (HHAZ &S . MSCHAP 5 CHAP RMHTE 224, PRy g4 HOR n e S i gk AT
FERGEFILEER, TITAE R CHAP —FEAEAE R LL A B S0 . MSCHAP I8 v A2 e 8, DU
MPPE #EAT 5040 I

(W) ZREH P A T - AE N A7, W5 iE T Store Username and Password in Local
Flash S 1EHE.,

ASA T NVRAM FRFIRAT EA7 % FH P 4 Rt . S 19 3 50 37 I 45 2% i) ASA k3% clear
configurefird, ARJGERETW, ASA 1\ NVRAM iHUH /1 42 s i I 5380 04T S 40 B8k
KIEB AR

("[i%) 32 7R PPPOE | P Addressand Route Settings xf 1 HE, 1# /47 | P Addressand Route
Settings, AT LAAE 1200 1T AE HZE Tk RH R R R T

$IE8 (m1k) 7F Description F-BtH, A LU

AT IR Z A A 240 N (NMUFEEIZERD o flhn, xHFiklEdEr soh SR, U E g R
“LAN Failover Interface” . “STATE Failover Interface” 5% “LAN/STATE Failover Interface” . %
TovkgmE S U o G0 SR ez A W A B SR A B, DU ] e 1 B 5 A e AL B N IR AT AT i

iR

FIE9 HHHE (OK).

X ED
B e IPv6 41k, 25 13 7T
Ja B RS LUK X 2 40
fid & PPPoE , %% 7 W

fic & PPPoE

WS LIRS DSL HL 45 g i 4 B ISP () HiAthiE#z, I H ISP {i ] PPPoE k&4t IP b, i
fid & L R S50
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gt EnmEREtED |
B ==n5azn

UK

HIE 1 KGR SBLE (Configuration) > #0 (Interfaces) > ikn/4wi83E 0 (Add/Edit Interface) > &
(General), #AJ5 riili PPPOE | Pttt FARE i & (PPPOE | P Address and Route Settings).

PPR2 1 IP Address X3, ZEHELLT I —AN kT

* Obtain IP Addressusing PPP - ZZS A0 & 1P k.
* Specify an IP Address - F3)Jit & 1P Mtk

$I1% 3 7F Route Settings X 5, P& DL N kI

* Obtain default route using PPPOE - 7 PPPoE % )™ Uiy i A< it V73 422 ) 152 B R IA % o 38 FH b ide 10
B, FCE AR A U .

* PPPOE learned route metric - [ 3 & ) 4 i 20 e i BEE 20 . A Ya o 1 42 255, an kb
BRI, M CSRBM S S H s A 1.

* Enabletracking - X} PPPoE 3 2 4% t 3 FH % pH R B o 3% Y R BEAANCAE PR — B PR B T
* Primary Track - it & 3= PPPoE i H#R R
* Track ID - i ERERHERR HOME— bR R4 . A RUETEEY 1 4 500.

* Track IP Address - fii AR R H BRI TP ik 38, IX 202 it~ — Bk SC ) 1P ik, (H
W] e R 1% 4% 1 AR AT AT T I 25 0 5

* SLAID - SLA I FEHEFR P ME—FRIRTT . AREVEEN 1 2 2147483647,

« WE4ZEIR (Monitor Options) - /4 ol I #41 n] 4T JT 2% F M #21% 357 (Route M onitoring Options) X 1%
HE. 7E Route Monitoring Options %G AEH T, & n] DAL E B B0 G i 45 bR 1 240

* Secondary Track - fit &4l PPPoE % ¥ -
* Secondary Track ID - i i1 FREFEFE I ME—FRIRAT . A RUE VSN 1 2 500.

T4 LLTBE (OK).

fic & M7 eH3E O

PIBFALE TR ASA AT CMnARE D KR A . MTAEZE WA By KR 2508 AR M
FrAMEAE R, THSH ST M.

SEL AR, TFTLL T 538,
fic & W E #lE O (BVI)

B PIMF LS BB — AN N A L E TP Hulik [ BV ASA {8 [H1% 1P HuhbAE U8 (A AR 4L 5t
Fdihht . BVIIP bk 205 Fride e M M AL T [5]—7  XFF IPv4 Jit &, AT & AL s AR 5 22
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| ®ogkEnmEpEEn
eamrEsED ev) i

fEEHI BVIIP. Xf T IPv6 Wit h, %A s/ bl B SEs A hE DAL S5, (HESHle i aE (O
TR B AR BEERAE ), I UCR T4 R B ML

YT A, A BVIEME—ANZHk, W BVIES 5. RS LTR, ML E
KRR B OR R R BDIRAS

LT S K BRI B B PP AL RS — AN MR R BV, % m) DL HoAth MR Z0 R0 BVI, JFr) IR 2 (/)
B e R R

)

AR W TFEAEN GERTZ RIS FYIEHEED, KRGS mEREE A shsin— A
EIMBFAL (ID 301)0 S IR AL A E 25 70 B 4 BRI o

UK

B KKEREE > #0, REKKERRM > MFEZD.
I8 2 1t Bridge Group ID B, AT 1 #1250 Z A [F M HF 4 ID.
TG, e 4 B gs e M R 41 2 5
P33 A FEEOZFRTFB, MK RN 48 NMAFFARK.
W TEAE AR ALK D3 2 AN e, 90 i ek B A 1 s A R AL B, A S BV i
4.
FB4 (BB ERERHNTFET, AN T 0 GRIE A1 100 () 280
PES CGERD WE 1P il
a) 1E IPHebEFBerh, fN IPv4 Hidik,
b) 7E Subnet Mask FBtH, HI N\ T IFERS B E b B8 1 I FERY .

W) EHHHE (/32 B 255.255.255.255) 4rTe4AiE ARG kb . A, WE2EH ENIEIEA L 3
A BT Fesk i ge . Tk th 2 FE BT ) AL 7/, 46l /30 1M
(255.255.255.252). ASA £ E 5t N W S — N il 5 — AN ik BN AR U I B3 ARP s
o B, RN 30 M, JEMIZ T A LUK AR Bl T AN TR sk, B4 ASA
B EFEN Pt 2s k% S LT 241 ARP 55K,

FIB6 () M LUF IR —BE 1P Mk,

BT IR AR, T3 s 1P Hutik; ASZKF DHCP.

o WRHEE IP bk, i ATHERERTS IP (Use Static | P) ik g4l JF4 A 1P Huhib AR .

* B\ DHCP A 45 #33k 0 1P Huhik, 17 /51833 DHCP 3% Btk (Obtain Addressvia DHCP) ik
o4

1. FERRHIE MAC HuhE A5 7E T 61 (¥) DHCP itk Eda N, i 5 di{E B MAC itk (Use
MAC Address) ik 24
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B ==:amnansznsy

L6 ISP AL 61 B2 1 MAC Hihik. it MAC ik &5 75 DHCP i Rk a4,
NIAR2 41 1P ik,

2. BDBA TR R TR 61, A R “Cisco-<MAC>-<interface name>-<host>” (Use
“Cisco-<M AC>-<interface_name>-<host>" ).

3. (A[ik) ZIA DHCP AR 3k HUER A i, %1% Obtain Default Route Using DHCP.

4. (3D ZLLE DHCP %% )7 by k3% R I LA 3K TP Mtk i 75 DHCP #dli ik ol ) #br id &
BN 1, ik Enable DHCP Broadcast flag for DHCP request and discover messages.

DHCP JIR 55 s Wi bt ) Fobr s, FEAERREBCEN 1IN HE N4 B
5. (A[i%) LA, i i4EFE DHCP #F (Renew DHCP Lease).

ST (i) fE Description FBErh, AL ARALI B o
FIE8 piHE (OK).
AN D BV SR EE R T RIS A &,

FCEE MM ER R EOSH
SR A R A DL AT % R

Fra Z Bl
o [f]— PR AT AL G AN R SS9 10 . P9 10, VLAN 121 . VNI $% A EtherChannel %
H. BEEOAZLE. EBBHENXT, A3CF EtherChannels 1 VNI,

s FEZAEEEUE, RN SPAT SR P RARE . BRGSO T RICE, S “IE >
B AR BRSO B B TP Mk T B S 8K

o SETIEUIA, 1520 B DI WS OB RO B R, 5 1 T
BFHZEO,

UK

PR RKEHEE > ®&8E > BOKRE > #O.
BVI W /ER PR . 782 LR EtherChannel i BB 82 115510, #8205 StBalrp, &b H i
TN CA R ST A ) i SRR

HI2 P BVIE LN AT, A5 sidh Edit.
R0 Won Edit Interface X[ iififE, Hrh General IR Chik e
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SR8

L9

nzmereaemzn

R XJ T Firepower 1010, ANGERFAT A Lo 11750 B A W9 B 20 1k 7
AR E 5 VLAN $2 LRI RS fh a2 TR ST R — AN A4l

iR R BT, ASCRRKG port-channel F VNI 42 FIVE 4y R4 0

7t Bridge Group Tz i, e £ fm) Ho 43 o b 11 () A 4
EEOBZMRERT, MAKER KN 48 MEFFII4 K.

7t Security level B, BIANT 0 GA%) F1100 (i) ZIAIIZ )
WRZE A, & H Enable Interface & IEHE.

R Channel Group 7B b KB, 7R IbEE 121524 EtherChannel ) —314)

Caf) SR A e T — AR, A AR IRA " ASA FJRORIEIERINAE, 1T Forward traffic
tothe ASA modulefor inspection and reporting B EHE. HLVE4IE B, 1HSRBHAHCE T
AR

(n[i%) 7E Description “7BtH, HASLEE 38
— TR Z IS 240 N ONMIFERIZESR) o B, ST st BRARSER, T 28

“LAN Failover Interface” . “STATE Failover Interface” 5% “LAN/STATE Failover Interface” . %
TovkgmE S U o a0 FR e VN W A B BRI, D) ] e 3 I 5 A e AL B N IR AT AT i
.

HiE (OK).

HxEH
fil & T3 MAC Hulik. MTU F1 TCP MSS

AEREANEEEEREO

BT KIS N, BT R T A . ME— BN O ORI . D (W
RIEM IS F) B b8 P9 O 4H 5 ¥) EtherChannel 30 (IR EHLZANEHED) ), Eal L%
FLHCE A FAh O E F% 1, X T Firepower 4100/9300 HLAR, ¥ F4% 11 ID BUy T 70 o4y ASA 1248
FE I O . EOARRRRAT AT oAbz O A F VR B 11 o 48 0T DAAE SRS o A AN S i
HNEEEO, BXRHAMER, ES BRSO,

FFi6 Z A

© THIPR IR O RO PIBT AL ANRTRC ELR R ZL (ID 301) o Hshi 2SR BRCE b . th R4
A EAE R BRI

* X}F Firepower 4100/9300 HLAT, & FEE:I ID Bk T2r ALy ASA 5 % M B AL 1.
s RN FMEUT, I SO O, AR R . S AU R B R 1

s AEZ AT, WENSRMUT T WP S EATET . ENREUIHESEE, EE “NBE >
WA HIFR” EH T changeto context name T2 XU A7 ALk #% IP Hudik T 1% S A4 FK .
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g EOmERERED |

B »emermagezn

SR8

UK

WIEHEE > R&RE > BOKRE > #O.

O FRRE . PR B A PR 11 (1) EtherChannel i 138 38 $22 e B0t 04T, AR5 s il Edit.
R0 Won Edit Interface X[ iifE, Hrh General IR Chik e

XJT Firepower 4100/9300 HLAR, & #EH: L1 ID BT 0 BLsh ASA AR WA AR B 11 (HphEg
EtherChannel) .

7£ Bridge Group FH3g 5, LR BRI --None--. TS BEKG B BE 42 11 40 it 25 W R 4H
EEOAMRTEER T, AR KN 48 MFERF A HK.

7 Security level FEH, BIANT 0 (A F1100 (i) Z a2

a3 Dedicate this interface to management only & ZEHE C BRI G ] H AR AT & .

W O MR, 1iET Enable Interface S IEHE.
SEURCE TP Huhik, AR LR ANk
iR S TR, B TEhBCE TP b R4 A kit AN DHCP. 7E Configuration
> Device Management > High Availability > Failover > Interfaces ¥ I ¥ & £ H IP M
Hk,
« BRWE P bk, 5 ST ERERS IP (Use Static | P) HUE L IFH N TP Mok RIFER .

* 35 )\ DHCP IR%5 2 35HL IP Huhik, 175 @53 DHCP 3% Bt (Obtain Addressvia DHCP) #iik
Y4l o

o BERIKE MAC Huhil A% £E1E D0 61 ) DHCP WREGE AN, 1 A diER MAC ik (Use
MAC Address) #4441 .

FUE ISP HAEETN 61 [ 82 1 MAC ik 4 MAC Huhik R 40 & 78 DHCP 5 Sk Hdls
NIARL A TP ik,

o TR AR TR 61, 152t A “Cisco-<MAC>-<interface name>-<host>” (Use
“Cisco-<M AC>-<interface_name>-<host>" ).

« ([i%) I DHCP K45 85 3REUER A B h, 13 Obtain Default Route Using DHCP.

o (H[3%) ZAE DHCP %5 P i A 3% R B LA SR TP ik iy #F DHCP $dli 4Rk ol ) i brid %
BN 1, ik Enable DHCP Broadcast flag for DHCP request and discover messages.

DHCP IR a iVt fibsids, JFAEbai B i 1IN R A .
« (AHE) BEELA, i HSHE DHCP 78 (Renew DHCP Lease).

(A[3E) 7E Description =B, A E: 3.
—AT IR Z AT 240 DN TR CRESSRIZESRD
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FIE9 HHE (OK).

ft & IPv6 311t

PEF o A AT RC & 1Pve FHilk.

X T IPv6

A AFERT IPve (KI5 B .

IPv6 St
AT LLh TPv6 BL i P A2 B () Fp ik b il

o RJR) - Al PR A g EAT A k. xF TR, @5 BVI QAN A B4
SO BRI R . SR TT LI IE IR IR (K B LG B 4R TPve Hudik,

o BEERAHD - BEER AR R REAE FOE RIS AR 0 P Mk o 6 R A AN P B AN S M ik e
KA AR e B A . e A ok v] FH bk fic 3 540 s IR 6
Blan kb RIS, S RO D R SR AR, BV B B A L.

DT EBCE R A NE, TPve A 2ol /] . WURBCE ARl WO o ARl E B A b
Hohik, DAUETC A T TG B B Ak . XA R O, fE BVI ERCE 4R bk i,
ASA RN ISR D B B E B A AL . A RN 4 Rk, G A B e T s O R R A
Hhhk

&2 /Y EUI-64 #£1 ID

RFC 3513: HIBEMFMLES 6 it (IPv6) F-hl 224 EEK T4 54k TPve Huhl: (LA 2EHI{E 000 JT3k )kl
BRAh) 1R OARRFF R K E N 64 47, FHLUMEIUK EUL-64 ¥ U TG . ASA TJ I3 A
BERE I EHLHAT IR

FEFE I )R FTBEDIRES ,  23% L) TPve B G HEARFE I8 MAC M hEREATIAIE,  DAA {4 1
PR B EUL-64 #5501 2R 1Pve Hdli L ARHETK EUL - 64 M5O THE I ARREF, W4
LRI ERU T ARG HEH R

325003: EUI-64 source address check failed.

AAERERUEN A ST AR UG IE . AR AR ABLA R E B ehh, R A %
F RN T bR L .

B & IPv6 RIERIEE Pin

ASA TTUAE ) DHPCVG Fr 88 e 7 o, LA 7 e 11 (9 S 28 P 38 0 1 AP 8 2 140 1 A
FD 1] DI — AN ELZ A IPve B4R, AR5 ASA T LRI e iy 6 i -1 o4 43P 313 4 s e 1 o

I wmtgnmEnetzEn Jj



st OAE Bt |
B =7 reuzsn

KT IPv6 HIEZIZIX

ASA W LIER DHPCV6 FZEFRE o,  LAE R S 1 () 3422 81 v 0 0 o At 18 25 1) /4
D mf R — DA IPve TS, AR5 ASA nJ LUREX SE T 4a i 1 W e B L i . R,
TERER A B R B HURT U F SR S Mok B ShIC E (SLAAC) $REUA J) TPve Hiuhik. i, PR
ASA H O SARIR A U AT AR S5 # s ASA H e SLAAC &/ wipfe b4 5 IP Hiuhik . 40, Wik
% A IE B2 ASA, e UMER SLAAC %) Ui SR IIL TP Mkl o (RO, dn SRS BN % 2% 1) 0 2%
A BZBLATHTZR 07, MU 20 AE 1 e 1) P 3082 11 T B B X Se H il

ASA ARG AN DHCPV6 [IR%5 5%, LME SLAAC % ) i £ [7] ASA & 3%45 Bk Kk (IR) Hdi i,
ASA W] L X EE % Pt A1k DNS R4S 2% Fk 4% 2505 8 o ASA {52 TR B, ANy 25 7 i 23 B Hh
hko KT AE R A IPve A BN E SR B K g, LMEAE R A O IPve Btk 7675 i
FEHTCRAE BEECE R, KRS TR th 28 5 R T B BT SR G E IPve Hidik s Hergifive, AR
P A5 AT SRR ASA RIS

IPv6 R %1% 1% /64 F M 7~ 451

LL R 7- ] %748 DHCPv6 Hihik % )7 S 7 A2 10 _E4200 TP Huhik () ASA . I6Ah, &k 2318 DHCPv6
AU S il S AF— DB TS . ASA KBTS Gm N /64 WL 11719, A A B T 4%
PLE T E TR (204 1 88 :2) AN O B IPve Hulik (0:0:0:1) 4 L 3L T sh & Bl 4
Joy IPv6 Mtk %42 221X B N FZ 1 () SLAAC %% 5k 3RS REAN /64 F L1 TPv6 Hbtik,

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

/ Prefix from DHCPV6 Prefix Delegation client:

2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

B sesEomEmgtEn
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IPv6 B2k /62 F M 7~ 451
LR35 7R T ASA KR4 1M %150 5] 4 A /62 1M H1:2001:DB8: ABCD: 1230::/62.
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 F12001:DB8:ABCD:123C::/62. ASA ¥t
2001:DB8:ABCD:1230::/62 - 4 A1 H] /64 W2 —H TH NI (:0). BEJG ] LAF3hH HAth
162 T T R s, Jrni)sk h#els 2001:DB8:ABCD: 1234::/62 | 4 ANulH /64 F M drfr) 3 4
M TILNEBEE I 4y 25F1:6) o ERIEULT, WS th 8882 L IR A RIZRIR M AT S, R
TEAE ASA FEFEZRIRMATS, R ZSH T b aRie e .. W5, SHLY20Wn, ISP &
WA — AT RIRG T e % v, (RN ASA KRBT AT, WA DA 20016 5 i v s 1 25 AR P 20 i
%% . DHCP ME—FriRFT (DUID) £ B E I SR FFAAE .

DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

12 A IPv6 B EBIZINE Fin
E—AEZ A S H DHCPv6 B3I i . ASA FI3REL— a2 AN ml & 1 F 3 Bl g
TR L IR TPV6 4. 0, 73 bR HETZAREE S g (1982 1 DHCPv6 Huhl % F i sk L 1P
Hohb, HA A ASA £ 104 Gl FACEE g 28 AT A= i Motk o
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momgtEOmEREED |
B ==25rein

FHia Z |l
* PRI R RE i Bl K e
o PEDIREANSCRF 2 1 it
* SEDIREANSCRFEERE .
VANV BRI B IR RE .

o MBI RTAUREERT, DAZIKE ASA TPv6 AR ) & LI Hh s 0 2 7] [ 15 B 6K T DHCPv6 k%
AT B TS A A RO, AR IPve E K. 9, 40 R DHCPv6 i 55 25K 15 18 AT g8 A BE
ARONBEE A 300 2, NN K ASA RA [RIFG I E A 150 Fb. B E B kA 300, 54 show
ipv6 general-prefix iy 4. ZLUCE ASA RA [H[F, WS HECE IPve 48Jm L, 2 20 1i; BRIA
{4 200 b o

UK

TE1 KREHEE > RERE > #ORE > #0O.
P2 PO, 5N Edit.
REH EoR Edit Interface XJiGHE, Il General BEII-R TV kT .
$BI Al IPve TR
S84 7 Interface IPv6 DHCP [X 15, s5iii Client Prefix Delegation Name Fiik 24, FHHi AT FK .
IS Ak A& Prefix Hint 5B, SR U7 SCEEBUR AR HT 41— Ik 2 T4 7

W, TR E TGO (B0 /600, BRE T A48 LRI 3Ry 5 Wi 8 F Ay S A AR AE Al
PR W15 FHRBGZ RS, A LAE 4278 (2001:DB8:ABCD:1230::/60) S NSNS . tn BN T £
AR (ONFBIRTEKE) , i DHCP IR 45 % K vk e B2 5 i n ol e B B F L n .

PIE6  SEHHAE (OK).
A 40Kz %) Configuration > Device Setup > Interface Settings > I nterfaces i #% .

LT riidi Apply.

L8 WS HECE AR IPve Mk, H 16 TN ASA FE AR A AR TP Ml B ETEE .
LT} (k) IHZSRACE DHCPv6 JOIRAS IS4 4 SLAAC % 7 wipde I 44 M 5545 S 4.
FEI0 (k) IHESIIECE 1Pvo M43 E I 5 5 BGP IR .

BCE &5 IPv6 t it

LN AT A AR FURIZ W) st pH S BVIAC B 42 JR) TPve Muhil, i HATLAU NP ER.
218 5B S R DHCPv6 FIHTSEARBLIL TR o

B sesEomEmgtEn
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| ®ogkEnmEpEEn
CEET T |

\)

AR ACE SR A S E R A b, IGO0 HOE AT S . TR AL, 7E BVI LERCE
eyt 2 F SRR AT B A% 1 E G E R A b

RTINS R T2 B E MAC il 3302 P e AT 8 AT A0 11 AR [R] 1 [ £k MAC Hihik
H1T IPve B AL AL 2R T MAC Mk B R, DR ME— ) MAC Huht7y Bogs 1% 2 Se v
¥ TPv6 BEER AL, X AEUSEE S ASA B ESEBI N AR TP I TSI BUE T3 MAC
hk. MTU #1 TCP MSS.

FHIa Z |l

s FEZ G FRGUTN, R RHITERATERAR . ENRGE SOV RIE, e “HE >
BERAIR” Gk Xt E B TP bk T IR S 44 8K

g2

T KREHFEE > RFI8E > EORE > #EQ.
$B2 kL, KRG T Edit.

ARGk B~ Edit Interface 5FiEHE, Hb General K 2k & .

1EE IR s R, A MRS BVLE: W T WX, ] DUE RS M4 0.
HIE3 5 IPv6 LR,
$IB 4 %k Enable |Pv6 HiEAE .

WIS (n[IE) BEAEAMEERS LK 1Pve Huhik s hE A 24 EUT-64 4% 20082 AR IREF, 15iEH Enforce
EUI-64 HiLHE,

P iR D MR AL —HE 4R 1Pve ik,
* TR HBIACE - /E5 0 1Pv6 X I, b B Rt B 3 ECE S

FEAE I B R IR B ShBC BN, R T e 2 0 o VR R B A AT ZEoR NC B IPve Mk
TR BN ECE I, R TAE U EUL-64 £z 11 1D [ 84 ot 11 BE % A -

i S RFC 4862 45 7€ 4 AR A H B LB e & 1) BN A A B 2l 1l S, (HIX
FSOL T, ASA 23 RIX M s A B . 2k Suppress RA &EHE LM .

WUREL 2RO 8 AT h g B rpi £ DHCP 5 Ignore. DHCP 7€ ASA 1X
i FUR B S2AATE CRIYE 30t 1Pve Mk (K [R]— G IR S5 2% ) (1% b 23 75 1 BRIA %
o Ignore 5 i % B AR 2 n LAYS H Al R 2%, TX R 7730 KU n] RE2E i — 28,
s FHRCE - ZTACE 4 )5 IPve Hihl, AT LU R H4E:
1. 7E4%0 IPv6 Hbtik (Interface | Pv6 Addresses) X1, Aiidiian (Add).
RYK WoR AN INFED 1PV6 Mttt 1R AE

2. £ Address/Prefix Length =B, &% A HEH e+ 248 H (1) 7 74

wmtgnmEnetzEn Jj
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g EOmERERED |

* Full global address - W1 % 22 F- B N FEAHuhE, 155\ Se 8 HbhE INAT 2K .

* Modified EUI 64 format - i A IPv6 FIZX K, SR )51k EUI 64 & EAE LLT ] Modified
EUI-64 #& R4 d% 0 ID. i, 2001:0DB8::BA98:0:3210/48 (5E¥shihil) uf
2001:0DB8::/48 (Hi%%, Hik" EUI64) .

* Delegated Prefix - 5 WAL TSGR A IPv6 T4, 5N IPv6 bk A KT . SR JS4ERT
B AR (Prefix Name) T B4 A% ) DHCPv6 R84 A% 1 imlic & (I RTZR 4 Fx (2
B Je ) IPv6 BTZ8A R o, 5 15 50, Hidiidsan (Add).

HHEEOT, FAUWHETENE A /60 B /N, PRI TT DL AE R 24 /64 LS 1M
R A SR ) % i S FF SLAAC, W /64 252 S FF I TR . S8 2 AT LLSE RR
/60 T Hhk, 140 ::1:0:0:0:1. FEHLHERTHIAN o, LLRATER/N T /60, Bilan, ez
BURIRTE% & 2001:Db8:1234:5670::/60, W4ty i%: L4 5 1P Huhil &
2001:DB8:1234:5671::1/64. 1% #1025 H 1 25 AT 42 2001:DB8:1234:5671::/64. 1E
A, WERETZNT /60, WIRTZRIAR AR AL 0, BT S - Frda e, filn,
TR ATSE & 2001:DB8:1234::/48, | IPv6 Hiuhil# >k 2001:DB8:1234::1:0:0:0:1/64.

3. HHRE.

* {§i Fl DHCPv6 kUL
1. 7f Interface IPv6 DHCP X1+, %+ Enable DHCP & iLHE.

2.

(T 3k Enable Default 5B HE LU i a3 75 FRECER A%

FIBT (BVIF) 4 BVI Fahaicas mtuhl . 6@ Bl R eiie 0, s ko ik,
a) {10 1Pv6 Hitlk (Interface |Pv6 Addresses) X1, idiifin (Add).

RGN W INED | Pv6 Mtk % i HE,

b) 7t Address/Prefix Length “ZBH, H A\ SEHEM) 42 )5 IPve Hikib Al IPve FIZ K1
c) miimidr.

SR8 mlHE.

A 4K 0151 Configuration > Device Setup > I nterface Settings > | nterfaces % #% .

(AIik) B Bl & HEms A b it

R AEN S 4 Fihlk, H RN EEER A b, )R] DA B P 3 ) MAC bk A= pledet % A
Hutht (B BUL-64 #430. tHT MAC shbfK Ry 48 A7, DRI Z00d NBIAMEAL, DL 7 4%
M ID s i 64 fi7. D

BB E S D R A L, TEPRAT LN PR

B sesEomEmgtEn
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$IE3

PIR4

(i) Famasnsinnit [

FHia Z |l
DA AR 3 S o

UK

WUGERELE > RERE > BORE > #0.

WP, AR5 s Edits

X B AL, LS BVI.

RYOK WoR Edit Interface X[ 15 HE, H General i 5K Lk iE

Al 1PV6 I .

7 | Pv6 configuration X3, i%H Enable I Pv6 SIEHE .

PLIEISUR T 1Pv6, JF HARGEH: 11 MAC kA B ) EUT-64 12X A 375 BBk A it ik
T B B I RAL, S BV A TPv6 4 ok T A B b2 432 101 A2 e i A s st

TS HEfAE (OK).

(RTik) Fahific & 5 A b it

$H

N
5
N =

RIS AEEC B 4 Ry, BRI E B A bk, 0T DAk T8 e SR AL TR,
FATE BRI U1 EUL-64 4% 3K A 3070 B BEH A st ik i, RLA v 46 i i 1 A8 ey
EUIL-64 #3X, T3 70 e i HE g A s ik v g S S0 2 5 i 0.

) L FORE B Ak, AT DA AP ER

UK

WIREHERE > R&RE > BEORE > #O.

WP, N5 4R (Edit).

T RIMRAL, BRI R R

RYK BoR Edit Interface X[15HE, H General iET K Lk &
miili IPV6 LT

CAT3k) HEAEARHEE R b1 IPve stk rham Al G 20 EUT-64 # 2 #: RR IR, 1%+ Enforce
EUI-64 5 iEHE .

TR A AR, 3 4E Link-local address 7B i A AL

M RERY DL FES. FE9. FEA 5{ FEB JT3k, Ul fe80::20d:88ff:feee:6a82. < IPv6 F-HEAI
M55, 1HSH 1Pv6 Hitik,

wmtgnmEnetzEn Jj
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PIE6 pHE (OK).

BCE IPv6 4f /& & I

IPv6 & 5 A I R4S ] ICMPv6 11 RN KT R AL ik ik, e [R]— 2% CRMuBERR ) &% e i
B S ML L SRR AT Ji (R R R R A R 2 o

Tk CENL AR A DU RE O A0 ST B R 1 PR B e 808 PO B B 2 s b bRt 7 2 DA e 28
DA EHUCMETARE B A S SR A O B WA i et o BEAh, A A E i
) BRERVILE AT J AT ) AL AR ANV, RN O S SO R R ko 2 e A e o 2 1
PR AN, L2 s ZE A T A

i

WREFBRE > ®&RE > BOKE > 0.

EPREAEIL FRCE IPv6 4B)JE W E IR IPve #2211, ARG miidmig .

sk 1Pv6 BT .

B N\ S VR DAD 22380k E.

G A 0 3 600, 0 AT ZEFE & HIF% 0 25 DAD Ab3. BRIME N 1 40 L.

DAD fff 5T 4 548 TPv6 hilAE ) e -2 AT AR PE, A ORI BERR AN Y 25 P K S TPv6 Mtk . ASA
A 48 Je 1 SR T Bk 4T DAD.

RN R LS, %M PR A S E A DUPLICATE,  H A2 i FiZ il 354 s DL RS

325002: Duplicate address ipv6_address/MAC_address on interface

U SR AT M bR B 1 R A b, JUERE 1 AR IPve B A0 AR EE . o SR A bk A e
Bk, UEREAME T izt

BN NS BB, LD 50y ¥ B IPv6 A Ja i sk T80 A% 5 0 1) Kg i 1]
{2 HU00A BUE TS 1000 3 3600000 75 .

BJEiE R (ICMPve R 135) i 2l LA B b FCA VY s RO B 2 b ik )3 A A I e
PRk AR RIEE A, HART nUB R A B B ARSI SR (ICPMv6 7 136)
(EHIVEE

PSR T i, Y R FAR Y ORI ATIEAE . UN AR R R LS, AR R B
FI TR RS B ATV el P o 275 SO0 R &L (R m g il PRI, 48 SR R P K F A ik 2 4R
PR AL

ASHLBERG o — AN R R ML R A AR, 2 AR AT T

S NI T B R E),  DARD O B BB RE TPv6 15 i 4 S T e (1 T o
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| ®ogkEnmEpEEn

mE P sEsn

K mI U5 ) IS T BEE A 0 2 3600000 22 f0 2 [l A RCKEZIN TRV E N 0 I, I AIE R w5 i B ] Oy R
BAE o FFRISCBE A R BB RN BRI T 5 e P ] P

A0 J RT Ui 1) B TR AT e RSN R R AR e o 0 B A TR, A AN ] FH A0 RS B sl , (L, )
0] 4 50 016 AT 1Pv6 28 4 (5 T B 22 18] TPv6 4%t i FIAL PR I . 5 1E 3 IPv6 B/Erh A gt
PO AR () i ) o

HINRABRHE, DAY Ry BT E A AR RS [T O ASA AL BERS 1 A BRIA s b i e T
fHYERA 0 #042 9000 F5o Hi AN 0 RINANNOKG ASA R A3 s 32 (R BRIA I H 4

B HNE] RA A EHE LPNHI M th 28 1

% A IE A S (ICMPve 2884 134) 2 HBh A%, DL N 281 R 15 8 (ICMPve K74 133)
B 23 SR St EHUE R R BN &L, DB ENLAT DT EI A E, RS B4 TiE %
FEES TR SIS

TEANTE ASA #2445 IPve RUZR I T B0 (lhn, AN b, ] AEAR AR ] IX deyy B,

J UL IE D25 530 ASA R My BERE L H B IPve 4Bfs, TANIE WoR h IPve B s

i RA B8, WA IPv6 M 2% 25 A4 Hr 2 7] i B a) 7] B

VSR 3 3] 1800 #0. BRIAE N 200 F5.

TN A0 Ay BTSN B3 AR I TR )RR AR, T IE TR RA EFE (AR BB EIEHE, FEHA
500 31| 1800000 & [ 2 7] FRIAE

Hrh EHNEF DHCP T EC & Sk HE, DUESN IPve A SINCE % )™ i WAl ]l DHCPv6 K3k H
Huht, BLUARIRAERITCIRZS B S E

UEXETIAE TPv6 B s 3 75 it 00 Hh BB 4T Mk e B4R S

e ENRER DHCP #TIEb it Ao & S L HE, DUE%N IPve H s & % 7 i NAE H DHCPv6 M
DHCPv6 3RIUE 25 5., il DNS JIR4-#sHuhl.

VEIEIRAE TPv6 B h a3 75 it 4 b B FLAl ik G AR

Bl B AL AE IPv6 B 8818 15 111 IPve RTZE .

a) 1E Interface|Pv6 Prefixes XI5+, sfidi Add.

b) I/ BTER K B B BRI ME S AE U ERA T

c) WhTBEFEE LM, I T-EECE S IPve Huht. AT E iGN AR BE 1 EHIAS
Refdi ) IPv6 HEIACE .

d) Eh Foil S S EHE LS I R4l 15

e) MEHRPASERR L IEHE, Kt e AT SAC E N OC AIRERS . I RTSOR R 2 A R LA IS0
ANEAE R CIERERT AR B M 2

) ERTREMHX IS, 1FeEMEAFER R BRI B EA.
HIERAREINE, kSN CHFHRE: T O HRAE L, BRI, H
HARAEE L. ARARINEING, bR o ERCRAS, BIC A . A R0 RO 2ok
TECAE T R A RO
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gt EnmEREtED |
B zzspaszanss

o BRHAIFEERT ] - (HYE 4 0 3] 4294967295, A5 % 14T BOHER NG 4 2592000 (30 K) - 1
JEIE OB 604800 (7 KD . e AMEAREILTT A

* BNHIZIE BEY - N T RS ARG BT R0 e A A H L SRS hhemm A% 3R I 1]

g) Kiii OK fRAFIE

S AHHE.
SR AL 1Pve A
LA VDU BRI D T RC B 2 TP 405
* BT A I A ARP 4 H AR AR AR E TPV ML 46 H 4648 o SN2 h AP (T

TR 1Pve 4R Ja AL FEIRED » Mz sk H & Aah BN Epas & H o i = b A7 il il B
I, XL HAFEERCE

o AR R IR FEAN B B0 IPV6 A1 RINGEAT P A4 H

* IPv6 2B a4 H e WRPHT AR T ICMP R4 H k. 1Pv6 4B)5 4% H I ASA BRIATHI 284 30 75,
KL, ASA K RZI5E 30 B0 AR I ICMPv6 &0 J R AT B £ Hs 60 . i ASA 91 H 1Pve Mk
B MR LAN FURASEE 1, U ASA KRR 30 F0 4 B B (1 RN B i A H (1) TPv6 Mkl A= i ICMPv6
A0 RO N A L . Ak, i TR E ARG H L (ICMP &R A A 1LA1
AyRED , Bk, I EAAARKTE R ICMP R4 H & . 1T RUE R B8 0 _ERCE 1Pve 46
JEs HIRGE ), {HR, ANnEdlEsEma 0 LidE . H2, I ICMP 280 AR &% CPU
(I3 B/~

TSI EE NGRS AR IR 5 22 1T,

a) KIki%EF Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
b) siii Add.

Z90% o Add 1 Pv6 Static Neighbor X 14

¢) M Interface Name Nz, BRI B €l fe e .
d) 7E P Address B, BTN T A BE B bk (1) 1Pve Huhik, oS angts () dE Ak

k.
e) 7 MAC address 7B, fiAAMEIRL S (1) MAC Hutik,
f) ritdi OK.

L1155l Apply DMEAFIS AT

EFMBRAEEKIBAE

BN S SRR, SR ARSI RIS E G AT AT W EACAEAT P AE N, 24
AR JE G AT rH B -

PR AR INIAR 5 IPv6 40 Ja R ILBATE BRIX AR R, 5T LA R AP ER:

B sesEomEmgtEn
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UK

L1 MKIRKIEFE Monitoring > Interfaces > | Pv6 Neighbor Discovery Cache.,
& AT LA TPv6 Neighbor Discovery Cache %A% & & FTH B A B A K ILHIAE fE -

BB 2 BNGALERR T SIS K ILMARfE, 15 s Clear Dynamic Neighbor Entries.
BN A R IR A0 Fi s N ZE AT P I o
iR ARFEFPAN AT TE bR sh 25 R IR0 s K AN bR 40

B 1R % AR T FNIE AR AR U

e LR O g5 B R4, PPPoE 45,

)

ER XJ T Firepower 1000, 2100, Cisco Secure Firewall 3100 F Firepower 4100/9300: 2625 (5 SAAHE
H ASA fir &K Wos . Bzl FXOS fir % &5 R 48 H G5 B

* /eth-uplink/fabric# show interface
* /eth-uplink/fabric# show port-channel
* /eth-uplink/fabric/interface# show stats
X7 G2 F IF) Firepower 2100, 73142 [# LA~ FXOS connect local-mgmt 74 :
* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

ARWEAE R, TS0 FXOS i baEbRf e .

-TI-$C H QfEVl"L:l :L,\iﬂﬂlzl S

* Monitoring > Interfaces > Interface Graphs

DA s E A R OG0 E B WA DR S 2 A3E s, ) ASA U 75 4 Hir i 55
Mg E R P R gerHE BEOE PR 1 BRI gt 5 AU 1 4R

Monitoring > I nterfaces > Interface Graphs > Graph/Table

WoRIEEG VS BIMEE . Graph & H— X2 0] LLERIUAN BRI . BN T, EE
R RSN SR UHE B . R JH H History Metrics, WR] DAY G ik 1A Be I S5 S

I mrgtEomsnetEn i
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g EOmERERED |

B oucr iz

DHCP 52
* Monitoring > Interfaces> DHCP > DHCP Client L ease Information.
I i 7 UG (1) DHCP %7 iy IP Mkl
* Monitoring > Interfaces> DHCP > |PV6 DHCP Client PD Statistics
e B# 4 275 DHCPv6 T 8 ZIR % /- im g v & IR s CRIEM SR B i dar 4 2R
* Monitoring > Interfaces> DHCP > |PV6 DHCP Client Statistics
Pe Bt 27 DHCP6 %% ) s e v 6L, I Wos C A AN e 3 JE 80 i e 45 2R
* Monitoring > Interfaces> DHCP > | PV6 DHCP Interface Statistics

BB s T A 82 11 ¥ DHCPV6 5 5o an 82 L E H -+ DHCPv6 LIRS #RELE (5 S
BC'E DHCPvO JRA RS 48) W BF ks 81 H 1%k 25 4 IR A48 FH i) DHCPv6 th. W24z 114w
¥ DHCPv6 Ml % P i sl AT 2R 2 IR %5 P u B, R B e Won AN P i RS, A IZ R
SR B . R HES KT o DHCP R4S 28 502 7 3 (0 B S8 5 8L

Monitoring > Interfaces> DHCP > |PV6 DHCP HA Statistics

VR e s B A A B2 Z TR S A5 AR BRI R, B 45/ DUID {5 BN B Z IR )25 1k
.

7S % FR R IR

3

M onitoring > I nterfaces > interface connection > Track Status
IR KPR ER AT B (E
Monitoring > I nterfaces > interface connection > Monitoring Statistics

B7n SLA WFESRE M ZTTHE B

PPPoE

4% > $#0 > PPPoE % Fif; > PPPoE B Fisf#AER
RAT I 4T PPPOE ME B 15

z7s ACL
Monitoring > Interfaces > Dynamic ACLs

BREA ACL %, 304 ACL e L5 E K ACL AHIE, HZFiE H ASA Hah6)aE. G
FIMIBR . X% ACL A2 BonERLCE S, (NAESLRF T L. S ACL k11 “(dynamic)” %
BT
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interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level 0
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level 0
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

5 2 M HreHRY 32 $R LAN [ B 7= £51

PUR/RBIACE 2 MR CREASMIRFALE S 3 AN 0D AN T outside (P35 the 1. EAIL
Web IR45-250, KB4 1 4 inside, MIMFAL 2 K dmz. T MIMEA B R RE T Rl — 24290,

T HIRATE )G R 245, Bt LA AR AL Rk 03 42 1 AE AR AL P o] DL FHOEAS o BLAR inside 53 1)
LA 100, dmz B G FLAREAE 100, (HIXEE 2 R AEH T BVI AEE; A7 BVI
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A2 5 BVI [H] [\ . BVI M outside (100, 50 F110) (K222 5k AYF inside %)

dmz. inside % outside DL &% dmz % outside HJ¥i
MRS 2% o

5. [A] outside M. H i

l': Internet _:}

-

an A

BVl 2
209.165.201 1

m—

outside
GigabitEthernet 111
209.165.200.225 (DHCP)

209.165.201.4

dmz1
GigabitEthernet 1/7
g dmz2

S—
=]

GigabitEthernet 1/6 208.165.201.3
dmz3
GigabitEthernet 1/5
inside1 inside3d
GigabitEthernet 1/2 GigabitEthernet 1/4 208.165.201.2

10.10.10.2 |

inside 10.10.10.3
BV 1

10.10.10.1

interface gigabitethernet 1/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown

|

interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0

|

interface gigabitethernet 1/5
nameif dmzl
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security-level 100

bridge-group 2

no shutdown
interface gigabitethernet 1/6

nameif dmz2

security-level 100

bridge-group 2

no shutdown
interface gigabitethernet 1/7

nameif dmz3

security-level 100

bridge-group 2

no shutdown
|
interface bvi 2

nameif dmz

security-level 50

ip address 209.165.201.1 255.255.255.224
|
same-security-traffic permit inter-interface
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 inside
dhcpd enable inside
|

# Applies interface PAT for inside traffic going outside
nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface
nat (inside3,outside) source dynamic any interface
|
# Allows outside traffic to each server for specific applications
object network serverl
host 209.165.201.2
object network server?2
host 209.165.201.3
object network server3
host 209.165.201.4
|
# Defines mail services allowed on server3
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eqg imap4
service-object tcp destination eg smtp
|
# Allows access from outside to servers on the DMZ
access-list SERVERS extended permit tcp any object serverl eqg www
access-list SERVERS extended permit tcp any object server2 eq ftp
access-list SERVERS extended permit tcp any object server3 object-group MAIL
access—group SERVERS in interface outside
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IPv6 46 Ji B3N, 7.0(1) SIAT LIRS
FINT LT B
WAE > e 0 > IPvoRT e RILEAF . U - B 3 - gl - IPvoRT i I
DeAf. ML - WARE - BHiRE - 210 - IPv6.,

BRI 1Pv6 2 Y 8.2(1) BT KRS IN T IPv6 SCHF .

17 WAL 1 A 4 8.4(1) WA = A e A S TR, B A LR K PR R e At s, )

FLURHE RS 2R T, RIGBCE 2 DML, R —A
Ho MMFAHTEA L. A2 SRR Srb i 2 i E )\ A
Mréd, RHPYAN .

PAMESEG I T LRSI

B E > iIR&IXE > #NIRE > &M

Configuration > Device Setup > I nterface Settings > I nterfaces > Add/Edit
Bridge Group Interface

Configuration > Device Setup > I nterface Settings > I nterfaces > Add/Edit
Interface

IPv6 DHCP H 4 [ty b b1l i ' b

—+
N

9.0(1)

BT LR Bi%E: Configuration > Device Setup > Interfaces > IPv6.

125 WA IR AR 20 e K
fnz| 250

9.3(1)

WM B R ES R N 8 AN N3 250 AN IMRZH . 1B SRR 24 X
AR SRh, B2 nTECE 250 AL, AL 4 M.

BT BN ST
Configuration > Device Setup > I nterface Settings > I nterfaces

Configuration > Device Setup > I nterface Settings > I nterfaces > Add/Edit
Bridge Group Interface

Configuration > Device Setup > I nterface Settings > I nterfaces > Add/Edit
Interface

BRI B I A
NS 64

9.6(2)

A PIBFALIK S R DB A 4 BN 64
ARAB ARSI
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INREBFR FEERRA EEIER
[Pv6 DHCP 9.6(2) ASA IUTESZHE IPv6 L LL T Bhfik:
« DHCPv6 Hulik% /' i - ASA )\ DHCPv6 Il 45 233K HX IPv6 4 Jai Huhik Fl
Al EERAES .
« DHCPvV6 HIZ3ACH % 1 i - ASA M\ DHCPV6 IR 55 23R UG & I RT 4%
BRI, ASA B IXSe SO & At ASA $2 HbsE, DU ARG
Huhk F BhECE (SLAAC) 7% )7 iy il £E [F]— M 4% | A Zh & 1Pve Hbtik.
* BGP i Hi 2% 15 45 52 F AT 48
* DHCPV6 TR RS 2% - 24 SLAAC % )73 1] ASA K15 ik K (IR)
AR, ASA 2 e 1$ 44 AN B . ASA {32 IR £ dE
A, ANEE T sy il k.
SINBAE ST LR S LI
BE > ®ERE > ZEORE > #EO > HmEQ > IPv6
BE > ig&%&TE > DHCP > DHCP it
BE > 8&E8E > KH > BGP > IPv6 &7l > M4
M4 > 30 > DHCP
AR P S M 9.7(1) SRR AR BRI T A M4 RN s ph 2 1 2 TRl IR T . IMRALTR

ASA M AR D 1041, ASA FFAFELIERIMME, [ ASA 154k
SR By ke R O 2 R BT R, IRRAT BT DT K A A

CART, 8 REAEE W B KA U R B AR AL, 1T JE iR AE MM 42 TR) %

Mo JMId b RE, o] DAZERE i B KO N L A AL, eI 4L 2 )
DA PR 205 i P 2 10 22 T) R4 T e o DR 2L 056 ] XM KB 48092 11 (BVIT) 1
HRBFALIN G, IS E s E. W ASA IR HFIAME D ELLS
MRAH, S R b A2 T S SRR AT I A58 2 2 A8 3L HoAth 7 %60 7
BN, BVI TR O, JEnl s i 0 5 5 f i)

fie, vy A AT DHCP HR %545 -

e LA SCREE IR R SCFRF LR DRE: 2SR, ASAZERF. Ll
NUIEAE BVI BB SHE: SR ALk

U T LA ST

&> g&RE > #EORE > ED

& > % &ILE > B5h > B5KH

B E >R &Z &1 > DHCP > DHCP BR% 28
BL & > BhAE > i ie #L0

B & > Bh A3 > Ether Type M1
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WA 2N R, %7 R R N AR N L TR TR
LERN) R, DI, AR 2 AN T (R, A R RO
B, I HANT ZM L) khk, W 31 477 REAE IPv4 P OR B ik (1
AT B, 24> ASA 2 8] (iR e i it LA 22 2 /il i B
A AT TR AR At ), ) . SEIE T DA IEAT
SNMP 5 R G¢ H & 10— A FE R BEG  WHF2H B2 3R 2% b 1) BVIAS SCRRIE
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el T LRSI
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