E=TE 7 o]

AZEANAUHTE L Telnet. SSH F1 HTTPS (ff ] ASDM) Viln) ASA BT RS HE, Wil H P idk
AT S B UE R HZ AL LA B o] G el 265 S A

s BB, 1T

s NARGZEHRANE AAA , 16 1T

o WA wAAVIN , 2832 00

« EERUT M SEsk . 33 T

it B & I8 A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .

fii & HTTPS. Telnet s} SSH B9 ASA i/7|9]
AEBA AT E HTTPS, {035 ASDM fil CSM. Telnet 5% SSH 1) ASA Vjin) . %2 [ LA F k-

o W] ASA B2 B TE YN, AT AL IP HuhER U ), AR P AT P %
WHRCEEH YN HE, WS E HTTP F € 7 LUK HTTP 34 B 8) &€ 1 4 HTTPS, W)@
Z5A S VF HTTP (7 im0 #5000, %48 0 ek it HTTP i 1.

B T EN ASA AT H 4 D DAAL, ANSCRe0 Hoft: AT 005 i) o o, e IﬁﬂiW‘z
TAMBE I b, WSz ) A L AR B e . SRR i Ah ek VPN .
Z S VPN Pz LA RN, 2 10 T,

* ASA R
« RN SR E 5 ANIER Telnet 4%, EFTA G R E 04 100 NMEHE: CInRA) .
o BN R Z 5 AN IER SSH R, R A s E 0 100 MER: (kA .

s EHRE AT, ®E30MNASDMIF ARSI, X REAEAT, M RRE 5 MFER
ASDM &1F, B E =T HE 54 32 /> ASDM 5124,

| g ]
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B ==5T asom e HrTes 0. EfpE i

ASDM 2t I AN HTTPS 3. — /M T R&AFE4E) » 55— M TR TR E %
CBCARBEAT N A AR o i, 2SR LRE 32 4> ASDM 2 13& 7 HTTPS

SUEBR T 64,
o FERE SRR EEEAME S (W ATHD . mE 6K IEASDMHTTPS 216, AT 1
FR i 24 100/ NHTTPS 2544

BcE T ASDM HY HTTPS i7a] . Hith = Fim

T4

$IES

ARSI & HTTPS, {45 ASDM Fl CSM ] ASA Vil .

WHERAE Rl —#: 0 E[RIIJE A SSL (webvpn > B #:0) FTHTTPS Viinl, WA LLA https://ip_address
Vi) Secure Client , A https://ip_address/adminijj [ % [1 443 . Wit J3 7 HTTPS Sy 40 F (&
JHJ- CLI. ASDM Al enable iy 217 M (S 43 AE , 55 18 10, WAZH A ASDM 7 [l 45 5 AN [] it s

M,

FHiaZ |l

s X FEHT, EHEWNSRPAT M SRR . BENRE LSO SRCE, ETE
Configuration > Device List %t 1 8 4 FH B & 1P ik F 1S s 44 0.

UK

WIKIERTE > REERE > B > ASDM/HTTPS/Telnet/SSH, 4R i idiifin.

RYH WoR IR & i o) B B X AE

P ASDM/HTTPS.

PR R DR E ARV ENLIP ok, K5 SR

fRE AT i 44 e o 0T IARAL, TR BRSO #2 e XA VPN A BT ) GES 1 i
B VPN BRI R BITI) . 55 10 50 , IR E M4 K BVI#E .,

WP TIE-B S0y 563E, 7F Specify the interface requires client certificate to access ASDM [X 11,
miili Add DUFS 52 S B 43 S0 DA 20 UE I B2 ORI AT SEIE o, i & B BLE > mA2i7iE VPN > W
& (BRI 0] > 5% > 1PSec> i BEEMEGT > MM, CIGIEUEBBU . ACEMNER, 1§
Z[HNCE ASDM IEF S KAk , 55 19 5,

BE HTTPIZE.
* BE HTTP BR%S8E - )3 HTTPS k554
cImAS - WE S, BRIAME N 443,
* ZIREBAT - X E ASDM B S NN, YN 1-1440 208 ERIMEN 20 7380, ASA S WiTT
FE VB IR ) BN Ab T 25 IR A I ASDM i 42%
o SIREBET - 4 ASDM SiE BB SIEER, YoMy 1-1440 4340, MU EOALTZEARA. ASA
2 Wi TR 158 B N A B ) ASDM 231 .

B z=niE
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Bc & SSH i ]

mzsshiziE [

o EIESIHEBAT - W E T HTTPS 3%4% (fu4% ASDM. WebVPN FIH AL P [ NEN, JE
A 10-86400 70, IHEBINERIAAL T2EFHARZS o ASA 23 Wy FF7E 5 B 1R IsF 1] B PN Ak T2 BRDIR S 1) i
oo W E S R FNEE SRR, WG DO S 1E B .

J= T V) R
CAME) AL TR 2 A HTTPS %/ it U i) ASA LA HTTPS 4. ZRIAMENL R, SLVF ASDM,
CSM F1 REST API.
WL N Py (14, python . curl A1 wget) AICRFEE NG R b & (CSRF) 314 W & 47356
WE, PRk, 8B RV IR SR Al ASAFEAR S IGAE k. T2, BNZHE R
5 B 5 P i o
a) BLE > IREFE > BB >HTTP IEN BT Fins i, RaAdiim.
b) EHTTPIRLMARRIEBFEFRFERT, 7 HTTP if K1 HTTP 4k 4552 % 5 o i H P A
TR
AT LU R E e AT R s AT R AR R S P AR AT R ) SR VUG .
SEREM AT R DA e bl . R SRR 2 KANE .
(I, curl FEOTALLL P AEL S
curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2
curl B AVCHLLL T P AREE 45 o
abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2
curl FEAVCELLL ™ FH AR 17 e

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 l1libidn/1.18 libssh2/1.4.2

AR AnfTlic & SSH [ ASA Vilal. 3755 5 LA N HEN .

o BTN ASA B LLEEAT SSH i), JRIGTE AAVE LA 1P Huhik U7 i) 00 . s K4 A0 il
‘H SSH.

o BRTHEN ASA BFTEE iz D LAAN, ASSZREX At O 3E4 T SSH Uil fildn, it SSH F: 41
P FAMEBEE I L, ) BE E A AR O R A PR . I A E— i A b2l Rt VPN &R

(X ASA SSH WAL 2 FF) o iES AL E VPN fEiE B FE U , 55 10 Gl

o ASA ARVFRFAME St/ 2 5 MR SSH i, TR S i 40 100 ANER:. =
&, mTECE A AT Re B0 IEAE S SR s, I Y — IRAE —ANSSHA IR FPHEAT S i, DL
AR LA N FH BT A 58 5

g ]
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o BRUIEDL R, ASA{H CiscoSSHHERE, ‘&3t T. #nl AN i H %47 ASASSH ik . CiscoSSH
BELT

* FIPS &3tk
o SEMHTE R, BLFE R B SRR IR AL X 1 B

IEVERG JORISSHHER A S FF:
o R VPN SSHE i #I T LAb A 1 G F; ) )
* EDDSAZ 415}
* FIPSELEF RIRSAE 6T

R TEEIX T RE, N 4RZEF FASA SSHHER:

CiscoSSH HEFL 1] SCP ThfEME 781k : i 1] ASA copy fir 24 SCF & 151 SCP Al 45 2% ak A SCP
AR 45 w2 e, il iy & 4F ASA 2k SCP %525 F W/ EHLE FT SSH 1 i) B R o

* {SZHF SSH A 2.

* INFSCHE SSH BRI 44 . A SSH LA pix 5% asa H )7 4 FVG S B S oL T 2 ASA. 2
] SSH, WA i 4k Y% 4% Configuration > Device M anagement > User SAAA > AAA Access>
Authentication KL E AAA G3IGAE; AR 1l 1 4K Yk ik £ Configur ation > Device M anagement >
User JAAA SKE UM ' W ZA ] AAA RS 28 1A A2 A MBS R AT S 0 B0 E, il
4 A b B 43 56 I N 25 7

FHia Z |l

EZAG ST, RN SHAT M e AR . BENRFEHE SO =ACE, 15 1E Configuration
> Device List &% H 0 £ % 4 1P sk~ 1 &= A K.

PLWCE SSH ik, 1H/EECE (Configuration) > & & &2 (Device Management) > SSH 4% (SSH
Stack) b1 Z& 8 0] 5E L

UK

WIRERE > REEE > HI1BifE > ASDM/HTTPS/Tanet/SSH, 4R )5 SdiidRin.
RGN W RN &g a) Be B 6 TR HE .
TR PR I JE 0B AR VRO ML 1P bk, AR5 ST RE .

RO A XML, 152 MR R . 6 VPN &35 GEZ il
H VPN BIE s siyin . 4510 1) , iEHEE M4 BV,

(k) WCE SSHIRE.
* SSH HEt% - Pi £ ASA BiERL.

B z=niE
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sEsshiza ]

iR 2 ERBAN, WS MECE (Configuration) > % & &I (Device Management) >
SSH 4% (SSH Stack).

* SSH 8RS - W EEEIN I ], oY 1 2] 60 73 dh. BROAEA 5 080 ERZHEIGIT, BRIARRSE
I T AR, I 00 Ay L 38 5 F3 BT AT iy 39300 A s 5 P 5 (1 ) o

* Key Exchange Hostkey - ZRIATEIL T, WERZHAALE, ASA &243% LU NP : EdDSA.
ECDSA, #RJG+: RSA. W BIHfIER: RSA %48, MILZAE ik 2048 AL R =38 . o T 5
THRFERNE, A8 BRI BB E N, ASAA 2 FHE U/ NIRSA BN . A
B MBRAT RAS B SCRE,  DRUERATT S8 28 A 45 FH LAt S 1 B B 28

* DH Key Exchange (f{ PR PE G50 , iETiAH N G ik 424, LLIEFE Diffie-Hellman (DH)
Key Exchange Group. WIS AHEE DH FEEEHACH 732, WA DH #f 14 SHA256 #5828 # 5
o ARAEH DH %A ARG R, WS RFC 4253, & X Bere i H, sorh i %
s ML T S

SIS S ‘A .
$IB6 BLE SSH H /" S4Bl

a)

2

GEMTH TR KIGEHEE > REEE > AF/AAA > AAA i8] > BHEEIE.
AAA G EUEAS 4 F Public K ey Using PK F 23006 ] /7 44 04T A A L2357 5 43 5641E . ASA
Re A A MG R AT A L% S 50E . SSH S SE G i FH 7 44 5 %05 . 22 e vFA
I P AT A SR S Oy S e AT A, AT AT R e B A A S 50 E,  DAARVRiE
AT o
i SSH ik,
M Server Group FHiF % HiEHE LOCAL 2t (30 AAA IRZ38)
mi Applys
WA o 8, 8T DT AAA IRSS S EAT I P Ui In), AR AR 7 440 ARk
# Configuration > Device Management > User JAAA > User Accounts, 4R & Add.

ARGk s “RMAPRA -S4 MTHE.

NP AR, RS RN R o R LR A 28 3 B B B T AN A 4 5

e, AT RETT EEAE RS G A RIS HCE A LB P S e DL AR S, A S R i
FEFF B UBCE AAA B IRAEIT, P w] DU G PR R Rl A Sk

CRIIED  ZEZEAH IR A 388 B 5 0y S 10 AN/ LA S B S i, TSI FE LU R Bk 22—

* NEAGRIGIE - Kl Base64 it A H . %R LU AR AT o] 2E 1% ssh-rsa. ecdsa-sha2-nistp
oY, ssh-ed25519 JEIE% A CRFIET) B SSH % 4A4: s A4 (i ssh keygen) EEH. &
A A ER, XS SHA-256 S EIEMEAT N . W 52252 B RTRL S 0y %
B, i Key ishashed & kA,

LR S IS, 1 sl DeleteKey DLW Rl AX TEHE. siili Yes IR & B0 uE % 91,
B il No RE iz 9.

* Public Key Using PKF - ¥t Specify a new PKF key & EHE, FFRiGE S A L850 0
(PKF) k&35, B85k 4096 7. Mk 2 T i T K ok L Base64 #6 R i 1) 2%

g ]
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o filhn, nTLMEH] ssh keygen A=K 4096 A7IF 8, AR5 40k PKF %X, JF7EILHE
R FN. BEFENHEIN, X% SHA-256 B8 LT I . 7522
UGG 51355, 9% 20 PublicK ey Authentication % k% 53 3 kiI5 1) C0i% K ey ishashed
SIEMEHT ASA _EIiZE#E .

EEMIR G VIR, 5 ek DeleteK ey LR RHIARHFHE. 1t Yes IHbR 5360 94
s it No (R ETZ 1.

i OK, #RJ5 s Apply.

ST EREEPXT (BGEH TWHE ASA)
BT ASAv, STELRE G BB %N . ASAVIN S FFRSAZH .

a)
b)
<)
d)

WIEHEE > REEE > EBEE > SER.

fiili Add, #RJ5 Al Add anew identity certificate ik #2411 .

mii New.

7t Add Key Pair XJiFHE}, $5ERBFIR/N, I fiddi Generate Now.

BRI EA) )& EdDSA, ECDSA, #RJ5/& RSA. X+ RSA, HEFF 2048 A7 80 KK
No T RRAS OB 2 BT RAS SHISZRE, DRI FRAT T i s ok 43 FH At S R s BH 2R

SR, TSI DLNAE XS URAE R “BUGH” DR 8 AR B s B4 o
P 24 CisoSSH HEH A 37 FF EdDSA.

WIS (WiE) FLE SSH %0 s Fl A v

a)
b)

c)

IR IEFE Configuration > Device M anagement > Advanced > SSH Ciphers.
W, Rl “4wmIE7 .

M SSH cipher security level FHiFIFRF, EPELLTF 12—,
WL A A . X T H0E XA, i 2 B0 SR 2 g0 5 H

o £ (All) — FB e H T E % : 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* Custom - $EE#7F Cipher algorithms/custom string v Bt rh i A ) E 5 S8R sy i & v 445
H, UESHEIT.

* Fips- {48 Ef7H FIPS %fi: aes128-cbe aes256-cbe
* & (High) — #8525 %0, aes256-cbe chacha20-poly1305@openssh.com aes256-ctr

e Low- 5 EMRIRE . Hom S A E A 2 . 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* Medium - $8€ FaRE R SR 2T (BRIL) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr

d) JEF% Integrity, A5 it Edit.
e) M SSH cipher security level Nz, EHFLLNHIZ—

B z=niE
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e All - 5 E M %5: hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5 hmac-md5-96

« BEX - /24 Cipher algorithms/custom string 7B A B 58 X5 6 i il & 745
i, LE ST,

* Fips- 52X #F 4 FIPS A% HY: hmac-shal hmac-sha2-256
* High - ¥8e{0m #E%5:  hmac-sha2-256
o K - ¥ EMCEREL . PR R S 5 500 hmac-shal hmac-shal-96 hmac-mdS hmac-md5-96

* Medium - 85 R A = 5R %05 hmac-shal hmac-shal-96

B9 Mz RS

a) A SR e
o SHFRRLL, Mk IkiEFR Configuration > Device M anagement > Management Access > File
Access > Secure Copy (SCP).

« ST RGP ZHR, #KIk%EFE Configuration > Device M anagement > Device Administration
> Secure Copy.

b) " Enable secure copy server 5 IEHE,

w15
PLUF 7”45 4F Linux B Macintosh R4t _F 4 SSH BB MLz 4], B SN ASA:
1. fErHEML EAE R 1 EADSA A8 RTRA:

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id_ed25519.

Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.

The key fingerprint is:
SHA256:ZHO0j£Ja3DpZG+gPAp9ASPYyCEY0+Vzo2rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+

\ .

| o

| . . + o+ o
| .E+ o ++.+ ©

+----[SHA256] -——-- +
dwinchester-mac:~ dean$

g ]



gmigia |

B ==ssuin

2. RPN PKF # X

dwinchester-mac:~ dean$ cd .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id ed25519.pub

-——— BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
-——— END SSH2 PUBLIC KEY ----

dwinchester-mac:.ssh dean$

3. R PR R BTG .

4. 1 ASDM ', Kk B > REEE > AP/AAA > BRKR, &I 4, A
Ja miitigmEE. sl Public Key Using PKF I 2 PR G 2 & 1

8no Edit User Account

Identity Enter the PKF-formatted authentication key for a user.

Public Key Authentic

Public Key Using PKI
= VPN Policy

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.

Current hashed key: 04:b9:47-f3:69:67:7a:93:87:60:c2:00:0f-bc:ak:25:63:4e:ad:04:6a:5d:-98:70:2f: 3d:5F-32:24:1c.e7:6c
™ Specify a new PKF Key

.___,
o
A

I File to import from:

(=) Paste key data in PKF format:

p4ECEdDaM+561+yf7INUigD7wYkgorzjml LrZRDLVeqgtjBQ9g 0 3IMgsV+Pk)C5Gig
QbFYxXHUSWLdWxhUbA /xOfuZ 15TOMa7KLs 2u+RtrpQgeTCThG0+xKh93gw
CQlkuMrRdNRzzalbyLeYPtSIvELvEFEdCiwigrXSa+w/tV/awdWUg/ rapekKloz3ts
pB66AFzU +Z7pVR13IBIINUNJHOSTIUAZ mbcciluCM2we [ tVgMPY)l +xgkAkuHDkE
Wazyd +4EUMDGCZVeD +corKTLWFO LwlUieRk rUaCzjComGY ZdzrQ T2 mXBcSKONV
JrauTCnKpCHNWILYvd/sRCHyH KsxjsXR15C/5zgHmCTAaCOulgORjo34+61+70P
Wwml9eleH 2PudZd +rjldedfr2 [IrisIEBR/WCLoR /N + xsvwWVWM1Qgwlul 4r99CHZ
MRxCOQOY/ 7K 7I0==

—m== END S5H2 PUBLIC KEY ===

Delete Key

304009

5. ISUE RSl LA SSH &3] ASA. N T-2500, I A8 A0 ) 28 25 5 0 i 48 52 1
SSH #4H% 15,

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHI5aag7GxZ68h6TD6txDy2vEwWIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

asa>

LR /RB i 7~ 5 ASA [ SCP 2 ifie MAMB ML LRI 7 it AT SCP XL, i, 7
Linux FH#IALL T4

B z=niE
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scp -V -pw password [path/]source filename
username@asa_address: {diskO|disk1}:/[path/]dest_filename

v RN, WEOREORIRE -pw, W3R i A5 .

ft & Telnet if 9]
REBA N F AL E Telnet Y ASA Vil . BRIE{ER] VPN BEIE H H Telnet, 75 W)JE75A# F Telnet Vi
0] B 2 4 o I 1 o
FresZ Hi

* AEZEFREUT, W SR PAT A P g AR . BRGSO BICE, Wi
Configuration > Device List %% 40 3 FH 3 & TP Ml R I R 44 F5 .

B ] Telnet Uj 1] ASA CLI, iEHi NG R FW, ] Telnet §f L0 F8) ik BiZ %0,
pUK

T RKUGEHEE > REEE > i > ASDM/HTTPS/Telnet/SSH, 4R )G sidiikim.
RGH R RN & i e BL B X T AE .

PIE 2 %P Telnet.

PRI EFE I IR E AV BN IP Hudik, SRS S RRRE
FRE AT O A W o X T IAAL, 4R M4 R H . T VPN S Y71 GEZ B i
B VPN FEiE LR, 55 10 70, WEREm AN BVI 0.

WA (AiE) WE Telnet #8AT. ERINHERAEN 5 /0.

YIRS sl “AY .

PO VOB G, RIS A LI Telnet 4% B BN .
a) KKk Configuration > Device Setup > Device Name/Passwor d..
b) 1 Telnet Password [X 1% ' Change the password to access the console of the security appliance

¢) WNIHZEN Co T ASA TS, HILTBWHZ) « I, RIS,
d) TR

73 ASDM 73 8] 2 o & Fim SSLVPN BCE HTTP EE 4]

TS5l HTTPS &8 24 ASDM 5 6% i SSL VPN [ ASA. T e WL, v LUK HTTP
LR E W 2 HTTPS. i, @ik &% n HTTP, #iA http://10.1.8.4/admin/ 5%
https://10.1.8.4/admin/ 34 7] i [ 1% HTTPS Huhikf¥) ASDM Jii 8l G 1

0] DUE SE 1) IPv4 1 IPV6 e .

| g ]
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FiaZ /i
W, AT SOV NP bk vs ) R . RS, XTF HTTP H5E M, #anZis B oiF HTTP (175
lammu, B, ZEE VAT HTTP % H .

UK

TR KNEHERE > R&EEE >HTTPEEM.
2R R AT O % 1 LS A AR M O R T E

$I2 LT ASDM 30, ARG Adimig.
$123 {F Edit HTTP/HTTPS Settings i HE i fit & T 21356 33 «
* Redirect HTTPtoHTTPS - EE %€ [n) HTTP 1K & HTTPS.

* HTTP Port - fffi & # A HE [n) HTTP 815 1 . ERE R 80,

T4 LEHBE (OK).

B & VPN Bz L B9 E 181 ()

W VPN BRIEAE AN R, (R T 0 7 )R A (K L SRAS B ASA, I ks i 1
PR BT . i, o HEAANERE T HEA ASA, G SLThAE AT LUAEF] ASDM., SSH. ik
Telnet HERER| N L 80, MAMBE BEART, FILL Ping N #HE .

)

B WRER CiscoSSH HEAL (BRIAKE) , W) SSH A2 FrtIhRE

\}

R OSNMP A ZHEF RS, AP T-5ET VPN [ SNMP,  FRATTESAEFR A 11 _F s F SNMP. 1863 fi 4
PRYT 0] D REEN AT AEFR R4 1 FAF ] SNMP. FR[04% 158 T SSH.

B TN ASA BT I IE: DAL, AN SCREXT LA T VPN Uiin] o #lan, anif VPN i i) A7 T
AEREE I b, MR BEE R IR AN O AL IER: . N AE ASA W E M A0 B VPN, JfE
FHEE A AN, DUESASICAE 2 AN HudE

W DL 258 VPN B mT DLSEEAE BV ). [Psec 257 ¥ [Psec il 5 [R] f) ] B2 VPN FlI Secure
Client SSL VPN % 7 ¥iiy

FHia Z |l
BGOSR Y Be

B z=niE |
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#E Firepower 2100 T & 1 $piE 0 LB &5 Fxos wgisia ]

UK

SR KREHEE > R&EE > E8ipn > E8E0.
T2 N\ CEBIFEEQD” TR R RA R 20NN ONIEED .

%I Easy VPN Risli Gl pgiE, mf LG dr 4 BVI (ZES B R .

FE3 mili “HA7

B O OHE, SO R RIS ATRCE T .

7£ Firepower 2100 “F & 42\ #3542 O L BC & X3 FX0S B9 E IR i/ o)

EFERRR, 2 WK 322 1145 B Firepower 2100 L/ FXOS, #J LARC % SSH. HTTPS 1 SNMP
Piilo SRS A PR A%, H SRR 1/1 GRIEV7 1R FXOS (AN ) AL a7 g,
Wb hfe e A A wF s I Thfe, W] CAARSef AT B 1/1 AT AR D ). (B2, AR
A D RE RS LV B8 I FXOS I HE 11 BT RE V7 7). eI e o5 00 ok 15 ORs i 1 e i 21 ASA
gz GBI, I B AR A2 (BRI $52—> FXOS B HLM G,

ASA I AEFRHES FEAT FXOS Uil s brifmg FR 08 B DAL Rl —3 00 B ASA A . 4 ASA
TR R ] FXOS W, B MR BOR AR bR E H x4 FXOS i 1 CA 43 i FXOS
() HTTPS ufi 1) o Zdiatl H o 1P Motk (B ASA 211 1P dhhl) B dliiedh WikkbtEk, fit FXOS
. JEHBECRFEAAR . O TR, ASA {FHF A i 2 ke IE g OB 0. Mg
EELN FH I ASA $0d TP Mhhkiy, 20 FXOS F 44 55k ASA HI 4 HUE T ASA & H;
L&

SEIET LUAE ASA B4z 10 1R FXOS & Hifi e A sl , X/ SNMP [EBFakilAT NTP Fl DNS %
PREEPFTTRM . BRUEOUR, KA ASA AMEE: A ] FXOS & B & A 8,  LLIEST DNS FI NTP %%
POEAE X AR TR AR EVF AT B S T 51D o
FiaZ |l

o ANBR B FAE

o AN ASA B,

o RNEEH#EE N VPN FRE &R S ASA ¥4 100, W ARRE H 40510 FXOS. 764 SSH H— P48 iE
vk, AlLUEGSE VPN %3] ASA, il ASACLI, #8518 FH connect fxos i 41 7] FXOS CLI.
1R, SSH. HTTPS Ml SNMPv3 T2 N/l AN, DA B b B B0 4% 1 2 2 4 1 o

* TR FXOS MG i B AR e A 21 ASA Bl 1 CBRIMED » ARIEMCHTEZE R,
HZM (NTTHR™D) .

g ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html
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gipia |

UK
7t ASDM 1, KKk FRELE (Configuration) > Bh Al (Firewall) > H4% (Advanced) > FXOS i &

I# (FXOS Remote M anagement).
i FXOS i F s 3,
a) MSHIERHFIEE HTTPS, SNMP i SSH.
b) siiliFRIN (Add), JFBUEZEAVEE HLKHEED (Interface), BIE AVFEILN 1P ek (1P Address) ,
RJE RHRRE (OK).
BT LA RSB 2 AN H o WERASE R DU ERAME, W E im0 (Port):
* HTTPS R A3 11 - 3443
* SNMP Ekilin H - 3061

* SSH BRiki [ - 3022

FVF FXOS M ASA #2111 345 BTz .

a) MTHLEIE T IER: FXOSRER 3N (FXOS Traffic Initiation).

b) TR0 (Add), JF/EHRIL FXOS & FIR ST 1) ASA #:H . BRUEBL N, AMBE LT A
mER A (Apply).

EREE /1 PG 3 HUAAE BEAS  CBRIMIE DL T a2k hitps://192.168.45.45, H1/* 4 admin, #1015
4 Admin123) .

M &I E (Platform Settings) %3+, 4855 H SSH. HTTPS 3 SNMP.

ERAE MR, SSH 1 HTTPS &b T8 HPR A
#E &I E (Platform Settings) &1~ L1183k (AccessList) fit &b A VFIE T BEshE . BRIATE

WF, SSH FI HTTPS H A VFEHE 1/1 192.168.45.0 M4 . A5 AAVTFZE ASA I FXOS e &1g
(FXOS Remote M anagement) Fit & H 45 & AT A ik

Bz H & B AT

T

$IR2

PRI B BT PR A TR EXEC B0 N ol B B R (KN ) ik BRI e, 21
Kt NI EXEC B85 BRUAEOL T, St A . B E A2 fma al B 120 & i AR RRE R
0], %K ANEI .

UK

WIEREE > REEE > BEiAE > <7 (CLI) > =H &R,
LAGR B0 B S SC— AN BRI, 2R AN BRI I 18], 55 0. BRIAMEC 0,

B z=niE
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arx ey ||

|3 Nl ‘A7 .
TR IS o SO AR A BB AT R B P

BENX CLI BT
FI R RTINS BIXINIRE, W LLAR T e 169 2 MREUN & Xl — & ASA. WS EN
R, WARWE ASA BAMIER ENA, NsheedesaH.

FEZ NG, ] AR SR B AR G AT 22 ) B P S I B 5 T R AP 7T o AR RIS S,
AT B BIBCA SR AT, B LA RIS 544K

BOAEOL R, $eRfTBos ASA TS . ARSI, it BoRtE st K. 78 CLIFRZRTY

A DU R BUR 3 »
cluster-unit BRI AR AR AR A N E AR
context C'EZ 3 SO I ey
domain ITVNC BN
hostname BRFENA.
priority BRI e pri (FED Bsec (il .
state IR B AU A RS A 1.
TR RS, 231HI) state B R LR
* act - Ui b ds, Bk IEAEAR B &
* sthy - A TR, BEs RAEALEY R, JF HAL T4 M. ikl
HpbARE SR -
* actNoFailover - i I ¥, ek IEAEAL I & .
* stbyNoFailover - Ko b5, W RIELS TR . X0 RESTE
FEBLBE & B AFAE B DA B e DRy R 2
XETHERE, 2 B AR
it

PR RKREHERE > R&EE > BEiFE > @217 (CLI) > CLI R .
FIB2 PUAT UL AR RERAELL A e SRR T

* siili AT 4R (Available Prompts) #I& @ PE, AR5 Aidefin (Add). mTLCKE 24N J& P
FIFRF T . 1B Available Prompts 71| 4% 31| Selected Prompts %1% 1.

g ]
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B ==zs0e

* RTIEZERR R (Selected Prompts) ZIZ& a1k, SR)5 s ilifiBR (Delete). %)@ PEH M Available
Prompts %1% % #| Selected Prompts #1131

* RUHEZEIR R (Selected Prompts) #I& h it @, 2R siili £#% (Move Up) B % (M ove Down)
B M1 R

PLORT T 50O R TE CLI Prompt Preview 7Bt

FIE3 il Apply.
WP R TP R IS IT R E

=R
AT DR L HERE S ASA I A 832 AT 1P HE AL EXEC B2 AT B0
i
T2 B

© NZAeMBERE, BEEIREREMIERERBUGTIH . W2 “Xdn” s “i” S5,
NENVERAEIBTE AR F o LA B ) R BRI ) 0B IR 1K) 15 «

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o FEAINREIE S, R LU NSO, TTRES A ASA (1) Telnet 5 SSH 43 i :
o WA LU RGN AF ] R AL FRRE IR S .
o B2 BRI T BN R TCP 5 N IR

o B IRHEE Y B VEN], 152 RFC 2196.
pUE ]

T KA REE > REEE > EEipE > w217 (CLI) > HEiE.

SUR 2 PR SCASR N E G CLT G (B 288 B T X6 . (1 7 B -
* M PLE CLI H 5 454 EXEC B0, RE0K BoRn &1l (exec) HlF .
o MBS CLLF, RG0K EoR login HEE.
o GHIE GERS CLLI, R0 278 message-of-the-day (motd) A

o UM AR P BRI E IE RS ASDM I, RGUH W ASDM BiflE . R4 H 4R B
NI R A -

B z=niE
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XE

Parlay

=]

1

wagrsizng ||

* Continue - i BRI I 5¢ Bl 8 5%
* Disconnect - fift bR g - £ 1L IE

« LAVHEI ASCI 777, WHGHATHT (Enter LA FRFHED .

© THERE AT I AT, IR AR R AL CLI AT,

* B&T RAM FIAAE SR 1 B2 R BRI A1, T8 FCAd A 8 BRI

o SIS 4T B $(hostname) Fil $(domain), 7] LAFIATRI ASA ) EHLA Bl 4 .

© WERAE R GUICE P RCERCNE, AT LU I AR SRC & A $(system) 7455 R RAE T 5t AT 120
i SCAS

I3 AU A (Apply).

B s 24T IO E .

RTEBCER

T LALE ASA T SR VF B OKTA]INE ASDM. SSH AT Telnet 235 . a0 ik R M, WA il
HAth 21, IFAERRGEHENE . NPk R0 0E, WA A TEECH LI TCIEL 6 6 41

AR R EREUT, WK ASDM S iEAE S, MIJEE L E A T

AR WURROE N o K BT (SSHAE) FREAME S B B DU PR, DA A R e

FHia Z |l

FEZ BT, TR R PAT S R E AT . ENARGUIM BN R E, 1§k E > ’R&7
FEkET, Wik BB 1P HUhl 7 B 544K

UK

ST KA HEE > R&EEE > EBiAE > EBEE.
T2 BN R R

JER-EEN T IS Z B R 2108 BRIAME N 15,
* HTTP£:iF (HTTP Sessions) - & i KHTTPS (ASDM) <%k, AT UF52Z 0. BRIME N 5.
o SSHERH-% B KSSHE R, AT IS 0. BRIAEN 5.

g ]



B »zsemnmsan

° Telnet/;}iﬁﬁ-ﬁﬁﬁ%ﬁTelnetﬁiﬁﬁ’ ﬁﬂ:ljFDSZI‘Eﬂo EJKU\{E% 5.

* User Sessions- BB &M /7 IR 1R H, A T IS Z ). BRIMEN 5.

PR3 rGLEA, RAFECE .

NEGEERBCE AAA

AFRIIEHIT K RGP B SR I E . A PR fir 47

gipia |

W =R=B Lo
& T CLI #1 ASDM i 4] i B 43 B iE
* T EIRIGIE
Wi &5k ASA BT 15 I8 FH S B0 AIE
X F SSH 54361
SR LU AT R T ARAEAT S0 B0E IG5 40 B0 AF R4 L T 3547 SSH 1 ) «
s LG IGUERS - £ S IRAE RS R, SSH AN H .
o SIAE - WS S IAE, IEMALE AAA RSB Ek A L P B A v T X P 4 R
e MFANHGMIAE, ASASCREARMEIRE . WA E SSH A GG UE, W) ASA Bt
1 A OB 22 . 40884t P 2 s i 8 s, U B AANC & SSH S0 50E . 33 A
F EXEC #=,
%F Telnet 4 183F
1 FAEAEH B A B AERUAE ] B B0AE (K5 30 R 1) Telnet Vi), 5SS UL AT R
s THHAE - i FA K Telnet i FATA G435, &0 4 A NG 0 G
KA NN, R E D, 466 Telnet #4:5] ASA. #oHE A EXEC B
iV
o S IGAIE - W S Telnet BHAIGAE, AL AAA HRSS 2% oA b P $50dis 22 b B s Ui
Fraa iy, k3t N EXEC B,
*F ASDM 514 861F

A RAEE ] B A I UEANAE ] S AR I UE RIS 20 T I ASDM V7 1R), 362 LU AT . #38 mT LS Bk

BHHEIE, MAEZEMAEH AAA B KHE.

© TSRHAE - BOAELL T, AT DME 2 i 44 DUSGE R BB R T CBOA 23D Xk
ASDM. FEBUERRE R 3, ANEERFF A PR S0 WE T4 A Sn

B z=niE
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| &m=ipia
sraranniE [

A0 Telnet 2 5. IRAECLIT AT &I, RESFOREHEECE; &k ASDMIN A2 s
THAT . enable HVER, WIRAES RBERMA M A (AR 482, W
ASDM g A A M B dfs o A2 15 A UL T I

 ET S MIAE - ((UBRFEAS L BB nT LR P B & RUWAE 1. AL 15 H P 4 fs
i, ASA 2AR¥E PKI 5L SOHE 1547 56041F

o AAA B EGAE - J5 ] ASDM (HTTPS) S8 ER, 554N AAA ARSS 28 s A ] #dis 14 b
SE S P 8 RV Rt o ASRE P-4 FH 25 P 44 R FH %505 %8 5% ASDM.

© AAA S IGUEIIET S G0AE - (B ASL BB) 5] ASDM (HTTPS) S 3 5iEnf, &
TN AAA IS5 2 AT P Bl e v s U A4 M o SR P A4 MV R0 TUE S B 43
AL AR, R IERERANEA . 0] LA LE U e MUE B IRERI T 44

KT BITHHEIE
TSI LU TN T A B 0 RAE NI B 0y B UE R D0 U5 ) sR AT 42000 65 i 1 -

* TGRIGAE - WERA A BAT VT i AT BB UE, WA N P 44 s s . ok N P
EXEC 1=,

o SO IRE - RO ATV R SRR, TEEAAE AAA RS54 B P e A T E LI
I A . Bkt AP EXEC B,

% F Enable B4 18F

WEAE B S R NEFAL EXEC K, 5 enable 4. It 2 1 LA 7 SN T2 75 75 F & 40 56
k.

* No Authentication - WAL & enable Sy 5%iE, 7EfiA enable iy, % MEINH . FH—IK
N\ enablefr I, RPN HESH . (Hat, WRAML enable S KHIE, R4\ enable
e, WIASERCURE € P S8 sk, X agms TR P I Zhae, a8 A T OREH P
%, 1Ef#E ] enable B} U61IE

* Authentication - Z15lit & enable F7 46 1F, ASA SHIREHINLGE AAA RS Al A ] 7 $d
e LRI P AT, ATy A sb D ReR A L, R F P AR F P er Dl
NG RN | i

Xf T A b B 2 1) enable SRS 1E, A LMEH] login fir4>, kAU enable fir . login fir &2k
MH P4, AATERE IR S 050 E.

A

EE S WK AT LLYT ) CLIE R ANA B N EXEC B2 FH R a5 I BA G e b, A G
TR LEL A RS T ﬁn%ﬂ%)ﬂﬂﬁﬂlﬁﬁﬁwz Bl <2 ARERED , WA TR
76 CLLAfH B QLS5 U5 MR EXEC B (LT @4 o 33, BT LU AAA RS 281
AN AW PEEAT S 0E, jzhﬁﬁﬁzliﬂﬁﬂﬂ):%u‘ﬁmﬁﬁléﬂ, wﬂmﬁﬂ% login iy 4>, XAEHLAT

LAz m] A AR 40 0 P85 0 5 ) 45 A EXBC

g ]
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B ramzezga asansis

MEHIRIER TR ASA IZ1E

HEOT &SRR ASA VRN AN FHIZAT: i, Catalyst6500 L] ASASM 5{ Firepower 4100/9300
B ASA. XN ENERNE RS E] ASA HI41E, AT LLECE B AT Telnet S350 10F, HAKE T
R I, connect asaFirepower 2100 7E1- 5 153 R ) FXOS 1 &4 FH H A T34 4%

ST, TOEE R G E T EATAT AAA i HJE, QIR B O S P L Telnet 51
FAT BRI, B Oy IRt h ] I h . AEBRIE DL T, AR B DN 5 AAA IR 55 4% s
FOER I o

B E AT CLI. ASDM #0 enable #3215 8] B S 18 iF

FHIAZ Al
* [t ‘& Telnet. SSH Z{ HTTP jj i,
o WFTAMB B OIALE, TERCE AAA RSTER4L . ST A G MG UE, 7 A AR AR I
* HTTP & # G50 UFASCRE AAA IS5 #4111 SDI Phi3.

* BEDIREANE M ] ssh authentication fir X% ASHLU ] /7 44 1047 SSH AJLEH YIS A KAE. ASA K
A A A R AT A SO PI S Oy 0 iE . SEDIREDURE M 7 40 S . W R B SR VA 7
BEAT ST Oy 0 A Y A, S S SR B s A 5 B0, DA SR VR AT
(VLR

UK

L1 EXHMEH enable fr 2 HIH P T S0 500E, IHERKIRIEFEE > IR&EIE > AF/AAA > AAA iE
> BRI, SRIGHCE DL N E
a) 1t Enable & iEHE,
b) LIRSS A4 4 PRk LOCAL $di /%
c)  (HIHE) GnfRiksE AAA RS 2%, Al LLKE ASA BB NLE AAA RSS2 AN Al T IS A Hb Ko 13 4
JylrlB J7vk. 1% UseLOCAL when server group fails S 3EHE. AR A B 6 Th 4 5 AAA
55 S AR IR T P 44 FE R, DR ASA BN FF AN S48t AR RO VA AT AT HE 7
$12 2 FxtYia] CLI B ASDM B P T SR BAE, iR IGEREE > 88 S > HP/AAA > AAA
el > B, RGHECE DL BRE:
a) P —AEEA LU R IEAE:
* HTTP/ASDM - 5118 FH HTTPS i3] ASA [f) ASDM % i i3E4 T 5 40 36 3iF o
* Serial - GH# FH ¥ H G i U7 ) ASA I P T S0 B8R, XHFF S 4520F 1) Firepower
2100, -2 52 m48 FH connect asa T4 M FXOS j il e 4
* SSH - XM SSH i i) ASA W AT B B0AE (ARG s A L2085 4 50 UE Ba Al A
WP R o

* Telnet - X} 1] Telnet U i) ASA 8 BEAT B 56 4IF o

B z=niE
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CEFRIEE S

b) Ik A AR IR A5 I BN A5 A A1 44 FRE LOCAL ##is = .

c)  C(Hlik) WIRER AAA RS2, W LUK ASA PR E I7E AAA %S5 SeAN AT F A FH A M 3 12 4
MIRE J7%. % UseL OCAL when server group fails 86 HE. I ASH B 2 rh A 5 AAA
MR 25 B AH R P P 2 RS, RO ASA SR TFA S 4 A Rl o VR AT AT 48R

T3 RUNA.

BLE ASDM if 5 54 363E

TR AAA SRR, A AESREATIER S 3500k . ASA K% PKIE/E B UEUET

FF6 Z A
BUAEHA AR SCRF LD RE

UK

WIREFELE > REEE > BHEifig > ASDM/HTTPS/Telnet/SSH .

7t Specify theinterface requiresclient certificateto accessASDM [X i, iy Add BLIE 2 %3h 5
I8 DA 20 DC PR )8 1R ) 3B UE 5 i

TN A AN VG EE 15 B B0AE , A A S2 A5 AT/ s 1 B C AR IE 1 . i S W ECE >3k
=18 VPN > 5% > |PSec > FEZEMETER > UM G IEH L .

(n[ik) ¥ E ASDM H T MUETIRAEH - A&, fkikik$e Configuration > Device
Management > Management Access> HTTP Certificate Rule,

WFELUN ik —

* Specify the Certificate Fieldsto be used - M Primary Field #11 Secondary Field 7413 ik £—
AMH

* Usethe entire DN asthe username

* Usescript to select username - fiidi Add DL AR Py 25
1 Prefill Username SZIEAE 1] FEHE 7R S S E R FUH A 1 44 . W 7 S S BTN A A,
RGH WoR— N OERE, RS PIHARMH S 4. AR5, AT LU B0 S ) A .
BRAEGL R, ASDM {i#i ] CN OU J&@ 1k .

T4 N

g ]
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B ememEmss ou f asom i

£ A E T HI CLI 0 ASDM 77 (5]

ASA RS ] DAAE R B P R R U o) 7 JEAT S B UE I G AT T A 43 F P A BB X 4 T B 1
TCREVT ] VPN R 4% 17 ie) F P 8237 1) ASA TR/ P& B2

FiaZ |l

RADIUS = LDAP (BR&THY) AP

M Pl LDAP $H T S I IERS, nlE A LDAP J& M A HAR WL 31 ASA J& M S SR AR @ #24L
hig. FCEHA 0 Al 15 ZE FMEMFFALL AT Cisco VSA CVPN3000-Privilege-Level. #8J5, #%
LDAP J& "E 5 21| Cisco VAS CVPN3000-Privilege-Level.

¥ RADIUS IETF service-type & AE 4 RADIUS 5t 173 5 iE FI4Z B0 =K 1) 45 AL Uy 71 8252 7 B A kAT
RERS, JLH T RR B Tl S0 50 E 0 FH P i R4 A

TEVT 0 4%52 0 A % 3% RADIUS Cisco VSA privilege-level J& 1k (Vendor ID 3076, sub-ID 220) I, %
JE T 2R s T R BR )

TACACS+ AR
1] “service=shell” 15 RIZAL, HRZ%: LA PASS B, FAIL 15 AR .
AR A

e P 4L E Access Restrictions BT . BRSSO, Ui il BRI Full Access, L iFst
Authentication &I~ i& T4 & IATAT IR 45 AT 56 4 Vi 1)«

EERNEY
WS NR, TSR AAA RS 2SR 0H . ASA L FH X 65 SRl 22 45 PR T ) (1% ) o

EIRE 5|

RADIUS/LDAP (BRS5 | TACACS+ Bt KR HIEERE
B B

SEAVT ] - RVFSE4 Vi 0 BRI IEILE K 1E | Service-Type 6 (4 |PASS, #iftZk5 1 |admin

SRR Fi 5 AR iR 55

B , Privilege-Level
1

Vi IR) - VARG B B EIEE I Ki% | Service-Type 7 (NAS | PASS, HFA(4% %) 2 K | nas-prompt

T 15 ] CLI 8% ASDM. {HJ&, WEREMEH | $#2) g
Enable EIIL % enable & {35 iE, W CLI |Privilege-Level 2 A&
H - JeiAd H enable i 4 Ui ] EXEC FFAURE | &4l

.

Framed (2) A1 Login
(1) M55 AL iRl —TJ7
AL

B z=niE
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EIRE 5| RADIUS/LDAP (BRET |TACACS+ BT A EIEERE
B B
No Access - A28 B M. P JCiEAEH i | Service-Type 5 (i |FAIL remote-access

Authentication I -~ B IR & (AR RS | )
CIELHE Serial E5; RVFERATUIRD) o i
FEViil (IPsec 1 SSL) FH ] X Hoze e v
) UG AT B BRI Ll i . BT HiAt
MRE-2KAL (Voice. FAX 25) %[A—J7 =0 Ab
BLIE

HothogEm
o FRATHE B VT A S R B AT
o B WAUNE R AL E AAA SO RUEA eI RE . S I E T CLI. ASDM
enable @4y inl (K S50 1E , 55 18 TL.
o QURAEAT FH AN Oy S0, A2 S L DD REZ T TN AAA JIRS5 254 .
* HTTP HAUAE AN % pHABE AR 52 5CHF

UK

ST WA HITP 2F 0 IER, WHOEHRE > Q& ER > FA/AAA > AAA i > 18,
SRJFIE TP ASA Ry IEEAR I S ) HTTP AR,

IR FRCE ASA A Vi, WES BLE A AL, 523 1.

B2 LI Telnet I SSH £ 1R BRAL, WA HECE > REEIE > AF/AAA > AAA ifiE >
1R, AR IT exec SMFRIT IBIRAR X sk 1) & FA AL JEHE

FIR 3 ULFF Remote 1l Local Fk4Z 4] LLIRE T EXEC 4b7e 7 I AL 1 I 55 45 -

IR 4 WSS A PEFEAL, ik Allow privileged usersto enter into EXEC mode on login 5 i%HE .

auto-enable JE I R VFERFA EXEC #55  H S # 2L AT Full Access BRI Fo 0, H KA+
FI 5 EXEC #Ext,

WER B Ay AU, AT LOE I ASA FCE a8, A e AT AU P A I A % BRATS
DUR, BN R AT A A EXEC B3, AR i MR I dr & o A enable fiv & I (slifE
A B e N login fiv &), T RABE AR EXEC BEIF DT 1) e fin & (LG IC & iy

) s

| g ]
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Al DL R Ry RO k2
o A HBABLR 2 5
* TACACS+ R &2 AL PR 2 51

KT SRR
ST LU P AL, LA SV RO P 0T B 4

IHNWSERNGE
Al LA P Fh iy AT 12—

o RHOBURZA) - 78 ASA LR E Ay S AURZ A . A, RADIUS 5 LDAP (14K LDAP &k
Wit 1) RADIUS J@ ) T ) CLI Vs i) AT S BRI, ASA 23 Az HH ;8 & Fi A Hh Eicdis
J&. RADIUS 5k LDAP IR 45 %% 52 SCIIA R o F P R CA 1) 23 P AROASL P 2 031 B AT 0 5 1) i
Lo THTER, TP E OSSN A P EXEC B0 (A gih 08 D o H PR
ﬁ%mmmmvﬁwﬁﬁﬁﬁ%ﬁﬁ EHE N EXEC #X (A2 giillhy 2 sl sl
login fir 2 &5k ([UPRACHE ) o

\}

ER AT DU AR R B AT, LU CLI AT enable &4y
AR, A A 2428 Hi A\ enablefiy &0, & EHIAN RS
JER 3RS, ASA 2 IR EHN 15. RIT, BT LUAREAN 62 8
i, DMELEH enablen (2 & 15) I, ASA WHEIEELM ne BRIAEM
Ay 2 B2AC  45 WA FH X 2848 031 o

* TACACS+ IR45 23U SR 2453 - £ TACACS+ IR452% b, FCE P 84 £ 7T CLI U7 1) 1) 5 3 36k
Ja T UAER 4. H P AE CLI Fn AN BNy 2 28 4f H TACACS+ R85 78 AT 560 0E .

ZEIFRMLSEN
A SE) AAA WEM LML, AFRERZ AL ER TR,
P A AU, 2073 ) BC B 22 4 5 o UGB RENS SER AN [ 22 A 5 BE AT AN A ) iy & 452
B

AE LA S YN, B D3NN TE SR N iR 52 IR ) 4 SR VIR i & AR BT I S5 23 Wl R n] REAT BT
ZE5t, BRI 5P AT BEARASTCVA G B % iy BB I SRAE P DAAN RN 22 4 15 356 2 1) ) iy 2 2 BUAT
REA P 225, Al RE S g R 3R

\}

R R FALE AAA @ B, A B RGN AR

SRR A
BOATHOLT, 2B a4 ie 0 ZOBURR, O Py Hofthdir 220 K 15 2R

B z=niE
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* show checksum
* show curpriv
* enable

* help

* show history
* login

* logout

* pager

* show pager

* clear pager

* quit

* show version

WRRATAT R B R A A S 2R T 15 g0, THRIIRER “configure” v &4 2 [F—20, 5]
JURETGIREE N LB R

it B ANt iy SR

T A Ay AR LR 16 AR (0 %) 15) 22—l d . BRUER R, S a4 om
0 el 15 AR . 4 mT DUKAREA T s SCEERE e BUSR G, RS BT LU N 43 A PR 2% 3 5 A
TN 4 . ASA SCRFAEAMEIEZE . RADIUS 45 255k LDAP k45 2% (a1 %% LDAP J& I
Wit 2] RADIUS J& ) e LI P AR 28531«

UK

P11 KA HERE > ZEEE > AP/AAA > AAA iFE] > 1.
$12 2 iErh Enable authorization for ASA command access> Enable & i%HE.
I3 M Server Group FHigEhiEH LOCAL .
WA Y )E ARG AN, ] DLE R 2 1) AN iy 2 5l dm 2 21 2 A SR 2, iy BLE e LI
J AR
« iR E ASDM EX B A f e (Set ASDM Defined User Roles) i FH T XA ik S BURR

Z 505 i 7x ASDM Defined User Roles Setup X ifHE. sii 2 (Yes) 1 Filse IR F bk 2 A
. EIEHR (Admin) (15 28R, Tx BT CLI 2 T84 Vi) ; Ri% (Read Only) (5 %%
B, HBLimD 5 {XUAHE (Monitor Only) (3 BB, R AETS ) M43

o i ERE SR (Configure Command Privileges) T3 & fir 2 445l .

| g ]
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B % commands TAcACS: E% B L REGS

A 0% s Command Privileges Setup X iHE. %1] LA Command Mode #7514 thik £ All
Modes LA A E T fir 4, 8t n] DUEFERC BB A LA B 2 el 4. B, ik
Pttt AT DLA 120 SO0 B N A T A A R AN A T LATE ' EXEC Bt
BB EXEC 5 N BARICE R Mo, I e S E A N AT A R A, a] L
43 T A X B R IR R 031

Variant 41 {7~ show. clear 8 emd. %0 LACA T2 1 Ws . WG RREC B R BB R . 4
(P c A S P B0 E e, B R R IE S 2 BN (G show 5K clear B4
2L no B

W Ay A 200, 0 Ay & kN R (Edit). ARG BEE N 0 B 15, HAERLE Ty
S IBRGON . i, wTLARCE T A aaa 2 90, (R AT LURMIC E aaa authentication
fir 4 fl aaa authorization #ir 4 1125 .

PUE MU R ITA fr A T, 1 AT 2k (Select All), AR5 sSdi4w4E (Edit).

S HAE (OK) 332 Y.

$E5  (H[ik) % Perform authorization for exec shell access> Enable 5 ikHE, A2 #H8US FH AAA
o WS BeAT sbak o, W) ASA A REAS A b 2 H P AR 200, 45 BT A7 JeAth 2R (¥ FH - BRA
BE N 15 2.

I AR o S R A o 37 2 D A P /5 B A4 ) CLI A ASDM s i, 55 20 WL,
WIB6 TN (Apply)s
OB S, SO R BB TR E T .

7£ Commands TACACS+ R R E S S
$ 0] DUAE RN 224 U7 IR 25 2% (ACS) TACACSH RS 2% b, A4 sk s Pk A 00 E 3t
ENCE AL, BT =77 TACACS+ IRE52%, 1S IR GSo8 UM T il o am 2 F BT HF I RN
{5 B .
W2 UL N ERERNE 4 ACS 3.1 iRAS IS B A2 FvEN] s Horh R SR 36 A 158 = 5 R4 % .
o ASA BEFFRUA iy 2AE A e A kik, RIIELE TACACS+ k525 Xy A Te & A 5% fir

%,

\}

AR HRA ACS WTREMIE 4 A “pix-shell” A4, W52 BT T
ASA iy AR,

o A S AN Ao BT BN SR o 2, T S TR ECE, per mit 5Y
deny.

i1, 4% f8i4F show running-configuration aaa-server fir4>, i [ #ir 4 7 B N show
running-configuration, #RJ57EZS 4 BUBEN permit aaa-server .

B z=niE
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# Commands TACACS+ 5 2 L EEHS ]

itk Permit Unmatched Args EEHE, nJ DL A VR A BT 46 1 BT A i 2 S50

fihn, A LA E show v, K SLVFITAT show fiv4 o BEUT R 7, IR G
T iy & AR (ARSI S) , HE CLI FMEAE N GESH FED

1 RFREEXSHS

¥ Permit Unmatched Args

114412

AddiCommand | Femowe Command |

o XFTERARER A, WG RAS8, MOAARVEAILECKIZE, il enable st help (i
ZHED .

B 2: Rif BN BRMGS

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

© WA PSSR, A S BT LT THECE. deny .

B, W% Y enable, {HAS fi4 enablepassword, 14 i TEP I enable, 7S TE
P\ deny password. FifiiEH Permit Unmatched Args EEHE, SXFEAHE AC 1 54 1)
enable GEZ W TED

g ]



giE |
B % commands TAcACS: E% B L REGS

3EIESHE

BT - coit Unmatched A

deny pasanard

|

Add Command I Remowe Command |

114410

o YETEMAATHY S AT, ASA ST LA A4 R A0, RG] BN B S H N e A
NI RE & 3% 3 TACACS+ 45 2% .
Bln, RGN shlog, A4 ASA K34 show logging fir4 &% %] TACACS+ IR %5 4. {H
S, KN shlog mess, IS4 ASA ¥+ show logging mess iy 4 & 1% 5] TACACS+ IR %5 7%,
AN K259 1 show logging message T4 . #51] LARC B [7]— N5 i) 22 Bl ik DL Fi ) H:
45 GESHTED .

Bl 4iEEHES

=hoin [T Permit Unmatched Args

parmit logging
permit logging message
permit logging mess

Add Command | Femowe Command |

114414

o U RVFFTA A LU R B A4
* show checksum
* show curpriv
* enable
* help
* show history

* login

B z=niE
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m& TacAcs+ a5 iEi ]

* logout

* pager

* show pager
* clear pager
* quit

* show version

i & TACACS+ A S 24X

T
$IE2
$IE3

$IR4

W3 JH H TACACS+ i &% AL, HH P ECLI EH A4, ASA 2¥5 A R 7 44 k1% 3 TACACS+
R 55 #% LABF 32 fir 2 2 15 R A

185 TACACS+ 8- 4%M2 Tl, 1545 LL TACACS+ G558 B g LM PP B4 8 5% ASA, FEAfi i+
T BT DB A S PR AR S0 B ASA. Bltn, #RNA% LISRAE T iy A5 BRI B L 7 B4 8
o AN, WRES R AMIE

ERSH e I B S 1T 7 IBAT 200, W RAFIC S . WS DA R i e, 8 ] DUE I &R
ASA KIKE i .

TR IR TACACS+ R4 se s hae HonT 5. 0B pt m] Sk 5 5 T8 3 75 24 HLAA 52 2 TUA Y TACACS+
R4S 28 RGN E A TUAIN S ASA HIERETE. Bltn, fEHH TACACS+ RS st p s — AN 51 1
EREHI RS 2R AN — AN SR 1 2 SR IRSS 8% o 1B ] LUK A iy A AU & A 7 TACACS+ JIRSS
PEANT] I [ T v

N4 TACACSH R4S 2 lic B ay 238, iEMAT LU R DI

UK

KBRS > & EIE > HR/AAA > AAA I8 > 1841,
EHRBAGSIHEIRR > BRLIEHE.
M Server Group FHFIRFIERE AAA RS2 LFR.

(A[IE) ST LLKE ASA BiL'E N TE AAA HRSs 45 A T FH A HO Ecds BEAE R [RR 7rvk. Ak, ik
P 7EBR 55 B8 4H HH I A B Aot PR AR b B5HE BE A AE . @ UAE AH B R A P 5 AAA IR S5 A R P
FIARNEN, R ASATRIFA S AT A BV AT AT Fe 7 o VA R AE A o B8 2 A o & A PR
o E
M “BIR” .

A RBBE OHE, ESCR R RIS RE T .

g ]
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B rvurEmpRETEEs

AR M SR E A P B & AR Y
P A SR PR T CLLL . ASDML Vi 10 5 G SERY o DL B W A SR 747
50 S A A5 S R, L0 O S8 0 N P PA

ST SR AN G A A M B E I A B P, T ASIE AT DA A B e ) H A A s (49
T FRIZ U7 1 VPN 5 AAA i) , WAEH T AAA RS 883-4T S e (K 7 s

BOE A T, I RS CH OARNEILAB T P IR B, S SR N s, i
AT B B M A A o B SRR N FH T R PR b P i % DA A B B8 3 Y S5 0 T A% B LSO
FiaZ /i

o {f A HL BB 15 4 CLI 58X ASDM 17 ML & AAA B3 IIIE .

o FEARHE S R e P 4

UK

HB RUOEREE > REEE > FAAAA > HEER,
HR2 FUE LRI S
» Minimum Password Length - i A NI K1 . A7 A Y 3 50 64 A7 5. At/ i
TR 8 AN
- Lifetime- MiABL % A2 JFABER A S0 (SSH. Telnets HTTP) ; #l& 3 LI AR
SR E. A 0 5165536 K. BN 0 K, FRsiAasl.

FEFMEIET 7 R, ARG BEHE. EFMIG, BTN Ui /5. WEEs
WURVI, AT A N A2

RIS R VA B AT IR S NIV A E
o SR BIPERYEH] G I 1 SCE .

* Minimum Number Of - M\BL N85 F5 5 Fe /N F47 4

* Numeric Character -y N &0 A0 B A (1 /N P58 B 3UE N 0 Fl 64 DA R 2 10
BRI 0.

* Lower Case Characters- % N M M B E M NNE /5L BRUEEH 0 3 64 M~
o BRIMEN 0,

* Upper Case Characters - it N & i il BB K/ N KB A58 BRUEEHH 0 2 64 N~
e BROAMEN 0.

* Special Characters- i A\ & L AURAT K NRFIR T4 8. A8ETE R0 0 2 64 >34T .
FRFATEIE LR 78 1 @ # $ % A & * “(7 A1) o BUAMEN 0.

B z=niE
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EE

gxzn ]

« Different Charactersfrom Previous Password - % A\ 8 D0 75 357 35 65 A0 1H 2564 2 7] 55 41 e
INFRFE. AR 0 F 64 NFFF 208 BRAE N 0. FRFIILEC S E LK, BE R
B A ANE 2450 0 PO AT A b HE B RS A0 A o

* Enable Reuse Interval - & n] LAAE (E 8 F 5 2 giAl 3508 (2 2 7 AN 2RI SR ) AHUCHC I 2
3. Z AT H password-history fiv4 DU A EREANH P 4 FRIRCE T i s
HPE AT E

* Prevent Passwor ds from Matching Usernames - 24 |4 Fi] 55 ] 7 44 DU T ) 235 1

(n[i%) %+ EnablePassword and Account Protection & 1EHE, LLELKH] /4 ChangeMy Password
E MR User Accounts A% b B O a8 s . BRIABCE N ZEA] T Al DA F G o AT —Ffo vk S 50
fidhe

R E e D BE I 240 /E User Accounts it P B U Y, R e B LU M AR R -

ERROR: Changing your own password is prohibited

mihi Apply TRAFHCE WE .

T AR S T SR P G T A RO, T B (R B T T Ok B A . 0 RS D
SRS S G0 E, USSR T A 0 S SO ¥ o W ROR i 8 B SRS S A BRI, U ISR vT U e 7 il
B R ST ik

WNE S A TS, AT AR

i

WREHERE > REEE > AP/AAA > B,
LPNIEE 2 R

LN R

BT

M ITE M (Make Change).

PI6 Al RTF IR T SR A B TR

ERINERZRALILE

EROAEOL T, ok Pr LR /A7 90 Ko ATLAZEFI bR, thml S8 o), % 365 K.

g ]



gipia |
B ==emimeion

FHia Z |l
o G PI ACR AL A IR AT s AEBEE R AR A, B B AR B I B g s
WK

s FEFDPIMBIE, ASe kB e I sl A

« U Z R CLIA 775 (SSH. ASDM. HIATHEHIG) i HIAH AAA S BFRS, 1k
HRERE ] T A 7 h 8ok B AAA RSS2 44 0 ASDM B AN RAFAE D Sl >k

UK

FIE1 HIKIEHE Configuration > Device Management > User SAAA > Login History.

#1122 3k Configurelogin history reporting for administrators & EHE. BRI AL K B L IhAE
12 3 % Duration W& K 1 5 365 K210, ERIMEA 90.

PR A SAFGRP AR, AL ASDM B4 i i IS Status £ H1) Login History El#5:

1 T T = - I- T T
12:17 12:18 12:19 12:20 12:21 |
1 M Input Kbps: 5 M Qutput Kbps: 5 ||
docs 15 Jer) & 1/13/17 12:21:39 PM UTC

REAE— A RERE SR AT P (8% P S

B & & 127 nlic ik
& CLI i@ show 4 Z AMEAT A fir & I, FTLOCKR Ik Bk X 31 TACACS+ dik g5 5. 78T
DATC B AR P 8 s i . Fi N enable fir & I ol & H i 2 I d ik
XF Ak, KAl TACACS+ JIR%5 % -
LB HLG )R enable @y Ak, ERAT LA R DR

UK

P ZAEH PN enable fir A B R MK, ERATLL R D ER:
a) WUGERELE > REETE > FP/AAA > AAA i7[E] > 18K, ARJGiETERIEHKIL 2153 A PE
FFEITIEM > BRI,
b) 4% RADIUS 5 TACACS+ 45 #8444 K.
PR 2 BAE ] Telnet. SSH s R AT G Ur 0] ASA A AlICK, 35347 LR 2D 2%
a) 1F Requireaccounting for the following types of connections [X 187, % Serial. SSH /5§
Telnet R IEAE.

B z=niE
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b) NREANERE

b) %% TACACS+ JIR% #5240 4 7K

T $ RADIUS 8% TACACS+ IR 2241 & FK .

HIE 3 B E e A O, WEHATUL R D .
a) {f Requireaccounting for the following types of connections [X 1741, %+ Enable & ikHz.

A ¥ RADIUS.

Ll |

£ CLI i A show Z AMNIATEAT fir 21N, FPRAC K RAIL $] TACACS+ LKk 55 4% -

c) WA Command Privilege Setup %1 i&HE H & X Aag SABRI), nl @ AE Privilege level S 47
Y| F5 i TR B ) ASA A 162 ASA A2l AR T B ARB R 2 51 (1 iy 2> o

$E4 Ll ‘A7
CIK R E O R E, Ok R RIS ATRCE T .
N A | K
MNiERRE
ERLUERUN, YT P AR CLI BRI IEN, mlAsS e B Y ASA CLI. 8%, #=)5
ASA BV R E V). HE, MEEBELMRARE, WAl GESiisie.
NFRFNH T H WA E S LA S 0] AR
= 1:CLI B BT ASENSEES
IR BEEH 15t BA fRRFE: B fRRFE: B&
ARy CLI S0 AE | RAEAHESGFE | WA s | B S S0 aaa iy | S 1E NS HMLE 5%
HRECE . R, WMEsTERES, |4 ASA. B UUMARG AT
I H TV AT H [¥) B A 1 S RS I
J1
TACACS+ ¥z | RSB | Wk ALV A, |1 SR E SR AAA |1 WS AT ASA LM 4%
754 Ui, BB | WS CiR S sl ez . et AN TE A T e )
TACACS+ CLI | T HIHE TR | MER S 2 WAMSRERE Y | i WS,
A TG ASA.
Cialls BHVE, XFPEEEA S SN AT 25 ]
TENR 2% 85 56 B IR i -
RADIUS CLI £ L 1 S HUBTNC B M 2%
SF R o v
2. WG AR I [

B, RS A
A5 55 455 R P IR ol
IE o

g ]
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gipia |

ThE SEEMH 158 MRRTE: B RRTTE: B
TACACS+ w2 #% | BLIH LB | AR, {HIEM | 1858 TACACS+ RS2 H 7 | 1 &0 WA LB 5%
R BRAGH 2 ek | S5 & S ok F | ASA. T LU BRGHAT 2
AL S T4 A ] TACACS- Ilﬂ%ﬁgiﬂ‘%%%ﬁ:ﬁmﬂﬁ;ﬁ
Pz W5 25 W e | e P8 T U i
WASA, WGy | P AEIEE TACACS
JEEEEM aa frd. |
A S HAL EULBAT LR | A AT, (ERRE | B E B S A aaa fr | & NS BN G 5
BRI B | S RIS EE TR | 4. ASA. T DL R GEHAT A
*. TSRO ) 5 50y 175 5 5 7 4
5l
4593l Az 32—
WS=g i ()

* Monitoring > Properties> Device Access> ASDM/HTTPS/Telnet/SSH Sessions

T # A& 41 il i ASDM. HTTPS A Telnet 21532 10 FH 0 (3E 2R . 2545 ID AT IP Hudik-.
WIEWT TR B 2 0h, 1 AU BT FFE TR (Disconnect).

TGRSR i P2 EBRIRS AR AR NI AL s, BN
HMAC. f£HHHMAC. SSHZIHID. P48 HI R0t . BRI EHnT ). L5040 15 4
ST DA R g fi — VR BT (R) o A B PR e s, 1 AT W R E$E (Disconnect).

* Monitoring > Properties > Device Access > Authenticated Users

LRSS IS AAA IR 25T S U PRI P 4. TP ik, 2h4& ACL. AE3GshiE
CUn BAG) g #mt

* Monitoring > Properties> Device Access> AAA Locked Out Users

IR A A B E AAA AR I P 44 2238 B 0 BOIE 1R AR I 85 DA S P P e 1 IR B
WMELE RS R E L, il T ERRIEERIPIRE (Clear Selected Lockout). 417235 B8 & 1]
i, 1 R TERRT B $IE (Clear All Lockouts).

c TE>wSTRE
T DR B RTRS A A AR A A S I P AR SR

B z=niE
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gmpaneies [

EIRiFe) BRIt R

* 2. E®iFEH RIER

THRERFR FaEA LR
CiscoSSH HEFHLAE Ay BRIA B 9.19(1) BUEER AL RO A} SSH HERK .

BT/ B A LI

g BE > REEIE > E Eipn >
ASDM/HTTPS/Telnet/SSH

ZiE R, BE > REEIE > SSH #i.

ARl 524 SSH A Telnet 9.18(2) TSR] LA NI IRl D 1 LU R Zhisg
* SSH

* Telnet

BriAE M4 . interface loopback. ssh. telnet

e . BEE > R&IRE > ENIRE > #0 > RENE
A

7.19 SN T ASDM 32 EF.

| g ]
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gipia |

TIREAFR

L RA

SRl SSH Hidk

ASA ] EA47 SSH HEARIET SSH %42, BILAE, #mT LIk $E A o
T OpenSSH ] CiscoSSH itk . BRINHERLRL N ASAHERL . JUR}
SSHZ#¥:

* FIPS & 8T
 EWIEH, EAEK B BRI IR X ST
WV, CiscoSSH HERSASSZHE LU I fig
* M VPN I SSHIERE B oAb 1 G R )
* EdDSA ##1x}

* FIPSEE N IRSAZ XS

R T EIX TR, N4k ASA SSHHER:

CiscoSSH HEFE AT SCP T fEmE B 481k EAH ] ASA COpy AL
{5221 SCP 45w BN SCP R 45 # &= il STk, S8 L ZiifE ASA I
3 SCP %5 #s 7 W/EHLA I SSH Ui IR ALK

B/ B B R

g BE > REEBIE > E Eipn >
ASDM/HTTPS/Telnet/SSH

« ZIE R BE > IRFEE > SSH #ik.

AR B E S

9.17(1)

ASA ] DAFE G 53 S R MO B ] e B R B e e e ik . e hfg
ANIERTRERG A 15 (A bah, PR e einsie, |
P BRI . BAE, FPAE 10 ﬁj\@l‘f%@ﬁ’ B
B 7E 2 BTl I clear aaa local user lockout i 4. RRZE 5N 15
(1) FH P LA b 52 8 e 1 T () 3 o

HriM& 4 : aaalocal authentication attemptsmax-fail . show
aaa local user

SSH Fl Telnet 254 57 47

9.17(1)

AHLT P VAL SSH ER Telnet 5% ASA I, RS AbATTHE
MU R RERCEIL)S, RAER PRI T I OS5
B2, Wi ASA FH g, WRSEARSTRTT, R E ke
SEARE W .

TEVER, AT A A - B RS (B VPND A2
HI7E SSH Y, Telnet 5 55 HH ) B LA TRD BT 560

B AE Ay 4. show aaa local user

B z=niE
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gmpaneies [

TIREAFR

L RA

SSH 2 4=k Btk

SSH BUAE S AR 2 4P etk -

o EHLEPIRE A - cryptokey generate {eddsa | ecdsa}. [ T RSA,
TATTIERG I T % EdDSA Fl ECDSA EHVE AN S RE. e
AL, ASA 222 X% LU RINFPfiH]: EdDSA. ECDSA, %A
JE & RSA. WiRA# ] ssh key-exchangehostkey rsa i 44 ASA
A CHCE A AT RSA 4, WA Z0AE B 2048 A7 50 5 v A7 1) 25
He h TRBTHISANE, DA BRON BN PIRCE N,
ASAA AT AV NIRSA TN BH . RSASCHPREAE S s hioA o
MBS o

SRS WA - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* %53 -ssh cipher encryption
chacha20-poly1305@openssh.com

o AT 4 SSH A 1 - ©MFR ssh version 4.
BTG U 2 LI

c BB > I EETE > EI8iF9 > ASDM/HTTPSTelnet/SSH

cBLE > IRFEE > EREE > SUNER

c BLE > IREEE > 5% > SSH &5

SNMP (1) H# 15 )

9.142)

FERC BB VPN BEIE RO BRG] I, A0 8 WL U7 1) 8132 rh A 55
HMEREZ LV TP ik, AR D4Rl R E] VPN 25T %242 SNMP &)
(1 VPN L 1) — 870 o

HTTPS 75 R 13 &

9.14(1)

BUAE, #ATLLN ASA [FT4T HTTPS M85 % & 2SN,
ASDM. WebVPN FIHADLZ 5. LART, A#iH] http server
idle-timeout fir4 H RSB ASDM 25 PRERINT o 21 S [ I 450 58 /8
B, B AT

PSRRI BE > REETE > B1EihE >
ASDM/HTTPS/Telnet/SSH > HTTP i& & > #4157 IH #8AF & A

SSH i S i A $2 e XK 224
P M 3¢ et 1 e 0K 0 P 471

9.13(1)

SSH INE5 S ELAE T XANFE (B2 el s 224tk ) wese it
I e B AR P 5 o RS, e MR 2
IR A Y, X R R 2 A B B U T e e bE
i,

BTG ) S PRI

BE > IRFETE > 5% > SSH 14

g ]
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TIREAFR

L RA

AN R AR B A 13 SSH % EH AT bt
7

T AZAE Admin 15 5tHP S SSH SRS He, BT Ay HAh AR 506 4k 7K
.

B AE M)A, BRE > REEIR > E1HifE) >
ASDM/HTTPS/Telnet/SSH > SSH 1% & > DH Z4$A 35 it

AR 5 I 7 2L 2 enable # 5

9.12(1)

enableERINFHIL A2 BUAE, WHRE A ASA ik NFFAL EXEC

1‘5‘52, RYi4s Ejﬁﬁh%}ﬁ%ﬁ&% ANE DA IANFREE, A
ek 0 B 4% . no enable password fir 24 Ja AN S S H

7E CLI Y, &0 LUE ] enable iy 4. login 4 (P BURR 251 3

2 %L B 83 SSH B Telnet <314 (15 J5 A aaaauthorization

exec auto-enable) K NFFA EXEC . oIS B P 7%,
T HB LNV BN

{ERAEX > ASDM I, TUSA IX I SCR A R 2Kk . BRIATE DL T
£ ASDM ', &I A 44 A0 enable % 5 BT 65k

ARAE BAEAT ST

R B s PR

9.12(1)

IJ“T , TR ARG BV R PSSR A P IS i BN B L

SUH R . DAAT, SRR E VR &b IhIhReA &
ﬂﬁ?‘zﬁ%J Sifie TEVEREME, 2T, W KHTTPS
SUHHUEE R S, WIGERE 168 Ak, RAEME DA
% quotamanagement-session iy %, % BETE I S E TP T Ik
B B, BOICERAITECh 15, WRECKHHRE N 0 LR
HD BOKT 16 WME, EFHRA&NT, IbES BN 15.

BB R BE > REEE > BBipE > EEIEE

BB IR 28 ) B e

9.12(1)

WA, EEFZT Ui ALUR (aaa authentication enable console) % 1t
VFH TR EXEC Vil (aaa authorization exec auto-enable)
Jes AR AR UT TR A RO OSSR KA, ASA
e D RRTATS G|

B A S BT

WK > BRAHLIERES

B z=niE



| &m=ipia

smpaneiis [

TIREAFR

L RA

SSH 453 22 41k

HZ M LT SSH 224 itk

« 3 ¥ Diffie-Hellman £l 14 SHA256 29145 4. M5 H BLAE 4y B
WEH. SETTERAME N4 1 SHAL.

* SZFF HMAC-SHA256 523 s . BREIIAE & m e et
fg4H (X hmac-sha2-256) . ZeRiERINE AN AL,
BB A 24 B
- BLE > BEEIE > B2/ > ASDM/HTTPS Telnet/SSH

BB > IREEE > 5% > SSH %83

SVFRET IR Y28 1 HTTPS %8 ) i iy
i) ASA

9.12(1)

HAT L AP T-JE W Y 28 1) HTTPS % 7 iiiji il ASA _F ¥ HTTPS
% BRAEALT, f°ir ASDM. CSM I REST API.

B T B
BLE > T > 6 > HTTP eS8 &5 ik 43

RSA A% 32 Hr 3072 %4

9.9(2)

T AL T IR A B0 3072,
Pz e il BRE > IREEE > LR EE > SR

KA RE LML (BVI) L) VPN & B 15 1]

9.92)

BAE, WRAE BVI BT VPN management-access, 1 LL7E %
BVI | & BERS: (5110 telnet. http Flssh) o % T-3F VPN %
PRYT ], NAE PR G B b gk R B X IR 5

B A M)Ay 4: https. telnet. ssh. management-access

O3 H SSH A 1

9.9(1)

SSH A 1 B3, RKKRAFHRAIT. BIANKE S M SSH vl Fl v2
BN SSH v2.

BT B S PRI
- BLE > BEEIE > 125 > ASDM/HTTPS Telnet/SSH

g ]
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TIREAFR

F A

L RA

XHET SSH 21 5 A ik i) 7 ALRAT
B IR 7 23 GV BEAT IR B 473

9.6(3)/9.8(1)

11 9.6(2) LARTHICA Y, #5763 1] SSH A H A3 5 (ssh
authentication) i, 1] LA DA BRI T A 7 £ 2R 1K) AAA
SSH & 17Kl (aaa authentication ssh console LOCAL). £ 9.6(2)
W, ASA ZUREEH)G ] AAASSH S50 1E . ZESLRARAN T, TEANT
W WA ) AAA SSH S50k 4% ]l ssh
authentication iy &1, ERINFHL T 2 A Al FH IS 2 5 43 56 UE 1)
JUR A ISR BEAh, 7EWIHINCE AAA SSH AR R IE,
IECE R AOEH T RS~ 4, F Har AT H AT AAA Ik
22851 (440 aaa authentication ssh consoleradius 1) . 1,
SR PoaT DU A S E (R AR, A
WA P A543 FH 25 5 F1 RADIUS .

ST CGRIP

o R

9.8(1)

BTG UL, Ry il ok RA7 90 Ko W LA ThRE, Bl
SRR ], % 365 Ko 9K —FhelZ A 27595 (SSH.
ASDM. Telnet %) Jii HIAH AAA B RAERT, BLIhEAEH T
A P T 44

FINTUUR Il BE > IREEE > HR/AAA > B RHLIER

SR A A LS AR  EA A
JFH 7 A2 UGG PR 5 1 s B SR s i

9.8(1)

BAE, WTLZS BRI LN (2 740 , ErTLZE IR
NEESE S VAR INHIUE I LR

SIANTEURRI: BB > R&EE > AF/AAA > B

ASDM [1] ASA SSL JI 55 #s#= L AD

9.6(2)

TR AT S S0 E) ASDM H P, S8 IAE ] AR UE TS
LR B VLR .

BT LU B E > IREEE > BIRE >
ASDM/HTTPS/Telnet/SSH

SSH 2~ 91 5 7 Y ik etk

9.6(2)

SRR T, AR SSH A8 S 4y 5k I, af LIS 53 T
FETACHL ] P B0 5 1 AAA SSH SHIIIE « A EIE OB H,
IR B AAA SSH BB IGAIE . BE2% FH P B S oA &
AH, BUAEREAT LA AR i SUTAT S 0S  H F 44

BT LU 2 LI

BB > g &8 > &85 5 > ASDM/HTTPSTenet/SSH

BB > IR&EE > HPR/AAA > BPIKA > Nin/4iE R PP

ASDM & BRFZAL

9.4(1)

FRAE A LB A HTTP 15 A 55 Telnet £ SSH 7 ) i B 4 FLFZAL .

B T UUR SRR BB > R EEIE > FHP/AAA > AAA ifE) >
1712

B z=niE
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gmpaneies [

INREBFR TERA  |iERR

WEF L E ) ASDM H 14 9.4(1) 24 )5 H ASDM UE S 4356 3F B, vl ARC S ASDM MAIE 542 HUH /-
ZH TG BT AR HBLE SR R L P 44 B 7e Th g
SINTLUR I BE > REEIE > E1iGE >HTTPIEB M
.,

SCHE IR — M 50 B 43 A 9.2(1) H T2 BOBUR F i # 51 a] LB SN B C) S 400 501 e UE— Rk

N EXEC #55,. aaaauthorization exec iy 2T hn T

auto-enable £ .
BT LUR SRR BCE > WA R > H F/AAA > AAA Vi) >
BB,

Xt IPV6 [ HTTP 5 5E [ 32 FF

9.1(7)/9.6(1)

PIAE, 1Fh ASDM A BTE % )7 i SSL VPN Ji B HTTP 52 [ 3
HTTPS K}, 7% 2 ARSI & 5 7] 3] TPve ik,

[ DU RSERIN N T IhE: BE > REBE >HTTPEER

AL E SSH N fl se FE vk 21

RLOZ 02028

FH P Al 7E404T SSH % %Iiﬂﬁzﬁf‘fﬁ%ﬁﬁ JEATHC & HMAC F1
I R AR AT P Sk . MRS N, S AT BEAS BEK S AR 1S

SN BEAN o TR ,ﬁ/ﬁ’E%JB’JﬁﬁEﬁB/\Eﬂ{J&?F)ﬂiﬂ%
Fnag . BOATEOL R, ASA AR pg LA R Horp—Fh &

3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctro WIFIEFEA LI ZE— PPk (Bdes-cbe), WIPERE S I
2T 128-cbe 5 5 M5V, B, B OB 75 IR & h, 1A

ssh cipher encryption custom aes128-chc.

SINT LU R B#%E: Configuration> DeviceManagement > Advanced >
SSH Ciphers

SSH ff) AES-CTR Ji 9.12) ASA ) SSH IR 55 4% Se ML A1 3 FF AES-CTR BN

ARt ) SSH. T/ e £ Il I 9.1(2) FEMERZIN A 2 60 7345 sOER SIAS] 1 GB Ja, SSH LR
B o

R TAEZ BT 1 ASASM, 305 | 8.5(1) BRMNZ A ST A E 2 ASASMURER £ RGHIATE

MASHHIHAT Telnet Rk R £ L4473 [], fEUR AT AR BE D305 53 P G B 5 0 T I I S

BE

SEFIASBAAR P, SCRPRFLIVE RIS | 8.4(4.1),  |EJHASOAGHR FERCE T CLI 5 ASDM 1y [l 5 Sk T, WL

Wi 9.1(2) T P 27 R SRS R B P P 41 5 I 1)) S 5O T J P B R A

90 a1 g R AR S D5 PR e /N 7 A B

SINTLLURB#%:: Configuration > Device Management > Users/AAA
> Password Policy.

g ]



B =eiameicz

gipia |

THRERFR FEMRA | EA
X HF SSH A&y KiiE 8.4(4.1). XT5 ASA (1) SSH &2, ] DL TR 8 A& 45
9.12) ke AR E AP (PKF) #% 20 % 9] 5l Base64 #4/]. PKF
WK ATIA 4096 . X Tt T I KM S 20 ASA ASCFHEH]
Base64 1% (PR 2048 ) (%4, 18 PKF #5:.
FINT LR S
Configuration > Device Management > Users/AAA > User Accounts >
Edit User Account > Public Key Authentication Configuration > Device
Management > Users/AAA > User Accounts > Edit User Account >
Public Key Using PKF.
IAE 9.1(2) S B b A 525 PKE 2 81A% 5
S FFFT SSH S AT #e i1 8.4(4.1). O8N #F Diffie-Hellman 41 14 #8417 SSH %425 #e. VARG, R
Diffie-Hellman 41 14 9.12) FrA 1.
BT BA R BES: BCE > WA B > BRI >
ASDM/HTTPS/Telnet/SSH.
TN A T KA 8.4(4.1). T DL & JF % ASDM. SSH il Telnet 231 (K45 K& & .
9.1(2 .
@ SINT LU R Bi%E: Configuration > Device Management > Management
Access > Management Session Quota.
$ew 7 SSH 224 k; AfESCRE SSHER |8.4(2) M 8.4(2) JFhfi, H#ETCIEFHE I pix 5 asa F 44 R s 2 A i ok

W 4.

SSH &4 ASA. UnE# [f] SSH, WAZi# i aaaauthentication ssh
console LOCAL fii4 (CLI) B¢ “HiE \> W& EH \> H J/AAA \>
AAA Vjla) \> S5 E (ASDM)” SKACE AAA SRk AR5
T username iy 4 (CLI) BUAKKIERE “PlE > 45 H > H
FUAAAN> K 7 (ASDM)” K SUARHEHT o W B H] AAA
MR 55 B A S A MO A U PEREAT SO S0 AIE R SN A Ml B 43 56 I i
BRI

B z=niE



| &m=ipia

gmpaneies [

THRERFR FaRA | LR
BT A 7.0(1) FINT IR
FINT LUR B

Configuration > Device Management > Management Access >
ASDM/HTTPS/Telnet/SSH Configuration > Device Management >
Management Access > Command Line (CLI) > Banner Configuration
> Device Management > Management Access > CLI Prompt

Configuration > Device Management > Management Access > ICMP
Configuration > Device Management > Management Access > File Access

>FTP Client Configuration > Device Management > Management
Access > File Access > Secure Copy (SCP) Server Configuration >

Device Management > Management Access > File Access > Mount-Points
Configuration > Device Management > Users/AAA > AAA Access >

Authentication Configuration > Device Management > Users/AAA >
AAA Access > Authorization Configuration > Device Management >
Users/AAA > AAA Access > > Accounting.
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