afran]n
CISCO.

ASDM F#31: (E#ASARFER#EIEASDMECE 15 7.19 ki)

H&#mBER: 2022 4E 11 H 29 H
&S BER: 2019 428 H 28 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “ASIS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:

https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2024 Cisco Systems, Inc. {4 i3 AUF o


https://www.cisco.com/c/en/us/about/legal/trademarks.html

B %

lvii

Jt

il

%FAig
SR F bR
HISCRY
Sk

A WS FIIALG B

lvii
lvii

Ivii
lix

1B ASA NI 61

E1E Secure Firewall ASA &% 1
ASDM Zisk 1

1

ASDM Java 3k
ASDM HAEMEH W] 2

WELFFIR A F AR 5
VPN #fe#E 5

B RE 5
ASDM 7.19(1.95) [ LhRE 6

ASDM 7.19(1.90) 1 /)87 T g
ASA 9.19(1)/ASDM 7.19(1)151 1

6

B Kt DI aetEik 9
AR 9
SUIBURPILTE Wb WAREE SRR
N NAT 9
Ry P B 9
¥ F HTTP. HTTPS &k F

vy Bl
=

6

i
9

TP iljE 9

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

A 10
IV QoS g 10
BB IAD TCP JYufk 10
Je LB 10
B K AR LSS 10
ARSI 1

VPN Djfieftid 12

LN SME 13

ASA BREREIE 13

RIS FERIEIRSS AL SEIR S 13

% 2

i

ERAANIT 15
Vil AT S AR El G 15
Vil ISA 3000 4%iHlE 15
i In] Firepower 2100 1> 5 B0 5 16
Vi iu) Firepower 1000, 2100 i £ #5F1 Cisco Secure Firewall 3100 ##l &
Vi iH] Firepower 4100/9300 HLAH _[-1¥] ASA #5520
fi' & ASDM Vil 21
AT ERINEC B E 1T ASDM i) 21
12 3L ASDM il 22
JFi5)) ASDM 24
2 3L ASDM #:1E 26
4 ASDM “ZHe 5 HiE1s 26
40 ASDM LB A A7 26
B4 Windows 1) ASDM AL ‘& W17 26
40 Mac #A4F REUH 1) ASDM BLE N 26
) EVARCE 27
WAL BN S 28
W ASA Virtual #iEE 31
Firepower 1010 ZRIAFLE 32
Firepower 1100 ZRIARNCE 33

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

18



Fi

it

Firepower 2100°F- & 1 zCER A BC &

Firepower 2100 % # B A BRI L E
Secure Firewall 3100 BRIAFCE 37

BN |

34
36

Firepower 4100/9300 LA BRIAFLE 38

ISA 3000 FER AR &
ASA Virtual 355 id &

39

40

4 Firepower 2100 ¥ B A A 8CF G 42

TFHEN S 44

£ ASDM H i an AT i L H 44

A AT S L 45
A Lo ASDM 2 [ i 4

R e B SO kL 46

ASDM B RmE 47

T ASDM H " St a1
S/t ASDM FH /" JLiE 50

SCHL 51
A 51
AR 52
THEH 53
)35 54
Window 2 H. 55
=K 55

THE: 56

ASDM Assistant 57

REE 57
WAL 58

Wk 58

w42 59

AL 59

ASDM % i i Ak D g

61

ASDM F## 1:

45

(BRI ASA ZFEAREASDM B Em 11910 [



B ==

AR BIFR P TEE 62
JE Y JE DR P B S RF 63
HLCE 63
TER CRBAANTES) 63
AP TR LT~ 63
wafE DA 64
LIRS 66
VPN i % 66
MR IR T b 66
RAEGPREE R 66
MR 66
BB ASDM R 48 HEW A+ 66
Bis K Kl T ARG R 67
TEBAR A 68
B 10 Z5 U5 iR FUN ks 69
HEASERT I HPIRAS RS 69
SYN Brili B2 BRSRT 10 MRS Eik% 70
i 200 & BHLE M 70
FEA SERT VAR 2% L e T L 2 i Th BT RS 70
SERFRERNI AL IR 70
BBy K BE PR T T~ 72
WA ZAREIR 13
N YL 74
ASA CXUIRASEITR - 76
ASA FirePower IRA&LI |~ 76
FWER (R T
& X ASDM HiE 78
{liHH] ASDM Assistant 17122 80
AR R 81
AZLF L 8
CRIE ML F S 81

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Bl |

ANZSLEFMA T 82
ALFFAES T MR 82
ASDM CLI T HEALZHZHA M @4 83

F4E VFAME: FF I1SA 3000 97 St ERIF AT 85
KT PAK VFHTiE 85
T ke (MVFnl il 85
KAVFAIE 85
BT[] VR AT HE 86
BT I ) VT UE O AE I 86
BT IR P VF AT UE VI #8 TAE 770 86
T VE AT I () AV AT E ) 5 9T 7720 86
B BT IS R I VE AT E - 87
BT IR VTSR] 87
VFRIUEBEY] 88
Secure Client Advantage. Secure Client Premierfl 1 Secure Client VPN ¥ 1] iE 88
JLAth VPN VFATIE 88
HIFESAN KA VPN i85 88
VPN g1 89
fE45 VPN VFrfiE 89
I VERTE 89
TLS fREI 1 S EL 89
K VLAN %5 90
L5 Secure Client =iV ATIE (AnyConnect 3 S HLRA) 90
MRS 90
TR RS VP T UE R AN A 90
Wl & I F B AR BV TTE 9
TBE R B e A 2 TR (IEAS 2k o
THE SRR 92
TR 92

VEAJ IR Win) @l 92

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

PAK Vi UEHEN] 93
Ml E PAK VFRJiE 94
WGVERTIE PAK JESRINEOE 9] 98
SRR N2 VFATIE 96
Wam e Y] 98
fid & L= VF A iE (Secure Client 3 S HLRA) 99
KPSVl 99
KTHLZVF RS HMS 55 99
Z N AR5 #45% Z TR R84 ) 7 100
RKPHIZVR & RS2 101
OB RS ALV RTE 101
NS HEH 103
HCE AL VPR S5 4% 103
BB IV 2 5 H A% R4 103
BN SR DIREVETTE 104
TS VEATIE 104
ISA 3000 VFAIHETIHE 104
i PAK VF AT UE 105
AR VEATUE 105
IS VRATE 106

PAK ¥ A UE  Hd s 106

5= WAE: EHEREIFRT 13
KR BERAVEAT 113
Firepower 4100/9300 HLA 1= ASA (B feiKAF 10 114
BRI E AR, 14
B 14
KAVFAIETIEE 14
BRI B AHA 118
F PN S B VE AT IE RN % 118
PHEVFATE 119

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ez W

RTHERRRI I FIVFATAE 120
Secure Client Advantage. Secure Client Premierll 1R Secure Client VPN 1] ilE 120
Fofls VPN X AEA% 120
VPN X EER AL, PFrakil 120

I UE 121

EERFVFIHE 122

TLS RIS 1 A% 123

K VLAN %8 124

)™ W 2 i il E AR VR T UE 124
MR R ok ASA JEREVFAIE 124
ASAv B VAT IE 124

Firepower 1010 [V UE 124

Firepower 1100 [FJ 5 FVF vl iE 124

Firepower 2100 [{) i VFn Uk 126

Cisco Secure Firewall 3100 [ Faf 2 VF il e 127
3% ¥ Firepower 4100/9300 [ VEATUE 128
Cisco Secure Firewall 3100 ] ASA FE#F Al UE 129
ASAv ] ASA SERFVFRTIE 130

Firepower 4100/9300 ] ASA £EHEVFATIE 131

R A AT

BRI

FIHTHE S 132
T 285 KRR A H R AT HE 461 132

FRAVERTIE TR A 2261+ 133
B REPAFVFRTAEN] 133

AT

FIERIAEE 133

ASAv: FCEBREHAMF T 134

ASA Virtual
ASA Virtual
ASA Virtual
ASA Virtual

o BOE R BRIV 134

o VPRI E AR RE A RS 137

. MCE S HIFERE (MSLA) B B84 7] 139
: BUEUKAVFAIETR 142

2235 ASA Virtual K AVFATUE 143
(A[i%) %R ASA Virtual 7K AVFAIE 145

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| EE

CR[3E) B M ASA Virtual CiERIFIAHL) 146
(F3%) 829 ASA Virtual ID UEFS sl rUESAL  CRORIAL) 146
Firepower 1000, 2100,Cisco Secure Firewall 3100: it & &4 4R -] 147
Firepower 1000/2100. Cisco Secure Firewall 3100: it & % M8 GEAAF VAT 147
Firepower 1000, 2100, Cisco Secure Firewall 3100: it & & e 485 FE RS A 7] 151
Firepower 1000, 2100. Cisco Secure Firewall 3100: [t & /K AVF ol UETiE 153
%% Firepower 1000, 2100,Cisco Secure Firewall 3100 7K AV Al 153
(nli%) JRIE Firepower 1000, 2100. Cisco Secure Firewall 3100 7K A VFH[UE 156
(A3 WM Firepower 1000 2100+ Cisco Secure Firewall 3100 CHAUFIAH) 157

(A% 2244 Firepower 1000, 2100, Cisco Secure Firewall 3100 ID UE 5884 il UEFZAL
FAAH) 157

Firepower 4100/9300: i & %7 e kA1 1] 158
BARUSIVFRUE 158

ASA Virtual 159

Firepower 1010 164

Firepower 1100 &% 164

Firepower 2100 %41 166

Secure Firewall 3100 &% 167
Firepower 4100 169
Firepower 9300 170

FEANRS VR RE PID - 17

IRV 175
A VEATUE 175
ARV ATIRIRAS 175

BRESAF S B 175

WM A4 175

B REER AT BEAR V) € A 176
ANEHUIRE 176

Smart Call Home FERE Wit 177
BREVFITUFUE PR 177
BREBAF VR Pyl 178

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



BN |

s

#6E B481% % Firepower 4100/9300 181
KFH: s

PR BT 18

PRI 182

FXOS #% 1 5 N HH% T 183
KT 184
MOTFEERRZ G 184
WEPERTIR AL A R T PR 451 184
B HIAE R B ) 185

B LR HE AR ] 185
BRI AR 186

e ] P PRI SRR 44T 186
FCEFZ 186

JE T AR 187
MCED L 187

V5 I EtherChannel Ciiij I 1JHE) 188
BB IZHE B 190

N INARST. ASA - 190

s nE el IR 192

T ASA WH A% LR 193
RPN ARG 194
RSPy il 196

18 BRI R AR 199
KT B ki 199
KT P& B KEEE L 199
KB KB 199
12 25 A HTE W K 200
P 200
FOVFEE A D) el i 5 200

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

KTHT4 2m
KA REAF% 1 (BVI) 201
EWIPT KBS AL 201
B KA AL R I AR 2 202
i i A A SRVFIU R 203
FOVFES 3 R 208
SR MAC Ml 204
BPDU AbH 204
MAC itk 5 A4k 204
B AR AA SRR D RE 208
B AR MR SCRFI DI RE 206
NN a )
By kB ACHEN 207
BB SR CRBAD 208
Bk i sl 209
K e S A0 T b B KBS RC R ) ASA 209
DI P i 1) Web %535 210
SN U7 IR DMZ L Web filR%54% 211
PEH P Ui DMZ E ¥ Web %5 %% 212
AN P Sl N ERL 212
DMZ HI /2805 ) A B AL 213
sl B IP kb 214
PR P U7 ) Web JiRgs 4% 215
I A NAT i) Web JIiz45 %5 216
AN U7 i) R 4% E Web %525 218
SN U R AT L 219
By kBT sk 220

8= B#ES 223
Vil Rz S 223
JEA B ) FAEN 223

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



S ES

s

]

9

B 3 hE A 223
BRG] 223
SEABLE 224
BObisE 224
MO E (BB 224
ANEREE CIBCE - PPPOE (B il #pat)
FHLIP HhhECE GEWR 224
FAbE s 224
Al 224
DHCP %545 225
Hhhk#e e (NAT/PAT) 225
EEYT AU 225
IPS JEATLE 225
ASA CX FEARLE (ASA 5585-X) 225
ASA FirePOWER S ALY 225
I XA B E 225
HE TR RS (i) 225
JAB) ) AL 226
JABNI T il 226

SR AT R 229

ZIEFRK 231

KT=25 21
ZA RN AINGE 231
TR ACE S 232
ol s 232
RGNE 232
HHRIE 232

ASA WX H it 2 232

TR 232

224

BN |

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

Ko 233
RN 235
Xf A B B ) 236
RYEH AV 236
THRE BT 236
EIE AT HING L 287
KT 237
L 237
TR 237
BIAK 237
LT T80 238
FHIAZ BRI g 239
T MAC Hihil: 239
Z A5 SR MAC Hbdik 240
F3) MAC Hili: 240
VPN SCHf 240
2N s 2a
LG SR SE R AT 242
2 SAHEN 242
N FRABON R E 243
a2 24
JA AR H] 21 5 244
2 A S 244
PRI s Ao 245
PC B ] T BE U BEZE 246
Mo E 24l 249
H 341 5t F 40 MAC Ml 252
TERG SRR GEAT 2 M 2 ) S 2 252
s 253
kR 224215 283
HSUE RS 5t 253

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



BN |

Hkz 4t URL 254

FOR N LA St 255

T RLVE BRIC E R TR N4 255

T RS I SR ERT N 256
st 256

AR SR RAL A 256

AR ML) MAC Huhl: 258

TERGNCE T & F MAC Hihl: 258

AN =P MAC Hihl 258
2 SR A sk 259

#10 % B EEBRIS A A 263
KT 263
PR 263
Wb R ER 264
2k 264
BAFESR 264
VFAJUE2EK 265
SRS FIRAS W b A R B % 265
Wb R R 265
RATBE R R, 266
T G e TR A R B 267
MBS P MAC HhbEAT TP Mkl 268
TOIRAS BT MRS TS 269
TR HE T 270
RAHPEHF 270
WAL A ER  2n
B ASAv HIPIHFA1EEK 272
WAL ISR 212
BARIBAPROUE 272

POy 213

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

MR I R] 274
BeE 2L 215
EATRCE S 218
AR 216
2 216
config-sync fifk. 2717
KT T/ b # - 218
/4B AR F /& RS 218
AR B e 218
Wb R i 279
KT/ E R 280
TR L 280

FO A R AL 1) /A B A (o AN B T/ HPIRZS 280

JA B R RS 41 3 F i i 280
WL S 281
MR VT 282
WBE R UEN 282
BT BRI 285
W 32 /4% W s 7 288
M 4/ P b e 286
PO ] Ik R e R 2 K 288
W B R PR e A 2 A I 1 B 288
Fic 4 11 i 45 R0 4% F ik 290
P R R R SO 0 S (3 /A A D
R R 208
BB B 293
SRR R 295
SEHI e Hs 296
WAL 7 297
R E N E 208
s MR 298

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

291



ez W

AL R 298
RS R HGTHE 298
R R A B 298
SNMP #Fae B Kl 298

R IRES 209
RY 299
MR 1 RIS 2 2 299

HBE RS I s sk 300

KA

1= AT S AMESEEE 303

KT RILB PR IERET 303
KT EM/A& O #bs e ts 304
FARB A ORE /A& RES 304
bR ALIE R 304

WA Hello ¥ 5. 304

JABNI B E 305
MRS ST 308

HENPRIFR ] 306
AFZ I BE R V] 307
AIE TR R ERAE 307
T Microsoft Azure "H1[] ASA Virtual = 7] i 308
KT Azure RS 4K 309

Azure T[] ASA Virtual /o] FPERCE 25K 309
WO /A&y W e 7% 310
BCE W Ik bR S H 312

NCE Azure PR 312
FHAL PSR 313
SRR 313

SFTE L 314

YUE Azure BHOYIGIE 314

WAL 315

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

B FEFSIRAS 315
bR B 315
NI AL D ik 316

12 E

£ i Cisco Secure Firewall 3100%F2 ASA &8 317
KT ASA SEHE 317
SERFUTR 25 317
Gelbrin: 318
FIFHRFACE 318
PERIFIE T A 318
Selrzn 318
GetisthileEns 318
MCE S H 318
ASA FERFE L 318
EHMZ 319
HHE 319
PRI S B RSB 319
I EPISLE 320
ASDM EHEE 15 TP sk RUUHE 320
uli R AEAE 320
ASA EFFVFRTIE 320
ASA SERFELR AT 1F 322
ASA SBHFEN 323
e E ASA 57 328
HOE G 328
4T LR R A I B 1 329
KT AEREE 329
AT A BRI AR B P B LA MU 333
FEAE i Ve as BRCE A DR 334
(HERE: RS R L) AR L E i
A8 i o] I ) R O BN SR 340

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

336



BN |

o SCEETHRAE 343
BB A ASA RS HL 343
B3 s AP IR AT B FH NN BCE. 347
e B AR TCP I 4EiE 348
P i ) D) RE 349
EEIARTEY A 352
MNAZ T AR IR s 1 R 352
JRA ARG T 353
MNAZ T s B 5 0 354
HOHTINASERE 354
BITAERE 355
Y A 356
FEREAEREVE A P AT S 357
i ASA £ 358
AR 358
AR ERE B N R Bda ) 358
DTS 358
AL 359
PR Bk 359
e 359
P AR H &l 359
ASA BERE7R P 359
ASA FIAZHMUAC E ] 360
ASA i’ 360
JRHIOS ZZH#HLACE 361
PR KRG 363
TS RE 365
¢ R AR AR IR OTV L. 367
uli AR TER ) 370
HAGE SRR T 19 MAC AT IP ikl (135 DX UK 9 % e s ] 370
125 DX DAOK o 3t 57 WA g bl A AR TR 5] 3T

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

5 DX DA W A 37 WIS AR DG ol IRV ER A 9] 372
EHz% 33
ASA DJReFI4ERE 313
EREA R ThRE 373
SRR L ThRE 314
IV B AANYT SR L e 375
T M2 Ui (1) AAA FIEERE 375
B RCE R 3716
FTP FI4ETT 376
ICMPETIFISERE 376
PRt AISERE 376
NAT FIEERE 376
A HRIAERE 3718
SCTP FIAERE 379
SIP fr M FILERE 379
SNMP FHAERE 379
STUN FI£EHE 380
AYH G NetFlow FIERE 380
JRF TrustSec FIAETRT 380
VPN FIEERE 380
PERES ST R H 380
PEHIY LR 38
BERE R A I 381
Tis RO 381
s 382
R G IR 382
FORIMANEERE 382
Bu AR IEHOIRS ] 383
Gl PR 750 383
B 383
WOERPTAAL 385

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Bl |

TCP (<% 385
ICMP #1 UDP (457~ 1] 386
PEAETESCILHT TCP M H 31 387

Cisco Secure Firewall 3100 ] ASA ZEHF ) s ids% 388

®13 = Firepower 4100/9300 A ASA &% 389
5T Firepower 4100/9300 HLAH _L(14ERE 389
JITRFACE 390
SERER DT 390
SR HIRER: 390
i e SERERE I BE RS RS 30
SRR TR 301
PUR RGBSR R I Bl T S 392
SEREPEHIRERR 2% 392
Sz 392
HEEB RN RS 392
FCE S H 393
Secure Firewall ASAZERFEFE 393
FHLL, 393
EHE 303
P A B B B B B 393
INEEPIEE 394
ASDM HEFZIE 1) TP HhliEASUCH 394
5 M 4% EtherChannel (#E%7) 394
uli p (A A 395
Firepower 4100/9300 HLA L[ AERFER FIFTHES/T 395
LEREVEATHIE Firepower 4100/9300 HLAH 397
A3 A 23 S E] VPN [T HE 398
SERFAEIIAIPR S 398
7t Firepower 4100/9300 HLAH [IC & AEHE 403
FXOS: 1 ASA 48 403

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

B ASA 27 403
SIS AR 410
ASA: PCE B KBRS 2B 412
ASA: BCEHELD 412
ASA: HEXEHRLE 414
FLEIEA ASA RS H a4
FUEHE I APIRAS IR B3 RIS a7
Fie B AT TCP AL HISEIR 418
N o A D) BE - 418
P 3 Al s H) VPN 421
FXOS: MikrGefties 427
ASA: EHERERL 428
WA ARG B 428
M el T EdE o 428
FHIMALERE 429
AT 430
FEREAEERE A AT A2 430
ASA: Wi#5 Firepower 4100/9300 HLAH L1 ASA S
RPN 432
FAREEAMERE B N a32
AR AT UR 432
PR A 432
I B, 433
A 433
A5 oA sk SE) VPN 433
Be B AR H S0k 433
oA Ak SR VPN B ERR 434
ASA FERE/RP 435
PR K 435
ErRE 436

% A 5 A AR RE ) OTV e 436

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

432



ez W

i AR TE/R 5] 439
HAT 35 RS2 1) MAC R IP Bl (25 X UK i i % Ao ) 439
15 X DK 9 3 0 57 WA g sl e T AR TR 19 440
5 X LUK WA 37 WAL R 7l fd (e S s am
RS a2
ASA JReFEERE 442
EREA SRR T RE 442
LR ThRE 443
N HIB B A I DIRE 444
FIF W45 07 1) (1) AAA FIAERE 445
ERUE 445
FTP FILEHE 445
ICMP i fr 445
IRk ch AR 445
NAT FI4ERE 445
A AR 47
SCTP FI4ERE 447
SIP FrI IR 448
SNMP FIZEH 448
STUN FI4EH 448
AYHES NetFlow FIERE 448
BB} TrustSec FILERE 448
Secure Firewall eXtensible #:1F &4t (FXOS) HLAA L1f) VPN FIEEHF 448
PEREM ST AR AL 448
v fE 449
Geterb sl 1 450
U FHFE Pl 450
WAIBATIRDL A 450
PO 450
AT M 4% 450

AR FPIRZS 451

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

FHIMANERE a5

B HATIE RS 451

QP MR 720 452

A a52

WAL 454

TCP W~ 454

ICMP #1 UDP [ ##ls i<t 455

PEEETESCILHT TCP JEH 1M 456
Firepower 4100/9300 |- ASA FEHE]; S2ic % 456

#F14E ASA ESRFERELREF 463
55T ASA Virtual 25 463
SEBEUNTRIN M 25 463
ERETT AL 464
JIFRTICE 464
PEFIFIEE T A 464
AN 464
FE T RIS ) 465
SRR 2 Atk th 465
SRR HIRE R, 466
BRI RE U EEIR 466
EERFPE I I b 467
BCE = H 467
ASA Virtua S 51 467
EHL 467
EEE 467
PRI SO B B U B 468
INE YIS 468
ASDM FEHE 1) IP Huhl AUCAL 468
uli k(A AT 468
ASA VirtuaSERERJVF AT HIE - 469

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



BN |

ASA VirtualSEREEOR TS 24T 469
ASA Virtual ZEBFIHEN] 469
fli 1l Day0 e &R AC S ASA Virtual 57 470
HE G L E ASA Virtual SE5F 473
HOE G 413
FLEB I WE 474
PR AL ERCE SRR DB 47e
TEFEHIY R RS SRR B 476
NOE AN 478
el ) S G I AR 480
HE SCHEREERAE 483
BLESEA ASA SEBFS 4L 483
BB 4% AT IR A IF S H I E. 486
WC B A A TCP i EiR 487
T i A ) T e 487
REARTHR S 487
FHAERET R 490
MRS S DTS 59 5 490
BN ARG A 492
AR R B 5 A 492
FHMALERE 493
BITEERE 493
ESEET A 494
FERENEREE N AT T4 495
5% ASA Virtual4E1 495
AR 496
AR NERE N I 496
AR E RS 496
PR 496
AR IR 497
AR 497

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

BB AR H &l 497
ASA Virtual /<11 497
AT 1 s p A R Al R AR R ) 497
EREZH 498
ASA TJREFIEERE 498
TEREA SRR BE 498
SERHET LT RE 499
T2 FANS S D fE 500
M T W27 1) AAA FIEERE 500
R E RS 50
A AIEERE 501
FTP FI4EHE 502
ICMPH ISR 502
YRR ISR 502
NAT FI4EHE 502
SCTP FI4Hf 504
SIP f il FI4ERE 504
SNMP FIAEHE 504
STUN HI%H# 504
AYH KL NetFlow fIERE 504
J4EL TrustSec FEERE 505
VPN FI4EHE 508
PEREH ST R 505
PEHIY RS 508
ASA Virtual SRR &0 HIPE 506
RIS PR 506
Pz 506
R G IR A 506
FOHINALERE 507
A EROIRASE A 507
ASA Virtual SEBFE FLIE R /70 508

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ER A 508
R AR 510
TCP IR~ 510

ICMP F1 UDP %~ 511

FEAERESZIUHET TCP &2 F 1y
ASA VirtualZERE S il sk 512

¥O 513

EXZEORE 515
KTHAF R E 515
Auto-MDI/MDIX Jjf§ 515
HHZL 518
HHE M 516
PSR 2 516

Bl |

512

BAR PR D T L AR 517

B L 517
FEACEE T & A SCHE N 517
HAB O EMEIAKE 518

A I B VRIRC & LK 25 519

Ja H EiSZ#F (ASA Virtual. ISA 3000) 520

P Cisco Secure Firewall 31007 M 25 #5521

P 5y S 11 521
HEmp g it 522
Ptk Mg it 523

HE M E BB o LAY 524
PREIR LR 524
BEARBE RG] 525
Yy A ZHUR Y] 525
LAY 525
SRR LI E Dy sl sk 526

ASDM F## 1:

(BRI ASA ZFEAREASDM B Em 11910 [



| R

% 16 E

% 16 = Firepower 1010 Z#&#lim AW EARZEORE 529
5T Firepower 1010 22 HhLifi 1 529
T fi#t Firepower 1010 &ify (I fI$Z 1 529
Auto-MDI/MDIX Ljjfig 530
Firepower 1010 A2 # /L3 L AEWFIFR ] 530
e A A Lty 1 RTLOK MY ik v 532
i 'E VLAN #0532
FeAE Hep Loy PG BN 1 532
H AT LG IS A Hh 4k 1 534
BCE LUK 535
PR 1] 536
ACHN L D P SRl sk 837

£ 11 &

F11E EtherChannel #0539
KT EtherChannels 539
KT EtherChannel 539
MIEA1E I 540
HERER HAR B4 1) EtherChannel 540
FEHCR GBI 541
T 4
EtherChannel MAC Hilil: 542
EtherChannel [F#EN] 542
EtherChannel [FJERINICE 544
i & EtherChannel 544
B2 A N2 EtherChannel 544
H 5 X EtherChannel 546
EtherChannel 755 548
EtherChannels/J; %2 ic 5% 548

£18 % IREIEO 551

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Bl |

KT HEEET 551

IRJFIEZ THEI) 552

e E IR AL 1 552

S 1) A [ I (R R4 T A% Pl ) 553
EENCIE AR Biae 17

¥ 19 = VLAN F#0O 559
KT VLAN 1211 559
VLAN T ¥Fn] 559
VLAN F4% R HE N FIBR ] 560
VLAN [HHHEABCE 561
B & VLAN T8 11F1 802.1Q 14k 561
VLAN J#: 7R 562
VLAN 70 53k 564

¥ 20 & VXLAN #0565
T VXLAN #1565
B4 565
VXLAN f#iE i 55 566
VTEP Y41 566
VNI #1567
VXLAN #fls sk 567
X444 VTEP 568
VXLAN i ] %15 568
VXLAN M #ral b AR 568
VXLAN K{#fr 569
VXLAN M2¢ (i) 569
VXLAN $8:2 [8] )% e 570
AWS W33 45 F1 Geneve FLUEARIL 57
Azure WA B s AR 57
VXLAN £ FZR AT 5 fF 572

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

VXLAN $2 HHEN] 572
VXLAN #Z RS 573
fil & VXLAN #1573
i & VTEP J5#%11 574
il E VNI #2111 575
it ‘& Geneve 21 576
N Geneve fit & VTEP J§i#% 1 576
h Geneve it & VNI 4211 576
VPRI A s TR A 517
VXLAN # F7Rf5] 578
I VXLAN W 5G7Rf] 578
VXLAN {745 580
VXLAN $ZHJ7sid s 582

£ 218 AR EOFEAENED 583
KT HE AR AN 583
2R 583
BUIP HER: (IPv4 flIIPVG) 584
31 f7 7 HERY 584
31 AT IFIEERE 584
31 AL fRRI RS 584
31 AP FIE B 585
31 AL IA SRR DIBE 585
P R 37 A L E U R B i) 585
Jic L A 1 587
OB R 1 24 587
Jic ‘% PPPoE 589
Jic A 2142 11 590
BOE P REFUEZ 11 (BVI) 590
W H A R L e 1 S8 592
NI AU B A F R T 593

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



L& IPv6 J-hl: 595
KT IPv6 595
IPv6 4l 595
&) EUTL-64 211 1D 595
B IPv6 FiT A2/ i 595
KT IPv6 HIZEFZAL 596
JAH TPV F 284 b 597
ficl 42 J) TPv6 Mtk 598
(ATIE)  H )N B % A H ki 600
(nk) T2l B R A 601
FC & IPv6 &1 R 602
BHFNE BRI LS5 604
Az s AR FE IR 608
BEOGHE EFEE 605
DHCP {5 &l 606
AR IS HER R 606
PPPOE 606
5175 ACL 606
B R WA 7R ] 607
FAE 2 NP IE IR 607
5 2 AP I AC 4 LAN W B il
ORISR L il sk 610

#22 = SRZEORE 613
KT RPHNAME 613

T MAC Hulik 613
ZRIN MAC Hulil: 613
H3) MAC Mk 614

KT MTU 615
#AE MTU KL 615
BRI MTU 615

ez W

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

MTU #7-BL 615
MTU F1Ei - 615
T TCP MSS 616
ZRIL TCP MSS 616
LI TCP MSS % 616
Peo s 617
P almfs Gl ki) 617
31 MAC Hihl: 617
Il & F-5) MAC Hulit, MTU A1 TCP MSS
FOVFIF] — 22 00 Ml AE - 619
¥ ARP Fl MAC Hihib% 620
AR BCE 7 sk 620

TREXiE 623

KTV RN 623

KRIFXAT N 623

AT AT 623
XS FREf T 624
ZRIE T 624
g i 625

X ERMEHE 626
ECMP %1 626
KEIIFXIF ) ECMP SCHF 626
KI5y XI5 f) ECMP 37 627
AR TE AT G 621
PR E S —XEh Rkt 627
BTN 2 s 627

TR DR IR S 621
LAY 628

VU L LA ET L 628
IINEGES I, 628

618

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



BN |

X BN R 628

MAGLEANGLH L E 628

X SN F S 1P Hidik 629
TR AT A 629
it D) 630
[ = A 7
i ) 632

}IRAEE 632

)RR 633

Dl 1 633
RG] 634
PR Sl sk 637

b 5 HEXKIGE 639

s EXKEE o0
BE A W SR R A Telnet %65 641
BEE H R [A) 643
) NTP e 55 #5 e & H IR ) - 643
T VA HIRI (] 644
RS A B 1) 1030 (ISA 3000) 645
Be & EED 646
IS INECE Y 647
A S 648
fic & DNS k55 #5649
P B AR A 5% B X s R ISA 30000 652
A% ASP (Inid 2z a=#s4e) PERERIAT Y 653
TEPERRIN 51 AZ Ty AR 653
JA F ASP f1 311 654
WifE DNS %17 655
FEARVLE Py Hidsk 658

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

#25F DHCP #1 DDNS AR%5 659
J%F DHCP Il DDNS fil:%5 659
55T DHCPv4 JIR55-%% 659
DHCP L% 659
KT DHCPv6 JoIRA& RS54 660
2T DHCP 14840 660
VTI L) DHCP "4k IRk 55 a5 3CFF - 660
DHCP #1 DDNS 45 661
fii & DHCP filk %5 #+ 663
Jii | DHCPv4 I 45 %% 663
Jic & =5 2% DHCPv4 J£T5 665
MiC & DHCPv6 JORA RS54 665
PC# DHCP " 4kCHE 666
iL % 574 DNS 668
i DHCP Fl DDNS fit% 67
Wi 4% DHCP fIR% 672
¥ DDNS IR 672
DHCP F1 DDNS JIg45 [/ #id % 674

#2608 HFiEE  em
KTHCFIET 611
NYPNE - 618
UEHARENE 678
WYX 619
fEfERL 679
WERTEN 679
SCEP 15K AL 680
HER A 680
SCRFH CA g5+ 680
CRL 681

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



OCSP 682
UEF AN Bl 683
& AEiE 683
ikt 683
IR UEN 684
e EHCFUET 687
BeE S PRI 687
U] R S BT 688
GOHESS 689
NINECEA G GHIET 689
SHEMET 693
ERGE 440K 693
LALGMIET 694
CAIE1; 695
AN MBk e CAUETS 695
W B S ) CAUET 696
Mi'E CRL F R g 697
BC# CRL Ky %7V 697
P& OCSP FLU) 698
Pl & =2 CRL Fl OCSP %5 699
CA JIR%5 4 2 700
FVF CAUEB SN 700
ISR 44 UETS 700
PARIEZELFUET 700
FHARMEELF U 101
BCEUE TR G S B CA IE 1)
IR 102
R Sl 702

£ 21 = By ARP #F0 MAC b3 705
T ARP R2IFI MAC Huhi-% 705

1701

BN |

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

PR 2R 1K) ARP AU 705
MAC Hitit% 706
ERNBCE 706
ARP KR MAC Hutib R 4EN] 706
FlE ARP KGRI ILAD ARP 2450 707
SIS ARP 4% H I B & A ARP S
JiH ARP AU 708
€ XMBF4LI MAC Hiht 3% 709
h RS IR AS MAC Hidil - 709
B MAC Hihik*2>) 709
ARP KA MAC bl 3 Lids% 710

E VD IP&H 713

# 28 % ML 715
e HAE 15
SCRFIER IR 116
aSLEis N6
R 2 16
Vi )E 16
HERCRSSERRE M7
SCRP LI Pl 77
e n
R TTAL 78
PRI EEE 2 18
HANBASMTEEN S H L N9
T HE R R 19
B AR 720
SIS R FIERE 720
15 X DUKPEE RN A h 720
WAL BGUR BT 121

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

107



BN |

ST EASR T 722
HE TR R 7128
EHR AN L 123
ERRE I 724
SN HA% (ECMP) #6724
AEFI4CHL ARP iR 725
BB 726
Dy S AC SRR 726

# 29 8 BRSHNEIANE 127
KT HA BRI 127
Rk 727
HiAsm 121
EHI 3] null 42 H R B FEA D E R 728
#7128
i I KA AR AT L B ) 728
AR RS 728
RS ANER G ] 729
WO B B % ARSI 730
P 5 BRI 730
NCE A H 7131
P B R A I R 732
M4 A B P BBR A e
FAS R H BRI BR s 1] 733
A FIER DA RS g i % 733

~J

33

#3008 SREREIPRE 735
KT Amg gk f 735
AT 2 AT HIE T HEmE 1k i ? 735
[Fi) S5 ) A B AN UK 5 1 736
Jk 55 ke 736

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

JRATTY) 136

T 4H 137

SC)i PBR 737
LTS (1 pH VI 737
OB L TSN % 739
S i)Y GRS [

FN=E BRERRRET 743
R 743
Permit fIl Deny 1-f1] 744
Match I Set J-AJ{H 744
6 FH SR 748
JE SR TR 745
2 P G 747
5T SC% 1 EAUCRCHR € 1) H br st 747
T TSR 748
NCERTZE A1 749
kR ERAEIC B R 749
IR 7] 750
H H LR Py sl sk 751

#32 % X E i A MEREH 753

T BFD #ihi 753

BFD S AR W D) fE - 753
BFD 23 if 457 754

BFD il INf &3 1h i 755

BFD #fsifiill - 755

BFD #8175 756
BFD i H#EN] 756

fil'E BFD 757

(il BFD it 757

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ez W

il & BFD #1759
fid & BFD Wt4f 759
BFD My id 3% 760

% 33 & BGP 1761
T BGP 161
i i BGP 761
HHR S 7161
BGP 121k 763
BGP Z %1% 163
BGP #ENl] 764
fic’E BGP 765
J&iFi BGP 765
5 S BGP W FHIERE ) e L5 47 766
NCE SRIg A& 767
BCE AS BRI ES: 768
B AL DR 769
Be & IPv4 Hubk RACE 770
L IPv4 RAIE M BCE 170
NCH IPv4 RANEERMNEBCE T
FUE IPv4 RAIRIERCE N
L IPv4 2% BGP 48Jm i & 172
FL ' IPv4 45 1 E 775
NCHE IPv4 FOFT > K IKE 116
NCH IPv4 B HHTE N ICE 776
FCE IPve Hilik RAIBE 177
Fo'E IPve R AR BE 117
BU'E IPve RYCRMNE R E 117
i IPv6 2% BGP 48Jm ik 718
e E IPv6 251 E 781
Bl IPv6 HHT /0 K 782

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

fiLE Ipve BV EAKE 782
¥ BGP 783
BGP JjHiidsk 784

2 34 & OSPF 787
KT OSPF 187
PRF Y Hdis L OSPF (#5788
OSPF SR PRE T I E s (L AT 451 789
TP I A 1Y) OSPF SCHF 789
OSPFv2 5 OSPFv3 Z [A][¥)SEji 72 5+ 789
OSPF #EN] 790
fic & OSPFv2 792
W B S A S0 P ST R 35 P05 793
B E OSPFv2 s ID - 795
F-ZILE OSPF A% ID 795
IR B EHAS ID AT 795
17 . OSPFv2 79
F4 % B T4 ) 2 OSPFv2 1 796
ict 44 1% £ EBT 40 K B OSPFV2 ISR FhyL s, 798
VNN T S 798
R INERZW 4 OSPF I f ikl 799
ic & OSPFv2 I [a] e (il s 799
& OSPFV2 #1124 800
fii & OSPFv2 XIS 4 802
lic % OSPFv2 Rl JE4s LI 803
Fil & OSPFv2 NSSA 804
D SERFICE TP Hbhikith (OSPFv2 1 OSPFv3) 805
52 A OSPFV2 4B ) 807
BB v S 25 807
WA S e ] 808
T E A S P P R 35 1) 809

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ez W

/1. OSPF L E I JE 810
1. OSPF "B L HER: 811
fil & OSPFv3 812
Jii i OSPFv3 812
iC# OSPFV3 #1124 813
il & OSPFv3 X124l 814
W AU RE R AL JE 815
fic'® OSPEvV3 #izh 11 816
JiC & OSPFV3 LI 817
L 'E OSPFvV3 ilHf#s 817
5E LA OSPFV3 4l 818
RIERGHEHEL 819
RS HEMNE 820
RIS A 820
A2 E] OSPFV3 % s b I BRINA B 1 820
e & IPve LA HT4E 821
FH R IPv6 M 821
BB LW 822
i OSPFv2 L& JCH T i 823
A OSPFV2 Fi & R NSF LrhWid i 823
o OSPFv2 fit & IETF NSF LH W E e 824
y OSPFV3 Bt & JCh W e 824
“h OSPF Mic 8 JG Ik 5087 0 B A5 Fr vk I 4% 825
% OSPFv2 L' 826
MMk OSPFV3 [iL % 826
OSPFv2 74 826
OSPFv3 7rff| 828
¥ OSPF 830
OSPF JJji2id>¢ 831

% 35 & IS-1S 833

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| EE

KT IS-IS 833

KT NET 833

IS-IS Zha& EHL4 834

IS-IS PDU K7 834

IS-IS fEZ 4N [Bl K I #R1E 835
5E 1S [ IS-IS %+ 836
IS-IS LSPDB [}/ 837
IS-IS FRiBRAETHAT 838
IS-IS KAHLEMX 838

IS-IS Hif 4t 839

IS-IS #EN 839

i & 1S-1S 839

42 J3Ji L IS-IS #1840
JAHTIS-1IS S 56k 841
JiC'E IS-ISLSP  8#1

BOE IS-IS Yl il 843
BC'E IS-ISNET 844

WiC ' IS-IS B8z 11 845
Jic & IS-IS %11 845

fic & 1S-1S TPv4 Mkt 541 849
fic & 1S-IS IPv6 Mkt %1 852
Wifs 1S-1S 854

IS-IS Py Hidsk 855

% 36 = EIGRP 857
5T EIGRP 857
EIGRP #E] 858
lid & EIGRP #EfE 859
fic'% EIGRP 860
Ji H EIGRP 860
Jei ] EIGRP K5 i1 861

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ez W

& L EIGRP 862
h EIGRP % bR 2 XM 2% 862
i EIGRP FL'& 4211 863
NCE AN 864
TEFEI BRCEC SR H sk 864
T AR 865
#E9E1 3 H EIGRP S350 866
5& X EIGRP 4[Jii 867
Fe s FHEDFT 4> K B EIGRP 1 867
1t EIGRP 1 JEM 2% 869
[ 5E X EIGRP WY [H] BRI LR FF I ) 870
S AZSHIES 8N
FiC ' EIGRP FERAE K 872
25 EIGRP /K14 813
T 5 EIGRP #EFE 813
EIGRP s 814
EIGRP JJ; {id % 875

£31 % RIEEH 817

KTkt 8m

AKATH AR 817
PIM ZH 4% 1 878

PIM Y4 E 4 HF 878
PIM [12%1# H #% (BSR) 878

PIM 5| 327 #% th#% (BSR) Rifi 878
HIGANE 819

Y fFhl 879

GelE 819

YAk EHvEIL 880
I HR %l 880

B E XA 881

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

TE B AT A A i H AT e A IGMIP 7 IR
Ne B FF A AR L 882
fii & IGMP i 883
ZEHIHE 1 L) IGMP - 883
Pl IGMP 21 /%01 5 {7y 883
BCE SR IGMP 41 884
P AR AL U] 884
BRI D L IGMP IR &R 885
1R IE B AR AL A E 885
T4 IGMP fliA 886
B E PIM Lifie 887
Je AR FH 2100 L% PIM 887
P A A T ik 887
LB AR GE B A e 888
P S RIRE 8 PIM VEHY S 889
NC & PIM 71 S RIRE 889
P E I A% 890
BC & ZHAk4 890
ik PIM 20/ 891
BB ) SR g A 891
# ASA ICHE ik BSR - 892
MCEAFRL S 893
PIM Hif= 894
AR s 895
AARER I sid sk 896

E VI B AAA IR SEBINARMEIEE 897
% 38 = AAA FIZRHbEIERE 899

KT AAA FIAHE B4 899

SEAE 899

881

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



ez W

FZRL 900

231t 900

SO AE . FACRNCIK 2 H (22 H 900
AAA JIR55 &R S5 4540 900

KT AMEA 7 902

MR SCRF - 903

P AEAEZA MR EE 77 903
A HBEHE EAEI 904
FEAHHAS ZE PR I ik 904
DAl it 2 5y BAIE AR AL 905
A 7 906
A HBHE Ry s il % 906

# 39 = FAF AAA I RADIUS FR% 2 9
T H T AAA [ RADIUS flR%54% o
B & IE= gl TATEWARP S 11
VPN GER AL 912
YR RADIUS JE1EE 912
S7FRI RADIUS #ZAUE L 912
Y FE IETF RADIUS #ZBUEYE 921
RADIUS 1 MKEH W T s KRS 922
AAA [f] RADIUS %5 #3EN] 922
i & H T AAA ) RADIUS fi %5 %5 923
fic & RADIUS k4544l 923
[ 4175 i RADIUS 45 4% 925
W RAEE s 927
I\ RADIUS Jle 55 a8 5 A0 W EAN AL 928
3 AAA s RADIUS flR45%% 928
T AAA 1) RADIUS fR45 %% 1 S2ic sk 929

% 40 = T AAA B TACACS+ fRS588 931

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| EE

KT HT AAA [f) TACACS+ 454 931
TACACS+ &1t 931
FIT AAA 1) TACACS+ IR 528k 932
fit ' TACACS+ flR45#% 933
i & TACACS+ x4 #4541 933
4L I TACACS+ 454 934
WIS 935
Il TACACS g5+ & i S UE NI AL - 936
W T AAA 1) TACACS+ %5 %% 936
T AAA ] TACACS+ 454t Ui said sk 937

FNE FAF AAA B LDAP fR% 2% 939
T LDAP Fll ASA 939
G0y KAl i 5 LDAP B &£ 939
LDAP JZ k&1 940
{92 LDAP JZIR45H) 940
405 5 LDAP %525 9m
LDAP JE LRI 942
AAA [f] LDAP [R5 25 HEN] 942
B E 0T AAA ) LDAP JilR%5#% 943
IiC# LDAP JE s 943
il E LDAP R45ardl 944
) B 5 2 2145 N LDAP JiRR%5-#5 945
X LDAP JIR 5525 S A e FFAL - 947
W0 T AAA 1] LDAP %5 2% 947
T AAA 1) LDAP R4 #3 J1 Lids% 948

¥ a2 s AT AAA B Kerberos BR5588 949
JF AAA [f) Kerberos fIl 25 54N 949
fic & T AAA [f] Kerberos fIli45 7% 949
fid & Kerberos AAA JIR%5 #4541 949

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



£

43 =

% VI #B5:

s

e

44

# Kerberos JIlk 55 #3511 21 Kerberos 55441 950
P & Kerberos #4170 ALKl 951

Wi H T AAA [f) Kerberos fli454% 952

AT AAA [f) Kerberos x5 #8821l 953

T AAA B9 RSA SecurlD BR5588 955

7T RSA SecurlD flli 45 %% 955
F1-T- AAA [f) RSA SecurID 45 #5#EN 955

B T AAA (1) RSA SecurlD IR %5 %% 956

Fit & RSA SecurlD AAA fili %5 #4541 956

¥ RSA SecurID 55445 1 £ SDI ik 55 #s41 956

F\ SDI 1 U FH A 957
Wi H T AAA ) RSA SecurID fili%5 %% 958
JIF AAA ) RSA SecurID 4% #s /i i 958

RGEIE 959

EIHifE] 961
FeE &R Ys ) 961

B HTTPS. Telnet 28 SSH ] ASA Vjin] 961

it H T ASDM [ HTTPS i) HARZ f1if 962

fic'® SSH vjin] 963
fil & Telnet ¥j i) 969

4 ASDM i A B¢ T 4% i SSL VPN [ & HTTP HE ] 969

B 'E VPN BEIE B ELD 1) 970

7E Firepower 2100 - S P42 0 _ERCE X FXOS [ RV oM

R A 972
HE X CLI$E/RFF 973
PC & s lE 974
WEEMHSIEIA 975

HAGEPLANE AAA 976

BN |

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

B BB P UE - 976
KTEIIGUE 976
P& FHT- CLI. ASDM #l enable iy 4 1jj il (11 3 43 56:0F - 978
i & ASDM ik & fr K iiE - 979
i 45 B2 A4 CLI Rl ASDM i) 980
T B iy A AL 981
KT 982
P B A b i 424 983
ff: Commands TACACS+ JIR454% FRCE fiv4 984
Ml TACACS+ fir & FZ2AL 987
AR MO P G B A s 988
B 989
JE IR 6 55 [ Sl sk 989
FCE A HL s [ ad ik 990
MBGET RS 991
Wy Ui 992
EHEYTR Pl 993

# 45 = EFIECE 1003
T AT 1003
{1 ROMMON Jin# g (ISA 30000 1003
T+4% ROMMON W% (ISA 3000) 1005
B2t 1006
B2 (IR AN R ) 1006
B 2R 5 M T AN RIS 1008
7. Cisco Secure Firewall 3100 [1] 15 £ #5  [%4¢ Firepower 1000, 2100 1009
17 1R 52 Firepower 2100 1009
F4%4% Firepower 4100/9300 1010
B2 ISA 3000 1011
EHIAE 112
B &SR] 1012

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



BN |

FCHE FTP % w1012
Bo'E ASA Bl 4 1012
fii & ASA TFTP & /45 1014
ISR 1014
Vil SCOFEEL T 1015
gt 1016
TEAHE PC AN A7 Z [ ALA SO 1017
PRI FEAR S5 25 1IN A7 T AR SC - 1017
WE ASA W% . ASDM FHZIELE 1018
A RIS N B B AR SO 1020
PAT A1 RGO L 1020
THR AT B 22 H 1021
#Y RS 1022
WE A 1023
L& H sh 2 AR (ISA 3000) 1024
fic e 30445 (ISA 3000) 1024
B & E 3% & (ISA 3000) 1025
PHIEATHCEARAFE] TFTP ]R45%% 1026
WRIRGHEH 5 1026
Cisco Secure Firewall 3100_Lff)#u4fifk SSD 1027
AL E il 1029

46 B R BRI BN 1031

KT EEM 1031
SCRFRIEAE 1031
FAFE B NRY FIHEAE 1032
B HAx 1082

EEM #EN] 1032

fic’E EEM 1033
QU A B8 NN IR I E A 1033
N E R A AR 4 K I bR 1034

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}




| EE

BATFAE AT 1035
PRER N AE S BCA A A2 1035
¥ EEM 1036

EEM JJ; Lids% 1036

#4171 = MR FOEEREHERR 1037

PRAE A 2 85 F Telnet %565 1037
P32 ISA 3000 F-[f 45 1037
P53 ASA Virtual ¥ m4% 1039
A5 H] ISA 3000 A1) 51K SL 1040

i Packet Capture Wizard it & FIZ1THfi 5k 104
Heln A e 1043
HE R IEFESE 1044
H RS 1045
ZzrPIX 1045
% 1006
iEATHAR 1046
TRAEEER 1046

CPU TG SUANR S 1047
T vCPU /I #2ASA Virtual 1047
CPU i ZR15]  1047
VMware CPU i F %45 1047
ASA Virtual Fll vCenter 5% 1048
Amazon CloudWatch CPU {15 iy 1048
ASA Virtual I Amazon CloudWatch Graphs 1049
Azure CPU I JT] %407 1049
ASA Virtual Il Azure Graphs 1050
Hyper-V CPU fli | Z455  1050
ASA Virtual fll Hyper-V KJE 1050
OCI CPU i /%4 1051
ASA Virtual A1 OCI EJE 1051

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Bl |

MAARCE 1052

MARFLATERZ . Ping MMMl 1052

) Ping IS L 1052

£ ICMP Il TCP ping 2 [AJ#E/T#%$¢ 1052

JiHI ICMP - 1083

Ping 141 1054

RO IR ASA %% 1054
PREEFENLE T 1056

fi ASA 7EEREEES B R] H, 1087

e Els e e 1057

A P 0 0 R R A SRS G & 1058
AR RE R RS T UE 1059

EPERE 1059

WAL 1060

4 CPU 1060

WEALE 1061

RN EERER) CPUAEFHA 1061
AERE 1062
DRI IR g Sl % 1062

£ VI 45 54 1065
=48 = HFRIEE 1067

KT HELxR 1067
AR H &I 1068
ARG HEWE #1068
ARG H Gk 1068
PEEPEZ 1070
ARG HEM L uE 1070
ARGHSHEZE 10m
1EHEEE ST B THE 1074

I ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

HE S ESIZE 1074
SR 1074
AILRAEN 1075
BoE H& il 1076
I H LS 1076
BCE S H AR 1077
KRG EHERIEBINBRG H GRS 101
W RGEHEHERIERNBHEZMX 1080
W RS ERE LIS 1083
¥ RGHEN B ARIEEE S GG 1084
¥R 5H E WS RKILE] Telnet 5 SSH 4315 1085
BCE ARG H A E 1085
PC ' A8 H A& AL id 1085
Gt R4 H &L ID E 1086
7E9F EMBLEM #% 306 246 HAGH B h 5 8% 1D 1087
TER G H S S I ) 1087
SHRGHENE 1087
ARG H A B 0 1088
fre g ERLIE R G H AR 1088
74F EMBLEM #& X 248 HE W B 5 %4 1D 1088
I B L1517 1089
e & Sl S 1090
B Bl IE s N H T HAR W Hebs - 1090
M H Sl I8 S 1091
A Inelgm it B2 g8 HAEWE ID g ss 109
VN N s B A i E RS 1091
WP R H AN B REETR e Hes 1092
PR R e H RS B k% 1093
58 B AN R e H G R AR B ) 1003
VNI E e R g8 H BT AR A R 1004
G’ A G H S TR0 ] 1004

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



I3 P B esh A H ISRk R RG] 1004

W HEAGEHTIERZGHENE 1095
i EBCE 1007

R HEEER KR EmS 1007
HdsDhfe s seidx 1098

%49 B SNMP 1101
KT SNMP 1101
SNMP Ai&E 1101
SNMP % 3 hitiEid 1102
LA 1102
SNMP 41 1103
SNMP ]/ 1103
SNMP 4L 1103
ASA FUEEL 10S Bk [0 ) SeifiZ2 5+ 1103
SNMP %4t H & Bk 1103
I FH R4S RN 2R =5 T H 1104
SNMP #EN] 1104
B ’E SNMP 1106
B SNMP & #5G 1107
B E SNMP [aBE 1107
BCE SNMP A 1 slificAs 2¢ K240 1109
Bl & SNMP 28 3 [RIZSE 1111
BeEM P4 1ma2
5% SNMP - 1113
SNMP JJj i 1114

# 50 % BRI T W& FIE N IR 119
KT BREIIMZE 1119
SERRCP S TR I E 1119

ez W

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



| R

ASA FEE At £)ik SSE = 1120
AT AR TSR 2% 1120
A ASA BEIEHE 121
SR I 2% - BN E A 1121

£51 % R} I1SA 3000 H9IRE 1129
KTHE 129
BB AED 1129
T 1130
HREERINE 1130
BCERE 131
WERE 1132

W0k 1133

¥52% Anonymous Reporting #1 Smart Call Home 1135

2T Anonymous Reporting 1135
DNS %83k 1136

&1 Smart Call Home 1136

Anonymous Reporting 1 Smart Call Home #EI] 1137

. % Anonymous Reporting f1 Smart Call Home 1138
i’ Anonymous Reporting 1138
it % Smart Call Home 1138
FEFEIEBRESISA e

i #¥ Anonymous Reporting F1 Smart Call Home 1142

Anonymous Reporting Fl Smart Call Home JJj #1ic 3% 1143

£ IX &5 #1145
¥ 53 & Hotb. tHiFRIRO 1147
IPv4 HuhEAIF MRS 1147
2 147

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Bl |

LML 1148

T IHERD 1148
TfE 7 PHERS 1148
W e B2 51 W HE RS C & 0 ik 1149

IPv6 Hitik 1151

IPv6 M40 1151
IPv6 Ml 2R 1152
FFibhl 1152
AR HLLE 1158
{E4& il 1155
Wil 1158
IPv6 HiLIE RIS 1156

PRCHIN I 1156

TCP F1 UDP %i 1 1157

A Hbi LR 1161

ICMP 25 1162

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B ==

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



RTA{EE

PLR 32 38 2B AT 5 A8 7
s U HBR, 2 lvii
o MR, 5 vii T
o SCRYLE . EE Ivii T
o JHAE. MRS AIABAGE R, 5 lix TT

X BFR
AAE G B AT B Al B N A WA B TS (ASDM) 4 224l kBl ASA R AL E H B, A
FEr NN B W — SR B 5, RS TE has.
EARIRET, BRIAFEEIIRE, TNARIE “ASA” — K& T3 LRy,

)

MR ASDM SCHFVFE ASA RUA. ASDM SCRURITEL MBI ELHE ASA SCRFIOFHA B TONGE. W RUSIZAT
SEIMIRASARCAF, A SR AT 2 RONTA T R SRR Th g 520 B3 (DB s i e LA
SREME IR 75001 ASA AT ACHFI0 ASDM BUIHUA, 525 I FL ASA RO

EESE

ARG R, WS AR ASA RV —%, Mik: http:/www.cisco.com/go/asadocs .

NS E

ATCRITENG LA R SO BoR AVE R A E

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/go/asadocs

B srxim

MALE

£TAsEm |

“E

boldface

ATy KU HHIAREE . BT S i A B SCA LA boldface 744

INe XTAET SRR A A,  WoRdR i A 1 e s R AT

wHE

O LI (22 B URMA 744 s o
AR T AGE T SO AR B — 5 o

RN

RO RIOE & TR L 5 T Mo .

xlylz

W A IE RSB TR TP ARG S N, LA B

[]

Ji g PR e R AL I

[xlylz]

R R S R AR AT A S N, AR B

XT RGN AT R ER DA AR AL T T 655 A

AATENFAF (B AL RSN .

AT RIS () BUR T () R ERAT .

IEERR

ATCRER I LA P M A 32 4R

AR ROREE TR

CHERE” AL AT I B A SO AR AR SIS R

RoR ROR DU AR T B S g e 1)

AR ROREH N NOAR L FEXFME LT, BRI RS @ SRR R B Ok

BHERF  FORITR BT LU A I 6 S ROZ B T B BAT B, AT T T

o EXFFRT, RIEATERIERAT G

i

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))




| *FxiEm

wie. munnese 1

BfE. RSMEMER

o BRI MERHBCEIARSCAE R, TR ERC B B 25

o LU B REROR SEBL RO B SR 5 5, 35U ) RS RIS o

o BRI R, TR RS .

o ET RN A HA IR ANV T . il BT SMIRSS, W57 iR R Marketplace..

o BRI BEVIAAUE R S A5 R, 3 U7 1) JERF H FsuAt:

o EERA R BT AR RME R, WU ERMRE RS BT

BRRERETIR

mﬂﬁﬂ&%TﬂﬁBDE*%%?meTh,%Wmﬂﬁﬁﬁ%%?MH%,ﬁ%?@A*4
KT B SRR A B i B A R A 255 913 o BST B A5G TS K 7 b FR P P P 4 s 0 5 6L

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}


https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco-warrantyfinder.com
https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html

—

TiIF

- BRSMEMRER

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

£TAsEm |



L]
z
2
g
e
=
g
"~
-]
i
|

i L =t
A S M T T L o ] e S T B 5 |

5 | s

kgl

ASA A\ 7]

* Secure Firewall ASA i/, %11

s AT, 2815 0T

* ASDM EIJEHI - 5L, 55 47 11

o VFAlUE: T ISA 3000 B B ARGV, 25 85 L
o VFAE: BReAFVEnT, B 113 1

Wi 4% Firepower 4100/9300 , % 181 1T

o SE I Bl BT KRG, 5 199 1T

s FEhmS, 223 0L






Secure Firewall ASA & 91

Cisco Secure Firewall ASA 1] {t— & W& T e it ZeR AP KR VPN S 25 Dhfg. ASA fiEr%
MR IIRE, Bl 27t se CRUIT R KBS |« B ClR2Z AP KEEA Sk ED |
B CGE2 ) B kBt G320 B kESRAE. SRS %, IPsec VPN. SSL VPN HITE#%
Fruii SSL VPN SZH DLV 2 HoAh D fig o

N

AR ASDM SCHFVFZ ASA A . ASDM SRS RIFEZHS B (046 ASA SCRFIFTAT OB Dh . WREGEATHY
IR ASA R, ASCR AT et & S IARAS P ANSCRF B RE . TS [ A B I DD RE D S AL e R AR 32
DIREMIER NI 6] o A OGREAS ASA MUA BT SCHE) ASDM S fIRIRAS, 15 2 [ 0B ASA A L. 7S
DRFIRASS IR S AL G d5 » 26 13 Wit

« ASDM %3k, %51

o REPERIERARSRASE . BB S T

* VPN et , 255 00

s Wi YiRE, 2S5 0L

s Pk BaThRetis , 559 il

* VPN UJREMEIA , 2 12 1T

o AN L, 513 0T

* ASA FEHFNEIA , 513 L

o RRRIRSS . SRR BIRSS FIALSE R SS . 5 13 1L

ASDM Z3k

ASDM Java ZEk

141 LA ] Oracle JRE 8.0 (asdm-version.bin) 2k OpenJRE 1.8.x (asdm-openjre-version.bin) %% ASDM.
)

B ASDM A7 Linux K.

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B asom szt

R 1: ASDM 3R 1E R NN ST RF 2K

AsANIT |

BRIERSR pURR Oracle JRE OpenJRE
Firefox |Safari |Chrome
Microsoft Windows (& SCRRFTH SCRRD - = AT |2 8.0 JiiiAs 8u261 B FE | 1.8
. 10 AR EH Rk
o . N Windows
iR LR 3] ASDM ety 2 n) 75 32
W, S 0H0 ASDM e ET o
% 2 7 ¥ Windows 10, '
* 8
e 7
* Server 2016 F11 Server 2019
* Server 2012 R2
* Server 2012
* Server 2008
Apple OS X 10.4 J2 5 =il A 2 2 j& (IUPR | 8.0 hiAs 8u261 B3 | 1.8
64 frf | mhRA
A

ASDM 3= %15 BB

NEFIH T ASDM et

FH iFA

Windows Active Directory H %1)j 1)
FLPR

B

* C:\Program Files (x86)\Cisco Systems

7ERSEE LR, Windows [ 7 [ Active Directory % & 1] B2 B 1%} 7F Windows [ J%,
UiJA %) ASDM 5 BIRE 7 SR B AT Ui i) o 75 20068 LA H s 107 A PR «

o UL SCfER

* C:\Windows\System32C:\Users\<username>\.asdm

WA Active Directory PR T H sk Viinl, W75 %1 Active Directory ¥ 51 i sK 1s il AL

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

ASDM & 1415t AR .

FH

L RA

Windows 10

“ICR RTTIEEER) PC EIET” AU .

MR ASDM R ENFLEIN, Windows 10 HJ G2 ASDM HedtiJy =0 B hrgifie
Windows A EHLERAS, X PBUE R, EEEIEE TR AR, 5T B

1. KxkIEF B3 (Start)> BR} ASDM-IDM B 5172 FF (Cisco ASDM-IDM Launcher),
a4 R B &L ASDM-IDM B ahi2fF (Cisco ASDM-IDM Launcher) W[ .

2. EHEEZ >FTAXHMNE.

Windows 54T 7 A7 R EETT BRI H 5%
3. A RGETT SR, RS FEE 1% (Properties).
4. KBERRESN:

C:\Windows\System32\wscript.exe invisible.vbs run.bat

5. miilifA%ZE (OK).

OS X

fE OS X F, %z ASDM I, FREGUATRES PRI 2 Java; AR ¥ 5 EZ MR
INREAT U R 5E A, ASDM KR Bl

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



AsANIT |

B asom szt

FH

L RA

0S X 10.8 M H A

IR, K MR .

T “Cisco ASDM-1DM" can't be opened
& , because it is from an unidentified
| ° r developer.

Your security preferences allow installation of only
apps from the Mac App Store and identified
developers.

Cisco ASDM- DM is on the disk image “drr
auncher-3 dmg . S5afar downloa
today at 347 PM from 172.23.195.57

:

br, SRJGIEFEFTH (Open).

[ % Cisco ASDM-IDM.a
) Cisco Jabber.app
| Contacts.app

A Chess.app Mar 21, 2013 2:14 PM

Show Package Contents

| Move to Trash

1 of 62 selectey
s Getinfo
Compress “Cisco ASDM-IDM.app™

Duplicate

Make Alias

Quick Look "Cisco ASDM-IDM.app™
Share

Copy "Cisco ASDM-1DM.app”

Show View Options

d

(Open). %4047 ASDM-IDM Launcher.

Burn “Cisco ASDM-IDM.app” to Disc...

N “Cisco ASDM-IDM.app” is from an
- } unidentified developer. Are you sure you
° want to open it?

Opening “Cisco ASDM-1DM.app” will atways allow it
o run an this Mac.

Google Chrome.app downloaded this file on
December 4, 2013 from 10.86.118.3.

| '?- Open Cancel |

a71052

2. FERDRRZ LD R & 1 (AT LU % % 11 47 7F ASDM.

371053

18T 2 LVF ASDMIBAT, PR & RAEH] Apple JF R 4 ID A T48 44 o WK B i 22

1. i ASDM iz17, ilfth (BEEAE Cl i) R ASDM-IDM Ji s

RHTH

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

muanneist ]

FH

L RA

ASA T EAT NV A E
(3DES/AES)

BReVF AR SOV
VAT 50 SV AT RIE ()
1500 T ASDM it
AT IR VT ]

iR

ASDM 75—~ 5 ASA 1) SSL & #e. % nl Lhm) R A~ 3DES VFrliE:
1. #3] www.cisco.com/go/license.
s 4 = SR 4 AT S A (Continue to Product License Registration).
3. VAT, s SR T B 5T I SR ER EL b 14 AT GE (Get Other Licenses).
4. MW FfHFE PSR IPS. Crypto. Other....
5. ¥ ASA # A% Search by Keyword .

6. 7E7= R (Product) 413 Fh ik £ B R ASA 3DES/AES 1A E (Cisco ASA 3DES/AES
License), #XJ5 miti F—% (Next).

7. N ASA P55, RIGHEIEIER ) ASA H1ih 3DES/AES VR Al iiE.

© AU A FATAE
* IPv6

* Firefox F1 Safari

IR ASA ] B AUE BB A PSR, 6 HTTPS il IPv6 JI%W, Firefox
H Safari K¢ ToVER I 22 AR S o TE VTR
https://bugzilla.mozilla.org/show_bug.cgi?id=633001. 2525200 )\ Firefox B Safari
FI| ASA T SSL 4% (fufh ASDM IEH) o b Tt &, 14 ASA BLE —
AN B ATAFUE TS A W LAG 25 R R IE e .

* ASA _[ff) SSLnas w2l 5
RC4-MD5 H1 RC4-SHA1, 1k
HAE Chrome H145H] SSL [
Jash.

* Chrome

W 5 ASA _Lff) SSL % LLHEER RC4-MDS5 fil RC4-SHAL 53 CERIAKS UL R 2
HIXeE8y)) , Chrome ¥ H1T- Chrome “SSL ARG DhAEI LA 5) ASDM.
AT g H L h—Mpak GEZWECE (Configuration) > i & &8 (Device
Management) > &%k (Advanced) > SSL & & (SSL Settings) &%) ; & n] LLEE
Chrome H i /] --disable-ssI-false-start #ric f2 45 14 1 45 ici2 1T Chromium K45H SSL
R E B .

FE AR RS

A RZ SRR R 2 AR, S0 CERE ASA FRAENE) .

VPN =%

W2 %S FF) VPN P& (R ASA &4 &

FTIE I BE

ASHRIP B T B RCAS BB I RE »

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}


www.cisco.com/go/license
https://bugzilla.mozilla.org/show_bug.cgi?id=633001
http://www.chromium.org/developers/how-tos/run-chromium-with-flags
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/en/US/docs/security/asa/compatibility/asa-vpn-compatibility.html

B Asom7.1901.95) eogimh e

\)

AsANIT |

HESRH A TR, B e MRS HEHE R .

ASDM 7.19(1.95) BY:#h T RE

k7 HEA: 20234785 H
BERRAS R TG B 8 T RE

ASDM 7.19(1.90) 1 B9 FhTH &E

%% HHE: 202342816 H
BERRAS R G B 8 T RE

ASA 9.19(1)/ASDM 7.19(1) Y #h Th g€

Z%mHE: 2025 1MB29H

i

152 FH

FaE

Secure Firewall 3105

A1 24 kB 31055] N T ASA.

1 Azure P56 2 35) 157 2% 1)
ASA Virtual Auto Scale fift vtk 7 %

WAE, #&0] LAZE Microsoft Azure [ 3#028 B A W 2 51 34 #7285 1¥) ASA Virtual Auto Scale
T . ARTEAME R, S D II6E.

B KT E
WA 2% ik 55 20 S Fr e 2 W] LUE X 1024 > RZ8 IR 554 -

= A RSN R 1% Th RE

T 22 1

BEARE “E” N7 Ward. ARG H AW E OBk “#si”
“iﬁﬁ” .

B s #r4 . cluster control-node. enable as-data-node. prompt. show cluster
history. show cluster info

ASA Virtual Amazon Web Services
(AWS) £EHF

ASA Virtual 32 FF AWS g% 16 M ARIANEOER . TReTH AWS M fi#;
Ytias, fEHE AT LML SRR

J& ASDM F#E,

B AT RE

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

AsA919(1yAsDM 719 fzisnas [
5% i3t BF
IPv6 % #F BGP “F-Fa i ) SN IPve Mtk & 51 BGP AR i 32 FF.
Bres e BE > RERE > I8H > BGP > IPv6 &5 > W/
ASDM 37 HF BGP yit /{40142 11 | ASDM IRAE SRR PR [R1 32 1% B BGP AR & ¢ & ML 1 o BRIR1 14 Bh 1 v i i
1R
AN R BB > RFIRE > IKH > BGP > IPv4 &%/ IPv6 &% > 4BE > ik
0> iR
EOhRE
ASA Virtual 2 #F IPv6 ASAV TERA ~ A A A6 L0 TPve M43,
FH P BAERT L
Tl day0 BCE KA AL & 1Pve 45 Bl bt
* {i ] DHCP Rl A J7 1Kk 0 Be 1Pve Huhik.
ASA Virtual Fil T Azure W et 2% | #430] LLZE Azure F1°4 ASA Virtual B & AL EEALA VXLAN 8211, LMES Azure W

W es i Sl A VXLAN

KA BT 4 (GWLB) Bt &1 H «  ASA Virtual il
HAASNIC b5 AN R N 382 1 .

BrEAE K4 external-port. external-segment-id.
internal-segment-id. proxy paired

T ASDM 7,

LA S ACEE TR ) VXLAN W B AE

internal-port.

Cisco Secure Firewall 3100 [#] 7€ ¥iij
FI_E A ERIAHT 244 (FEC) MR
74 4 FC-FEC ¥ %00 5 108 4

MISAE LA B kR 3100 [ 5 5 oK FEC BB A S,
LR Yok as, BRIAERIAE R E N cl1108-rs 1 ANJ2& cl74-fc.

s . BE>IRSRE>EORE >ED>RKREED >REEEELE >

%t 25 GB SR. CSR

RS-FEC, &M 25 GB+ SR. FEC f&3t
CSR 1 LR Yt & %%
ASDM SZFFER[E[4 1] ASDM HUESCRFF B 1
W ES bR BE > RERE > EORE > B0 > REHRED
YFATIET BE

£ KVM il VMware |5 ASAvS

M ASA Virtual 7K A VF A IETREA | 5

SCRF

M7 KVM Il VMware #5582 45 2GB RAM [ ASAv Itf, 7] DL AT —ANHre &K
i BRIA PLR VPR IERZRL, IR R RE AR A4 B4 (SSM) Al ASAvS PLR 17 1]
WFe 4] LUERLA N <no> K4 i IEBZAU ASAVS Tk E R 5 RAM L& AT W ) BRIA
PLR VFAJHlE,

B, IR PEHERR I AR

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B Asacasyasom 219 g

AsANIT |

I

152 AR

CiscoSSH HEHHLAE My BRI W &

PLAEBRIN A F R SSH HERK

B MG ) S ERLT
s AR BE > REEE > E Bifi > ASDM/HTTPS/Telnet/SSH
c RN BE > REEIE > SSH Hik.

VPN Ih &k

VTI R [Rl45 1S FF

UAE, SERTLCREIA R CBEE ) VTT AGUHEE Lo SRS T 523 LI % D 487K TP
Huhik, AR TR K 1P Huhb . FRINME A B T O B AR . R 1 kAR
B, AT DIE I 7y RO 45 R (B4 1 TP M hikoke s i) B A #2111

s . BE > R&RE > EOIRE > #O >R/ VTIHED > 5%

A BRIREERE O (3% VID
XHE

ASAFHBhA VITHET TH58, S VT A IO B2 NS VTIRE .
ST LT R 4 Scas I oy, e i ESCh O AL E . A VTI S8 (DHCP) 43
%o

AN R BE > IRFIRE > EOKRE >#EO > R >DVTI EQ

VTI %+ EIGRP il OSPF

FEPAREE 2 VILAE S R EIGRP A1 OSPFv2/v3 B eH o IIAE, S mT DS HI X 22 e Pp 1L
FERTAE A2 TR 32 % A5 ORIl T VTI ) VPN BEIE % t i &

ZEAET ) VPN A TLS 1.3

TSILAE T DU TLS 1.3 #5205 i) VPN &%
TLS 1.3 30 7% LR 2505 i 3 K

* TLS_AES 128 GCM_SHA256

* TLS_ CHACHA20 POLY1305 SHA256

* AES256-GCM-SHA384

BEINRE G AR A P AR A 5.0.01242 K B RAS
BN mY: BE > IREFEE > g% >SSLIRE

X TKEV2 25 =5 8 ) bt (R W HE A
SCEE

LA KA ASA DLAESCHER H IKEV2 2 = J5 U7 7] VPN % P i FROSUHERK TP 38 K .

W EE = J5 i FE U7 M) VPN 27 i [F] B 15 3K TPv4 1 TPv6 ik, ASA ILERTLUEH £

AN EIE BRSNS TP FRA b E . BEIhBEAEZE = J7 e FE U7 ) VPN %5 7 iy (4% 15
A TPsec P il & 12% IPv4 Al IPv6 Hdi it .

B VTI B2 O R s ik e as

BAE, FEATLICHEES VTL 2 Lo Bl e £

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T
procssmnacg ]

s 1= N L
5 A IR T gE A

17 K 5 T 57 11 A8 X L (R P A AR SR A RO U 1) PO R 4% o B k[ s R AR AN TR] F P 38
WYL SR AL LR, Bk N BRI N 2 5 P P2 03 FF o 5 L 1) AR A P SR AL SR A 2 BE YR (45
U Web JR 252580 FTP HR4S4%) 5 ] DK I e B8 i B AE 57 K B J5 T SR X 4% b X 9 24 05 A e
HIX (DMZ)) o Bi kB RvFE RV DMZ, {HiiT DMZ HAGA IR &%, UL A AEEXA &
(B N 5 ma B AR SS 2%, 1 ANS S M HoAd A X 4% o 3 AT LR DA T Bk Py 56 1 7 4] 1sf ]
DLV IR SNERIRE% Chm, V5 i) IR )« A SSRGS ek, SR G0y B0AF s e A, i Al Ah
#B URL R yEARSS 2% .

VIS IER RN KBRS, AL T 55 K5 2 1, SR n] LIAR RIS, T B ka2 )5,
DMZ B AR T i kK% 2 g, #1n] ABRSEIAMT P 05 AR o tHT- ASA R VPRSI B 1 22 40 4 SRS
ANEPED, T2 NEEILD. 2 DMZ EEFZAMEEEILD (URTED |, U E S X
i FX e RE

— Sk [

2 4 o BT IA
B A TR A o WAL e vl I B K RO U 1) LA 2% . BRIATE LT, ASA RRVFii s NI 4% (45
ARG H T AN LS AR L ATEGON) o« nTCURHEREN T, DL e e Ak
% o

BT E N i s B LR R 2

S rT LA F U 0RO, DL PR SR S B AN R L, B SRV AN B P i . X T R L
1, AR LA FH EtherType Ui ) BISK e VrAE IP ik

[z FH NAT
NAT ] 2803540 T
« ATLLE RIS AN L bR . L AN B AR B R AT
* NAT HJ Bt HC At o0 4 R A ik, A e TR SR8 B WL B S ik
o NAT ] i id S 5 5 8 1P kKA vk 1P 124 7] 1
RIFIP FER

ASA FEHE TP 7 BLORY . BLINREX FTAT ICMP 853 BRAT 58 4], JFXLIEd ASA B ¥ 94 1P
BT M ELL. REs EAIFCRARAEE L 2 2R AN Bl AR EMELL.

'z F} HTTP. HTTPS =k FTP i3 &

FRAR T LU FH U i) 513 KB 1B 05 2 3 B FTP AR 45 3 1) H il 7 1), L Pl B 9 A R 8y 2%
MRS, DL A7 AU M B 9 2% A T AND) S B o
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A LUAE ASA ERCE = ME 4. BB LUK ASA 55 R4 248 45 (WSA) 4R i 4t & Al
.

BEONSAE ™ il £ A N TP A1k A5 G K e 55 B AE B 25 23 i ) AT DT B IE IO MR 55, 7 AL AT
W58, B ILER ASA HATIRIZH S AN .

HELE R 2 (B A S AR AR AN RVF I BLKIN TRIEIR . QoS A& — M & Thfie, (ERnT
) MESRURIR TIES5 5. QoS s fi— Tl LA fia Jir 1 o4 4 Uit 42 (1 B4y e 55 (R I 285 Zh e

[z P iE#2 PR #1) 70 TCP FSE 1L

J& R BB kil

A LA TCP M4k . UDPIER RIS TR . BRABIEHM A IFER = nT 5 1 EIE 52 DoS Ml ASA
3 PRSI B R B R il A TCP #2480, MM B 1 A 8 AR 4832 1) DoS Bty (XAt TCP
SYN Hudls tond 4 LA L) o AP TFIEHOR IS H AR 18] 1 AR 58 il TR T (KE R K

TCP MEAL AR — P& gl TCP ER R E I ThAE, LA EFA LR I EE .

A DATC B A DA A SR, 3 T DAE B 2 e {8 v A Rk A i
LA BB 2R U AT e L5 Mot (40 DoS Buti) MSRHINES), JF A zhkiZ RS HEH .

ST PR R U B R RS TP b ATIATE G 7 M P 2 & L i e 1 M
AN D TN SR DI RERRE LTI SAT I . ASA $9 48 B R Zh e S 2k T
WRREA (1 IPS FHRARTIANE], A& 4ed 36— 2 8 A, e & Al RER 2 3 Fs s i
PLEETHE .

FWUE e BRER T BE TR Bl (BB A IR G B R . U vl G A B IR 453 1 i AlEB AL IPID 45 5
ZUEE TCPAT WAL EZAT A

T LURE ASA BCE N SORA KRB FE ARG HEH R, el LLA ST ERL.

B K IEHR I 5T

ASA TEPBIA R BT KR 1817
* B
. IEW]
FERR BT, ASA AN W48 R K AN T R e

FEEWIRT, ASA WRfAE “LRBErP g B “RalRIBT KB , AR B @R Rl ASA 7E
QR 7 R 25 A o N il P 6 A W ol =1 o R R T
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REuT U B W KBS TR 2T B RAy BB K B e el I, @R AT . 3BT
U A rb e UGy s B )i (s B W B ke 02, 3 W1 K s T JE iod Ether Type
Vi R IR SCVF LR A

e AR SRR AR Bt I, DAL W] DA B e P PO MR 2L, A I A 2L 2 1 2 1)
Hee FEBR AU, T ARHNENIRGI RS, WIREA T Z 2 SRR, WIS S
e AR

RS LT

RGUE BE N 2T ASAI AR, A fvriEn, oA, RRrddht
SO £ TTR D e )8 81 RN S e84 173 P o S 0 PO S e 6 WA /=1 P e o P U
FIE T LR P L e A SR A AR R A, HIX AN IR AT RE LR .

\)

AR TCPARZLAT I REAERE T LL F s SCHE it

{H ASA SRR K S o> 7% FE Bt B (K IR 2 -
© ROBBrER ?

WIS B, ASA AU FI IR A MO 6, FFARAT SURLE S LA i AoV R A
(. S THITILRE, SFIE—MHOR R “ 2 ET B IR, St
Al “FERP I

ST PR AT ST AT LA N AT S5
 PAT VT 1) 51 A A
o BT AR
* 43fic NAT ¥4 (xlate)
R CPOHERAE” PR

ASA SR RIER AR N TCP M QB AR ) ASA B4 A TEERE MY (Bl UDP.
ICMP) Al ERARAEE U ICMP R, DAEE ATy DU e 4% .

\)

FER O TIHABIP MY, B0 SCTP, ASA AL R MRk, Bk, ¥4
SEEFL ) ICMP 453 B0 R 1 57

LA 7 R SR B B O AR I B A e L D AR B I AR . AW
ANEEZAMMEE AMER S50 D5 AR EE, — DRSS AR5 O s
HE, D MEhFRES 7 25 E, X ALFE FTP. H.323 Al SNMP.

X U ?
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B ven e

WNRGER TR, WASA AT EE P A a6 2 BTSN B G el ISR E R« pea”
B PR ERAR A STIAT LU RS

* 1P BRI AR
« SR
* TCP P8 5k
« SET AT 216 ) NAT 4t
o 553 JRFIES 4 Rk EE
LS 7 AR P S A vy DA PR B A2

BELE T (2 e 0 I 20T 0 o 2 U A BB AR e P T R AR 2 i BB AR (R
A0 LA T SR A AL R Y HTTP 20 6o 8 i 2 11 i 2 A ) 800 0, B 4% 5 25 7 = Aar
R B ISP T s o

VPN Ij e #ifik

VPN J&— N5 TCP/IP 4% (HIUnH IR H)22aidide, Won WA IER . X R B R b
. ASA i HIBEEAL MM 2B, QU BRI, B, I RRERCR A
SRIGFEAEA IR B3 . ASA M2 T — XU P . AT LA Hn 00, e, Ple
VAR BIBETE R S5, AL B AR GORG X Hoti W BB R AL Bl e X Hpr. Eth ] Dl
BB, R EE B, SRR e B R HAr. ASA T 5 bRl PSR 58 X

HeT)ife.
ASA HJHATEL R Difig:
. JTREIE
RN SEE S
o X P AT SR BRIE
* SPECH
o B o R g
LA
o IR Y T PN (R A
o P % T 2t wl it £h 2 7 U BN SN H b e A

ASA ]I S PR B SOK 58 OX LE D fE -
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o A hE B R AR

= 25 =ik
TS 4 ASA BB I IK S IS %, M KL 6 B o 22 e it 43 context HRE—
BRI, I O AR . B ORI R . SRR 2 A B K. S
CHEZ IR, AEEE . IR, PSAVSTL, (R, SSLThia AT, A,
2 AT T e

FEZ WA, ASA WHF T REME SIOBCE, LR aioE sk, 51 DUR AT AFE SN B4
BCE I LP P IET. ARG PO AT AE R e 0 B E B S A INA A B 5t RATHCE LT
BABCE, ERIICE. RARETIRFRASARREARE . REHCEARS AL EAL 2% 3% 11 5l
PR A, ARG LV RIS (I, MRS TS5 I, e e e A& P

SEEAMG

B ST IARNS 5, M ARZAAET, S BN RN, I R
SRR I RE VS ] RGN BT A1 5t

ASA S EFHTIA
W ASAERE, B LK Z 6 ASAH &N TR . EREER PRSI ERE R,
LB —ANMNEF) , [ Sl BRI 2 AR & U4,
HEeEhlx & FPATHE S (51 SR ERAN)  SRGE B E 20 ik 4.

FERBRSS . FrRBIRRS AR R BR S

X REEEIRSS, AT LA T O B A e A 2 75 ) LA B R G SRS
FEiRAR S5 HE

FEIRIR S5 AL ASA W] DL FCAb RB R fh SCBUFL A s i, o riii iR o5 S it 2o QB (&3l
5 5 [RIN SR A ) W 2 00 e i DA R B i 55 4% L Al 28 12, sl D JEURE M 2% 2 4 it
AR WCCP R 55, FLUhy iR o5 75 F A i 4 AT A 4

o JURF ASA 1B M 25 Bk JE AR

« JBl ASA NetFlow SZ i 45 5

« OB} ASA G —ilf5 it

« JOA} ASA WCCP i & 5 5 [ 45 7

* SNMP filiA 3 T HSLjitife
FHRIARS

ARFFHIMIhRE, THS RN ASA FRANECE G/ . [FIFE, XHFEEri ik (shee (Blin, AR
8.2 HIUA 8.3 Z I NAT, siffiA 8.3 LA 8.4 i MIFE IR H ) , TS BIAHN AT
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AsANIT |
B snns. zmomsatgnRs

Ml B R/ . EAR ASDM [r]JG 7 2 B f) ASA A, (HMCE ¥5 5 AILE L 1 B &5 R BihR
ARHINZ

=
ASA STFALGEIR S, AR AT REIEAT B AP AR AR 55 AT A T o A% G 55 A AR 4 W 2B A T

4
BRE ASA 15T figdR
AFRMAE U E:

* M & RIP

o T T MEE N AAA KL

o ALY T, Hoh kLR IE IP K (ip verify reverse-path). it & > B K/ (fragment).

BEL AN B E RS (shun). BCE TCP &I GERT ASDM) LA HEA TIPS 7 Frfc & TP
F# (ip audit).

o e E L UE Rk 55
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9
N
fo

ERNIT

AFEANHUUTIF AR ASA.
s Vil AT SIS G B 15
* Bl ASDM Vil , 25 21 1T
* A% ASDM , %24 7T
* HiZ X ASDM #:4E , 5526 1L
o HBRIARCE . 5527 T
* ¥4 Firepower 2100 & B &858, 2 42 1T
s FFUARCE . 2 44 0L
* {& ASDM H i dp 4T A T H , 2 44 1T
o RETCE S ON g, AR 46 1T

e S ITREEH &
TEHELOE NN, Al RE T 2E4E T CLL i ASDM Vj n) it B FE AV & .

T HIAARCE, WSS G 0 L E R ) CLL. 25, BEmT LRI U , 55 961 Hif# H Telnet
ol SSH FL B AT 1) . WER RGO AT 2, W 2l & i 2ok 551 & 2R ZIT =
[P

)

ER A7 ASA virtual #EHIG VI, 1EZ0 ( ASA virtual PN .

7 ia] ISA 3000 =4I &

LT 20 SR U5 ) e 12 65
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B 55 Firepower 2100 Tt i3I A

pUE ]

{EH BTt & A0k v S HUER R H G 1, R S BEE 8 9600 PBikE. 8 MR G
FRRIE . 1 AME AL o R T RE R £ Egs IE R B 6 .

W2 ASA WEEFREE, T A P& AT ELNE E .

% Enter BEKE 2 UL FHERTT:

ciscoasa>

U PR AR IR AR T H 7 EXEC BE3. Al EXEC B AEIR UL A &

i AR EXEC R,

enable
F—IKE N enable i A, RSN SUEN
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERF B EXEC B, i FRCE dr S BT o 38 ] HRFAL EXEC FEaXHEN Bie B
FHE R, S disable, exit B¢ quit #ir 4.

V1A 4 ey e B AR S

configure terminal

Tl

ciscoasa# configure terminal
ciscoasa(config) #

AR BT AT B ASA. ZHR A RRCERL, TERA exit. quit B end fir% .

if7 i8] Firepower 2100 - & #5015 H &

Firepower 2100 45 1l 5 ¥iii 11224 483442 5] Secure Firewall eXtensible #:4F &4t CLI (FXOS CLI). #n

PLA FXOS CLI HiEH: 2] ASA 54l 5, ARG R Fl. il i SSH iEH: 2] FXOS, &t n] LU
FL3] ASA CLI; >k H SSH WIEHA R HIG1%ER:, PIE T I 2K B FXOS SSH I #[1) ASA
HEHz . [FFE, Wl SSH & #:E] ASA, 8 nLLIEH: 3] FXOS CLI.
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i
g
N

FTIE4

i1l Firepower 2100 Fa gt zsla ]

FiaZ /i
R AR — N B % . MM FXOS ¥ & EH 2] ASA ¥ G 1, dbifEfe e — N RE ARSI
B3, MAE Telnet 58 SSH & FE

UK

B PN LR B PE 4 0 o Firepower 2100 BiAT—4% DB-9 % RJ-45 HATH145, FrLAfAs i sisy
=7 AT USB BT IS8 . MR NI R G AT L) USB AT ISR A LU R i
TR

* 9600 PFFHE

* 8 Ml

« AL

B e IR A
R 5 2] FXOS CLL. A AGIE; BB OU T, T LR H 7 admin FEERIL %55 Admin123
Bk,
R ASA:
connect asa

T

firepower-21004# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

i A4 EXEC fEx,

enable
KN enable iy A1, R SPERNIE T MUEE
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***%

Repeat Password: ***#**x

ciscoasa#

FERAAL EXEC B, JrA7 JFRCE a2 8 ml  o 38 n] WRF A EXEC BEUREA BiC B A,
SR AR, 14 disable. exit B¢ quit fir 4.
D ) 4 R A
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. /78] Firepower 1000, 2100 i% #&123{#A Cisco Secure Firewall 3100 1= &

configure terminal

T

ciscoasa# configure terminal
ciscoasa (confiqg) #

AN RC BT IR IC A ASA. ZHR e RRCEA, 15 exit. quit 2 end 74

PR A2 FXOS #2546, 1A Ctrl+a, d.
a0k SSH 25 ASA (78 ASA HRiC'E SSH Viln) ) , i i#E#:F] FXOS CLI.

connect fxos

ARG SPERIEX FXOS AT G5 iE; MHEAH P4 admin %65 Adminl23. %

CLI, 4% exit @gE N Ctrl-Shift-6, x.

T

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

AsANIT |

IR[AE] ASA

77 15) Firepower 1000. 2100 1% &4% 3 #A Cisco Secure Firewall 3100 =%l &

Firepower1000. 2100 #1520 F1 Cisco Secure Firewall 3100 21| & bt [ w5 #5432 31 ASA CLI (5
Firepower 2100 “F & B K S AR, Ja8 H TR EER:S FXOS CLD . )5, %A LL{E ASA CLI

i [} Telnet 3E35% 3] FXOS CLI $H4T iR HER .

UK

R B SN DER 2P S b o B DR N A RS LR AT I K SR AT IR R o AT BLT S AT 8

-z 1

H.:
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if7ia] Firepower 1000, 2100 i% 123N Cisco Secure Firewall 3100 1= & .

* 9600 WEFHR
« 8 ML
I WAk i 1L

o 1 AMF A

JEHR ASA CLL. BRONIEHUT, U7 i 6] & A T 2R AL P AT IE.

B2 Ui FFA EXEC #ix,

enable
BN enable M &1, R SPURE T BUEE .
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x¥x*

Repeat Password: ***#*#*x*

ciscoasa#

WR ASA Tk R s, I HEEIEN FXOS Wb fr4r iz, WHAE ASA ERCE )5 A& 472 FXOS
EIREN

FERFRC EXEC B, AT (F L E dr & Byl o 3wl NRFAL EXEC REUHEN i B

ZLR HRFR EXEC #E5X, 5% disable. exit 3¢ quit fiy 4.

V7 I 42 R AR

configure terminal

i

ciscoasa# configure terminal
ciscoasa (config) #

AN R BTG E ASA. ZHR 2 RICER, 1§ exit. quit 2 end 74,

(7li%) ME#EF] FXOS CLI.

connect fxos [admin]
* admin- $ A S RIW U AR . WURANIERRIR I, R s v A . iR, B
A B R, IR AT E 2w .

RGEASPORBIRBU IR HHTH) ASA HI 7 B KL FXOS, o Ml ok . ZHR M 3] ASA

CLI, %A exit BN Ctrl-Shift-6. X.

7E FXOS 1, & LI F scope security/show audit-logs iy & 2 & H 1 G 50«

T
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 /178 £ &Y ASA 14| &

SHFWIAAECE, I K UOE B2 F Firepower 4100/9300 MU #5145 (et il & v 1 54l Telnet
BY SSH HATIERIEE) 1 ASA ARV ] iy 24T FLIH «

UK

4% 5] Firepower 4100/9300 HUARAEY HL5 |%5 CLI (#5414 8 SSH) , ARG KA in %5 ASA:
connect module slot {console | telnet}

{8 H Telnet ZEFEMPL i AE T, ST LA R BIERTT e 2 AN 451E, I HOEHad B s
VT R REERIN U7 ) FXOS Bibk CLI. R i AUE 5] ASA M.

connect asa

IR

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViR FBU EXEC #25X,  isUH A S BUR 2 ) »

enable
U enable AN, R ASPERIE T SUEE
w15l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x%

asa#

FERFRL EXEC A, FrEdEfCEm 2 3mT H . 18T MR EXEC BEEEN Bl E A .
SR RS, 1 disable. exit X quit fir 4.
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FE3 SEARJRRCE FA

configure terminal

TP

asa# configure terminal
asa (config) #

FHR AR ER, A disable., exit 8¢ quit fir 4
SIE 4 fii\ Ctrl-a, d {8 H A 756 6 IR 7] F) FXOS #idk CLI

TR HERR H Y, ST REARAE A FXOS #idkt CLI.
5 k[0 FXOS CLI [ F 5| %2,

RHEHIA:

a) A~

T F IR 3 Telnet NV FH .
b) ZLE MW Telnet N, A :

telnet>quit

B H Telnet £1iF:
a) A Ctrl],.

fic & ASDM 177 |9]
AT AT i BRI B U5 1) ASDM, DA AR VA BROAIE B IS 400 2] e 2 17 1) o
ERE .JUAEEELJT ASDM i |g]
T EBOARE, OB E N ASDM ZEEHT T TR E
g
A8 DLUR B2 0 R0 R 4% 1% B % $2 51 ASDM:

BRI HOR T R A

* Firepower 1010 - Management 1/1 (192.168.45.1) s FELAK M 1/2 %8 1/8 (192.168.1.1), FH
FHUBRTIY 192.168.45.0/24 W4, A EHLIRE] A 192.168.1.0/24 M4
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B =xxasomisis

o B2 # Firepower 1100, 2100, Cisco Secure Firewall 3100 - P #8PAAR 1/2 (192.168.1.1)
8¢ Management 1/1 K DHCP) . WBEHLIREIN 192.168.1.0/24 4% . 5 FHL ALV
HAFAT 2%

o B ) Firepower 2100 - Management 1/1 (192.168.45.1). & ¥ FEHLAZ M T7192.168.45.0/24
4% o

* Firepower 4100/9300 - #5255 i i SIS BRI ORI EFE M) 1P Hobik. 3 BN ARVER B
AEAAT Y 25

* ASA Virtual- Managemetn 0/0 (YEFZE MBS o B MR T35 2 45

* ISA 3000 - Management 1/1 (192.168.1.1). & HE LHAZFR T192.168.1.0/24 M 4%,

AR U SRSk 20 SR, RIS P b 1 2% 1 AN BT 54 i) ASDM.

FEXER
HERVARCE , 3 27 1T
o HEAE R 2 1 ik, 28 244 10
JA5) ASDM , % 24 1T

B E X ASDM if [g]
Wl 2 AN B AN LU AT, ATl R
s WHEH HIARLE
o AEUELRH 24 A 37 B BT K AR
o AEUELRE OOk 24 SRl
X — g e, T ST A ASDM Vi), ERATEBUN HH T BUARCE, HlEFixE

EBHOKEHIP k. HAEARRT R (Bt BB a2 6 SR ol iy 2208 B (10 FoAl e
i, A NAEHIAT R FE .

)

AR XT ASAv, FIDMEREE R RO EEWIR, B DA B A SRALLT A 5 B BRI

DL

pUE ]
S AEf A 4 U7 A CLI.

T2 (L) A AE WP KR

A G R AR
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firewall transparent

PR3 MEE B

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

i

ciscoasa(config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level £/ 1 £ 100 Z [AI[1 %7, Hrh 100 A 2900 .

$EL4 G TEHESH TN NEHMLE K E DHCP #i:

dhcpd address ip address-ip address interface name
dhcpd enable interface name

T

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

AR VO A AN 5 2 1
$HES O T s D BCE S EN% -

route management_ifc management_host_ip mask gateway ip 1

il
ciscoasa (config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

$1B6 & ASDM i H HTTP % #%:

http server enable
PIT AVFEEL LTI IM ASDM:
http ip_address mask interface_name

T

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

SR8 PRAFILE:
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write memory

9 (HIik) KRR B AR

mode multiple

HHOLRZRIN, TR A EOR DAY BC B O A PR 5. AR REURR A ER N2k ASA.

Gt

PN BC EORE BT KBS e A I IR, BCE Management 0/0 #2111, I 44 B EALA H
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

FEXER
WA BRARLE , 3 28 T
WER KR CRAED) , 28208 1T
Vi iHl ISA 3000 %l & , 5 15 7L
JA5) ASDM , % 24 T

B zh ASDM

A LR PR 5705 3 ASDM:

* ASDM-IDM JA 843 - %8 sl 2% 248 48 a] DL H HIEF BT = ASA TP bk Web 331 W28 M
ASA FEM— N . R EER 2 HAL ASA, i EH FE0ZH 509

* Java Web Start - X} TR ASA, FEE MK WARHITIER, RIEHRAEUE3) Java
Web Start W H . JG#&, W LLE PSR IEFE SR BT EAL (B8 ASA TP Bk 75 2 o g 4

)

AR WUREAEAIM SRS, WTEER Java 2247, 5 AT EL 25 R0 L TI0E S SR (i1 Hostscan) )58
e WERAE R Bhds, wiANS tHEL )
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7t ASDM W, nJ Lk$e Al ASA TP shEBEA T BE; )8 sh 88 A1 Java Web Start Thfg 2 8] ) 22 573 84
THIHIER S ASA F1)H5) ASDM )7k

KA AT WATIER: ASDM,  BAA AT {4 FH JH 2l R 7 8% java Web Start JH 2] ASDM.

ASDM H SCAAAAE /LA \Users\<user_id>\.asdm H & (BAEZAF. HEMEEDD FIGH HxH (|
5 Secure Client it & 3C 1) H,

UK

TE4RE ) ASDM %7 (S, fis A BL R URL:
https://asa_ip_address/admin

iR feRFaE https://, TR E http:// BT € 1P Hikik (BRIACh HTTP) ; ASA A4 H3)
$ HTTP i K Kk ) HTTPS.

ARG B~ ASDM Jo B TUHA LR #2411 -
* Install ASDM Launcher and Run ASDM
* i&{T ASDM (Run ASDM)

* Run Startup Wizard

TN, E AT R A

a) Hiili%# ASDM B a1 2 F 51T ASDM (Install ASDM Launcher and Run ASDM).

b) K PSS B RS GEHTHLE) , R MM E (OK). W KA E HTTPS G145
UE, ATLAAEBEAT H P 4480 enable #5465 CERINAHZS) 05 DL T 3RAXT ASDM 15 M ALPR o B P4
CLI H%i N enable fr 2, RASFEREEUE; Bk ASDM WA SR HAT AT A Y
TR g %8S, ANEFREE FPIRES: ES R WE B 3804 )0 H %S R Telnet %
i, 55641 1. EE: WG T HTTPS S 401UF, TH ARSI 4 AOCER I %R . BIE
AMEH G DI, RS EK A A T 2 A2 482 , ASDM 4
A Hh BICHR J2 R A A A5A UL I

o) BRI IRALENENL, RGN RT3 )E, ¥ B3I ASDM-IDM JH 3%
¥

d) HNEELIP Huhb. WA PSSR CHreBNEE) . ARG A6l OK.

ZiAgiH Java Web Start, 54T LT 4!

a) KiiiZ{T ASDM (Run ASDM) BE1T /A 31 S (Run Startup Wizard).

b) IR, KPR AR AL B B, T DUERFT I T 20, AN B ORI T
Ko

c) MizP 705 3)) Java Web Start.

d) AR R PRTERERSZ T A UE T . RE0K Wor JBR ASDM-IDM Ji BIF2)%

e) WH M AMEM TR EAY GEHTH2E , WG AHERE (OK). W AKEE HTTPS S35
WE, T RAESA L 4 F0 enable 255 CERIANZE) [T DL F3RTSXT ASDM (115 AR . 15 IRAE
CLI i\ enable fr &0, R SHIREH GED; ok ASDM A HIHAT AT A HEiY
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RO SOR T, AEARFEFPRE: WS WE A 54 &R T3 A Telnet 2%
i, 2641 U SER: WAREHM T HTTPS S35k, W AGKI 4 KOs, RME
AMEFI SRR, WEREAEE SRR A A AR GASER 45D . ASDM ey
WA s 54 P A A2 5 A7 DL RC IO

HE X ASDM 121k

AJ DL S AIE S T B 5 ASDM JE38 0 ASDM HENAE, LIE ASDM 1] LAk FE 8 K (AL & .

71 ASDM L 5 3iE+H

i Java 7 update 51 J2 5 S hiRACHS,  ASDM Launcher 75 2] 5T UEYS o R UE SBR[ — AN ] By
e g A% SE . Al Java Web Start 33 ASDM, H 2 %30E 5.

WS LL R0, DMELE ASA b1 T ASDM I A% S 4y ilE45, IF1A) Java vEHIET .

http://www.cisco.com/go/asdm-certificate

&7 ASDM ELE A 77

ASDM % % ¥F 512 KB AL E . Wi b s, vIae BRI Eae s, fl il & n, RE&
XU o7 L8 A B I T A b, (R SR KL, e 13 I s oy B4k, Bl ASDM
h T REAEACBEMC E . SRR ARSI OL,  FRATTEE S TSRS I ASDM RGEHEN A7 EEifTA i 3| N A7
FERA) A, IS Java 246 2 A o “java.lang. OutOfMemoryError” 4 B .

140 Windows 1 9 ASDM Bl & R 75
FAT ASDM HEAF RN, iEE T LR R 44 run.bat S,

UK
HIE1 #:3] ASDM 23 5%, 41 C:\Program Files (x86)\Cisco Systems\ASDM.

SR 2 MR SOR G5 2 run.bat SCPF

HIE3 ELL “start javaw.exe” FFLIATH, AT “-Xmx” IS ELURE T HER /N Blin, i
768 MB AT, 1HWSHE S -Xmx768M; Wit; 1 GB WAT, 1S HHE SN -Xmx1G.

$£B 4 {317 run.bat {1,

50 Mac #R1ER % B ASDM BLE A TF
LN ASDM HEN AR/, AT L IR g Info.plist SCAFS
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wraaes [l

UK

PR 48 i Cisco ASDM-IDM EF5, 4R J5 1k 4% Show Package Contents.

FIE2 {F Contents L2, XU Info.plist SCfF. W E e FF kN T H, &304 4F Property List
Editor F4THF. &N, ‘EFAE TextEdit 4] IF.

$IE3 {f Java > VMOptions Fifil, BTN “-Xmx” B 758 LURET TR HER /N, Blin, s 768
MB W17, 1iEHSECESCY -Xmx768M; U175 1 GB WAT, 1EBSECE Nl -Xmx1G.

<key>CFBundleIlconFile</key>
<stringrasdm3Z.jcng</string>

<key>VMOptions</kev>
<string>-xXms6dm -Xmz5 12m|</string>

<key>CFBundlebDocument Types</key:>
<arrayx

TERA WERZSCIFOBUE, PR B R A R

The file “Info.plist” is locked because you
haven't made any changes to it recently.

,j’ If you want to make changes to this document, click
¢ Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

|  Unlock | | Cancel ' Duplicate |

E<L -]

$HB5 il Unlock JHRA7E .

WIKE #) Unlock XFiEHE, 15 H4miE#s, 48 it Cisco ASDM-IDM [El#r, i%#% Copy Cisco
ASDM-IDM, FEH4 LRSS B EH0A 5 ABBR A S, FIansiiin. 485 Mz A58 SOt /N

T EOAECE

) BRI EC B B RERERTIR) ASA N H (G

* Firepower 1010 - tH ) BRINEC B S FH DD RENE A EB/AMREC L . 18] DA B2 11 al py 5 A2 e A L g 11
i ASDM 452 ASA.

* Firepower 1100 - Hi) BRIAHCE A DD BEME P90/ ML B o ] LU/ B2 11 B phy s 1 A
ASDM B ASA.
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* Firepower2100 - P 58520 (BRI« H BRINACE 5 F D) REME PO B/ B0 & . #n] DA 3L
[Hif# ] Cisco Secure Firewall HLAHET By (SLHTFRA Firepower HLAHE BEZS)  F1 ASDM 45 B
ASA.,

B - W SO WAL, T BRAEC & 2 5 T D REPE P 3 AN e . f ] DU #E
2 OB H: L ASDM 58 ASA.

3

* Firepower 4100/9300 HLAR - 76558 A7 ASA B ASA FERFRT, ) BROAEC & I fic B A BBz 11,
DA R DU H] ASDM 5304, SR il e 5e i

 ASA Virtual- W BERBLI AR, (EMBILRD, WERE RS R E) AR
BEO1, BUETTBLAEH) ASDM S5 30ER:, AR S e AL . T LARE BEMSRERS TP .
TR “ BRI RE R

* ISA3000- ) ERINBCE 2 J LT 58 B I B KRNI &, T A A A 1 L T ] — 44
gerh, RERTLAE ] ASDM 45 145 B 1 R v B I 25 1) 1P btk o PN 8T .

P T H) T BRIAC A AT T e B KRR R A — 15 50, BR T ISA 3000, ) BR
B EANAE B B P T . % ASA virtual £ Firepower 4100/9300 ALAE, 7] LAE B8 I 1% 637 B
P i R

\}

AR PRGSO CBEGIKD BRABCE SN, BUR SCHSR SO N A7 h BORRHERC B : log/\ crypto_archive/
Hl coredumpinfo/coredump.cfg. X LETCA I H I T 8 5 N AE T BV ST HAS LIS . IR 280
By AR bR s e IA R s OO A s

WE L BN E

BB R E T BOARCE . T34t CLIA ASDM F2/F. X T ASA virtual, 1%F8)7 0] B3 E
FCE IER & ASA 5525-X UL R &

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management
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\)

merrnisgzs ]

E®B {E Firepower 4100/9300 b, PR BROIAFLE SEEPRACE; KR ERIARCE, 20 #5950
iBE ASA.
FrIEZ Al

I REAN A % B KSR R T, {H ISA 3000 [k, ISA 3000 fXAE BRI NS Frtb i 4. ik
Hh, ZINEEA T TR A VSR E 1 ASA A AT i SRR R4 % Tl g B Bk AT
B .

i

F1 MR ERIARCE -

configure factory-default [ip_address [mask]]

i

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

R i A A5 R Firepower 2100 [ 2T B BN (R&ABOFE) -

W AR A€ ip_address, WS a4 5 B0 Y A B BEEE 11 TP ik, AN AT ERIA 1P bk, A58
H1 ip_address ZEIUBCE (L 1, 152 LR Y5 AE N -

* Firepower 1010 - B &R S 1P Hudik,

* Firepower 1100~ P #4% IP AL

* Firepower 21007F ¢ #5155 2\ T - 150 B N 4% TP ik
* Firepower 21007E~F- 55T -1 B8 4% 1 IP AL
* Cisco Secure Firewall 3100 - -1 & FIEREZ [ TPHLHE
* Firepower 4100/9300-JC 51

* ASA Virtual—#¢ & B 1 1P Huhik.

* ISA 3000 - i B &EIBEE T IP bk

http v 2 HEIEE 107 M . [FE, dhepd address 43t 40, & LU ARTES 2 (14 TP Hbhik 58 i (4 57 45 1]
FHht. Elan, ¥ E10.5.6.78, T MHERY4255.255.255.0, JWDHCPHhEE Y
10.5.6.79-10.5.6.254.

%} Firepower 1000 A1 % #5138 I [ Firepower 2100F1 Cisco Secure Firewall 3100: iy 42335 5
boot system 74 (Ul ) DLAHCE LR BURC B S AN S 52 5 B I (g . GRS Y
H N AR o

AT G BT [FFirepower 2100: A+ A fiiboot systemdir 4 B4 FHFXOSE 2L
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$IE3

AsANIT |

XTI HAR R S . iy 2 ] BR boot system iy 4 (WA AE) FIHABMCE o %A 2 VPR 2
W% a5l . boot system FIRAEVKE ) e E 5 EHTNER ASA I, B0RE I PR AR 28— AN il A5
3 MNP EIE, ASA ¥AEE).

i

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa(config) #

K BRI B ORAF B N AF -
write memory
A A BB AT L E R A7 B E SR E I BOAGL BT LURT 0K boot config iy 4B & 0 W 5 — M
B, BB, 2RISR
(ASDM /¥, ) 7E ASDM ENHIE Hr, AT L FHdf:
a) MKUOEFXH > BIREEEAH BIABE.
ZAYH% 7~ Reset Device to the Default Configuration X i AE .

b) (H[#E) 7 Management IP address H 4y A\ 3k 300 11 A7 38 TP Hihil, 1 AN 24 T R A M
k.

AREN S BB IR DIPHTEAE &, W50 L ACLID K.

c) (Wik) M TFHigE T ks Management Subnet Mask.
d) Aidi OK.

RGBS T .
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e AsA vinual 5E28E ]

Pk o3 X} Firepower 1000 A1 % #4238, F A Firepower 2100F1 Cisco Secure Firewall 3100: 1t
ARG IR (R DLRECE WA E . G S SO 25 520 JE R
WAR: ARSAE H T2 g .

XTS5 BT [ Firepower 2100 BEA S AN 5 FBUGAL E S S0 FXOSE
B,

XA HABS S ZIRAEIE TS BR R SR (WUERAFAE) DU ARG E . 7
Configuration > Device Management > System Image/Configuration > Boot
Image/Configuration &4, W WRFEME RS, WREAMBA L LB G . FIkLE
P B S ORI ASA IR, ERRE A B IALAE R B — N ME A Bl I S BN
IR, ASA ¥A)H 3.

e) Rith Yes.
0 IEBABEG, X E SRR NN KEHEXH > BEITRERFEANRF.

EFRIZIE T R AT e B AR A B R SR E M BOA R, RMEZ AT CRCE 175 M E R 2 W,
BeEERR A, I ER AR tUR S

ik & ASA Virtual ZREFL B

AN BT ASA virtual 358 (50 K BLE.

UK

N T PATHERERS, E R &

FBi b AR R W, IO AT, G B AN T RIRAS, WM B R &I E S
W R AR W . 2 ER 0 3 & DR IO Hom ik Wb s A e g e RS, IR
PN = e D, H BRI 75 L i A .

)G, WEEERCE . A THITHEERE, EAE RS LA LL N a4

write erase

R ASA virtual 235 2 S HTISAT IS, Ik, AW BRI )E shmg . B0 H R E 5)
W%, 5204 boot image fir% .

THI AP -

FEHMNER ASA virtual, NI EEE

reload

TRA T RATHEERAS, WIT R & B
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FEHBEERONEYE, TR &M B R A % T e

Firepower 1010 ZIAEL &
Firepower 1010 1) BRI NC &0 2 LB E -
s BRI - LKW 1/2 2 1/8 J& T VLAN 1
« WER—SMERIL A - ORI 1/1 (O . VLANT (36
< B -EHENG O 11 CGEHED , TP bk 192.168.45.1
* A DHCP [1J5MEB IP tahik, P4 IP kil - 192.168.1.1
« WEBEEC . EEE O L) DHCP RR%5 88
* K4 DHCP ff12KiIABE B

* ASDM Vjj ] - FUVFEF LRI ENL. B EE B HLRHI A 192.168.45.0/24 MI%%, P EHLRREIA
192.168.1.0/24 4% .

* NAT - MNP RIS T A L 82 1 PAT .
* DNS 45 %% - OpenDNS R 45 %% O FAC '

P& DA dr 4Lk

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
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interface Ethernetl/4

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/5

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFC &

Firepower 1100 [¥7 ] BRIABC & AL 75 DU e
* REB—SMERFE - LK 1/1 (AR, LUK 172 CA#)
*« SMER IP Hbhit>k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE /1 GEFHD , P Hililbk § DHCP

Firepower 1100 ZXAFL & .
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. Firepower 2100 F &1 BINELE

* DHCP BR& 88 7E e 1 I

* BRIABR R K H SMi DHCP, %2 DHCP

* ASDM Vjj ] - SRVFEEAI L. AR EHLRR S 192.168.1.0/24 W44
* NAT - M FS IS i A U 4 1 #2 1 PAT .

* DNS JIk%% %% - OpenDNS JIR 2% %% O FHC & o

B E 1 LT iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100 & =X 2IABLE
&R LLKE: Firepower 2100 % & AZE T S N is4T 1% 2B 20N BOARR .

N

AR O 9.13(1) ZATIIRRAS, AP SRR BOA L IUNIME BT, WERMF ST e R B A
o
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ASABLE
Firepower 2100 1] ASA [ H ] ERIABLE AL 7% LR B E

s NER—SMERRE - LUK 1/1 CAREBY . BRI 172 (D

* A\ DHCP [1J5MEB 1P thsib, P4 IP $idik - 192.168.1.1
* DHCP RRS58R/E N HHZ 1 b

* >k H #hE DHCP (120 IA 3% R

< B - EEN 11 GEHED , IP Mk 192.168.45.1
* ASDM Vjj [n) - FRVFE B LA L.

* NAT - A BRI SR BT A it K% 1 PAT

Firepower 2100 & X BN & .

* FXOS It 1 81 - FXOS HUA AT LAZERE LIS ASA 1A 84 B =

* DNS %5 #% - OpenDNS i 55 2% CLHilic & .
WC S b DA iy A 2k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto _config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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. Firepower 2100 i& &R BN B

FX0S L &
Firepower 2100 1) FXOS (17 H) BRI FC &0 LR A :
I8 1/1 - 1P Hudik 192.168.45.45
« BRIARI X - ASA $idiz
 HIFEETREE 0 SSH i i) - A M BH R 25
* BUAA A& - admin, ZRiAZERS Adminl23
* DHCP BRZ%88 - %/ iy IP Hihlyiu [ 192.168.45.10-192.168.45.12

* NTP BR%588 - AR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org.
2.sourcefire.pool.ntp.org

* DNS BR%5 88 - OpenDNS: 208.67.222.222. 208.67.220.220
o LAIKM /1 FALLKM 1/2 - 2 )5 H

Firepower 2100 1% &R EVABLE
BRUMEUL R, Firepower 2100 76 % #1538 Fig4T.
~

AR 0T 9.13(1) ZHIHIARAS, S BB IEIUNIME 2B T R AP S BT, WS OB 5
o

W& HUT Firepower 2100 [ ) BRI B AL & DA T RLE :
© NER—IMERIE - ORI 11 (AR , LUK 172 ()
* SMER IP Hbhib >k H DHCP, MIER IP Hblib—192.168.1.1
* DHCP (&3 IP it - 455 1/1 CFED
* DHCP BR$S#7EA #3111
* BLIABRE K H M DHCP, 52 DHCP
* ASDM Vjj i) - SRVFEE AP L. B EHLER I 192.168.1.0/24 W44
* NAT - A BRI SER T A it K% 1 PAT
* DNS fll:45 %% - OpenDNS fli 45 %% C L & -

PC B T DA i 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
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Secure Firewall 3100 ZIABL & .

ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Secure Firewall 3100 Z0I\EC B

Secure Firewall 3100 BRI ) HCE ] T B0 E LR A2
* REB—SMERTE - LLKIM 1/1 (M) 5 LUK 172 CA#)
* SMER IP Hbhib>k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE 11 GEFHED , P Hililbk § DHCP
* DHCP RRSS &L N HH 1 L
* BRIABRER K [ M6 DHCP, 45! DHCP
* ASDM Vi [r] - FRVFE BN B ERL. AFBENLBR SN 192.168.1.0/24 k%5
* NAT - A PIFBEI SR T AT i 1 10042 1 PAT .
* DNS JI%5 %% - OpenDNS JIR 25 #% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
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security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1t Firepower 4100/9300 #L4H I #2#& ASA I, W FIBCE VF 2 Al L4 Fl ASDM %42 31 Management 0/0
ORI H. WAL R I E

* %?iﬂi%[ﬂ:
AR 1) BRS A 392 1 CUFF Firepower 4100/9300 HLAR &7 3 514 |2 X

44 “management”
TR REN 1P Hhhik
ZARLINA 0
L H

o R I PR S 1 K BRI
* ASDM Vil - RVFFT A ML,

A7 A IR O L R S AR R A R E, TS IIIE ASA SE1E . 58 403 1L,

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA AT
isa 3000 wEkicEE ]

interface <management ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level O

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 EYEIABC &

ISA 3000 BRI BLE W R

< BIARAIEER - IEWIPT KRS 2 BRI K, s RN IP KR B BT ke, I
FANG A P JE42 0 4% I it 2 R e

s LANMFERIZED - i i B AL TRl — M & (P Bt R R E; LAHITIRES
1AM 4EHEICEL) . GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

* T RERFASINER S 13 ol B

« &I 1/1 40 - 192.168.1.1/24 1T ASDM Vi i«

* FTA 8 E% P b ) DHCP.

* ASDM Vi) - fFRvFE B L.

s NUUNEOX R TREMESERE . GigabitEthernet 1/1 1 1/2; GigabitEthernet 1/3 1 1/4

)

ER MISA 3000 Wi IR AR AR, U RIAB O RERS LS insidel
Finside2 LA} outsidel Fl outside2 ¥ ANFFHEMAT o X 4% O 2 7] AT A BL
HIEEAK W, EWE AL, KR ASA B8 i K Ak 8 %
il

e E DL iy 4 ks

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0O
no shutdown
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interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA Virtual 33 E B E

BB ASA virtual I}, AT E VL Al 44 ] ASDM %42 5] Management 0/0 4 1[5 %, LAY
BRI E:

o % H O W B R

* Management 0/0 %1
* fir4 4 “management”
* IP JhtEY, DHCP
« LRLHH 0

o EERYHLIP Mk ER A T (SRR T M)
o JOFEZE A HTTP K45 2%
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« EELEHL IP Mokl (¥ HTTP Vi )

* (W) GigabitEthernet 0/8 [1)# [ % % 5k i 1P Hhhi-Fl Management0/0 £ H] 1P kit
* DNS k%5 %%

* BREVF R ID A f

 BREVF IR R JEAT D Re )

(1[3%) Smart Call Home HTTP f{E URL Flif I

.

(nfi%) SSH & HE%E :

* & i 1P il

© ASHLR] A AT

o A P AR P AT SSH T 5 1) 5 4 B0AiE

(i) JA M EiZE A REST API

)

ER S RN AT AR AR M ASA virtual, ASA virtual 75 V5 LM . HE 2, ATRETE LB
ATHABPCE, LSRR U5 [ R R 7 Tk o

A RPAL e, WS LL R E R :

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\)

R LAVFITIER 2R “hRME” VFATIES

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



AsANIT |
. 1% Firepower 2100 12 & 418 £ F A RN

AT R RS X T 1) 2%, WS P LU R R Bl

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

1% Firepower 2100 iZ & /52 &3 F EER

Firepower 2100 2Xi21T % & FXOS WMK)JZ4AE RS, &7 LIAELL N0 24T Firepower 2100:
o WAL (BRIND -SRI AVHENCE ASA FIIITA R E . FXOS CLI H L HR 4 s 4 b HE B

AP
HIJ/7\Q

o SEER - AT A, BAZIE FXOS FRELEREA B ES B S . X8k
B A B O, 57 EtherChannel. NTP. W45 B&E, n] DU IR BE2S Web Ftmak
FXOS CLI. RJ5, #alLU#iH ASDM % ASA CLI 7 ASA 4k 45 it B 2 4 55 % .

sy IR A5 /N I i 2 WS g L A 1 LT W P e o T O 1 | = A N A |
BROARCE . 157, clear configure all A1 configure factory-default iy & AN 215 5 4 ik,

Fi&Z 8
s HBEAE CLI o i =X

UK

TR (T AU E. WS &0 AR R BRSO 5 1020 BT,
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1% Firepower 2100 1% & A iR & AERR .

ARV AR L R G A B R E AR 2 5, (L IHTC & A A ] B — MR AR 5.
wn, wFFEE8EA, NTP. DNS Al EtherChannel fit. B A& ASA Bl & 1 —#54r, A S LERG
R, (H R E A ASA BB P R AR 4 R

A AT

show fxos mode

i

ciscoasa(config)# show fxos mode
Mode is currently set to appliance

KRB B T BB
no fxos mode appliance
write memory

reload

BEEMGUSE, & BRI EIFEOR N B % . FEFFTINECZ AT, AT LAAEANIE A BT AR 15 0 T K
P B B M S AR e

T

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

H R B B o B

fxos mode appliance

write memory

reload

WA S, FHERAEICE I E RN . EER BT, T LALEANIE SO o v W PR AR 0 R
BT B Bl AR i

il

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4f2b4175 1f162684
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23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

FinBL &

LA T RS ASA, WEHATEL T AP,

\}

IR ASDM 2 S R SI2 KB IBCE . Wik H b, nlReS B EMERE ) . 1S I ASDM Ac & N
7, 267,

UK

P B A B FHMT YIRS, 15K IRIE$E Wizards > Startup Wizard.
HIE 2 ZAJH IPsec VPN [i] 3L E IPSec VPN H%EH;, iHKIGERES > IPsec VPN [B1F, RJGEMAS T

TN HRE B
B3 ZfH SSL VPN [ FHC#E SSL VPN &z, 1HKIIEFEES > SSL VPN |15, RJF5EMAL LRI
BB

WIF A ENCE SR R, K IKIE R Wizards > High Availability and Scalability Wizard.

WIS B EE G R ) 3 e B AR, T K IGE PR Wizards > Packet Capture Wizard.

F6 o) ASDM GUI o] A FEFEAFER, THRUGERAE > HAEIRFERIE.

HBT ERCE RS, 5 AU T EAL LK Configuration 144, AR5 AUl rh— AN Th B F ] LUE R S
B

TR WAk Configuration FE#EA %, 15 miili THAZ EI Refresh LLZ 7R 5EAE N 75

LIE8 NI ASA, i THAL ¥ Monitoring $24, $RJ5 sl Dy BT E K W s I 1) M 47 B 4%

£ ASDM REH B STHRE LA

AW ASDM Hir A\ iy 4 LA i o] Zb 38 CLI.
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FERAGSTRELR

FRGSITRELA
IR AR T SORM TR, T ASA Kk S IR LR .
AL CLI C RS iy 2 B TR P AR . 75 ASDM W H & S RPIR A4 rh A B BUR 20,
AR ORI AT HRF AL 0] CLI i 4 i 7 (R A P
FrIaZ |
* ji@iik ASDM CLI T HA Ay 451t ASA i B A a2 nl fe LA R 77 24T

o A ETIR - WER B TR NES DA 2 T A R, skt R A, AR FER R4 . Response
DX ok BoRE R, PR A AR, IR AR Tﬁi\ﬁﬂﬂﬂéﬁ,m

THAMA - CLI THAL T HA ML, ZAE ASDM P X a4, 15 H noconfirm 3¢
e AT , Wl N s

3

crypto key generate rsa modulus 1024 noconfirm

T A b5 HLA A B B g - AN T P 0] BE BT ASA [RASATIRCE . A% ASDM CLI T B X fic & i3t
TR, BE RS MG S Mg . WA RIS ASA, I 58 4

o
EEEMHER— ASA R HARIG 2 B 248, 1E KL Monitoring > Properties > Device
Access.

UK

FIE1 £ ASDM W HE D, KIKEHFRTIR > S iTHRE.
Z %08 B~ Command Line Interface % iHAE .

PR 2 EHTEMaSRE (PATHZAT) , REN TRy Rk sEarS, st FBrh A m <

SIE3 Sl Send AT 4.

PB4 BN B4, 15 A Clear Response, #RJEER: (i) ZHATHIH AL 2

IS 1L Enable context-sensitive help (?) SZIEHE, i DhRESE LG A OCHE Bh o B Ik i 52 1R HE DAAE
R SAHCH By o

I 6 XM Command Line Interface X[ 15 HES, WIH L MALE , ¥ £l Refresh LIESFH ASDM H i i
5o

78 % L 2% ASDM Z RS &S

ZINBE RS R ASDM AR 271K . 1%, ASDM ZHEX L4, ASDM A Wiz 47 fic & 5 i ak
MERIX LA 4. BREMEE, ESHAZ LRSS, 581 .
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UK

$IE1 £ ASDM NHEHH, KkEETIERE > BRHFIZE LK ASDM ZERBIHS.
FHIE2 5en Al OK,

\ (=== 1 s

A IV R bt
O SR G, TR RS R T e A i . I S 4k S T e e g N e B Y
TS IR show iy 2 S I R EC B, 71 S B85 00 AN 5 T IR B i B

Bian, W EENE: OB ER QoS service-policy, AR5 FFRINME A, ] show service-policy i 4
A ik 55 UG TC T IR 45 SR FRUBT Y B DG BRI QoS 1S s I SFEm& (R IR AT 1 B AN T b 7 £ iy 2 o
.

LU ORITAT AT DR SRS, 5 ST e i, DA LA P S S i 4
LWOITER, WERALL T2

* clear conn [all] [protocol {tcp | udp}] [address src_ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

2 AR PRAS Th & EIE R, EAR T MENER, 1i5 25 show conn #y4

WRAHSH, 1 Zar SRR 25 WA b . SRR A IER: (BT E B
W AEEH all SCHE Y. EARYEUR P kil FbR TP ik S R/ B P BGR BRI 4%, AT
R P T A o
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A H U] ASDM H P 51

* KT ASDM HI P 5tifn , 25 47 it
S/t ASDM H 7 Ftin , 28 50 1T
* AL, 51 L
« THF, 5556 00
* ASDM Assistant , 2 57 L
R, 57T
s WRHIER, 58I
o AL . 2R 59 L
o BEELPLEERE , 2 59 00
* ASDM s Ak iRE , 26 61 UL
s AR FIR PPIThEE , A 62 1T
o ARV EPEREI AR SRR, 5 63 L
s HLCMHR, 563 1T
* BETER (REEAAE R . B 63
s FWEK (RE) , B I1TH
* &£ . ASDM H kDI , 55 78 UL
* {fi[f] ASDM Assistant #7482 , % 80 7L
o AR DIk A, 2B 81 L
o NZCFEAr A, o 81 1L

ASDM H P S T H T Aa et ASA SCRFIMF 2 IhEE. ASDM H A Sin L& BA R o %
o SEHURS, FRAERE SO THEL R SR PE T ) . VF 2 SR PR IIUA HAT R AL DR

« LT LAAE ASDM i TEA . W THAAH, f&aTLLyii Home. Configuration Al
Monitoring &g, i n] LLIRICHS B T 75 GiA% Z 8] 30
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AsANIT |

o HJ{s5E /20 Navigation 4%, J T3 %% Configuration F1l Monitoring % . #8a] DL & b i o
(1 =AM 2 — Db RAGEOE SR B A%, AR rT LA B, RO EOC A7 3l G Ak . 05 i)
Configuration Fi Monitoring % #%, AT N AEZ —:

o i 2 Navigation F A% 0 N & 1 2E M B 8E . I T A% 2 5 2 0 T I8 2 A R0 b A A vh
BoalgaE (B, BE > IR&RE > BIES) .

« WERATER DI B4R, T DRI B RN BN H 7 O Content T A% HOAR SRS H, AN
s e 2 Navigation 7 # Hh IR A 442

s NB A LAR S RACRNE 2L, T B R s 22 SR 7 4%

o 5 A% A2 ) T 5 5E Device List %A%, n LB ASDM BEAT U ] o 48 0] DL ahibs i () = A
Y 2 — Dl KA ORI i i, AL AT LARS Bl Beomk o A1 3 80 B 5

OIRAEL, ENTE IR SR ERORS. HS . AIRIRE. ST EIRA . AR 5
SSL A

« /240 Navigation A%, SsBIE7 RN NAT $000 . AAA KU G771 H0 U) AR 45 0 U] ) mp
FEREIN R A A BBl 5o Tl W6 v IR TR A SR 8 5 A B IR Sh RE T B e IBAh, A
it 2s g~ ASDM Assistant.

T T~ ASDM H P S c &t
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«7asommrrE

& 1: ASDM Fi P R &

® ®<%. @

" L | File View Tools Wizards Windgw [

[ece® Cisch ASDM 88.30(0)52 for ASA - 10.89.5.26 Y

@ Hame u Monitoring Q Deploy y Refresh o Back o Forwarg ? Help | Type topic Ge Iclllsléloh
o Device List- uiopuiiaiog - [ Configuration > Device Setup > Startup Wizard

000 Device List

% Add 0 Delete & Connect
Click the "Launch Startup Wizard” button to start the wizard.

Find:
& 10.31.118.175
&l 10.82.109.113 Startup Wizard
3 10.83.45.103 The Cisco ASDM Startup Wizard assists you in
= 10.83.45.122 getting your Cisco Adaptive Security Appliance
=l 10.83.58.239 A configured and running. Use this wizard to
= 10.86.118.1 create a basic configuration that enforces
a 10:85:1 18:2 security policies in your network.
e The Startup Wizard can be run at any time and
&) Device Sel - SR S "
_OO =k LE will be initialized with values from the current
go running configuration.
» B} Interface Settings
b 43 Routing
90 Device Name/Passwold
@ Key Chain
&2 CGNAT MAP

» O System Time
A

gg Remote Access VPN

{43 site-to-Site VPN

E=3 Asa FirePOWER Configuration

L' admin 15 s | =2 ] 10/8/20 5:40:53 PM UTC |
L

E 1
GUI T= 15 AR

|

1 A
2 TR

3 ThERAE
4 HWRTB
5 JeM LR
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GUI T3 okl

6 B IR
7 WA E I

8 R

\}

AR OO GUIEAANER 8 I T 24278, 8% Wizards. Configuration F1 Monitoring %% DL AR 7542 .
BAE LHIGR, iH bR e L fhoc s CAbiRSER D EJ7.

Efin ASDM FH R 5|

I Y ASDM L il AT LA B Ay R IS TR, Wl A A% A1 2247 Navigation
KA . AT I DI RE W7s 78 Device List Biks R 7 ARSI o ZxBIBIZ T LLEL S LUR Dh g
Hl:

cRERE

* BpAIE

c BFMERETIER

* mi2iFE) VPN

* 3 (8 VPN

cIREEE
WORM YRR AR EE T OIS MV hfg. sl N4 LA 1) Configuration 41 KI5Y Monitoring
PRI J 1k D RE R IR 5 — AN i« D RE4% 4T Home FRIE AT H
B D) BRI o, TEBATBL N PR

B2
SRR EEES S D IIREIHL T T IR B8R LR R SR
P2 EFLL I
* Rt B RE S 4R LU s B 2 1

© Rl BRE DR LU s DL
o rinR NSO BRER B DL ISR S L, SRR R B S B A2 A A I S R )
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* & Option LAk Option XHEHE, LA S fede sl m) S ai i)y Bon iy g, R, EHRUTFZ

* s ERB LU SR PN B
© Wi TRBLUS IR P I N
o B E DU IR S U UTE R BRI BEE .

FIR3 sl OK LULRAF i BT R AT O IGAE .

]

S A] DU ] SRbR BB 2 U7 ] ASDM 32 HA.,

TR

TH L ST AT DU B ASA FE .

File 3ZE 15 5% Af

Refresh ASDM with the Running | ¥z 470 & B AS N4 3 ASDM .,
Configuration on the Device

Reset Device to the Factory BB TS BRI
Default Configuration

Show Running Configuration in | Z£5i % M 4 B Y ETET R

New Window

Save Running Configuration to | ¥z /7 B [FEIA B AT N AF

Flash

Save Running Configuration to | 4 4 §ijis 17 i & SO BIAS A 7E TFTP IR45 a8 1.

TFTP Server

Save Running Configuration to |3 #i ¢ (R3a 4T HC B SCIF IR BIlAS A2 326 B s e 4% 4% F oo vz
Standby Unit T .

Save Internal Log Buffer to Flash | 34 Py H 75 22 vh X ARAF B N AF

Deploy FirePOWER Changes | ¥4 %} ASA FirePOWER #4555 i J i 11 i B B8 oo f A7 B e . A
IR eH T ASA FirePOWER B3, Jfidiid ASDM HEAT 4 BEI,
I RE I A AT
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File 32215

152 AR

Print

FTEDMFT DI o T ERE A, a8 de R [m) WL 1T /7 1) EA T 4T B
WA H Internet Explorer, WIZEBAFE5Z CLAE 44 (1) /N2 I £
B TATEIALPR

Clear ASDM Cache

MIER A ASDM Bf5 . {ERGEFLE] ASDM I, ASDM H5fg
BEAH

Clear ASDM Password Cache

PRI B8 SOFT# S IR BAT AR 10 st i AT S S i 1 D0
TR 25 T G Ao

Clear Internal Log Buffer

HZERGHEHEZEMIX.

Exit

] ASDM.,

W View S, FTLLE 7R ASDM 7 S A& o LI T2 At . AR FEICIAAE

2L R

View 32 HIj

i::pu

Home

7~ Home #1 & .

Configuration

4.7~ Configuration #A &

Monitoring Y78 Monitoring 4114 .

Bookmarks E RIS S BTSRRI BT

Device List TE ST P BRI A1 3K

Navigation 1t Configuration F1 Monitoring #i /& 1 % 7= Fl G5 Navigation %

L RTAZ

ASDM Assistant

RN E R T HLUAE SIS ASDM FAF 20 3R o

Latest ASDM Syslog Messages

7t Home &+ 7~ AT Bk Latest ASDM Syslog Messages i 4%
M5 . BB AAE Home REIEI AT HT o i SRBAT S8 1 N A7
THEE BT IR, WA MRS H SR %ASA-1-211004, 17
AN ORI N AT EERIT T B A A B o BV JEVRERR 24 /N EHT
Ny HEINAETHE N 1

Addresses

R FIREGE Addresses &% 1B~ . Addresses i i \EH T
Configuration 14/ 1 /] Access Rules. NAT Rules. Service Policy
Rules. AAA Rules # Filter Rules %%
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View 3 BIj

A

Services BRI Services & #E B ~ . Services A AIE ] T
Configuration #§ €] 1 [¥] Access Rules. NAT Rules. Service Policy
Rules. AAA Rules #! Filter Rules & #% .

Time Ranges SR FIRA Time Ranges %% 10 i Time Ranges % k& (i

F3-T- Configuration 41L& /1 ) Access Rules. Service Policy Rules.
AAA Rules F1 Filter Rules % #% .

Select Next Pane

TE2 A R SR R N — ANk, B, M Service Policies
Rules % #8432 'v 55140 /) Address % #% o

Select Previous Pane

152 GRS R P S R BN R

Back JR[E B E—
Forward R DIRIvT T — N
Find in ASDM BRI, WThftel ASDM Assistant.

Reset Layout

RRNEP - WSE NN

Office Look and Feel

B Bt HE AR RIS B A Microsoft Office W o

T Bt side ASDM I LL R R4IH T H .

Tools SEEAIR

Command Line Interface

B A Kik S ASA I FE LS

Show Commands Ignored by
ASDM on Device

278 ASDM L ZME A2 SR i 2 o

Packet Tracer

PR TR R P R AT 32 10 3 F AR RRE O AE . S
A 58 AT A S 28 100 5040 PR I DSUR 0 11, SR AR AT 00 it AR
WA I PR A5 B A I8 IR a7 GRS &

WS (P KEERCE TR

Ping

B6AIE AS A T [R5 B i O G B R A, DU AT oS A 0 2%
BEA AN ARG S, WS (B kAR ETRR) o

Traceroute

T Bn W EIL FARKE R i o AT SCTRAME S, WS (Bl
KEFRCE TR o

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



AsANIT |

| EEES

Tools 3ZEA IR IR

File Management ta. o, RHIRMER A G SO 18k n] LLFE N A7
R H . BEAh, AT DIFE SRS RS CRAE TFTP. AT
FIAH PC) 2 WAL SCF o

Check for ASA/ASDM Updates | i i i) S 71 2% ASA %51 ASDM #cfh:

Upgrade Software from Local ¥ PC [t ASA Wef%. ASDM WG aRH A% AL SN AL .

Computer

Downgrade Software TNz E A8 M TS AT ) ASA WUE T IH S

Backup Configurations 250 ASA TR . R A W4 LL & SSL VPN &7 i (5
FITC & A

Restore Configurations A ASA TLHE . JURHZ A s iR UL S SSL VPN 25 /7 B B4R
FTC A

System Reload T 8 ASDM I CRAF (I B F B I B A7

Administrator’ s Alert to Clientless | i % 2 51 GE % 7] 6% J ' ¥is SSL VPN F /7 A6 5 29H B . A7 G

SSL VPN Users Z 5 E, 2 (VPN IRETRRE) .

Migrate Network Object Group | 4 84T #%1 8.3 BB mi il A, ASA 2361 iy 44 W 28 %) % ok B 4t

Members ST RE IR TP Motk . By 26 4L LIAR, ASDM B4 A i
BT AT 1P skt B Zh B i AR fy AT S . IR L H B A 11
WG AGE L 1P AT RS, ANEA A, I HAEFEREH
AR A ZAAE
M ASA RIS R B iy 2 B, ULHC A AFE v 44 4l ASDM
MR AN AN S ME— P A X 2556 G 4 A () dE i 44
WG 2 ASA Iy 2850 G2 A 75 1) TP kG 28 iy 44 0T S 1
ASDM G &R AEm 46 %, ITIAE ASDM 8 &2 X 4 .
I IEFE Tools > Migrate Network Object Group Members LA
B I L4,
HRVEME R, HSM (U ASA 5500 F 8.3 iiAS 1 B i i A
FIER) -

Preferences E4x i 2 [0) 5 24 HR 52 1Y) ASDM. I REKIAT A

ASDM Java Console BoR Java BHIG .

[ 53 B

Wit Wizards 328, w1 LLEA T 5ok E 2 AN Thig
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window 522 ]
Wizards 3% 5115 1t AR
Startup Wizard Fa S 58 ASA VTG TLE .
VPN Wizards F R VPN LB HAT R 1 S, ARHE 2R, ESH (VPN

BCEARRD o

High Availability and Scalability | s /i kb 468 : VPN SR E41T, 50 ASA L¥) ASA £
Wizard B,

Unified Communication Wizard | 7578 ASA L E S W5 LhE, WIPHIE. AXPR4IME S,
WS (B KERCEEFE) o

ASDM lIdentity Certificate Wizard | fii Fff Java 7 update 51 J% ¥ & iR AR, ASDM Launcher 7552 1] {5
FEAEAD o W AR UE A5 SR ) — AT B 7 VR A 2 2 ke 1 28 44 B ik
i, AT UL A Java Web Start J35) ASDM, FL 21§tk H S
TEAEF k. HRAER, 30

http://www.cisco.com/go/asdm-certificate.

Packet Capture Wizard FFTE ASA FRCEHAR AR I SN T O %0
FABAT KRB EAZR. BITHIRE, WO AR T EL
b RIEAE IR M s A I BTl 3k

Window 38

it Window S, TTLLYE ASDM % 0 2 B E). 3 1 s b ik e

FENRE

BN PR PR ORI B (08 RE,  ASAT OC ASDM A ASA 15

Help 3z 515 158 BA

Help Topics TR 0 b 2 7 1 v] S os ASDM BEMLEE .t 457 ASDM 4
P ASA FirePOWER #idl, HIiH 2278 ASDM FEhER .

ASA FirePOWER Help FTFF80 130 U5 2% %5 11 L 7 ASA FirePOWER BB IR HLFS B . T3

Topics H AN AR5 228 TR I E ASDM H AT BN AT

Help for Current Screen I RIEAR W BEF BN SCHoe B, s, tnr LSl TR
TRk E3 B F4.

Release Notes ¥THF Cisco.com I A K] ASDM KAT V]« AL E Sk
ASDM BRAFFEAE R BB 5 8, LA SR AE P B S S B
58,
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Help 3 &1

L RA

Cisco ASA Series
Documentation

TJF Cisco.com AL Fi 1A FTAT ] 7 b SCRS IR B (K SRS

ASDM Assistant

T JT ASDM Assistant, 18 ] IAE A AT LT 45 KR40 {5
B Cisco.com #R A FEAI N Z.

About Cisco Adaptive

BRI R ASA IE R, IR ERAIERCA . BEFEEE. R 3hin ki &

Security Appliance (ASA) | 3 s A& MBS, IEG B B T B

About Cisco ASDM

IR K ASDM W5 B, WHRAFRRA. N Rl BER
g5, WA Java WA

THE=

F R 5 M TR Home #LE] . Configuration #1 EIF1 Monitoring #8115 1) . 18 g3k ] LA
TEZ RO AT IR G a2 g5, JHRAE AU H DRe .

THEZ#%RE ik
Home BoRETE, WL E A BIAE AR ASA MHEAE L, Wik D APIREs.

BATHIRRCA ., VPalfs BAERE. BB, RGBH “ 0”7 k.

Configuration

MU ASA. Ui 2 (Navigation) B ) D e ARG & i Dy g -

Monitoring

WP ASA. sl o St (Navigation) 2 i 1K D el DA 45 %5 Fh oo

Save

AU T Y7 1A (R SRS AT RO IR A7 21 R ShlC

W R 4% 2 T ASA FirePOWER #it 3 HLIE 7538 1 ASDM it B 1%
PR, UZ LR 2 B i A ER B L

Deploy

TR LE % % 223 T ASA FirePOWER #E3e3F H IFE 7618 1F ASDM it B 1%
Pk, BB & B AR L, IR A DA
* ZR2 FirePOWER E 4 - #%I ASA FirePOWER A5 5 55 1 B i 11 i 2
B PRAT BB

c BIEITE BIRGEEIINT - ¥ ASA BT B N EIAB ANZINLE. AT
AT ASA FirePOWER BR324 1105, X5 [ TRTEIZH] .

Refresh

TS AT HC B RUHT ASDM,  (EUZ AR 4% 1 1% o (1 IR TR AR R A1

Back

AR (A 5 ) L (1 55 Je 4> ASDM B #

N
N

Forward

HITHE 2 V7 1) 1L 11 55 J5 — 1> ASDM i # o
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ASDM Assistant .

TE#Z%HA R
Help SR A RTT IG5 S 1 S Bl
Search

82 ASDM X ZIfE. Search LijfiE 2 3 Vo kA T 1% 1B LT S DL DL AC 35
FIFE, T H P AR i w A% B B . SRR (Back) B AT
(Forward), £ AN AN ] 5 4% 2 (] PR 1452 o

ASDM Assistant
ik ASDM Assistant, A A4H R IFEHG LT 405 1] ASDM B 35 By, ik ITh e e B f AR
SR W AR 2 P AN AR PR S R SR P el o

EFALE > ASDM Assistant > B AR{E? , s AR AN ER B P ARk, UUinG
Ko M Find R4z i%£ How Do 1? PLITIR# 2.

Pi{f ] ASDM Assistant, 54T LT 25 0.

VYN =

UK

MRk HFALE > ASDM Assistant.
2500 B~ ASDM Assistant %% .

7EI8E (Search) FBU P N EA R AIMGE R, AR5 5diFF1E (Go).
Prig sk s B2 /R 7E Search Results %% 1,

MR R RHANINEE (Search Results and Features) X 455 il 75 (1 A7 B 42 LA SR B 22 V4147 5

o o

ARZSHZ WoRAE ASDM B L. T ARA /e 2147 s i) X

X1 Description

Status BB PR A (B4,  “Device configuration loaded successfully.” )
Failover MR BT PIRES (R D

User Name

ASDM I 44 R C S semdc A P 4, W 4474 “admin” o

User Privilege

ASDM H] F AR .
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IR
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TR
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X1 Description

Commands Ignored by | /o5 bR L 7B B ASDM R FE (6 A5 . ARG A4 WIECE T
ASDM FRix ey 4,

Connection to Device | 5 ASA [f] ASDM ZEHORAS,

Syslog Connection ARG HEERCRZ, JFH ASA AT 2R

SSL Secure 5 ASDM [Pi&Esz i T A SSL, PRI 224> .

Time 1F ASA % E FIRTR]

ASDM R+5 5 ASA MRFEEERE, LAYES 5ol MRS M E TG . OO IIHE Rk RS . 7B
BATHCE SN, ASDM RAERCE R IT IR 50— AN, RIeRHOCH]: (2, HHEHEF AR
TN ANIER

CREFNR” e AN AMEREE G . AT DU bR P 1) =AML 2 — DU KA ORI i A,
BRI LIRS Bl Bk B O [PTF 8 B 4%« IL % A% 7E Home. Configuration. Monitoring 1 System £ ]
R . ST DU A I A D)4 B AR %, BRAE System 1 S [AI DI (HR, A& LIS AT
TUTTIZAT I A RRAS T ASDM. #2584 WoR G, A8 H 2P S . M) RELE I AR A
FEWIREA P DA 5 25 R MR st TR

S B AER R IAR B, W IAT U D8R

UK

kRN (Add) BA) B2 rpas in At 5 2% .
Y504 R Add Device XTEHE.,

BNV B A AR EL TP Mok, AR5 i E (OK).

23 iR (Delete) LA AR FRIMIBR T 16 ¥ 4% o

it ESE (Connect) DLIZEHE 31 AR B %%
R 50¥ 57~ Enter Network Password % 44E

PRI ] B A P MR, AR5 K E R (Login).
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zmza

= Hizii

Y% ASDM ERA S MR . i i %L L SE T F5 255

g3l tAA

Apply ¥{E ASDM AT (M5 ORIE B ASA, FRREILN T2 ATl
Save R ATICE R A SN F A

Reset ZFESORE R AT S i S “RET (Refresh) 5t M

M7 (Apply) B B RiffE B AGHEE (Reset) 2 )5, sidiRlHE (Refresh)
LR £ 75 M T IS AT E B 145 R

Restore Default

BRI B E IR [P BB BLE .

Cancel ZFREEOFRME) E— A A

Enable BRI RS B

Close R T FF RS A o

Clear MNFB B R, B O ik b R AE
Back A F) E—ANE RS

Forward L2 NP N

Help A7 T 3 T R OGS A PR 2 B o

R RIERE

T LU B AR L ASDM. 1™ Ftif o
TERAN AT T ASDM HI Fti 0 =4S 1 2 DA S i B A AR BB

R 2EHOPRERER
ERR Windows/Linux Mac0S
Home %1% Ctrl+H Shift+Command-+H
Configuration % #% Ctrl+G Shift+Command+G
Monitoring %% Ctrl+M Shift+Command+M
Help F1 Command+?
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EZER Windows/Linux Mac0S

Back Alt+[7] 22 55 3k Command-+|

Forward At A5 3k Command+]

Refresh the display F5 Command+R

Cut Ctrl+X Command+X

Copy Ctrl+C Command+C

Paste Ctrl+V Command+V

Save the configuration Ctrl+S Command+S

Popup menus Shift+F10 -

Close a secondary window Alt+F4 Command+W

Find Ctrl+F Command+F

Exit Alt+F4 Command+Q

B HH 2 B A X Ctrl_Shift o§ Ctril+Shift 5§
Ctrl+Shift+Tab Ctrl+Shift+Tab

ERAN AT TAEE M N AR B A PR

& 3 WP AR ARG

EE P 1k

TR Tab

AN Shift+Tab

TATB CHERAER I Ctrl+Tab

EATEB CRfERAERTID Shift+Ctrl+Tab

Next I CHFERAELITR B I A7 i 2k

Previous XETI - (AR miAERET R LI If] 25 7 Sk

RPN AN RIOH Tab

xS Shift+Tab

TR CHERZADERD F6

bR CRERZA BRI Shift+F6
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RIS H AR A A R
* 4 AETERNREBRIER

asom wigmsie i

B#R Windows/Linux MacO0S

PHE AR S H A E Ctrl+U Command+

JHT H R Gz X F5 Command+R
THER A H &2 X Ctrl+Delete Command+Delete
STk HESH Ctrl+C Command+C
TRAFH & Ctrl+S Command+S
FTE[ Ctrl+P Command-+P
K Alt+F4 Command+W

RIS AT U i ST B A AR

& 5: AT iniE R AGIR SR A RIEE

Eifia) Windows/Linux
SR 4
TSR I A i Sk
R Ii) e i =k
AN S T ik
A S kT li) b5k

JIT R SR L 126 T LEIYN

ASDM & 18 PRI E T RE

—48 ASDM ER L HATFZ R IR . R R, SR, SRR E&H, 174

ASDM iR HAT Bk D fE, A L m] DUGX S B h A0 R TR

FPATIEER, EATLL Find 7 BOhBEA RS DR ZATAT 22 B N BT 41 ki ol DL T G
BE“x7 F0927 o * oA m A FATILES, 2 5 AN PATILEC . Find B 1) AT )

IR R Ak G kD) B4 (iR BRI .

BNBIRE IR S RN S R4 H
i, A B*ton-L* I fE£xiR [A] LR PL AL

& Match Case & #EHE LL A $k HAG B
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B zansissnme

Boston-LA, Boston-Lisbon, Boston-London

i\ Bo?ton RJ AE4Y R M DL VG AL I .

Boston, Bolton

B AN 5 R PRI HE

T ACL Fl ACE DL S AR A5 14 2 AN RIZER 0, DRI b T LA 2 5 b i B 3k Th g
ATART S 7 U PR T A b R SR T REAB ARV AT A B R PE A8 R . IX TRV ) RO . IR 45 SR R0 )
ACL 5 HI8s . AT HAbZ H ACL #EN K EA%, L& NAT #l.

BAERMFNL B IICE, AT N PR

UK

s Find (B#) .
TR BRI TR i 88 7 BOHIE S L N IETTZ
T DR (R0 H AR R 5, iy HM R R 81 n RS EEA A ] 24> T BUN R 28 R,
THLHEES.
BRARAESE AT BbiEse T &l AN, EA NSRSl R
* & - IREER VA AR HIL I X2 T A LT .
* B - RS BN PR GEasiir) BRI LA .
TR A FBeh, MANEEERN S Sl WFIRPERE NS A&, 15
HEXEM.

WURIHZR TP Huhl, B80T DUIREUM 48 0t 5 2l rp b bk O DT RGO, R0 % 540 2 1t ASDM G g Bl
Ao B, 414 %KL DM_INLINE i3k ArdkIhae ok e sk i QU S i 1P ik

s Filter IPATHE R

ARG g, DS R UERC IR o 257 AR 2 5 n] SE VRS AT HAE U 5113 rh i 40 00 iz
o

SW6 NaAERR, CUMFRTIL 5 FLK A 5 451
WD SoHUT, S x LKA el
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eareramnszs [

BRI R REEE

BRUIEDL R, % Tab SR S HUE R, RIGETRIFE SRS . He bR b ey
JAWS) AN 5 e HAT B T R bR X %o 18] LATE L ) FH 9 i B e 1) 19 28 <7 9 R F 40 04 U A 35 B 25
FjdBH

LAY DR R B a8 SR, AT LU 2B

UK

$IE1 %4 T H (Tools) > Bi%IA (Preferences).
REF o Preferences A% HE .
HI8 2 ¥k General #£3F _[-[f) Enable screen reader support 5 iEAE .

$IE3 il OK.
$IB 4 05 ASDM LU 575 [ 132 2 S

AR R LIPS

Pﬁﬂﬁ%ml%u"*}*ﬁlﬁﬁ#@*%EPH’J%ﬁbi#%&ﬁééﬂﬂﬁﬁaﬁ@4‘%12”*?2%71‘% XS T
HLUH IS S A 55 o sl SO 2s 740 ) Navigation Tt i m Tl #1128 LA
s I A FR DU 22000

ENEE (RERAMER)

JHiL ASDM ET %, LA A ASA HEZ(FEE . Home &A% PR &S BEERE 10 FRiE4T
Bro MERGE AP/ ET . Device Dashboard I Firewall Dashboard.

GBI b2 T E B (4 TIPS, CX B ASA FirePOWER F£He) , NIjixsefibh HAT
PR PRI IE TR

Qi AR AT+

I AR B E AL, W] DUBERAT OC ASA TN 2HE 2, Wik LVRIRZS . IBATIKRRCAS . VRl 8
ANTEfE

F & 27 Device Dashboard 31 (1752 .
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| TR

[ 2: % F AT HI E AR+

XX Tiuen ASEM T 1 Fee A - TOAR 1A R
i‘ ﬁ::?; W Catliqaon L : vonmdrg ) Sve i 30mh l,jl:l.rl. M_:lrcra.l'\d Fiwip s 'éll';'_!;'
NS el - How
i T Cebems & Canres: P Tt v Er|
Fird MeAre efomanon 1_@
= H-E K- H LiEpane  S54 Clar ru Liv =
TP - = B oem dzar o
A i (e oS B ozem Wdaan 0
L RUEER RS I : B oap @
T L PRI Tesdes e 13d LhAadin 4
W 1 L axIV Sz T.IC5113 486 FEIT ISP 1T
Firaseall Wied ¥ Fauoed o Mzze Sinpe
LRUERERE]
R UETRTL R Ereparrreal Hals. T ow Tzlalbeabe 2343 WHE
2 |0da 11503
o 1 s Salecr w7 eeriace 1ne e a1 and sumer Khac
o 1 E : : [ :
.: :::;: :J:J::' WP Saa s Tl S
A LBy e b Chepakss LW 0 deploneen Cieanop DRI zrrectbaze Per faczrd loge
L e iR s s S : '
il sl i N
': ::,: - : I; “" el . 1y T LM Jaege LarcUeags b it
a Lixiin \
e ] . I _i i
ey Ll i (L] ri (BT
L WLCr-0 WMTCRa Temak 1
re raragnrrznld waali el Uz e 4—@
TR
e
LR T nt
e
i : ) * FE 1 o a =
SETH i%ie =i Sl s iz LR FETEF
AEa L] En AR S B e
Ewen Tur Tew  Eydall Boaen D T "
- ' 1EL 2 e
a L w1- ek Uz . Mzl bl =
B ITIA5IILLET el E TEDL pai- ks Usan f-uiar Sas ] T = .
TR #1 oo e 1= e EEIEe IFizem-1iter fars’ iy cee Failed
EREEEETR b - i i,
B osrosomt - - x i gl !
= 17r s i B o248, IMId LIEGLE IDLOE LM .. MOS8 LLAZ S35 Dary TCF irw sarmatiani inar 2 FEE IR DES TR
= Ti5al4.242 i B Omaa.. IR 127004 16 1435 104 22, MGG LSS =81 Tsadzar TD7 correcibar D852 lorcumbde TALEIE. LIS/ 55520 22 icern 5'13
it e e s =
Lo cuaripadaze lad sunusslals, dmn i o H NI PN TR L ST =

&1
GUI T% it AR

1 B B w5 64 1t

2 FLPDIRAS B, 55 66 1L

3 VPN 2 ifi it , 2 66

4 TEIRAS L, 28 66

5 REHPREEH , 5 66 7T
6 TEIRAS G , 5 66 1

- WARHIE , 558 1T

- o ASDM &4 H G BEHs , &6 66 1L

REEEEH

REBREHR U BRI E B ML RAFRNEEN . A£EHEIRT, &
ARVT R EREAR TS, AR Bt R SIS ATIR G WAL -
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General I+ .

General £+

BB IR W77 6 ASA BEA(E B:
* Host name - 7R & 1) E W14
* ASDM KA - FIHTE B % FIB AT ASA BAFIIRUAS .
* ASDM version - 51| 7 B4 FIZ4T 1) ASDM A (R RRAS o
* Firewall mode - /s B & 3247 I T Ak 1) B K BB =
* Total flash - %7 2 {1 HI 1 5 RAM.
* ASA Cluster Role - Ji HIARAFI, Wos b B At CERFBMERE) .
* Device uptime - W/ & H MBSHTECEE ERCIKRIZ TN A] o
* Context mode - W/ B A5 1847 I BT Ak 11 SR =
* Total Memory - /8 ASA [%%¢[) DRAM.

* Environment status - /R AFIEITRM . Wil 5 General Tk Environment Status #5255
AN () REBG G B 0T LS 235 iR, BREE XUBs AT FL YA R (112 4T
R, I HEREE CPU MR RS AR
— MK, Environment Status #ZEH R RS RGN VAL . Wi SR RGN I IT AT 2 IR A
MR AR I U N IEAT, WIS (+) 4L AR08 7R OK.e A,  an Rl R 48 W AT
Al — AR R IEFEIEH AN, WS () RS2 AR E LLZ 7R Critical SRS FF 2 B A
P2 R ST HE

AR E MGG R TRAMEE, WS P B AR

AR WERDIAAEA ST TCIETH R 2 ASA IBCHT A, W ARSUK Born AR R E S TR, T RO
HErb Won 35, LRGSR T NGRS H] ASA A1 ASDM. sty OK EASC A LR 1 AE »

WFRNEEI £
TR SRV A U BER 45 . A EE S ATIE (More Licenses) LA & PEAHF nliE5 &, BiE M
WHOE %, R0k EorBLE (Configuration) > & & &1 (Device Management) > ¥# /] (Licensing)
> MR A (Activation Key) it .

=3Vl S

LS vn i S TYINC S P ARE MDY S HE NP
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B =nsmms asav

Device Information

General = License

Cluster Interface Mode: Spanned EtherChannel
Cluster is not enabled.

Details

FEHAZEIRIE LI (ASAV)

RIS~ ASA virtual i K BRI VR, AF vCPU HIEUE .. RAM LU ASA virtual S & &
BB A

i
O
L:, -

B}
i

I EAS WoR BN BPIRAS . i Rk e 1T, WIFR T 7 o AR et i (DL Kbps 4 R
1) .

VPN SiEE 1%
M S8 VPN BRI A . A 41E 2 (Details) LK VCH: 35 44545 (Monitoring) > VPN > VPN 4t
11#43E (VPN Statistics) > =15 (Sessions) 4% .

MBS AR E 1S
AT RNT R 2 A

midiBLE (Configure) LURZ) “wmya] FHTEFI A REPE R 37 (High Availability and Scalability Wizard).
SERUAT R, RGO ORI E AN EDIRAS (Active/Active B Active/Standby) o

WURBCE TR, s 4{E 2 (Details) LMK IRFT IT #5832 (Monitoring) > B 1% (Properties) >
HMIFE4E % (Failover) > JR7S (Status) & #4 o

‘.zl';éﬁ.'ﬂ :J—'U(:u"_‘a*ﬁ
BB s CPU M AAAE IS LG A7 B

T R s AT #5211 (R READ JE B TR R R A1 22 A PR 1 U R Ak B

MEE OSSN RICE RGN, JFHIREM MR OGS “outside” I, %8R FUR TR
A EETE . 0, ASDM MBI 2 404 1 iR 7 BRI 512 B O — M

B #1 ASDM R4t HEH B &%

HER s ASA BB RGN R, &Z2 5 /R 1005908 8. R O HEI0 %, i 5 Enable
Logging F3 5 H .
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P e tar e |

AR EET ASDM R4 B SHE B @ IITE,
B 3 B3 ASDM 34 A H B

ke

e M o I e ST
<
[ f51
GUI T= AR
1 NS 53 B £ LR R A N
2 JETF ks o il BIE 77 7 b LI 1 134 J5 ok BRAA R o
3 R ITE) . R TSR bR LUE SE A
4 J FHEAR FH B BhReR. e H E BT, Bolhne 22 40 F # 11) Latest ASDM Syslog
Messages 41 177, SRR B s itk . Kb B FETT, SR kRl 2.
5 S A% . W View Latest ASDM Syslog Messages A 7= A%
6 AT R P b LA S8 50T R 40 A R S
7 s LD G bR LU S 1S R e H SV B R .
8 R AR T i B8 I BR LLFT FF Logging Filters i
o A AR, SRS IEPE Clear Content LT Bk 41T &

« Ak SRR, SRS 1% Save Content LIKE M EARAEE] PC B SCrE.
© AR, SRJEIEFE Copy LARH I 7
AR, SRJFIEFE Color Settings DL 28 48 H AR B K™ HL R B i H Ly SR (o RS £

B K S il TR AR G 10+

T B A EARGE T, AT A B A Gl ASA (KU B0 F 25 B . Idas il i BRE 4 445 4 T
TR 2 2 s 7. fE2 M SR, nIER/ M 5t N &G Firewall Dashboard.

T EEIR TR K S EARE IR 1 2R
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# Cizem A%DM 6.3 for ASA - 10 B8 54 BE

;3-0- o0 . [ B ] o mr F
A Euml 5 i g m_m-:—
vl Bor vl B bl B [ i Joge L0 Sopweom | 1 L Comlimaoes | s 8 Lt
" [ ] —— e [
ol | IF !I I'. B .g I._ \ ‘I IIl
ek — i e
Im L-h.-h-:’.iui l-tfu-ill---h-ﬁ.h-..«hi

(T e st ) 'Fr"w-lllﬁ‘rmw HH-"‘u‘arH'ubm g |-

o £ " | N stz e lw.llr;j'

&1

GUI T A

1 ML AR, 5 68 1T

2 B 10 U5 PN B A%, 58 69 1T

3 HEZAERT AL APIRA B, 26 69 1T

CREZR) | SYN Buali Rz 2I0RG AT 10 MRS S EH% 55 70 1T

(KRB HI 200 &5 EHLEHE , 25 70 1L

CREZR) | HERSEATROME ) P it dy rP & #% . 26 70 10T

=
B
s
)
%

BOAEOLT SR GRS EEA B GiES B (BT KRR ESR R O WX 5 ik
JR A s 0 11 8 PR 4411 ”*ET?}ELHE%@/‘UTﬂVFJuTHﬂ Py

o PRI NAT i 50s
o DRI7 1) B S0 M PR 280 70 3 S5 3 0 25 5 i A PR 2
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g0 gimmna

o BERD Z FAE RSO R AR IR A Bt L SO A DI B A e B TR R . (Clnder il 3] TCP SYN
Wk s AT I B HHls UDP Sih BGt) i,

BT 10 5377 o) #0 &5 4%

BOAEOLT R M RS0 ) JE s M SE v B G2 (B KESRCE SRR D, Wik
D3l B B LR AR 0 ) R v B ) B R %A

7 Table L, WTRAFEZR A RPN, AR 5 A7 B i T2 000 DL 7= 54 52 . 000 Show Rule. 1B $%
BEIRLL#E 42 Access Rules 3%, #RJG7E IR PR AN,

HRERTRERARTSE R
BROAHOL T A . B DL R PUANIE TR - -
* Top 10 Services - BB AR 55
* Top 10 Sources - g W I K 2%
* Top 10 Destinations - g K 2%
* Top 10 Users - 47387 k5% Ak 45
HT =AM 2ET - Top 10 Services. Top 10 Sources £ Top 10 Destinations $2 £ @i IRk 25 2¢ 145 o
BN IO A 55 i 5 ARSI A 25 1) Enable F5 8T 45 vl AR 75 K G i e oK i FH 17 kR

Top 10 Services Enable #%4H n] [m] i fe H o E AT GE vH(5 R ot ¥ A4 25347 275D o Top
10 Sources F1 Top 10 Destinations Enable %4 v] ji H FHLGEHE B RGUR Ror FHL CIEATH bR
S AL R HE A SE AT A RS et (5 R

SEPYANIETI R Top 10 Users $245 5 43 Bl K AR S5 Ge it A5 B o B0 B K BEAR 453 T P 1) B 441k U
i P o AR LA FH P 44 R P A4 T A 2 8 9050 TP bl SA i 25 1) DU R 22 4 S . AS A I
V7 In) TP-FH P W B k4 i e IR 45

HEZ AT 10 B AT ROCH B CRCE L M OiReZ — I A o Bl -

o SB k RS EE, Hrh A AEECE LT B m4ift: Microsoft Active Directory F1EE} Active
Directory (AD) X . 54737 <k 45 1k 45 7T 1 1] user-identity enable 141 user-accounting statistics
A KA CBRINCEAD

* {fi ] RADIUS JIR45#:3E4T VPN H /7 S0 I0AE . FZALECIK ) VPN Bl 'S
MR IETR, Top 10 Users 3£ K B -7 JSHT 10 AN 7 (K001 EPS Bl i . K%Y EPS

At W ECE AL I BGER B G R e W T RN (il domain\user_name) , BEZET -
AN TP EPS B KGR . 24T EPS Bl GBCE L kAR ML

A

AR MG E R RESIE R ASATERE,  FARHGR TR ISR B2R AL A ENLGe vk (5 B kg

FSEM, IR B, TR G R SRR Mgt B . AL, 8 4

THE B AN K
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B svn s TERRPE 10 MRS B

SYN & T Z 2 RIFBIAT 10 MRS B E 1§

BOATFOL N AR B S Wik a A DR B LT, thrl URYE (B kBl B ) K
HaM. R0k SRl B 10 K2R RS d gt E B .

XTI B R, ASA ZEHMORERE CBRIATS LR 4 30 2080 JAI4RE 30 F2XF S0 3T — UCRAE
mRGZANMEE, WRSGSER “<various>” , JGIREG —DBHTE R IP Hidik.
Rl Detail LB FTAIRSES (IZ 1000 ) MAZL 10 GRS g E . BT L E
LSRR . AEZHURBE N, ASA X BCEECR AL 60 Uk, BT LI FERIAT 30 2B B,
Fils B4& 60 FPURE—IK.
A1 200 & E£HEF 18
LRIATE LN 25 . Bonilid ASA EREAIRT 200 & FHL. EHLIEANS H A S EHL 1P Huhik Al
LA B EEE, A 120 k47 558, %\ hpm topnenable iv4 LLJH F I 27 o
HZEaHERP MK RETFIEZ MR ERS
BRANEOL T 25 . X A& 70 B T M i i pe 2S5 . 10 KB Mgl s s R0

SR I EHUR R SR R R, JF FLATRE S A AT ZE v B LIORARZ S 1R i 10 AN DL »
Y SRAT B TP ki, TR LA A whois TR T A AR P45k a5 10 VLIS B

HRPANEE, WEH R SRR .
SRHTH EARUET &

5 ASA SEREIIERE R F ¥ &I, Cluster Dashboard 261 - 23 i 7 2 B R 5 51 44 R0 28 5 R FH 22
SRETIEEN
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o0 ; Home

B Cluster Dasnboard B\ Chusie Lol Dashioaide

Resource Utilization

Device Mame Management IF Address Role Version ‘ Uptime Environment Status Health Stanus T ad o
cls1 172.23.204.243 MASTER 100.8(0.94) 2d 15h S6m 49 7] -
FAIL 7
2001:b0b:6500::3 ? 7 Unknown | 1% 394 MB

Average CI:iUsaga (percent) Throughput Load Balancing P_l

90 ~Cluster Overall
80 2
7o
&0
50
El 1
30
20

10 'J 0

N ol e e re—r 08107 08:08 0809
1B:11:0: 807 bt 0308 081 W UDP. 0 B TCP. 0 M Tota: 0
Overall Memory Usage (MB)  Par Marber Totals
500
2
450
A0

1%

0807 0808 1808 0810 o811
Wcisl: 0

JE:11:0¢ Da-or 08:08 0s8:09 DE:10

;A7

* Cluster Members - 27517 AL BREEIE I B I A FRRIBEAE B U BLIP ik, BSOS, fE4ERE
TG RILEATIRIL ORI, BITIRIUIBEEM %) .

)

AR RN, WK ASDM ER R HE 5 %FEE&% LA 5,
B H R B TP Ml AN 4 o 0k B 2 RS S HE TP bk, e 4kst g
INETAE R T IP kb, 45 ASDM M FTERE R TR IP ﬂﬁﬁt

* System Resource Status - #ZEEHETE FIFIE 5 5 & Bos i SRR R BB 28R H % (CPU M
WAE)

* Traffic Status - #pMEITR RATLL T ETE .
« Connections Per Second i3 :
Cluster Overall - 7% P (R A DB
Per-Member Total - & 755N 03 I BEAD 1 AR H

ASDM 3 1. (SR ASA R 5118 FIR(E ASDM R 157 719 #5)
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* Throughput £ :
Cluster Overall - %7 HEANETE IRV H B A & .
Per-Member Throughput - £A4N i G —AT Bos R i & .
* Load Balancing £ :

Per-Member Percentage of Total Traffic - X} TR b, o a i B i AR =0
syt

Per-Member Locally Processed Traffic - X T-REANE 01, i s A Hi AL B (1) i 10 1 40 L
* Control Link Usage 1T
Per-Member Receival Capacity Utilization - X} T-HREAN S G2, o420 i i 4 F G

Per-Member Transmittal Capacity Utilization - XF F4EAN & 51, oA 2% 5 i 48 FH A5 Ol

SR B B A E AR T

Cluster Firewall Dashboard %&£ B r SR “HiN K7 iil5 5., 24T Firewall Dashboard
PR ERAE E, (B EEENMERET TIE R

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

Connection Statistics

Interval: | Last 1 hour + Based on: Packet HitsDisplay: Tab
4
3
2

The Top 10 Access Rules feature is disabled in the Security Appli
1 Please click the button to enable it.
| Enable
D e - - —— N e R —
0807 08:08 08:0% 0810 0E:11
M Connections: 1 B NAT Xlates: 0

‘Dropped Packets Rate

The Dropped Packets Rate feature is disabled
in the Security Appliance.
Please click the button to enable it.

T o osowees >

Interval: | Last 1 hour + | Based om; | Packet Hits 3 [

; Possible Scan and 5YN Attack Rates

The Possible Scan and SYN Attack Rates - e - iy
feature Is disabled in the Security Appliance. The Top 10 Services feature is disabled in the Securi

Please click the button to enable it. Please click the button to enable It.

|_Enab|g | m

\J

NBELEIRT+F

Wil AEREEIIR, WUUAFA RN EZEEEH (CSC) SSM M EZE H. 14 CSC SSM _Liz
1TH CSC #AF 225 4E ASA HhIy, A4 BRIt .

A

ER SRR 5ERL CSC Setup Wizard Gl i K 3% $% Configuration > Trend Micro Content Security >
CSC Setup) , WJFEiZ Vi A Home > Content Security I # . REUE Bon— RHGHE, flifsar Ll
T8 M IEAT B Vi ] CSC Setup Wizard.

THERARREEIR ERTTR.
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B evmrmt

B 5 “RERE” EBF

® Cisco ASDM 6.3 for ASA - 10.86.94.88 4 -]3
File Wirw Took Wiprdi Window Help Ladk For: alialis
ﬂﬂ-{.mﬂm [ PR Qs 7 v l cisco
o
______.l oo R Ei!-i
®—"'LM amnfm-mgl — theral ey +—@
el Barie Liceree Thevst Fpes Tasds Lt 7 s Lyt 00 s
(s, At Serare, P Blocing)
Wigre: [F- Lk Lipeadn:
Fpepn Pl aares:
Dy e - Livareiad Wadea:
®_*:‘rﬂv— e Email 5uam +—@
™ et . Pt sl
- 5 55 M :.,. - = - I.S'ITP Tm:
i Plams reat. .. .
o 1 nE nm=m 1 ] Peaitmal
=';-'-'°‘“-” -'Srm Tress it gt iR Pscawves o Seredes Contartbenon Pegadin B
— g
e ——r— o L] (] Hmmn:nmmn
E i
GUI T LER
1 CSC SSM Information %%
2 Threat Summary &% . 754 55 CSC SSM Kl 21 it g I S Bk, A48 LR L

WA, R, AR . URL eI 37 3% HE4 . Blocked. Files Blocked Fil

Damage Control Services.

3 System Resources Status 7 4% .
4 Email Scan %t . B 5o 10 F0Ia]BE P £ .
5 Latest CSC Security Events 7 4% .

NZBR{EE
WL Intrusion Prevention JEI =, o LAET A ¢ IPS MEE(E R . UUETE ASA 1223447 IPS £
Pt Ao BRIk
BUOERER| IPS B, AT LN DR
1. i Intrusion Prevention JE T .
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A0 7 Connecting to IPS X 4ilHE .

o

Connecting to IPS...

ASDM will make a new connection to the SSP-1PS module in this ASA system.
ASDM makes a separate connection to the IP address of the management port
on the 55P-IP5 module.

S5P-1PS Management IP Address: 10.89.147.143 Port: 443

Username:

Password:

[ save SSP-IPS login information on local host.

“Password cache is encrypted. Use File > Clear Password cache menu to clear it.

( He-lp J C Eancé.l- b ] (tr;lnfinue:)

265100

2. BN IP Hubk, s, HP LAY, BRIA TP HuhE RN ok 192.168.1.2:443 ., BRI 1 44 Fesay
A cisco Fll ciscoo

3. b Save IPS login information on local host & i HE LUK & Sk SARAEAEA M PC I

4. fiii Continue,

HRNZEM S R, S0 (IPS PN TR ) .
AT Intrusion Prevention £ 5 11 Health Dashboard £ -R[F G %
6: NMEMENET £ GEITIRRIZHIEHRD

ik | "

N ciseo
[T

T i okt () ik Dbt

==

e i Dy

(LA

& e e i v THOENY o la BEAL
& i BT ™ T v asraila

B i1 ol g ot Tl s | . MIEPY

B s R Sl Lrpred 00 1) K e ally

|.
J

¥ HaTa
L B Al
Sk Ve 3 AR
Boern 1 o 38, I 300 A LT
gl e B 205, 3R A 1 RHINIT
il L e Doy St Thevied
T | P i A
Erberes i g 0, 20 T BT
SLoplerd e 5, A | R AT
e pckots Sagraee, et Chcied
Yo
| B
ipins =T=] B0 T 8 T T

ASDM Ff1: (BRI ASA Z5iEAEEASDMEEEH 1194 [



ASANIT |
B ssacxnsimmt

=451

GUI T& AR

1 Sensor Information 4% .

2 Sensor Health %% .

3 CPU. Memory il Load %% .
4 Interface Status 4% .

5 Licensing &%

ASA CX A7+

1 id ASA CX Status ik, T LATE A I ASA CX B EIE H . YA ASA F223E4 ASA
CX MR, A2 EoRibikm-f.

OO Home
s iciulinaobeitetae ™ sl Raa ~ ~ (L8454 X Status
& -
Device Information Last updated: 10:56:39 AM " r' Interface Status Last updated: 10:56:39 AM
Maodel: ASAS5585-55P-CX10 Application Name: ASA CX Security Module
Hardware Version: 1.3 Application Status: Up
Serial Number: JAF1543CGRE Application Status Description: Normal Operation
Firmware Version: 2.0(13)0 Application Version: 0.6.1
Software Version: 0.6.1 Data plane Status: up
MAC Address Range: 70ca.9bf0.1cad to 70ca.9bf0.1cab Status: Up

Connect to the ASA CX application: https://10.89.147.153:443

[IET

ASA FirePower A 7S£ £

JHil ASA FirePOWER Status JEIi-~, 7] LAEFEA AT ZE D, KOFHEIRE R Cnfds,
A AR A RREHUIRAS U A ARALRES . B P IHPIR S AR o S okt
MR FireSIGHT &7 # 0y, ] DL i8] I FH AT 3E— 25 (1) 0 T AR e fid 1

Y LR B4 2235 ASA FirePOWER B, A4 BoRIbiET <.

i RS IEAE{E B ASDM 1A & FireSIGHT & PR A0l B PR ASA FirePOWER #ibk, T4 7~ HiAth
R

* ASA FirePOWER #=HI E 4R - %82 BB (¢ TR EI2AT(KERAE. 77 i g VFnl. A&
B BEALAE I . ARG ) A R R 245 R
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* ASA FirePOWER IR - %R 15 DU AL FH T3 APoB B e oI5 BT 10 ANl iR, i o ik
AL AR ) Web 2850, B L JEATH AR

NEE (R

JHil ASDM R ET G M, LA B K ASA IHEZDRASEE . ASDM R4 £ T ks H AL v
LV BAE ASDM ) HABAL B AT R, (E 2 e A A AR 2 78 ASA 3Pk . System Home
TG IR ASAE AR 10 FPHEA TS 37

N B System Home &K1 JC % .

B 7 RAEETER

# Cisco ASDM 6.3 for ASA |+ 172.23.204.65 | System Lex

il Wk Took Wigrds Window | Help il vl
e&m“m Lalmayw-h-h Gud: +* '?Ht _l CISCO
g R = o o
*"'- II 'ﬂm Intevl aue: 54 o Conctisins Satin ,‘_@
= 1T ERIMLE S e TG vt
3 Em [T b 0 Conrt [
T [ Lo tid]
(‘D—)‘ o o | 0 .
P N e LY i .
TR A GgErEaeH).Y  porbedD s .
LIS L R Ggabfheretlfl 4 cxbadd nia
B o Femme ol 1
o ITII LT 1
= 0. Margerarift ml 9 .
o0 AT (LS5 LLE N M (L5 )
H RrikiE.s
N TrinieAA
L TR L R
ERIT R Pamony Sl q—@
Tobsl Lesd  Contest s
Ditgimy: P [ Fareey Livige bitin s (FE0
-
-
B o (1} 300 08
1 adhrsin ) %
wmammn || | o=
e
B
I " w0 m w wm
[l
Bt s 18 ja ,ﬁmo:mnmmﬁ
@
E 1
GUI T LER
1 ARG S Rk FE.
2 Interface Status i . /M 1 W] &R %8 DR .
3 Connection Status .
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GUI T3 okl

4 CPU Status %#% .

5 Memory Status % # .

7 X ASDM 17

T n LU XL ASDM W E AT A
LU ASDM H AR BCE, AT EL DR

UK

WIKIEFTR > ik,
AR B Preferences SiGHE, Hh %45 =ANEIK: General. Rules Table Fl Syslog.
BE CKE, 1SRRI R B (General) SRR AT E LT, MK (Rules

Table) T w457 & MU 1k 300, Z 48 B 35 (Syslog) 1650 7] 7 %2 £ BT (Home) &g o i) &
4 H W B AN SRR NetFlow AHIC RS H BN B W~ 251 A .

PR3 {r General IR b, HHRE LT N %

* &P 7E ASDM HECE 5 ASA HRIELE R RIS & M E &L, DERIRKE YisiTiE
ANFEAR L[] 22 I R HOGH % o

* b E R P RRECE BREE S AL, LA S B R BU R . BOARSOLT,
S P AT .

“You are not allowed to modify the ASA configuration,

because you do not have sufficient privileges.”

* % Show configuration restriction message on a slave unit in an ASA cluster &2 JEAE LA [ 3445 21
MR EA TR T S s G BRI R

« IRt ASDM Z RT#HITHEIN R IEHE, DAESZACH] ASDM I /R KA ZE . BRIA
THOLR, ik ki,

T BRARFERILRIE (FEERB ASDM) SIEHE, DUE BRI LA AR TAE. B0 H K
JE 5l ASDM A fig i FI L 0 .

* %P Warn of insufficient ASA memory when ASDM loads & EHELLZES /N ASA WAFEA L
JoVEIZ AT ASDM W FH i) e B D e S AT .- ASDM 78 Bl DASCA R R v S X BRIy
1£, {E ASDM MFREF SO Wosig B, JF HAE 24 /AN RIE— IR RS H S5

* 7£ Communications [X {7
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ey asom gz ]

CEFEBRSARERERF A S KIEHE, LIEEH ASDM [ CLI 4.
cEPBARIR GRAIE) CLI RFRIEHE, LU 2 AN ir 4 RI%EH] ASA.
« {E R/ MEL B & 3% #BAT (Minimum Configuration Sending Timeout) B, i A b i ic & &

LI B s DTl (AR B o BRIAE S 60 #5.

T 2EREEATNRE, ERZAERPERA A EER (Graph User time interval in

System Context) FBt 1, Hir N\ = TR b I 1S F T BRI ), a1 1 240 #b 2 11].
BRIME AN 10 #2,

* {E Logging X1+
* W B A% ASDM Java 1ZH| & B B ZICREILHE, LIRCE Java H L%,
o MR hr AR k£ B RRIE SRR AR B IS .
(L EE B IR ES (Packet Capture Wizard) X I, % BoRiR MBI, AR EERIRE
7 A (Network Sniffer Application) 445, 5535 sl 5T (Browse) LL{E XA R G H AT A 3K
* {f SFR i & 5% (SFR Location Wizard) X3k, $i5 & %% ASA FirePOWER A H A< h 5 B 5C
PRHIALE . AT CC A & 3/ H AR
12 4 7F Rules Table &0 I, R Ll R A%
o WA RIORIRE, WU SORNAE Rules 1 {7 75 5.
« & Auto-expand network and service object groups with specified prefix & EHE DL B 7R 4R

i Auto-Expand Prefix ¥ & H 2/ Ji& JT (1) 19 45 4 F0 I 25 0 % 41

o BN ER LRI S5 0 S AL HT 2%, LLEE Auto-Expand Prefix 7B SR BB EIT.
* ¥+ Show members of network and service object groups & EHE LAZE Rules 28 H 7 kY %

ARIIR S G AN A o IR IE S, N BoRdl 4.

* 7f Limit Members To F-Bt i N BRI MG RIS S G AT S . B S 4w 5

i, e Wos il n AR

« 3% Show all actions for service policy rules 5 ZEHELLYE Rules % SR T #4E . Rk

I, R Wi 2

o T ESEVCE, P LAERE SO BRI R N TG E ASA AT R .
* % Issue “clear xlate” command when deploying access lists 5 1 HE LLZE 552857 ) 51 22

NS NAT %o R EHIIRAE ASA FECE BV7 R 20N 1T BT & bl

* @it Access Rule Hit Count Settings, nJ EAFCE #1144 7E Access Rules & HHA . iyt
THEAGER T 22U . 55T Access Rules & 1B U AS B AT AT iy o144

« 3% Update access rule hit counts automatically 5 ¥EHE LA iy h 1504 Access Rules % H

SRS
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. {5 F ASDM Assistant #1718 %

« FRE M U BIILE Access Rules KA IR HAR (LLFP A ALY o A12UE A 10 3 86400
N

WIS {t Syslog iELiK b, #5ELL N

* 7t Syslog Colors [X 3, A LA e He B A 148 7™ F PR R0 1A JGL PR S5 €6 B S5 €0 002 19 6L
B Severity L ARKAN G 5 51 A" LSO o EE AL T 1 ™ RSO0 1 BT
kAT S, WX NS, RGH BoR Pick a Color X iHAE. i BRI k2 —:

* IZIRH (Swatches) ZEIi - b 1 AR HERESUT, AR5 ATHRE (OK).

« fE HSB i F45E H. S Al B &, Rk ifE (OK).

* /£ RGB TR F¥5€ “4.” (Red). “Zk” (Green) fl “Wi” (Blue) W&, RS ALME
(OK).

* % NetFlow [X 38,771 #J Warn to disable redundant syslog messages when NetFlow action is first
applied to the global service policy rule & EAHE DL SZ FF B n 3 B BAE U4y 280 H B B &4
THE
SE6 (EIX AR PR RE, AEE (OK) LU B E IF M EIRIR (Preferences) 4 iHE.

pEa s R B L P AT BN, S RAF R .conf SCPF, JF Hon b INAE T A 1
IBAT BT FAt ASDM 21548 o A2 H 5 ASDM DU Ty 58 e A= R

&£ F§ ASDM Assistant j# {73 =

iid ASDM Assistant T, ADHERIF AL A RHLAEF KI5 ASDM A0 B3 D) .

EFALE > ASDM Assistant > E 4IRIE? DUiGE R, S EX PN ER FB P A RZIEK,
M Find 7512 P $ How Do 1? DIFF IR 2R .

I HE ASDM Assistant, iHHATLL T,
pUk

$IE1 KIRIEFILE > ASDM Assistant.
A58 B~ ASDM Assistant %%

$HIB2 7 Search F-BU P N E ARG E, )5 Al Go.
Frid R B G~ 7E Search Results ZAg .
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HI# 3 fiili Search Results and Features 35 s AT 84 USRI 2 PR 4115 .

BRHREICRE=E

M P AR RAR T ERS, WT LUK ASABC E N PR B A A e E S I it sk, ASDM AT LUFEAT:
M EBR PR R WERA R I P7 Sl sk B R R, W RS &0 M g ok 6 e s o
SR RE, PRI L 10 208, 60 2rdh. 12 /NiFak 5 RIGGHE BIETE.

TG E I SOC R R, W AT L N DR

UK

PE1 RKKEFERE > $8EE > 84 > hRiEREEE.
R 405 B History Metrics 4% .

L2 %P ASDM [ BiE R E =8 (ASDM History Metrics) & EAE LA F D7 il e Ad, R SdEH
(Apply).

AZXFHHWS

ASDM JLT-32kf ASA FTHIFTA 4, {H ASDM 2> 2B A I & e dy 4. o K2 Hi 4
ATDMEBLERC B, A7 CVEI15 ), 52 W Tools > Show Commands Ignored by ASDM on Device.

B 2B F{ { %‘EEI"J’F%%\

TERA KIS CLIGS T, ASDM R & H S FHH TG #E ASDM i sk g a2 . 2% ASDM
ZWEan 4, WAE ASDM GUI HARA A /R iZ i 4. Wiz AUt E, WIS B/R7EGUIH, H
ST AT G i

ROETZTIHFWSHIIR

FEXIFHWL ASDM 1T

capture L2

coredump C2g . HEEH CLI A I AT

crypto engine large-mod-accel O 205

dhcp-server (tunnel-group name ASDM Xt T-Fi47 DHCP IR%5 234N fo i — PPk & .

general-attributes)
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AEXFHHS ASDM 1T
eject ANZSCHE
established 2 .
failover timeout L2
fips 2
nat-assigned-to-public-ip L2
pager LA .

pim accept-register route-map

O . L REE ] ASDM Bt & list 1637 .

service-policy global

e H match access-list 28, & 3T 206 . 451140

access-list myacl extended permit ip any any
class-map mycm
match access-list myacl
policy-map mypm
class mycm
inspect ftp
service-policy mypm global

set metric O
sysopt nodnsalias L2
sysopt uauth allow-http-cache L2 ,
terminal L2
threat-detection rate L2 .

gEANE

WS ASDM INEIAT 1217 B B B A A2 L He 2, ASDM EAEIE A2 . IKIEHR TR
> RR#IZ & EAY ASDM ZESHIH S, UEEAZ IR MS.

4T P D

ASDM A3 FFARE

S HERD, 40 255.255.0.255. Fltn, ASHEAE LA P RIS

ip address inside 192.168.2.1 255.255.0.255
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ASDMCLI T &

ASDM CLI TEFXZ#HZERXAF S .

AXFXEAARHS

ASDM CLI T HASFAZHAH i 4 ﬁu%iau)\?é%y:wﬁu\m CLI#ir4, N ASDM <Rt
“Iyes/no]” » {HIZTCIERHIHAN . SRJ5, ASDM S ZE A5 o

4

1.

2.

WIREHLIR > ;€iTRE.

i\ crypto key generate rsa iy 4.

ASDM ERUER NI 1024 47 RSA #4H.

PRI\ crypto key generate rsa 74>

ASDM X B7s DU B8, AN 72 o LUAT A RSA B PR 300775 B RSA % H:

Do you really want to replace them? [yes/no] :WARNING: You already have
RSA ke0000000000000$A key
Input line must be less than 16 characters in length.

%$Please answer 'yes' or 'no'.
Do you really want to replace them [yes/no]:

$SERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

itk r ik

o AfLLE TS ASDM TR kA & i B P A B IR Z Him 4.
* ST A noconfirm 3EIR AT CLI #v4, iS5k A CLI #iy 2 Bd A ik . 5 4n

crypto key generate rsa noconfirm
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PFA[IE: FAF ISA 3000 B4 7= miZ i 2 SRV A

VPRI E R4 T ASA BRI IIEIT. A TR BTA W8 1SA 3000 17 i B2 BUEEH (PAK) VFn]
WEe A RIAIS, WESH VFiE: R, 28 113 1.

* KT PAK VFATiiE , % 85 1L

* PAK VFRTUEAEN] , 25 93 1t

* MCE PAK VFAIIE , 55 94 1t

o Bl E ILEAFA[E (Secure Client 3 S HRIRA) , 4599 7L

o BTG SCRETHREVFATAE » 25 104 1T

o WP PAK VFATUE , 2 105 7T

* PAK VFAJUE S0dsk , 56 106 0L

% F PAK i A]3E

VPATIESREAEST € ASA ERHIMEEI. & —Ros 160 A7 (5 A 32 77580 20 717 (HIHEE
FPIRR . LRI QLA PRI R R MC ) ISRt AT s .

7T ot > +
i 22 2= BY1F A E
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Get Other Licenses »
Manage
PAKs/Tokens Licenses Devices Transactions History

$HIE 3 %% IPS, Crypto, Other.
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swmamzrTiE [

[& 9:IPS. 7n%. EHAd (IPS, Crypto, Other)

Get Other Licenses v
Demo and Evaluation..

TeleFresence Software Release Key.

TelePresence License o Resend...

PS, Crypho, Other,
Share License Frocess

Main to Backup
Register ROSA HA as Pair.

Migration...

WIF 4 {f Search by Keyword “#Bt 1, #i A asa, JFiL$ Cisco ASA 3DES/AES License.
10: B} ASA 3DES/AES i W]iiE (Cisco ASA 3DES/AES License)

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Jeview and Submit

Search by Keyword @
Make a selection from thig list of products

Product Family Product

Metwork Mgmt Products o - E
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

FIBS PR gEM A (Smart Account).  EUM A (Virtual Account), fii A\ ASA FF%IS (Serial Number),
RIG R T —2 (Next).

11: Z&EMc S (Smart Account). FE3UMK P (Virtual Account) F1/F%S (Serial Number)

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

Smart Accoun
Vi 4

ieguired with Smart Account

Selectone... -

Cisco ASA 3DES/AES License

« Seriol Number FCH1714J6HA (7]

$IB6 R0 HENIE A Send To BEATHEHEH End User 24 7%; L EEIN Gy N HAB RS AT HaHE . Erh BB (1
Agree) FIEHE, RJ5 riili#R (Submit).
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Request Crypto, IPS and Other Licenses

| 3. Review and Submit

Recipient and Owner Information

EI'I:E'I'IU.LUEE":BI addressas saparaled oy Commas. Your License KE_.' will be emailed within the hour to the specified email addresses
Send To Ad
End User » | Edit

License Request
SerialMumber
FCH1T14J6HP

Smart Account SKU Name ity
» Cisco Internal ASASS00-ENCR-KS 1

TBT 25, BHSWE a8 sl eE, A ny L7 R AETE (Manage) > 1 ATE (Licenses)
DXk N %
FIB8 MRS O, 55 98 TN F B %

AEEF A% H
AT R AT N BT B DT DA e s AT A5 FH i I 1) £ ]
FF6 Z A
s MR CAL T 2 BT, TR R GUIAT 2 W) i A0 3 D o
o BT AVE ATIE 2 ARG Ja 2R FOR 2% ASA. RARFH T 2R F0Br N4 iRV Tk

* 8 KA FIEEFMEER

BS EORE NS AT AIIER(E
RS BTN VAT IE o

B2

T RUGEHEE > REEE, RGN SIERFR > BEEASGFRIBEBEALK.
SR 2 B BT I G S P B T I R B0 S B, T AE New Activation Key ‘7Bt HH i A BT AT 4
.

key SR WIE LA TLR KT NBERI 74T, BIOCRZ LSRR 115 0x XAHE AT REtE
SEPFTA ARSI Bl
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AL E =503 (Secure Client3 & E R A .

ASA0xd11b3d48 0Oxa80adclOa 0x48e0fdlc 0xb0443480 0x843fc490

1T DL g — AN K A BHRA 2 AL T T 3 . RS ATIRR AR, W'e &8 5 221K
AEH . WS BT T % 8H, WNZ AR BN AL T35 8IRES, T4 B7RTE Time-based
License Keys Installed M. #5445 5€ DI Re I0E 15 fa — 55 T I TR 35 4H 2 7& 3 4% 1

P 3 TG BT T FEA e i3 TR 1258, 1 7E Time-based License Keys Installed 3% 7 £ 1% %
B, #RJ5 i Activate B¢ Deactivate.

XTRATIRE, B R — AN TR 2 AL TR s .
$I1E 4 i Update Activation Key.

WA R LT, IR AVFTIE ST RETH MR ASA. MRTE, RALIFE TN
.

HExEBR
FEF IR P AE , 55 86 TT

Bl =15 A]IF (Secure Client3 X E R )
A

iEFE  Secure Client4 K ¥ S A I VF AT AN FF ASA _EIFILZVFaUEDfE . Secure Client ¥ RJ & L2,
AP E RS A B S 5 E VTR,

AR G L S S VT IR S B

KXFHZIFANE
W SEZEaTE, 0] DU SE R 1 Secure Client mghas ik, FFH b —40 ASA Fi—4> ASA
BB N IL AT RSS2, B RI4r ASA TCE AL S 5%, SRR 5 B4R IX 4 ASA Z Mt sss
o

XFHEZFARESEMS5F
DLR 5 B B L e i T A
1. HHEWl—& ASA N 78 MILEVF AT RSS2, ARG FHAZ 2% 1P 51 5 W S 3L S AT R 45 38 14 T IR

2. WREMELE ASA N ML EVFI 2 5% (WIRRLEVFT SRS A IFER RS s s
ARG WA IR S 5V ATHIE

3. (W) #55—6H ASA fRENILEIFAT & M IRssds . HAgdRE — B % HIRS 4
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B snzrnmsssanasog

\}

AR VR RS S S S VPATE,

4, TVEEILEVPAI RS A ERCE AN AR I 2 538 AT DAY = V]
k.

5. ¥ ASAFLE AZHEN, CHUAXREXRASGHGERE (BFEAFTIEMESE R mitsiy
] AR 45 A At .

)

AR S HEATUEARWIE 1P W& SRS AREE: EARER TR,

6. LRI GG 8 o I 5 18 T DR 26 S T S A WA

7. 5%5%ﬁﬁ$mﬁ7ﬁm W, B EVF A RS A A R, I RCE 2 253l (L
SR .

8. ICEVFR MRS S IC SV AR AT IR, . S 538 I ik BB RER P 6 2 S R ok & il
o

\}

R R ARS S S S EH . EHHM TS SMATFES A VEIE, AT ERS AV

IR

1 WAV IR AT IS S5 T 2B 2 Maih, WSS atS g2 mm i
ST T N

2. ZHFERMBIREVEREZ WEMIRCFHE, ELRRSS &0 LAos 20 2 i K o

9. HZHENGEMAN, ERFRSHOEHE, URBOLE&IT.

)

IR ASA TENRS 28RS 535 2 A4l H] SSL KN pr A5 1815 .

ﬁﬂﬂ%‘ﬂ:ﬂﬂﬁm an Z.lET.l E,]l_1|=| IE.IEE

ARZEFH MRS S Z A AR A R B R, W25 LU HEN:
* WERZ5EAE 3 A5 RIH RN Ja R REACIE DR G, IR 55 85% 23 K 25 TR TR 3 = VR T ik

© RS 5 H IV W VF AR IR S5 4 AAOR BRI B W2 55 25 m] DAAREEAE HTIE AR 55 as e 21 1)
SCEVFRAE, A 24 D

s MRAE24 /NN A, S HFEDICE S VFIERS &EAE, W2 52 RRBOTEVFHE, BT
R i nt. 25 S RE SR NBUA R, (HICE B VE e R HiE Rz .
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o WRAE 24 /NIRRT 22 1 HRSS e i 2 B ik B2 5, 2598 SRS SEpngs, W
S 5B EN SNSRI R IS5 a B ol 7% 2 5 F ROR IR T RED IS IR AT Y

RTHEFATFHRS

SR AT PS5 45 L AU J B 1) T3V TR S5 A E Y, ARJE A REARH A A 0.
EICEVF AT IR SS Rt B 2 T IR 55 4 [R) 2D iR 55 4 B B A SO = VP B, e s 22 55 1)
FIR LI KT VRIS Dl o TR 5525 A0 5% TR 55 4 LL 1080y 1B [R) 20 cdie . AE BRI [F) 20 2
Ja, BMELE I FOFINE, #0055 S R RENE DI B AT 2 AT

MRS e A AR, R IR S5 o B IR S5 st . s IR S5 a8 vl LOESHa AT I £ 30K, {EUk
2, FHRG S bS5 KA, i HIA SR . 555 A 7RI 30 KA IN BL N Pk
RN KREIONII ARG HSHESAE 15 RINAIE, JFAE 30 RINFHICRIE.

E MRS TR EFIBATIN, ER S RS S AL, IG5 aeikdt.

RS A AL T PN, e m A B RS NEE S L% .

)

AR HUOAB EICEVEI RS AR, R SS A DT STIEAT 5 K. BT IRPREZ HRE K, EARIEE] 30
Ko Wb, WUERILJS TGS a A5 (B TR RN, W R S5 2R e AT IRl H ke . 2 ARk SS
SRR IZATIN, & HIRSS & 10I8AT RIS TT A6 P 8 B, il 2R 32 e g5 @5 134T 20
Ko FESLIYIE] 2 F R S5 e Ak T PRAS, T F R 55 4 1OIS AT IR PR OURI AR 10K . 2540k 55 A 24K
B AR LI AR SS 4% 20 KJa, # “7efH” RKH 30 Rigfr Rl Scititt “ 78l hhgk
N T B R R ATE

MFEEE AL =1 Al

AHIA I EVF A B SR R A

MBS AL Z IR AHERR 55 38

AN LRGN TS5 s dn o By e e AR S o il T IV AT RS54 59 ASA — Rt AT HY
BT, AFEHAT VPN SIS KA AE DI RE, WIS AT RE s 2 SR 26 PGS VF AT iR 55 4 I i e e
¥, DfemmlSErt.

\}

AR RIS AL TR RS, (RS A
AAE B SRR SCRPE VR ATHIE, DI AN SRS Y/ AT 4 4%

XTI bR, BB e B AT g5 4, AR IS, s iR e gt
FVF RS . SR AL AL MNICEVE RS 4% A, BEAT DA 2k o) — X w4
S5 % o

fln, BAAWE 2 MBI ML 51 EE BT IRG A O 2 WS AR A B
1A R B R AR I, 9% P e S ST B AR B IR EVR AT IR S5 4 AN A 50 2 X P iy 45
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B sssnnisrriassz

Hd5 %o DS DO RN & B 2 R AR Iy, 58 2 00 v (R4 P IR 25 48 4 2 AR 3L = iR 55 s
UnSRER 1 RHRFFIRHAT, IF HLZR 2 XS (R e AT, 3 2 68 K 46 T BE AR AR S vpl i 55 4

GERTED .
13: S PE S BN = Al IEAR 55 28
Key
Blue=Shared license
serverin use Failover Pair#1
(Active)=Active ! I
failover unit mr. b1
|
1. Normal Main (Active) Main (Standby)
operation: |
Failover Pair#1
__l_! _T_
2. Primary main Main (Failed) Main (Active)
server fails over: | | k
Failover Pair#1

g T !!

I
3.Both main  Main (Failed) Main tFalled:l =
servers fail: | /
Failover Pair#1
'.—.|=-‘ '.—T—.

4. Both main servers and Main (Failed)
primary backup fail: | |

St P25 5 5 4 IR 55 s 3E AR Bas AT BR s R A B e A8 B e, &

{5 1B B AR S AB THI
W%IE

HIEHBRLZIFAIES5E

- Backup (Active) Backup |

Main (Failed) .~

Failover Pair #2

EI :
g

i

18

ﬂ. L

tandby)

- L0

Failover Pair #2

——— L=

. |
T~ Backup (Active) Backup {Standby)
- | |

Failover Pair #2

11 |—g.
= ——" 1

| I
s ackupll'h:ﬁue] Backup iiSta ndby)

Failover Pair #2

B —
»
E— ——,

—. Backup (Failed)  Backup {Active)

et fbel ]

SAEE W

TS H#EY, WERSSAHRMNS 5SS D WILEVraf IRGsEm. EHEgalts 5%

ID G Fp. el ids LA, e
THER BOEAT BB i A 1 B

UL ID A2 e K . LR T R
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BRAS5EY

sxsszy ||

ASA ARRBPEEVFIEN S 58 8o, HZ, BAIEE RS T RE W AR MV ] IR S5 s IO TERE . 7E
RAAEOLR, EATLUE RS 5 R 2 8 R, tn] LG AL R4,

BcEHZ AT ARSS=5

PE1

BEEE o> AN ATRE ASA WU E N 3L VFaT I g5 4% -

FHIEZ Al
J 55 A AURAT IV R R 55 4 5 o

JUE ]
WIREFEE > REEIE > FA[HE > H#£Z= SSL VPN FRIIE G #%5

7 Shared Secret F-BtH, FiAH 4 5 128 4> ASCIT FRFAR I 7R/ d8:, 1R L4,
I B AT 2 5 3 38 a] DU R VF e R 4545
(AJi%) fE TCP IP Port 7B, AR & H T 0k B 2 581 SSL @i 1, %3 H 5/
F 1 Fi1 65535 2 [].
BRINE N TCP 3 11 50554,

(Al 1t Refreshinterval ‘7B, Hi AT 10 Al 300 F-Z [A] iRk A1 o
ZESRMS S5, HTRE NS RS HEGERSERE. BIAMEN 30 7.
7E Interfaces that serve shared licenses X3k, 1S 57 F 5 RS 2T IEB AT 32 1%
rh Shares Licenses 5 EHE .
CAlk) B E 2% FH R4S 2%, 14E Optional backup shared SSL VPN license server [X #1147 LA T
A
a) fr Backup server IP address Bt , i A #5F 4545 1P Huhk.
b) {1 Primary backup server serial number 7B, N & RS 287415 .
c) WA RS S A s FE RS 0 ) — %R 4y, 1 /E Secondary backup server serial number 7Bt
SRR TH .
M 1 6 & HIRS 48 K ILT ik ) & H e

iR

BELZITAS5EMANEE RS

AP EICEZVF IS 53 U ICEVR] IR S S AT A . AR B A i e e E ol 2 5 i
RN S
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Fa 2
55 % MR A SRSV T 3 5 23 .

UK

LB KOEREE > 8FEE > FAHE > &%= SSL VPN {FAIE & .

1B 2 7F Shared Secret FEE T, HIAMH 4 £ 128 > ASCI F /440 &I, 1 L Ess],

I3 (W[ik) {E TCPIP Port ‘FBeH, g AAEIL A SSL 5 R 45 28 ATl A5 i 1, % 5T 1A
65535 Z [,

BRINE 4 TCP 3 11 50554
T4 (k) BB E5EME NSRS S, WE1E Select backup role of participant X 45 HP 4T LT #4F -

a) fiidi Backup Server HLik 441
b) XS HEAENL S &HRS s T E B T, #%+ Shares Licenses & IEHE .

FES rGLNA.

BB S FFRITIREIT AT E

AN GE T TR S IVERIE, LA RIZEEVE AR F 22300 .

SNBSS HIFELE
AT T3 A B SV

BRI BRI UL 7] UEACIERIVF nliE (g5 A 22 VPl eSS FROAR RS r eVl iE . IR
ANDERC R IEVF AT IE

\)

AR RHBDIREEANR . ARGRAMEER, WS R .

WIS — AN BN BT S, WITCVE S P TG . HRASCREDhREAIR, ES WL
AN HES , 92 Ui,

ARVFAUER RS, TS VFTEBY . 2 88 1.

ISA 3000 iF AT IETS RE
TRERT ISA 3000 IRV AT INRE .
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sz pak i ]

VFATIE EAiH1F AT E R 2 A

B A&V AT IE

(EYCEES RS uR) £ AIHF AIHF

% B K B B M 20,000 50,000

Carrier R R H

TLS R 2 15 S 5L 160 160

VPN ¥ ]3E

Secure Client %2544 H n[i% SecureClient Advantage. | 2% A% Secure Client Advantage.
SecureClient Premier. 5% {X R SecureClient Premier. 5% {X R
Secure Client VPN ¥ AT 1E: % Secure Client VPN AT iE: 5%
% 254 % 254

Fofth, VPN 45 144K 10 50

VPN XA B4 CRUERFTA | 25 50

HAD)

VPN 83 A ANy

18 A 1F AT E

s FEA (DES) | n[EEVFRE: 5% (3DESAES) |JEA (DES) | n[IEVFAE: 5% (S3DESAES)

TR A FF F /%A

LA 5 AIHF AIHF

SR AIHF AN FF

K VLAN % & 5 25

154% PAK F AT IE

AN T BB VAT IR

EFRESERIBITAE

PEFR I3 A B S 2 VR AT IE, LR T T 1] AU 25 B X R R Tl F 3 4 I 1)
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B sosssan

FHia Z |l

RSN B e BN RS, WIAE A VFATIERT, A4 VPN VFRFIEAN S8 — 045 VR T k.
ARWEAE R, WS hEmE S, 592 I,

UK

PR EAFISATVFANIE CEAR R AVEAER IS S) R T I R A VFRTUED , I RIKIA L E > REE
B > A > BIERERAERITEE e TireiE” X
2N, Wik kiE$E Configuration > Device Management > Activation Key %% £ R 4¢
AT ) v A R
TR, BT R IS AT VR AT R AR B R & A RV TIE. A ORPEAE R, 53
WA I OB A R BV RTIE B8 91 5o X3 AT BT B AL TN B) A VF TE. CRE FFRFEEN )
License Duration 51 4% {75 = B¢ g BUAH ) B b T B N (R IV AT IE s 24 VPR RS, 2B
IR B WA BIVE ATE AR LI A o

P2 (W) EEFRTNEVEATUERTEAE S Gy TuEh S Dy RERIRRSEIN (8], AR
Time-Based License Keys Installed X+, EHF U4, R sl Show License Details.

W3 (IR X TR S, BEEE RS LRRMVPniE QA & = s Al Bh v &% 14 -]
UF) , 1A7E Running Licenses X1+, 5 Show information of license specifically purchased for this
device alone.

WSS VP aTE, KRR SIS > VPN > T & A% SSL VPN > HE{FA[5E.

PAK V¥ AT LEf7 218 3R

TIRERFR &R 15t AR
BEIN T RSO VLAN $E 7.0(5) S T LU BRI :

* ASASS10 FEREAF A IEZE R 32000 H403] 500005
VLAN %M\ 0 B %) 10,

* ASAS510 FEAHA AT IEIEFEEUM 64000 1 2] 1300005
VLAN A\ 10 8% 25,

* ASAS5520 R 130000 31151 280000; VLAN %%
M 25 B4 HnE] 100.

o ASAS5540 EHHM 280000 4113 400000; VLAN %%
M 100 38 200,
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pak i 2ics [

TIREAFR

L RA

SSL VPN 1] 3iF

FINT SSL VPN 1.

HHN T SSL VPN ¥ i iF £ &

4 ASA 5550 FIFE =A< S | N T 5000 fH 7 SSL VPN ¥ ]
ko

ASA 5510 FRFERAF AT IE R 0 T B D 3

T ASA 5510 _ERFEREVFRIE, fokiz DB 3 i
P A 2 TEBRAS .

AT VLAN 3

ASA 5505 3858 A 22 VF A UE VLAN [ KECR M 5 (3
ARIEE; 1 AR RS 1 AR T D B E)
20 M REHE . BbAh, rhdha O BCE B 1 R INE 8.
WAEAT 20 NMaThRese I, A ;:%"éﬁ)ﬂ backup interface
A A 2 FH ISP #2  DhRe s 8 n) LUK FLAE FH A Dhg
Mo M4 4T Easy VPN BB AR A H .

DL Y51 VLAN Hos R SHBA Br i n:  ASA 5510 Cxf
TR OTUE, A 1OHEINE] 505 6T 5 A 22 A VF T iE,
M 25 8803 1000 .« ASA 5520 (A 100 #4115 150) F1
ASA 5550 (A 200 Bahn3) 250) .

XFF ASA 5510 BRI 22 AV al UE RS TFIR LUK
W <7 F

7.2(3)

AT SR T 22 A VF A E ) ASA 5510 BLZEAE Ethernet 0/0 £l
0/1 3ty 1 _E S FFFJK LK (1000 Mbps). £EJEAil 7 AT E
o, BT RS FH VR PR LUK ) (100 Mbps) Sy 1o 67
FHFATHIE, Ethernet 0/2 0/3 A1 0/4 475 Ay Hss LA W9 3 1

e 3 4 #1415 Ethernet 0/0 11 Ethernet 0/1.

1 B S VAN VF PR

8.0(2)

SIN T BER LS AT IE . 4E24 Cisco AnyConnect 546
% )0 SSL VPN 4L 58 UK — AN, @R v,
— RABUA S Fe 1R 907 995 5 201 R I TR AR A - BT
KB BAERGE L SACE R T . i aH/M R
SERPTAEMNRIL, SO AR, el afiss R
RIEA ASA. ASA I B AR UE AT R 45 R
KA5 € BV 0 W (DAP).

B A o VAL VTR, 8T DU TAOCIRC B, PASEK
XPAE R EMLEAT BB (AR SRR, T
S LR

SORE AT T R A T AR AL, X BT
SCRE R RIRRAS R 51 R AT S e B 35T

ASA 5510 ] VPN 11 253447

8.0(2)

ASA 5510 35 M 22 VPR UEIUAE SCHF VPN S .

& TR 80 £ 1) AnyConnect 17 1] I

8.003)

BINT & T % &1 AnyConnect Vi ] iE. B,
Windows 5 5))% £ 7] DL ] Secure ClientiZE4% 42 ASA.

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B rcismirmeies

AsANIT |

INEEAFR FEERRA 5 BB

FE I B] 4R AT IE 8.0(4)/8.1(2) | 5N T Xf 3T A ] (IR rTE FR S HF

W7 ASA 5580 1] VLAN %= 8.1(2) 7E ASA 5580 451 VLAN %= M 100 844035 250,

Gr— M A5 A S 1E R L iE 8.0(4) GINT UC AP IR IE . L iACH . RS BEAACHE
IR BRI N, S AR SR TLSARBE &5 . AR Y
UC VFaf ik PR A6 REAS TLS ARBE ST T v 8. P frix s
N #AE UC ARBDRE5 0 N3RSV AT, JF B IR &4
BeAE A
HIhRELERRA 8.1 THARHT .

18 A 28 0 B e B B U R AIF 8.2(1) BIN T B MR B IR ISV IE . {8 MR R e s
AJ DUIR B 7] 204N R A4 A TP Mk adides, A B 115
A 25 B

AnyConnect FEAlhiVF AT HIE 8.2(1) 5INT AnyConnect FEftRVFRIIE . HEVF AT UESZRR

AnyConnect VPN & P tj 1] ASA. BEVFAIEA ST LT
BT AS 1K) SSL VPN U ] Bl Rl 22 A s 1Mo 4 T IX LE Ty e,
WO AnyConnect =1 24 iRVF W IETTT A /& AnyConnect JEfill
VP AT

PRt s &) AnyConnect Z:fili i/ nl i, VPN H ]
DU Web o 28 k247 6 5%, ARG T HIF
JA 3l (WebLaunch) Secure Client.

Secure Client Ehﬁiﬁfﬂ RYVHIFIW 2 i Th e, Joiee
T I A AT IR J2 il 3 AnyConnect i3y 20 RROAF AT IE A

AnyConnect JERIRRVFPTIEARE S 2558 ASA EREL R VFRT
UE R AL TG 8IRAS . AnyConnect B hVFATUE (ITH5 38
A o A VP AT IE . HAE ] LR [R]— P 2% N AN
] ASA 13247 AnyConnect JEAilifiiFl AnyConnect 5525 i
VFAiE

BRINIEIL T, ASA 1l ] AnyConnect FERERRVF A HE, {H 1S
CIRYSGEUR/ I Ny e S K o5 P T 25 B (N7 ) BT P

“PCE > RV VPN > 4% CR ) A > =Sl >
AnyConnect F R i .

SSL VPN ¥ iJ4iE 5 % 4 AnyConnect /144t SSL
VPN FRAVFHTE

8.2(1)

SSL VPN VFJ ik 1) 4 R 3 54 AnyConnect =2 hi SSL
VPN JRAVFAlIE.

SSL VPN JL ¥ aiE 8.2(1) 5] N7 SSL VPN Ak, £~ ASA o] DL
A~ SSL VPN 2 ifiith.
BACHE N AN B S — il G F e |8.2(2) B AACFEANTT 75 2 UC ACFEVFf I
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INEEAFR FEERRA 15 BA
10 GE I/O ¥ UE (FF-71% SSP-20 I ASA 8.2(3) FINT 10 GE VO ¥FH[iF (FH T4 SSP-20 ) ASA
5585-X) 5585-X) , DUMHEAES 64 11 B SCFF 10 TR LUK .
BRI R, SSP-60 32KF 10 IR LK MR
iR 71 8.3(x) A ANSCRF ASA 5585-X.
10 GE I/O ¥FrJiE (JH T4 SSP-10 1] ASA 8.2(4) 5IANT 10 GE VO ¥l il (T4 SSP-10 [1] ASA
5585-X) 5585-X) , LAEZEELT 1 ESeHE 10 Tk AR R .

BRINEDL T, SSP-40 3 FF 10 T JK LA Mg
iR 7E 8.3(x) AR AL HF ASA 5585-X.

ANAR ) ) e e B VF M IE 8.3(1) APFEEREEAN B LI R VAR A Ok A BB
ANV B 095 PR 5 R VR AT I [ AP 32 Fofr 8 9% F) 1 T
k.

BT BL R BE%E:  Configuration > Device Management >
Licensing > Activation Key.

I HE B 155 T I 18] A VF AT IR 8.3(1) SEF I R VF AT IEBLAE T LAMES . AEVFZNGOLR, BETRE
M AT HE T I A VFATE, ARV RTIE G828 218
VFAIE . 1 HUAT I TR VF rTIE I 4 ] S K Zh g,
FEN UV UEZ |, VR IERA B A . ASA At
VFHES R T IN T RVFATIE, M Lk AS A AL VF 7Tk 21 39]
BT PR AT 2 1B VR AT IE B VF TR A IR A

o ) (6] AR | BE VP Tk 8.3(1) FINT IME V¥l
ZANHE T IN TR VF AT [ I AR F- 35 3 R3S 8.3(1) TEHUETT L2 22N IR ] I VFRTHIE, BEASTHRE TR
REA — N VFATIEAL T aIRAS

B8 T BL R BE%E:  Configuration > Device Management >
Licensing > Activation Key.

LT IR T AR VR PR A AL 0 A Y 8.3(1) TEBILAE RT LA i 2 SR B B £ Y 2 T I TR g 1 T
.

BT LUF bi%E:  Configuration > Device Management >
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FIF B e B g s g 8.4(1)

W F X RSN S (i ASA 5585-X) , ASA
WG EE S —l = F1 VPN Difg, MIAE ASA nf LLH M
A R KX,

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

pak i 2ics [

INREBFR FEERRA 15 BR
& T SSP-20 F1 SSP-40 [ XL SSP 8.4(2) XFF SSP-40 F1 SSP-60, #0] LAYE R —HLAH * 458 F PN AH

[F K SSP. ANSZHRHE AR SSP (i, ANSZHFR
FH SSP-40 11 SSP-60) o AN SSP 1 A Aoy s 4, Al
MCE A B R, AT LA P A SSP HIE MR A RS
XFo ALENUAE AL DA SSP IS AN HF VPN, (HiET =,
VPN H-5 A Bl 2k
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ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



AsANIT |
B rcismirmeies

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



%FEh

VPATHE: A

M REPAFVF AT, 1€:ﬂuf—érﬁﬁ"]¥ﬂ YEVFANIET . 5 MR BUE D] (PAK) VFRATIEANTH], R REVF
FEARGEE BIFF B P A0S o BEmT LURRRA B35 B ] ASA, AN PR & B VRT3 H . Tl
RERATVFT, f@:i@ﬂuEXﬁi@Tﬁﬁleﬂiﬂ% O K o

)

ERE ISA 3000 LA SZFRRREHAF T . e MER PAK VFRJE. 1§20 ¢ T PAK VFrJiF , 2f 85 T,
HIRBEAFE B RV THRERUT N VRS S, 15 S 0 SRR RN 5 R 41

© RTRAEAEVEAT , 5 113 T
BRI AT AT ER 4, 5 132 T
o BUREIAFEAIHEN , 55 133 1T
s BRI B R E , 5 133 1L
* ASAv: LB BT, 5 134 11
* Firepower 1000, 2100,Cisco Secure Firewall 3100: it & & REAF AT , 55 147 1T
* Firepower 4100/9300: Jic & & BEFR AP0, 56 158 1L
o ARG VAR, 5 158 1L
o FEANS HVFRTIE PID , 28 171 10
o NSRRI T, S 175 L
BRI B E S , 175 )T
o BRIV Dy sl sk, B 178 1T

AT A

SRR REVE Il — Bl oGS IO VF TR, O R AR g (. sEpRag . S SR 7y ORI SRS B
B JORE S AL S FEA A AT AVER 224, EnT DL rI s I N . A5 B4 fE
VFAT, AL

o BRANHUE: RERVFRTENT T AR S A R (R BV T U, AN TR O
(PAK).

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}


https://www.cisco.com/c/en/us/products/software/smart-accounts/smart-licensing-feature-roadmap-comparison-table.html

AsANIT |
. Firepower 4100/9300 #/155 _£ ASA B & BEER 41 A

s Z—%1. FIH] My Cisco Entitlements (MCE), #0] LAZE—AN S0 T 1] vh 41 1 it s 1)
JITA7 Cisco 7= b MRS, WAZE T RIS LUROEAEAE FH (107 S AR 5

s WFRAMEREME: IR RA SO S0E, DI nT DU 5 LA A FH AL Fan vr vl ik
ARV TT, IBAAZISELE Cisco Software Central (software.cisco.com) b 81 & 2 AEMK /.
AR BRI VELIEE , 1515 1) cisco.com/go/licensingguide

Firepower 4100/9300 #1#5 _E ASA B9 & BEEX 4 1F 7]

X} T Firepower 4100/9300 HLAH L1 ASA, RGBSV RIBCE, K434 Firepower 4100/9300 HLAH & #
SR ASA TR SY o

* Firepower 4100/9300 HLAA- (EALAT L& JT A B BRI PFVF ] Sl v, 46115 8RR 14 21
PHHATIAE B . Firepower 4100/9300 HLAH A< & T T AT ¥4 ol 1k BN Al 3847 .

N

AR HURE RIS A S AE SR (R VR L 5 A [ O3 BEVF RT3

* ASA N - /£ ASA HPiE & T A VA IERZAL

R TR B AN MK S

PN B AW K A B AN VFATIER, R AR SRR RE BRI E e B 8 rhons FLadb A e 2
https://software.cisco.com/#module/SmartLicensing

R R B, AT LU A G A R

N

AR WEREOEBCAIR T, W AT DOBCE IR . R RERE B, T DUN AL
(LG

RGO T, UFRTIE S 0 T BRI . FE K A B 5 “ﬂuii?‘ﬁwilimf@m
W i, BRI X, FTE T A T A . I AN R T, BT DL AR A B K
EVFAIEF#% %o

ke IR
W RAE B TEEEVT ) BIERY,  HARGE ) & BE - PRESTEME, 18 m] U B 2214 m]

K AVFAIE R

DR AR Ve T 22 A IR R T GA D In) LRI, 40T LA A ASATE SKOK AVFATIE . R AVFAT
UEANTE S5 W05 i) B B A G . 5 PAK VERTUIE—HE, BOR ASA T 3K— MR RIEJF 22 evF ]

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
http://www.cisco.com/web/ordering/smart-software-manager/index.html

| AsA AT
ASA Virtual 5k A iF 0] iE T &5

UEBEHY. 5 PAK VFATVEZR (02, KL 0 Rk R SR A T VP AT U 4T DA D
VAT b5 7K AV R VE BB 2 R DD

\}

AR ASA AN CFERRF IR (SLR). fE SLR 1, Hr THEEFZACK K A H o ASA X SCRRK A A H BT
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XEFRAVFAETE VERTIE,  WERAE Mk P RF S A 208, IR Al sin s (3DES/AES) VF ATk

T A R BRI P R RAS SR IS5 %A, {H Cisco CWfiE Fe sl F s in s, #n] LAk o in =5
A UEAS N B K .
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s

B RTE

II
B
it

SEmnE: F&IEN T A Firepower 2100

FEERE R Re I E S LA ol e E A BB A IR 4528 2 1, 9N%% (3DES/AES) v] B 45 FLE %,
Rl vl LS 3l ASDM. 57, ASDM U AU B AT BRI S i 2 & 8 0 EvT . (el
FEIRICHE IS VAT UE 2 0, AN SO VFE A T E R s (1 VPND A IR &

A ) B REFAFVE AT IR 7 SR ASA FIVENE N, 1L RIFERE S EIE MR R LER ST
IEHIThRE R IEAE, USRI 9 i GDES/AES) VT iE CREMIMK - b2 & AR 450D o R ASA
ZJFRNAGHURE, HE ORI NS A, ASA R4k SE o vril i Beas it i . BT
TEEOFEN ASA JFAEHI S AR, VERDEDPRE CRFrIE RS o AR ASA KR BT ERIN i
B, RGUR MR ZVFATE,

R ANEM ASA I ARAL ISR, 5 XA T s, W0 ine ASA A READHT VF al ik

X TR AVF R UE TR VE TR, G SR Rk ) 45 A8 F 454, WA A5 %% (3DES/AES) ¥ Al ik
RIS R B P R SAF IR FZ L, {H Cisco T SR VFEAE FH BN, 4 n] LATF- 3l i in 2 14
CIRNR7IEH = S

38/n%%: Firepower 4100/9300 #1558

24 ASA TE k1B B U 2 I, AT DAST R S 2 ASDM . 1E #8882 I S B I S5V v E 2 B, S fo i
EFEINZE (41 VPN) H& IR,

AP R BERAFVR TR T T SRR VE L B, ik R @ e S RUE M =R LEA ST
FEHITNEE STIEME, DUEN IS8 IN% (3DES/AES) VFalE (RS b5 & LA 4 1F) «

WER ASA ZJE NGRS, RECRIIN 3 A RIVE 2, ASA RS 2R EE e vF it B4 1)
Vi WOAREHDFEMAL, JF AN T R M AL, SGE WURECR BRGSO RE, R
Gkt MR I%VF ATIE -

W ARAIE WD UAT I R AT AT SN Es 2 )5 SCAVIN T s in ‘s, o 200 =087 N 280 AS A NI REFy A RE A8
VFRUEAERL .

XEF A A VFATE TS VT, 4 OB 7 A (T 4P, R 38N (3DES/AES) VFTTiE.
LA IR BRI Y R SRR NS4 AL, {H Cisco TUfiaE Fe Vs Al F s s, 48 0] LA 36 o in 5
CIRNRAYIEI NN

DES: FIEEIES

TeHEZE M DES YFAJAF . WS4 225545 3DES YFAiE, N DES 4R AT H o BEAE 7S B AN AE FH il 25 1k i
1] DES, 18545 0¥ BT A AH 5 i 2 A IC & A AU FH 55 0 2%

ZEBALE
IS R VFATIE, T LASIHRLL R A 20t

* Diameter - Diameter/&t 7= F —ACE a0 F1 [& 2 A5 4% (BT LTE (K3 f1IMS (£
PR RY) 1 EPS GHIEMEIHE ARG MBS KALE. ALK (AAA) PRl 7EIX LR %%
B, Z OB RADIUS fl TACACS.
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TLS KESIELH

nsimsiEsy [

* GTP/GPRS—GPRS F¥i& WY - GSM. UMTS 1 LTE R4 2% 38 1 70 41 IC 26 IR %5 (GPRS) Vi &

GTP $EHEFRE R B, QI B SONERBRIE AR N 2 shulife )t GPRS M HEA
BEAh, GTP A BEIE B A AR5 - Bt 2

* M3UA—MTP3 User Adaptation (M3UA) & & /' i/ I 55 2 WS, 2T 1P Ry FH A ILI%E $2 SS7

B2 (R0 5, DB SST W &I #8233 (MTP3) 2. 181 M3UA, A LU I IP M£%3i54T SS7
FHPE84y (B ISUP) « M3UA 7F REC 4666 315 X,

* RFC 4960 441 T SCTP—SCTP (sl tLathisl) o UM T 1P AR IEAE 2 Bl

SS7, thJEidE T 4G LTE 5 5 4 4% 2884 vh 2 A2 1 it bl isd .

T vEE R B> TLS ARt # 2 vk N TLS VR ] iR
i TLS ACBE S35 M At B AT TLS BRI, BB sh B8 o VimTie) .

HELeRN i BE A — NPT 2 A iE . B, WO —E R E T 3 A& H JEL Unified
Communications Manager, W 2 4~ TLS AAHER

Hi/1] tls-proxy maximum-sessions #ir4-, ¢t ASDM " /i] Configuration > Firewall > Unified
Communications > TLS Proxy %it%, i TLS fRHR . ZEAE RS MRE], &% tls-proxy
maximum-sessions ? fir%. WAL ) TLS ACERVE Al ik T-BRIA ) TLS ARBERR S, ) ASA H3h#
B TLS BRI LA VAT IE L e . TLS AEE R BRI DL 640w TVl e Rl 2R B A TLS AUBE R
IR VR e R, WJCIEAE VR Al e p B A 20l

\}

xR

XEFLL “K8” g5 R IVErTUESB S (B, F P EUbF 250 IVFRTUE) , TLS ARBE S THE PR 64
1000. XFF-LL “k9” 45 IVF Rl IE A4S (B, F 80k 250 808 2 VF R UE) , TLS AQHEERR
B TR, S S BRG] . K8 A KO 45V I il 2 5 H PR K8 ASRZBRM, K952 B,

WERWE ARG E (Bl clear configure all 74> ) , TLS ACHE R IR & B AR BRI a0 SR EBR
IMEAR TV ERR G, 2 Eon—445 R4 8, 148 H tis-proxy maximum-sessions iy 4 £ UK 14 1%
BT (7 ASDM H, 1] TLS Proxy %its) o 0G0 H #bs s  Jf4m N\ write standby 4>, 5%
7 ASDM i, 1F T £ i File > Save Running Configuration to Standby Unit > HEA T &
W25, WSs{EshiBh v & F B304k clear configure all 74>, K, %A/ GESERBh ¥ 4% F& R 5
HE. HTACE RS SRR R & FRCE P TLS ARG, Rk n DLZRE 12855

IS WA RE N IEFAT ] SRTP Jip% 2 i :

o % T K8 #IIE, SRTP £ 1H# IR HIh 250,
o X KO VFAIHE, A AT B

\}

pak e

AT T B AR TEA T I ass /i (R P Y 2501 N SRTP BRI G SOpg vy 15 0 EE X, RIS P it 34
SRTP, IXLERFIY AT A PR
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XFFARAE VLAN PRI BR 10, B2 m) H3iid VLAN.

[BF W&t 2 D iERR 7 AIE

PN B ASHAREE, RN (3DES/AES) VT E.

HIPEFE F o ASA S BFIT AIIE
ASAv B FE R 1 AT

# P BEAE 7 B A A R 2 55 (VR A

Firepower 1010 B9 & FZ 45 #51F AT iE

BRI EIE 3 B A AN AR

PI 3 Firepower 1010 15 #8200 i) 48 GE PPy PR ol BECPHE BRER AR 25 i . WU 65 BEAR
FORIE S JA FER VR AT TEAT 2 N VERT IR, AR5 4 RERC B e 12

W, WM ATEELE ASA TE RIS (3DES/AES) INHEVIFATIE, B LEEM &N, WEKE
HBN FRAF om0 A o AE T VEMEA R, P & B 2% 00 25 H AT AR TR ) 0 25 )

TR A (R BEK S R SRAS SR NS5 B2 AL, {H Cisco T SOVFAE BRI ES, 0] LLT-shk s 25 v
AU BV K o EXFE LR, LR R R RS 5 A e PR e . IR B R
B HwS, HEMREASMEZIE; ¥ RFFESARES . R F AT m k5 a1 K
VERIIE o VFAJUER SR A — A Bl R S R R VT e, A S e B i S22, JF HER A VP ke
WATAE B b, DUMEE B R R o A A o fE NGRS 5, B ) 2 s A b 4k
SAF R A VR OIIE . EK 8 T A7V ol E I 1) IR 55 38 TR SRR . M IH I 3 T & A b 46 %
B FEHMANZRS S, ER RATVF A IEBA o 762 A AT 1T, an SRk = v A nl g vFm)
UE,  DUBHE 5 FH A B VF AT IE ] AL T AR A BOIRAS . W e B oA SR AV TR PR 2 30 K, i 2
PR A R AR S RS AN BRI, HLBA s in s 08t LK Jeyont /5 225 % (3DES/AES)
DIREVFANIE M IR AT B G S WA EAN 32 B 52 o B 3 FH B 2 R RR 35 70 A 1% — AN B A AL
SRR, BHBEWVFRTUES RN I R EOZ SR, U RS R AR, HFHW S W%
SHGVPIT I E R SAPRES . BEPEEE V], FEERE GRS FERE, REHEFIE .

KAVFAIET B
X AR AV RTUETE 20 e B A R e B 2 T b 5 15 WU SR SEF RT3

Firepower 1100 A9 # FZE 45 #2515 Al iE

B REE B TR 38 B AR AN A 2 hR

SUA 2 T U6 7 ) IR 55 45 5 SRV AIIE o VP T UE SR & Dby B e A 0 L2 ) PR B e BV P IE o
BhBEag AL BN RAS o

O R RS 0 s e i e, e B e ERCE AR BBV AT o XT3 /AT 12
HBEAEMR AL AL 1 0 A ERCE R REVFAT. B ER A h B s, HE s~
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Firepower 1100 BY# P& 5 71 AT HE .

ZICE: R RIS EEAARE . BREVPIEM S AF e s b, DUEAE IR AR R 3
HIBEAE HE A

\}

ER BN ASA TETE IR B 6 B 25 B AT A RT3 VF T UE . K ASA VR R RV AT IR S5 g, 24
TN AR, REi4 B AR A AR PR R s s Y TiE . b sk, e HA W

B 7 ) R 1A iR I 25 4 RS, AT IRV P 3k 45

© FEJE PR EEARE A, USR8 S WA M 2R BEVF AT RS54 o AEIXFHE LY, P& Bk AT
SR DI RE. ARG, AR HTSOR RS e, AR T e ERCEVFIERAL. W AR iR

Bedg g =, Rk~ AES/3DES (BEINZ) .

o FERE I E M B REVF AT IR S5 A5 2000, TR R IR ts . XAEOL T, WG B AR AN RE

BATHRINE . e, ECEVFATIERBOPR RIS E M B REVFAT IR S5 4% 9 &5 B A0RE SR

GVFAE R IR BRI . TR m%wﬁmh%&&%kﬁ%TMM,%%h&%Dm(%
mx>,Uﬁﬁ@%@&%%Em%%%@MMZm L. EMEF NN & %, AR
E%%Lﬁ%AmBmmow%WE%Mﬁ~é&%,Mﬁ&%%?ﬁﬁ%Ammmm,ﬁﬁ%

BE WAL DES, 3208 5 200 6 B s s IS (D

BV AIESRAOR 2 DL 5 U T B

o Rl — BRI A T ) IR S5 283 SR L VR AT, (HER U OL B & H e 8 H T JEAlivy
FAIEs EAN T 2 [ 55 S R A

o 5 - HEFEMHRATFEIERIGF UL Ak, BB FIEEMF e 2 ME S, I-EE
FHERS L. FE WALV AIERE S &S LSSV RERE G IEZ T4 R
. il

o FEREVFRTUEALAS 2 M s TP FirePower 1120 #5645,  IXS6VFATIE B HG 4 M5 5.

e LA P R A e FRCE 3 MESIWVFITE. Bk, RA MRV T IE s
TGS Ak, BTG ®R&AIPE RGN S, FIE I RS 2RV S M 5. 76
IS SL T, KRR = Sl iERC &y 1AM 5.

o FEREVFRTUEALAE 2 M 5 P FP FirePower 1140 $4%,  IX S8V IE B RS 4 M5 5t
EAE R/ R P e FRCE 4 MESIVEATIE. B, RE WMV IR 8
ME. B, —&&R&TLMEH 5 AMES, min—a k& DU 3 M, Bt g4
rmcm%*uu%m$ﬁwﬁﬁm,l%AﬁﬁTﬂﬁzﬁﬁmﬁwﬁusArmfﬁ
B BIYE L P

* SN (3DES/AES) - W AR (14 BENK T R IRAF SN A AL, {H Cisco CLffE SEVFRUE TSN,
BT AT SR s s Ve N2 Rk o R B R e d SRV RE, JF Hodr TF]
UERAT, WHEBSESAE.

FEMRE RS e, BT ) 5 T B R AR S A T SR S VAT IE o "R A G AV P IE IR 75 0 Ml 55 8 BT oK
BB A TH A B A1 b 48 I BE 8 OB I AAZXT IR, ER A AV RTIE R A o A58 F B 26 AT AL
LT, W R B VR ATIE,  UDET T B AV RTIE R REAL T A RRES . SRR AL
REVFANERIYIBGE 30K, W SRAZ M e A 36 A0 S8 FRIYIIR 5 AN G, K T2 5 ZERp R VP vl ik
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. Firepower 2100 ) # P& 5% %514 AT HE

Fusifie B, VRO ANBOM D TR S R & 2B, R AR 35
BRIk, EBWVFTE AN b, 0 SR B MR RS U e A4 e A
BN O EL A Vb SR T B R AE AP NA . BTV, R Uk LR,
R TS

KAVFATIE T &
XTI AVERIETE 20 e B e e B 2 k4 65 LA SR SEF P I

Firepower 2100 RY#{ FE 5% #5154 A IiE
B G E TS E MR FAA i b

SV T2 06 75 B 1) R 55 4 W SRV T o VP W] UE SR A DAy W e 2 ) S S ) B B B R VE P E .
BB e A2 AN AR o

h /2 PO RS S T b e B i, HUREAE et ERCE A BBV AT o X T 3 0/ AT e 72
SBEAEHBE AL 1 0 BRI ERCE R REVF Al . IZFC BT HRIR A, Ha i A s
ZICE: R RIS RAPRE . BREVFIEM S ZAF e s b, DUEAE AR Ry 3
HIBEAE AE A

\}

R A ASA 7 TR SR I AT IR DB VP TR . 45 ASA VEMYEUR REVE AT RS B80T, 24
SERIFIVE NI, RG22 ARG PP RS VE AT o o1 TR SR, (e AT 4
WL R T RO TR 35 M o PRV T i

« fE A RS 2 0T, BN S WM B AR T RS A . EIXMELL T, e RSB EA
BN IR . ARG, ERMEEER G, 4k8E W& B E VIR AL WA M e
Beg g =, R ~{EH AES/3DES (BEINZ) .

o LERF B M B BE V] RS 2R 200, WA R . X FMESL T, G R AL A R
AT . ARG, BCEVF AT UERAHER 3 A M B REVF T IR 5545 O 65 B 0K 2R
GVFATUE RSN . R, AR R FJAH TN, REE DES (59
T, DRIy W e o A2 A AL A SRS SN 2 TS o SR N 5 1%, AR
{EBE% EATH AES/3DES. WA EH g — & ¥, WRZ &5 0= /] AES/3DES, M Jith
&N DES, XK T8 G W& NESPRE (WED .

BT VE T UE S B 3 DL J7 A T4 B

o Hemh— HAR R WA T B I RS 23 Sk e VE ] E, (BERIASS I N & A O )0 B T R
IR AT B R RS AR R A A .

o 5 - R EHRATFEIERIGF UL Ak, BB F M s 2 MES, I-PEE
TWERE L. BE RGP ENES TS LS RFTIEMEES A TR
e o

o LBV RTIEEES 2 MG R XHTPIAS FirePower 2130 ¥ 4%,  IX VR AT {E M5 4 M 5.
TSAE T /& 3% EECE 30 M SIVFTIE. Bk, RAEMEL B TIEa
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Cisco Secure Firewall 3100 B9 #p& 55 #515F AIIE .

%MAWR AL, BT BRENEAREY 30, KA IFF AT UEHR 2 A CYF 30 M
o FEBEREOUR, HAEK E T S TIERCE N 25 M =

o JERIVF OIS 2 AME St X T I/ FirePower 2130 £, IXS8VF [ E S 046 4 M 5.
TSAE TR/ F R R I B4 BRCE 10 MESWVFNE. Bk, BAWEEEBT e
4GS pln, —awR&nl DA 9 AME St i — &S wa T UUER 5 MG, it 14

MESF. BT ARSI TG WRE N 30, FAIFFIERE RVF 30 MES; 14 M
fﬁ@ﬂﬂﬁw

ﬁﬁﬁﬂ.n(3I)ESAAES)—ﬁﬂﬁiﬁﬁﬁﬁ%EﬁEW&}J5E%%%?%iﬂu SPRAL, {H Cisco TR 5E fo VAl F s s,
185 0] DL Sl B s 0 8 VA RS I B S K o R B A T LA SR BE T UE,  JF H i A
ﬁ%ﬁ, BB e,

FEMRERS e, OB I P B R AR S T SR G VR RTIE o "R A G AV P IE IS 5 10 Ml 55 2% B i oK
BB 2 IH A B A 0 8 B OB INANAZ XS I B0 R A VE AT IES AN o A4 B8 R A AL
LT, QAR R B W B VR RTIE,  DUDE T B AV RTIE R REAL TS RRES . MR X AL
I VFrTUERI IR Z 30K, B R e A 0 7 S FR IS AN S, UK TET200) i AR IR VF IR
fZhRe (B, A ANEEOMOTE D BATRCE NG FNBRAEA SR B T v fERS 35
WM RAE— MR EL LK, ERIVF RS R0 o IR HOZ AR R 0], ) T2 T o R R A
BB IFHM B R SRV R EZAPRE . EEBEOG VI, fEEiReE 6 ik LI E,
AR ERT A E

K AVF AT E T B8
TR AV TR, L Z0AE C B MR L 78 2 i o B 5 AU PR i) S/ w505

Cisco Secure Firewall 3100 Y4 fE 45 7515 0] i

B RER TR 2R B M AR AN 2 B

B AW T EARMEVF AT UE CBRIAS D FUAH R B I 3 nl ik o B AT 18 iU A it P s 4 4% 2 w4
VFR] IR &5 2 0 B 6 Ve HEAT VR AT, DABE SR VR A ST i) R0, LS AE AR FH i I 6 40 R S Hsf S 00 Py i o
R Bl I T 1)
W RS T REA G AN TG BAT A AT IR . B0 & LS Se i nlIEA & P2 AR B NSAS
AN AR, RG4S H A AREA S PR B SN YT e . 6T E ASA L E s FH I
LSRN % (3DES/AES) HhAEVFATAE, 1EZ 1 R 3.
76 ASA VFRIERE &, BRUMEDL R, PIE & & LIARHEVF B A0 T FR S . b /&%
R i o e R n, HLRe/E B e IR E R e Vrnl o 3T EH/ SR, URefE kit
Al 1 A E e BECE R RV o NGB R B % %, HE RS A SR E
TR IRFEZAARES . BAEUTIEWMESZAAES R & L, DR AR RN 3 % & I
ATV AT UE SRR 3 LU 5 AT 5 #E

o BRUE - B 6 B RSS2 18 SK — AN dEVE AT IE .

o - HE EHABAFEEESRIF IR A, BRIEH P iEess 2 MES, JHFEAE

TRE B L. 45U O REAEE ITIE RO (.5 P L M SR RT3 A £
. ot
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B =5 T Firepower 41009300 B # B RS AT IE

o REVFRTUEEFE 2 NME B TP FirePower 3130 % 4%, X EEVF Rl {E b4 4 M 56
AT T /A D R I 2 R a% ERCE 100 MG SV ek, R, A MRVl uE
#5104 M5t Ak, BT —6&AMEEIREY 100, KA I AIES 2 AV 100

AMES TSN, R Aek TS S IR E R 95 M .

FRAEVF AT IE ARG 2 M 5 6T P FirePower 3130 4%, X8R AT HE S HHALFE 4 AN 5o
TEAE /R R & ERCE 10 ME SR eE. I, A MBs AV ikt 4
14 M5t B, —8w&TUEH 9 MES, M —8R& LN 5 M5, S3k14

M s, HT—HRAITFEIREN 100, RGP UER 2 OVF 100 M55 14 M
a&ﬁﬁﬁﬁﬁw

* SN (3DES/AES) - W (PR RENK ) AR AT 5t Il 2552 AL, {H Cisco TV A V/F AT FH ot b %,
145 0] LS s i S VE el SEAS IR 00K 7 o R R T B SR b Ve, OF Hol ]
ERA, WER&WTHE.

FEMBERRE I, OB 3 B R GRS HI SR SV ATIE . e A T G A7V P IC B 1) R 5% o BT 5K
BB 2 IH A B 0 48 B & OB IS I, B A VE AT IES AN o AR 45 I BEA8 AT AL
A, AR B W BV RTIE, DT B AV RTIE R AL TAA S IR . SRR 0 AT
FIER GV TIE R IYIRR /& 30 K, W%Wﬂh%&ﬁfmﬁ%F%TAﬂ,Wh%&ﬁﬁ%%%ﬁTﬁ
fIZheE (g, Fm—NEENAOTE R TR E S FIBAIEASZ R B BB AR 35
MRAE— D BURIAEL LK, HRIVFAT RS R0 ko WERAFHOZ AR 0T, U T AT a5 R A
BB IFHN B RE SRV IR R GRS . EEBEOR VI, frEbire s e LR E,
ARJE PTG A

K AVFRIETR B
XEFRAVFATIETRRY A0 LB e A8 2 T b Bk & LA S SRRl e F R

i& F F Firepower 4100/9300 B9 ¥ [Z 45 #51F AT E
B G E 1S E MR FAA i b

LEMCE M R 2 1T, PAAS Firepower 4100/9300 #5062 [7) 24 RE AR (445 BE 28 0l 2 AE FC1E 25 FE 2 A M R
FaEN o B A A S AR AR

M NHEM AR, S TREAEMH P, 24 A8 BN uE. - AR, B
FE A2 EHAT AR A B N 2B VFATAIE . X T-7E ASA FC & A A FH I ] 28558 N % (3DES/AES) BhAeFnlilE, i
Zd o
ﬁiﬁ%ﬁﬂ%%@ﬂ%ﬂ%ﬁ@ﬁ,R%?Iﬁﬁ%LME%TIﬁ%ﬁ&E%@%MmﬁT
WERCE R BVl X T R/ MR RS, HREAE M 4l | o8 R & E RS R Re VT .

AL E B B H &, HAHRSASHHIZIE; R RIFAESARE. R EHM&T

i) JIR 2% 2 SRVF Al ik . VPRI IEK RS — Ai@%ﬁ&%@ﬁTm,ﬁﬁmhﬁﬁﬁA+,ﬁﬁ%
REVFEIRK AT & e b, DUEAE IR R R o e A o SNV R uE 2R ALK 14
LU 5 XA T4 1

o Rl — BRI T A T S ) IR S5 283 SR UL VR Al e, (HER A DL B & H e 8 H T JEAilivr
AR BN 1 R S5 A AR
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Cisco Secure Firewall 3100 A9 ASA £ 841 AT .

o o - R BTSSRI VR ANIE. AL, BOAE DU R BV rE 4 10 ME S, JRFAE
THERS L. 8GR REEMVFTUERE Y R R RV R & IE 25 IR
o Bl

o BEARVF PR EAE 10 ME S X2 G, RLEVFRIEARINZ AN 20 & 5t BT/
2 MDA P B B ERCE 250 MESAIVFRTIE. BRI, G SRR VRS 270
st A, BTGB NTEWRE 250, FULEIFVFrHER 2 ARTVF 250 MG R

LR OL T, HRERE E IS SVl IE o &y 230 /M St

o BEREVF PR ELS 10 MG S X2 Gk, XLEVFREAINZ AN, 20 MG 5t BE M/
THIR T e LRCE 10ME SVFAIE. R, SRS R A Vi AR LR 30 /MG 5
Bltn, — G LA 17 MG 5, mdy G T LU 13 M 5 B 30 M St
BRI G IRE 250, I E IFVFANIER 2 STVF 250 M5 30 M SRR
IV A -

 JE R - 2 BT IRV ANE, JF Bl TYFAIER S, R s e

* SN (3DES) - WA A RENK T R SRAT o N, {H Cisco T E SEVFEME AT s, &
A ULl s i s VE Al RS N BB I o A 3 e T B SR UL VF RTIE, O HL i T RTIE
RE, WHEBRWEHE.

TEMBERERE IS, B 2 B K AR A I SR GV AT e e A T A7V P UEIC 5 1) IR 5% 8 BT 5K
PR I B A 28 T B BTN RIS, BB R AT VF ATIESRA o 22 B R AT AL
A, ARk B W IV ATIE, U B AV RTIE R REAL TS IRRES . SRR AT
FIBREVFRIERIRE 30K, Ui RO A 07 5 RIS U5 AN G, URRE JCT200) i 45 IR VF Rl IR
M REVEATRC B S MR AN 2 B8 m o O 32 JH Bt B3 35 M0 i — MR R AL 215 5K
FLEVFRUE SO b AR B R R 0, U A B8 A A AL, IF BB s 2 VRl i
BRE DA . EIFHOG VT, 2R G RS LRE, R HERLE .
KAVFRIETR B

XEFRAVFATIETRRY A0 LB e A8 2 T Bk 6 LA S VR Rl IE S F R I

Cisco Secure Firewall 3100 f4 ASA £ 241 0] iF
HE R E TR R MR AR A Al

B 6B T B ATUE CBRIA S D AR A B & al e FR A1 UUAE 3 R 2w e FH o] il
A IR S BT VAT, I8 S H BV AT AN UCTC P 0] A8, S 8 P s i 35 ] IE I IR A A s o
BTN i) 7

LEREDNREAR G A TG BATAT VIR . B0 B 2% EIORS SO nEA S AR B NS A .

IS A R, RS B N TFE A P R S el iE . 6T 7E ASABCE A H
SR 1% (3DES/AES) e VFATAE, EEH R .

1EASAVFTTIFRCE Y, BRINEHA T, BALEIA % FR R ATIE ., 8 N aefr )ik & bl E
RV . ZNCE S 2R K &, ERSYEEAMEHZECE . e T AR, Rt
WA SR VPN IE o IXSEVE R UERE S A — N AR R B A L IRV e, R ARt &
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B asaveasa emirmic

DAL R A b, DUMERREORIEA B B 8 N P B A AT T o S ANVF Rl UEZR AR 4% LUK T 2k

o Bt — RGBS IR SS BRUE R NIRRT AT IE .

o - AP IB R MR S5 A R G VP RlE. BOAREOL T, ZERVFrIERSE 2 ME s, JFH
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R SR LA K, HBIVFUIES N 1o FERTVF AP IETE SR T 5o R (R Ab 38 2 T, I3k o ok
ITHCHE S WAL G BB AR, AT IOFE MG B P ER B s AT I BB & IR
JEHIE, ST BAEAR SRR B & L OB SR S AT

KAVFAIIET &
XK AVERIETIE 20 G AR AR T O B LA S S VF RTIE IR R

ASAv £ ASA EEEHIF ATHE
R EIR B E AR R

KRB Bt i B [ () A ok BV RN R RO 3 VR T TIE e BRAT TR AR J SRR - i A 7 T e 55 5
X REG WA AT VAT, 3 Gt IRV ANV C PR B, O A5 P S0 2 /P T TIE IS H B A o Bt o

5
YSBE ) R R ARV AT

2SN MR, RE S B ATTA AR E SRS VEa e . X T7E ASA TR E s FH
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© BN, FERCENRET, e LIESENRCE HTTP AR,

Firepower 1000 %0 2100

Firepower 1000 A1 2100 EAIANCEELF54 4 “License” [1] Smart Call Home Be & SCHF, 1% CHHH 145
JE VFRATUEAMUR HLAE ) URL.

Firepower 4100/9300 #/15 _- A4 ASA
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$IE 4 ASA Virtual: FCEKAVFAIIETR , 5 142 T,

ASA Virtual: BCE B M & eEREIFA]
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AsA Virual: B E w3 wamuir
a) miiliiEE (Inventory).
14558

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) AEEM (General) EI | I, Ad#EESHE (New Token).
& 15: FiiE S HhE

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft Create Registration Token XfifHE ", A LL N E, #RJ5 rith Create Token:
* Description

* Expire After - JUBHEUGZIN R 30 K.

* Allow export-controlled functionaility on the products registered with this token - j3 1§ &
PR

& 16: 032 E M-S hE

Create Registration Token

his dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel
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SIE2

RGUREA R I BN IR

d) e RAT O R 35 Sk R T AT OT Token XFRAE,  FTLAMHCRE4h 1D SR BIINGRR . 95 2005
W ASA I, UEHERLF AR, AFEIZAE R e T

B 172EE52H

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.
New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M\MSZ]!hYTItZGGADSDOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

18: EHIShE

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

(ATi%) J85E HTTP AL URL:

QARG X 24458 B HTTP AREEREAT L5 1), DUDAZI o R RE AR AV v i B AR EE Mkl . AR E — %
5. T Smart Call Home.

IR AN FFAAIEHTTPACEE,

a) WKIEFEE > ®&EE > Smart Call-Home.
b) % Enable HTTP Proxy.

¢) fE Proxy server fll Proxy port 7B ACER 1P fhhl Al 1. 40, S HTTPS R4S s i A i 11
443,

d) s Apply.

e B VF AT UE A o

a) WUGEFRELE (Configuration) > & & &2 (Device Management) > ] (Licensing) > & i
7] (Smart Licensing).

b) RS REFATERLE (Enable Smart license configuration).

o) MINEER NhEmh, EHE B4l

HAEWE)ZATH, BT EAERCE ORI R H o JERl RO AT 3E CARTRR A BRAE R AT .
d) WNEIRELS Fhemd, %E# 100M. 1G. 2G. 10G. 20G.
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ASA Virtual:

Asavimal: »mEEsesenreEs [

T2 P LU A k7 iR R AR
* 100M—ASAV5
* IG—ASAVI10
* 2G—ASAV30
* 10G—ASAvV50

* 20G—ASAv100

e) (M[Ik) i BREMEZEL . WA GRS BB s s A T, WIATGZE VR Tk
SR, T AL B RE K A SR A s N85 B2 AL, {H Cisco TUfIE SVFEAE s s, #nT LLTF3h8s
SN VF T UEAS IR B o K E B T EAE SR ILVF T UE, I B TR TIER S, WE R
FE RS

f) miii Apply.

¥ ASA virtual VM2 B8 BT BERS o

a) MKIKEFLELE (Configuration) > & & &8 (Device Management) > iF7[ (Licensing) > & &EiF
A] (Smart Licensing).

b) i Register.

¢) 1t ID Token FBL i N2

d)  (ATE) ‘)i SREEM S, VM CEENMH AT RE S R R R P AN P () ASA virtual o
flan, SN BE A A R AMIIBR T ASA virtual, 151#H Force registration.

e) Aii Register.

ASA virtual S n) B e AT BLAST M IEIE SO0 CRCE VR PR BOHEAT AL o

M ASA virtualftf, ZBERAFE LA 4k ASA virtual FNEBEFA: R 3% 2 18] (A5 MUK 1D AiE
oo B ASA virtual 73 FCEIAH N B ERIK o WO, SRS — IR, A,
TR XD AEAS Fh T A ) G S A T 30 3Y), DA S AT R T S E TR ASA virtual

AFA R E AR E I E IS
R P 3 T FH AR R e 1R B ES 1Y) ASA virtual o

FHia Z |l

M Cisco.com IR GEMMFE BLas Al OVA S, FFAE VMwareESXi il 55 & 1 20 H RGBS
HRVEANE R, 152 https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.
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B Asavinal TR EREEREEES

oK

E
FER R AT B AR AL L35 SRVE 2 b

(%) #F ASDM 1, #55 HTTP 1CEE URL.

o RIS LA HTTP ARFEEA T B ), DA 2000 B Bk - VF nl B B A B b 1k . AR BE— %
1 /T Smart Call Home.

iR ANSCRRAIEHTTPAREE
a) WKIKIEHEE > &&FEIE > Smart Call-Home.

b) % Enable HTTP Proxy.

c)

d)

7E Proxy server Al Proxy port ‘7B ACER TP HuhkFls . 440, 5 HTTPS R4 fs i A3 0

443,

ridi R A (Apply).

SECCVF TIE AR 55 #s URL LU 2138 RERR AT A8 PR AL .

a)
b)
c)

d)

Wik B8 > R&EEIE > Smart Call-Home.

R ETT AR E U X, i AT e & S .

E{ER HTTP 54324437 B (Deliver Subscriptions Using HTTP transport) X i+, E&#iTHA
(Subscribers) URL, #XJ5 fiidi4w4g (Edit).

H¥ITH 77 (Subscribers) URL 8 LA M, AR5 s i E (OK):

https://on-prem ip_address/Transportgateway/services/DeviceRequestHandler

e) miili M (OK), A5 ritiRZ A (Apply).

e VF AT UE A o

a) MKIKEFLELE (Configuration) > & & &8 (Device Management) > iF7[ (Licensing) > & &EiF
7] (Smart Licensing).

b) & ERAE R ATERLE (Enable Smart license configuration).

c) M INBERE N, hHe B,
HAFRHEZ AT, ARRSTT SRR & PR R T o BERH SO/ T UE BT A AR AERRVF AT IR

d) EE N REB AT BT ORI VFATE, 15 W EILE R A (Throughput Level) Tz i b %

100M. 1G. 2G. 10G. 20G.
S LL R A B AT IER A
* 100M—ASAv5
* 1IG—ASAVI0
* 2G—ASAV30
* 10G—ASAV50

* 20G—ASAv100
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ASA Virtual:

AsA Virtual: EEAREF (MsLA) Baeatir ]

e) (n[ik) kb BASRMEZEWN. WREMNE R PFE P s s 2 M, AR SV ATk
SR, U0 FO R RE K 7 R SRAG 5 N B2 AL, 1 Cisco LU E SUVFISAE F s s,  #ml LL T3k
SO VF IR IR B o R RS T EE SR IV AT UE, I H B TP IER S, WE R
FBR .

f) sdRZ A (Apply).

¥ ASA VEM 2R REAR AT HLAS

a) KIRIEFELE (Configuration) > & & &R (Device Management) > 7] (Licensing) > & &EiF
A] (Smart Licensing).

b) miiliiEM (Register).

c) 1 1D Token B N4 L.

d) (AR ik SEEEM REAE, M CEAHE T RE S BRI B AR R R P (1) ASA.

i, G SN BRI FLAS T B AMINER T ASA, T SRS E A

e) mitiiEf (Register).

ASA [0 e AT R BRARE N, IF FRIE I E VR UERA . W AR P R vE, A R AR B
AL N BN % (3DES/AES) VFATHIE . MK KIER: MR (Monitoring) > JE 1% (Properties) > £ &EiF
A[E (Smart License) LA 2 F rl 1R

WM ASA virtualftf, B BEAFET LA 2 k) ASA virtual FNE BEFA: L 3% 2 1) fR8 A5 AUk 1D 3iE
Fo BIEL ASA virtual 3 ECEIAHR ) K P o WS OUT, BORE R RS . HZ,

DR XD S i G A ) R S AL T 0 3Y), DA S AT e 2 TR ASA virtual

AL ESC T2+ (MSLA) & ge 3k 45 a]

RLFEE R S5VF T U (MSLA) ISEHIRE VR AT, 80T LAV Al A AE F I (R 2, i AN 2 0 F
ARV YK AVE RTESOAT— P ST RS IRE P VF TR, ASA virtual 23 DL 4 #1467 (15
Sy BT RE ) OREREAVFATIEAE IS 0. ASA virtual £ BEACERAEDY AN /NN i 48 BE P BRLER ACAVF RTHIE
IS OUR Y (BEAR ) RUM AR ) o ARJE, IS DR A R e A BT e e o5 4% o AT S AR
VFHTIN,  Smart Call Home A2 i HIAEVE R R Ao 71 S0RF SO0 18 IR e A it il HTTP/HTTPS
HERIE .

FHia Z |l

T LU A H B e AR A B 28 I Cisco.com R AR BERFIHAE BELAS A OVA S0, JFAE VMware
ESXi 55 4% EAaz 38 MM B I SO . A7 R TRAIME S, 1 2 [ihttps://www.cisco.com/c/en/us/buy/
smart-accounts/software-manager.html#~on-prem.

UK

FERREAEE BLas CHRMY BEAIFET BEES) v, Oy ZERE BN I 2L b AR R SOUK ™ 35 5K — N
LRI HNZA
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a) miiliiEE (Inventory).
19: 758

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) EEM (General) LI+ I, MfiEESH (New Token),

& 20: Fi2 £ k&
General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft Create Registration Token XfifHEH, A LL N E, #RJ5 rith Create Token:
* Description

* Expire After - JUBHEUGZIN R 30 K.

* Allow export-controlled functionaility on the products registered with this token - j3 1 5 &
bR

& 21: S 32 E MRS hE

Create Registration Token

his dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel
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AsA Virtual: EEAREF (MsLA) Baeatir ]

RGUREA R I BN IR

d) e RRAT O R 35 Sk AR T AT OT Token ST RHE, R LAMHRE4h 1D SR BIGRR . 95 2005
W ASA I, UEHERLF AR, AFEIZAE Y e T
B 22EELH

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M\MSZ]IhYTItZGGADSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =
. Py
23: EHISHE
Token 9 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press ctrl + ¢ o copy selected text to clipboard.

7 ASDM 1, EFECE (Configuration) > & &% &2 (Device Management) > ¥ 1] (Licensing) > & &¢
¥ A] (Smart Licensing).

Be B VP AT UEBAL
a) BRI ATIER & (Enable Smart license configuration).
b) M INEER FhiEm, e B,

SATRRAEZ T, ARG BRI B R R T o e RSOV T IR LR FR A B RRF RTIE o

c) BEE MR RERIHE B IR AU VFRTIE, 1§ WEREER S (Throughput Level) [ ik %
100M. 1G. 2G. 10G. 20G.

THZ UL T A B T IER A
* 100M—ASAV5
* IG—ASAVI10
* 2G—ASAV30
* 10G—ASAV50

* 20G—ASAv100

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B Asavirual. REXAFTIERE

A

S
S8 3
(--] ~J

Qe
N
-— (1-]

S
S8 3

ASA Virtual:

T

$IR2

d)  (Ai%) P BRAEMEZE L W SR AT RERR AT AR SR A A, N VR AT E
SRIMT, W S () BB P A SR A N 2 428, {H Cisco U ARVFIBAE A S, &l LLF s
SR AV IR IRV . R E R AT S RIEVrUE, I Bl TSRS, WE
HHAEH e .

CATIE)  AEVE ATV R Bk v] 5 £ 1 ML A4 B8 e AR ARAS o5 o

a) EPENSA.

b) IETREAR.

M EERE,

Jic 4 Re AR ) URL.

a) il URL.

b) 7E M FEOR, ORI BRI A R A b A

¢) TESKARERF (Utility) 7B, 452 R BERIHE P a0 I alA 1 #5281 URL .

d) (i) EREBURL B, W R aea i ARy m vVl RS54 8 DA, 1R & URL.

iR ANSLFEFAUEHTTPACEE

e) (L) EREmOFET, ReffHgryS.

b B AR ESSAEF#ER (Enable Standard Utility Mode).

feE s R P TR R, s TR A S R

a) EEENX ID FBH, FREME—HZ AR ER R A ST RE e VF ml A S ol i 15 v R
i,

b) EHERARFEPMAEUEL (BREAARFRRGT. BERAREM. BRREMHE KIHY
HPkl. BREEWET. BRAEMN . BRREER/M XA P FTE BB R .

st R

st SR LK ASA virtual VA DAY BE AT IS o

ASA [ BN E FEA M, I HEBCE VR UERA . KL FEIEEE (Monitoring) > B 1%
(Properties) > & &EF ATIE (Smart License) LS A7 il IR A o

M & Kk AVF AT IET &S
AT LA ASA virtual 73 Bt — N K AVFRTIE . A 28 7E 18455 ASA virtual B, BR7E B SO0 2 ¢
HFSEH A n IRy, a8 R4 A E

UK

22%% ASA Virtual 7K AVFHAUE , 55 143 17T
(Afi%)  (Afik) IRiE ASA Virtual /K AVFATIE , 55 145 11

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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235 ASA Virtual kA AE I}

%< ASA Virtual 7k A 7F 0] IiE

T IEIE Vs ) ELIECIY () ASA virtual, %507 DAa) 8 BERAFE BE 8315 SRAK AVFRTIE .

\)

xR

VEAJIE , 55 145 T,

X TR AVERUET R, 6201545 H] ASA virtualZ BB [MHZVF A iR W RAS IEAGR MHRZ VAR, 1%
VPAE S DR CAEHPRES,  BGVR B T80 ASA virtual. 32 (Wi%) iRiE ASA Virtual /KA

R IR B AV IR JETE G E (WA write erase) , W R T A THAT A S E0UY) license
smart reservation iy 4 BT a3 FIAK AVFRIIETRE (WP iR 1 Fion) ; AT B 58 AU FE P i HA 38
ya
T o

FiaZ 8

$IR2

$IE3

IR AVEATIE, DMEILAE R RE AT B s il o JFARTA K A ME AL K A VR AT UE T
B R RE T, TR SR ISR HE

* fE ASA virtual JA B2 )i, BAZE KK AVFRUE; BANRELE Day 0 BB I H) 225K AVFATE .
B2

(PR ASAVS) 4 DRAM 4 2GB (9.13 KW @A H IR BAIREER ) I, eV ASAVS 7K AVFRT
ko

license smart set_plr5

1E ASA virtual CLI A7, )5 /K AVF R TETRES -

license smart reservation

Tl

ciscoasa (config)# license smart reservation
ciscoasa (config)#

MIER T LA R g4

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

LUV U REVEF AT, S L ar 210 no JBS, SRIRERHA Lk dr4 . HAl Smart Call Home it
FORFFAAL, (ERAEH], DU A T ZHE P A XL a2 .

T SR SRR RE AT AE FAS h A A\ B VF AT IEACAD -

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B = asavimal kasrmic

IR

license smart reservation request universal

T

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S: 9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

TEHE ASA virtual I, EFER vCPU/WAFERE T T IS VF e 5 HAG R3E vCPU/ N A-FIFE
520 G 1R R BEVF AT AR, AR AVERTUE IR A7) 5908 ASA virtual A K] vCPU/ N AFEAH GG o
W LA vCPU/ WA S5 VFATIE IO &R

*2GB, 14~ vCPU - ASAv5 (100M) (754§ ] license smart set_plr5 4 A3 0, b 25 APk

{FEH ASAVI0 HFAJIESf o1 1G Bk, )

*2GB, 1/ vCPU - ASAvI10 (1G)

* 8GB, 4> vCPU - ASAV30 (2G)

* 16 GB, 8> vCPU - ASAv50 (10G)

* 32GB, 16 1~ vCPU - ASAv100 (20G)

P SR i S T e (R R ] U 2R (8] 2 BV RO S AE T A ) 2R 5 O SRR AV R E . %2
R E B ASA virtual (S, FERBIHLIERE P, AL B vCPU A DRAM ¢ F: LAUEREHi i1
TG LR, 7RI, S ASA virtual REEA T THRM . HAEELSHTRIEL S, 6] show vm fir

‘3

WURFFr Ay A, WS WoRE—ARS,  BAEZE SR Ind0E 2 k. W SR v Rk AR IS H N
FRERAE B, I ARG s R, WA

license smart reservation cancel

WA K AVFRTUETI RS, W BT A A AL B SR S B EGH o  R A CR 2 A R i N RE AR B2
W AZ5 58 B FR P A e Z VI UE N T ASA virtual, 2R 5 0] IARIE FF SR PHZVErE. &SR (0]
1) IRIL ASA Virtual /K AVFAIUE , 25 145 T2,

i) R BEAEE FL G 57 (Smart Software Manager Inventory) ff %, i1 AT IE (Licenses) 2T
:

https://software.cisco.com/#SmartLicensing-Inventory
Licenses LEIJ 2 B SR 7 A SR BT AT AT VERIE. CGEIERIRAD
sl VFRIETREE, JRAEAE T ASA virtual {15, £iifi Reserve License.

BRI PR LU o Sn] DAR O A R LR B BTG A MR A RE A B s
VPATIEEL C AR T PR S

W RAE A B 2 License Reservation #2471,  TE K F AR B AAT AR AVF AT IETEE o FEIX P I
N, A AR FH K AVE T UE TR S T e N T R REVE AT IE A A

1E ASA virtual i NG -

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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(aTitt) i55% ASA Virtual X A TiE ]

license smart reservation install code
w5

ciscoasa# license smart reservation install AAu3431rGRSO00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

ASA virtual ILAE S IRE AT .

(A[3%) 1R ASA Virtual 7k A 15 A]iE

WSS T ER AVFATIE. (Bl , 822450 ASA virtual B LAY 590 S 73 & R 208 VP aliiE)
WZBUE Y R A 1%V TR LE S UR IS4 R RE AT B AR o WERIEAMZ I PT AT 20 BRERAT, WIZVF AlE
ok CREFAEAPIRZS, IF HCVE AR RO T HoAl by

UK

1F ASA virtual A= iR iBA G

license smart reservation return

Tl

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTREVrp7M/zDpirLwYCagB8oSv60yZJuFDVBS2Q110=

ASA virtual 23 57 B AR IR VE P IR N “ VP RE& . AR T Z R A B IS, T E A
P 4o EER, WS RO K AVFRTAIE (license smart reservation request universal), o5
ASA virtual #5285 GBI Wi TP IR 540 vCPU/RAMD , WIPKEJGVE BB s AR A o #f R 3R %
AR LL5E BRI o

AA ASA virtual I B AR AT (UDD),  DUEAER GEPCIFE B2 #R 2L ASA virtual SC4:

show license udi

T

ciscoasa# show license udi

UDI: PID:ASAv, SN:9AHV3KJIBEKE

ciscoasa#

Ui 1) B BE AR A BRI “U5 R (Inventory) FEHf, 2R JE mitiP= a3kl (Product Instances) I
https://software.cisco.com/#SmartLicensing-Inventory

Product Instances % <3 i UDI B7R T3 A5V 0] 1977

e BV AE NV T () ASA virtual, MKUGERE 38R4E > MIBR, SRIGETTHEH BN ASA virtual IR ISR
fih, s Remove Product Instance.

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B %) susiim AsAvinal CEmAnA)

TR AV AIERIR 4 2 A it o

(A1) HGHEEAF ASA Virtual (5 iFnA#)

X ASA virtual B TEMS MK S I ASA virtuale RS ASA virtual F A 4 Al IE R
FHIE . 0] B8 A5 BRI T Ik A 1 ASA virtual BRI IE . 503, 0 m] DU Be ik k44 B g
% ASA virtual.

N

AR WO ASA virtual, WFEFHTINEL ASA virtualJ5, BRI E A B3R BRBDIRAS .

UK

HIB1 K GEFELE (Configuration) > & & &I (Device Management) > 1] (Licensing) > & &I
(Smart Licensing).
B2 il Unregister.

SRJ5 ASA virtual 2> FHNEL

(ATi%) 25249 ASA Virtual ID iEF SIF AIERIR CEHFIAH)

BOATEOL T, IDUEASEE6 AN BB ERT,  VFRTIERBURE 30 R BB WA Uy ) LI (R I 1) A B
BH AR BE T AR H BEAT 1AL A VR ] S SRR A, T RE SN IX LI H T3 S T T -

UK

HIB1 K GEFELE (Configuration) > & & EIE (Device Management) > 1] (Licensing) > & #EiF ]
(Smart Licensing).

SR 2 HE R ID UL, i Al Renew ID Certificate.
$IB 3 B FVEA IR, 1 7 Renew Authorization.

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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Firepower 1000, 2100,Cisco Secure Firewall 3100: & &% 4630 ¢4H i ] .

Firepower 1000, 2100,Cisco Secure Firewall 3100: F¢ & % &t
ERAFIF A

AU Ky Firepower 1000, 2100 il Cisco Secure Firewall 3100 Fit & % e Vvl . BEFRLL R

Bz

I8 1 Firepower 1000/2100. Cisco Secure Firewall 3100: it & % ML & Re AT VFR] , 55 147 .

A L Cafi) HUWVEM Firepower 1000, 2100, Cisco Secure Firewall 3100 CH HUFIAML) , 55
157 ik (Afk) 444 Firepower 1000, 2100+ Cisco Secure Firewall 3100 ID i 5 aliF nf {EZAL Ci
FUORIAHD , 5157 T,

$IB 2 Firepower 1000, 2100. Cisco Secure Firewall 3100: [t & 2 EHES PR B A VF ] , 5 151 UL,

st e L (alk) UM VEM Firepower 1000, 2100+ Cisco Secure Firewall 3100 CHMUAIAR) , 25
157 vimk (k) 24 Firepower 1000 2100, Cisco Secure Firewall 3100 ID iiF 155 iF il iFF24L C
FORIAHD , 5157 T,

#1183 Firepower 1000, 2100. Cisco Secure Firewall 3100: Jc & /K AVFA[iETIE , &5 153 Wi,

Firepower1000/2100. Cisco Secure Firewall 3100: B & & & ek i Al
W T B B P TR0 ASA.
T
U (RIS CERVR AT EIED ofr, N U A v I B KL s —
S A

a) miidiiEE (Inventory).
& 24: 75 &

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory M Licenss Conversion Reports Email Motification Satellites Activity

b) EEM (General) I I, ridiFhiE<$h# (New Token).

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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. Firepower 1000/2100. Cisco Secure Firewall 3100: i & &M 40 7T

25: FE S hE
General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t Create Registration Token X[ iEHEH, HALLF#E, #R)5 sitdi Create Token:
* Description

* Expire After - AR BLZIN R R 30 K.

* Allow export-controlled functionaility on the products registered with this token - j3 1 5 &
e

26: BIEE MRS hER

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

FRGEN A A I B B IR
d) U2 AT 5 Sk B AR T BAFT T Token XTUGHE, 0] LA K4 ID SISt . 4 75 2
W ASA I, TEHRER IR AR, DAYE IR T 8

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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Firepower 1000/2100. Cisco Secure Firewall 3100: B2 & & & sEiRHiF o] .

21 EFSH

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M\MSZ]!hYTItZGGADSDOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~

28: EHIShE

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

HEE2 (Wik) 1F ASDM f, F&8:& HTTP ALF URL.
T RAE N HTTP AR FRIEAT BV Ia], DU A 20000 3 BE AV nT C B A R S ik o BEAR R — %
4T Smart Call Home.

IR ANSLFFAAIEHTTPACHE,

a) KXEHEE > ®&EEE > Smart Call-Home.

b) % Enable HTTP Proxy.

¢) {F Proxy server I Proxy port ‘7Bt ACER TP Muhl Al . 4140, 5 HTTPS R4S e A3 0
443,

d) A Apply.

L3 BCE VU AL
a) WIIEHRELE (Configuration) > & & &2 (Device Management) > 1] (Licensing) > & &
7] (Smart Licensing).
b) % EAEEIFAIIEBCE (Enable Smart license configuration).
o) MINEER Nhisemr, et £

INEEREE T . EVFTUE RS I AR D e VF rT UE A T 32 4644 X T Cisco Secure Firewall 3100,
FEREVF AT UEGR 240 T 8 PRSI B CiE2EH .

d) (") (Firepower 1010) & “BREERE” .
B2 A R o i FH 2 F /4% B 5 7%
e) (k) WRALFHIRIER VIR, WS AN S .

ASDM FAt1:  (BFl ASA RFiBFA#(E ASDM ELE 157 7.19 ki)
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. Firepower 1000/2100. Cisco Secure Firewall 3100: i & &M 40 7T

pEa Firepower 1010 ASCRFIVFATE
BOEOL T, ASASCRR2 /ME 5, Iﬁtf@i@ﬁiﬁ*ﬁ‘]'fﬁ%&%jﬂ B A R 2 BRI 5.
15 S B R ECR IR T AT T T 5

* Firepower 1120 - 5 Fii 5%

* Firepower 1140 - 10 F 5%

* Firepower 1150 - 25 i 5t

* Firepower 2110 - 25 F 5%
* Firepower 2120 - 25 Fili 5
* Firepower 2130 - 30 Fli % 5

* Firepower 2140 - 40 i 5
* Cisco Secure Firewall 3100 — 100 ™ 5%

#hn, XfF Firepower 1150 117, ZAIH & ANME - 25 Fiisse, wih s scdmoA 23; L5 B0
M 2 A .

f) (AR &P BRARINE . DR A R AR s N B W, AN S VR RTIE .
SR, WIS TR eI T ASRAF IR N B 42, {H Cisco TV SR VIS A s s, 18 0] LT3k
SR VPR MBI o U BB W RV, I B TVFHER S, PR
AR E .

g) (H[#) (Cisco Secure Firewall 3100) &+ B FIiEE ™ (Enable Carrier) LLi#AT Diameter.
GTP/GPR. SCTP #ill.

h) A Apply.

IR A ASA VENF R R B 2s
a) WKIKEFELE (Configuration) > & & &I (Device Management) > 7] (Licensing) > & &EiF
AJ] (Smart Licensing).
b) i Register.
¢) 1E 1D Token “7BrHhim A4 .
d)  CAlb) “z)ik SRGUEM SOEHE, M SR HME Al AR S R e A B AR AN F P 1K) ASA.

filan, W RN BT PR T R AMEEBR T ASA, E T HISESEM
e) miiiiEAM (Register).

ASA [0 RER A BEAS M,  HF HOIE I B VR PR . WK 2 R, AR RE AR A B
RIS N F 58 02 (3DES/AES) V1l ik, KK IEFE B (Monitoring) > J& 1% (Properties) > & #E1F
A[E (Smart License) LA A V/F m IR A

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T

Firepower 1000, 2100. Cisco Secure Firewall 3100: FoE % 454X 1R RS A i v .

Firepower1000. 2100. Cisco Secure Firewall 3100: Fit & & fE4R 14 B I8 25

ARHBVFA]

RS PP A P A R Py PR 1) ASAL

FHiaZ |l

M Cisco.com N RRFAE BEAS A OVA SCAF, 41 VMwareESXi JIr 55 2 b 22 R E 6 S
HRVELNE R, 152 i https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

UK

TER BE AR 28 A Hb IR 25 % 0 SRy JWF4 Rt
(A[%) #E ASDM 1, #53% HTTP fCEE URL.

R I HTTP ARBEHEA T BB Uy i), DA 2004 B ek V4R nl B B A B b ik . AR BE— %
T Smart Call Home.

R AZFFUIEFHTTPICHE,

a) WIRIEHEE > &&FEE > Smart Call-Home.
b) it Enable HTTP Proxy.

¢) 1F Proxy server fll Proxy port ‘7Bt ACER TP HuhikFls . 40, 2 HTTPS 45 s A i
443,

d) A Apply.

SRR UE RS A URL DAL BB B 148 FI s AR b I 55 4

a) WKiE#E BB > wHEEE > Smart Call-Home.

b) {EECEITAEE XX ET, i T & ST

¢ {EERA HTTP R AHTRX Y, W®HITA7 URL, A5 rididkiE.

d) KITHA7 URL ESCH LA, AR5 R RE:
https://on-prem _ip_address/Transportgateway/services/DeviceRequestHandler

e) miili OK, #RJ5 siili Apply.

BC B VP AT IEBAL .

a) KIKIEFRELE (Configuration) > & & &I (Device Management) > 7] (Licensing) > & &EiF
7] (Smart Licensing).

b) & B RS REIFRIIEELE (Enable Smart license configuration).
o) M INEER NRERp, EHE Al

INEEREE Y. EVFUE RS I HARL D e VF T UE A AT #2454 %) T Cisco Secure Firewall 3100,
FEREVF AT IE SR 240 T 8 FPR S I B CTE2EH .

d) (W) (Firepower 1010) & “BREREE” .

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
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. Firepower 1000. 2100. Cisco Secure Firewall 3100: i & % gE4R & IR 88 A b 7]

a4 243 A T /A T bR R 8
e) Ok AR IERVFAE, WA AR SEcE .
iR Firepower 1010 NS RFIVFATIE
BRIANTEOLU T, ASA SCHRF2 AN S, DRI N2 07 SR 110175 S5 e Ay T i 25 2 AN BRI 5t
175 352 10 5 R B e T s A P g 20 45
* Firepower 1120 - 5 Fi i 5
* Firepower 1140 - 10 i 5t

* Firepower 1150 - 25 Fl& 5t

* Firepower 2110 - 25 i 5t
* Firepower 2120 - 25 F i 5
* Firepower 2130 - 30 i 5

* Firepower 2140 - 40 Fii 1 5
* Cisco Secure Firewall 3100 — 100 /M ¢

g, X§T Firepower 1150 15, ZEAH A AAL - 25 Fiitsr, AN SEUMA 23; SRR B
WE 2 A .

f) (AR &P BARINE . W R N Re B B B s N B W, AN T S VR RTIE .
SR, AN F A IR RENK P AR RAS s N3 528, {H Cisco CUAfi s SUVFRS A ainss, 1] LT3
SR VPR MBS o U BB TSGRV, JF HHTVFHIER S, PR
BRI E .

g) (H[iE&) (Cisco Secure Firewall 3100) £ B FIZE T (Enable Carrier) LLidE4T Diameter.
GTP/GPR. SCTP il

h) it Apply.

¥ ASA A H R BE AR S

a) WKL FECE (Configuration) > & & E I8 (Device Management) > 48] (Licensing) > £ &EiF
7] (Smart Licensing).

b) i Register.

c) 7t ID Token 7B éy Nt 4t o

d) (k) ‘a3 safliEM SOEHE, I O IHE T BE A HL R BE AR A BEES AN 2P (1) ASA.
Bihn, i ME BRI B A H R S MR T ASA, TEAEH] SREIEM .

e) Rii Register.

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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Firepower 1000. 2100. Cisco Secure Firewall 3100: B & 7k A5 AT LT B8

ASA [ A HL R BEEAEE BRAR N, FRE I E RV IR AL W S Bk SRR, R RE AR
LR A H IR 25 )3 FH 5% 0 2 (3DES/AES) VF T ik, MK IKIEFE BE$E (Monitoring) > & 1% (Properties)
> EBEIF ATIE (Smart License) LUK A4 Al UEIR A o

Firepower1000. 2100. Cisco Secure Firewall 3100: B & sk A 4 A[ iE 571 &8

#0] LLA Firepower 1000 2100 8¥, Cisco Secure Firewall 3100 7t — AN K A ATIE . ASYTIE A A 4E 15
I ASA I G 38 [l P Rk o

UK

LB 423 Firepower 1000, 2100,Cisco Secure Firewall 3100 7K A VA UE , 25 153 T,
$IB2 (W) (k) Rk Firepower 1000, 2100, Cisco Secure Firewall 3100 7K A VFAJiIE , 5 156 Tl

% %= Firepower 1000, 2100,Cisco Secure Firewall 3100 7k A i 7] iE

X IIE VT IR IR ASA, n] LU B BEBAT 8 PGS SRAK AVF AT IE . K AVFRTIE /S FH T D g«
HAT I 2 24 500 JEa VFATiE.

\)

AR O TARAVFUETIE, A E S ASA Z AR PNZVFATIE . QA IE 2GR RV AT IE, i VF AT iE
SARFFEAEAPRAS, BIERIBRIH B ASA. 1S (i) JRIE Firepower 1000, 2100, Cisco
Secure Firewall 3100 7K AVFHHIE , (5 156 B,

FHIEZ Al
W STR ATVFRTAIE,  DAME AR BE A BEES TP o JFARRT A W AR AE AL P K AVF AT IE T
BRI E B DI RE 2T, IR IR R

UK

HIB1 4 ASA CLI ', Jo3 FH/K AVF AT UETi R «

license smart reservation

IR

ciscoasa (config)# license smart reservation
ciscoasa (config)#

NI
g
N

TSR AL RS A% h A A\ A VF AT IEA A «

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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. 222 Firepower 1000, 2100,Cisco Secure Firewall 3100 7k & i AJ i

license smart reservation request universal

T

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

WRFEFRA LA, WS ERFE—AR, BAEEFEndUa 2tk WS4 m Ak sAC d A
BIREIAE B, HAY IO &G R, THRIA
license smart reservation cancel

WRAE K AVFATUE T, WPT A A A B SR B B0 o R Rz A g A\ BE - B 2
DDA 2558 O AR PP A BERFZ VT T UE N F T~ ASA, AR5 W LUR IS 75 2R MLV rl k. G S0 (nf k)
IRIE Firepower 1000, 2100, Cisco Secure Firewall 3100 7K AVFAJUE , 2 156 Ui,

Vila] “ R REAFE FEESIE H.” (Smart Software Manager Inventory) Ji %%, i1 AJIE (Licenses) 315
£

https://software.cisco.com/#SmartLicensing-Inventory
Licenses 215 b7 5 B (1 P AH SC I T AT IR VAT Ul CGEEFIK A
MTHFRNETREE, JREHEPEEAN ASA 0BG, fit: Reserve License.

B REBAE A B L BB o ST LR BOZ B AU By FE A I RIS AR . AR eI P
VFRNIESL A T4 IR -

WA %A F 2 License Reservation 241, WIS (MK 7 AR FEAIAT K AVFRTUETR o« 7E X P Ol
N, AN AE FH K AV AT E TR I E R N A B BEVF T IE A 2

7t ASA I ANFZALAY

license smart reservation install code

Tl

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

1E ASA EiFRVFATUEZAL .
TR AR AVERE SR VE e BTG WVEmT e, (B840 F B 4T T ASAIC & AL,  LULE
ASA FE e UAE e,
a) BEAVFRTIERT RERC B A
license smart

51

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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b)

c)

d)

223 Firepower 1000, 2100,Cisco Secure Firewall 3100 5k & i A] il .

(Firepower 1000/2100) %&'&E Dhfig)2:

feature tier standard

HEVEVEIE (WFRFEERF AR A B2 AL S BV T i R iR 4k . 3
TERRZE AT 5E ARG AR R b MERR 4 PTSIE . T Cisco Secure Firewall 3100, FERE ¥4 Al iF4G 241 i3 H
IRA, ToIREEA

(nlik) Az vk .
feature context %5

pEp Firepower 1010 A SZHFILVFATIE

BRATHOL N, ASASCHRF 25, DRI N2 Y (015 5 e DA o B B o 25 2 BRI G 5t
HI TR AVFIE A VAR SR, PRSI DUy B SR8 8 Hl o R8s RO I T
AT RS

* Firepower 1120 - 5 Fi 5%

* Firepower 1140 - 10 Fl{i 5
* Firepower 1150 - 25 Flfi 5t
* Firepower 2110 - 25 Flf 5t
* Firepower 2120 - 25 Ffif 5
* Firepower 2130 - 30 Fli 5
* Firepower 2140 - 40 Fili 5

* Cisco Secure Firewall 3100 — 100 /& ¢

B, XFF Firepower 1150 115, EHHEORAE - 25 Fidl 50, i 0 S 8GN 23 (K 5 8K
NHE 2 A0

1
ciscoasa (config-smart-lic)# feature context 18

(Wi%)  (Firepower 1010) Jii FH 385 8 2 A7 ] ik LU F 3 /4% FH RS 6 35 o

feature security-plus

i

ciscoasa (config-smart-lic)# feature security-plus

("[i%) (Cisco Secure Firewall 3100) Ji ] Diameter. GTP/GPRS. SCTP il {132 & 1 ¥ vl ik

feature carrier

i

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B (7% i55% Firepower 1000. 2100. Cisco Secure Firewall 3100 s A i A iE

ciscoasa(config-smart-lic)# feature carrier

f) e AN

feature strong-encryption

USRS REHCAT A B AR R i s R, AT EERVFliiE. RT0, A RAE

AsANIT |

L IRF SR

SRANE AL, {H Cisco CLAAE SEVFRE I sl N, R8T AT BIRe si s VF rl S In 2 R gk ™

ST E IR BEERIEVF AN, JF H TV aRIEsR S, W a Bty i e .

5

ciscoasa(config-smart-lic)# feature strong-encryption

(AJi&) 1RiL Firepower 1000. 2100. Cisco Secure Firewall 3100 5k A i A iiE

WRAFFTERAVFAUE (B, BIELEEH ASAD BBl ] U N R % vF vl ik 1 R 6 5
BREP A B . WERIE AT B AR, WV rE DR ORFF AR, IR HLCTR AR R
I At 5

pUE ]
1 4 ASA _FAERGRIBACHT

license smart reservation return

Tl

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTREVrp7M/zDpirLwYCag8oSv60yZJuFDVBS2Q110=

ASA SRR R AR VPRI IEHEN “VPAL 7 R WS TR E XA A MR, W ERm AL G A . i
R, WRIETE SR AVFATE (license smart reservation request universal), #4567k 58T BoR
AR o W ORI SZARS DLSE ORI . iRV I O I A, W ASA St N RS . A A SRR
ANTEAE R, EZH AGHI0RE , 28 176 1L,

PF ASA I BEAARIAFT (UDL), DUEZER RE B A HE PR h He 21 E ASA S

show license udi

-

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

ViRV BRI LA I “TE 57 (Inventory) b %e, AR5 miii FEaa 3 fl (Product Instances) &1k :

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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(TATi%) EXGEEAR Firepower 1000, 2100, Cisco Secure Firewall 3100 (& #{F0ACHE) .

https://software.cisco.com/#SmartLicensing-Inventory
Product Instances &1 < Jd i UDI {7 T A7 SRAFVE R 1R 72 il o

LB 4 HRBVEAEREVFT ASA, IKUERHRIE>MIBR, R)JGAETTHEPEE ASA IRIEALHS . i tf Remove
Product Instance.

TR AV ATIE R i 2 A it o

(AJi%) BYH;EAM Firepower1000. 2100. Cisco Secure Firewall3100 (‘%
FFNAS D)

GHTE N ASA K NSRS IBR ASA. ARG MER ASA LRI VR IESBURNIESS o fn] A i 2
WO E N A RERE TR PTAIE LU T i) ASA . B, T LK ASA R RE B8 BEL % P N B

UK

FIE1 KIGEFBLE (Configuration) > R &EIE (Device Management) > 1] (Licensing) > E&EIFH]
(Smart Licensing).

HIE2 i Unregister.

(AJik) %£%Y Firepower 1000. 2100. Cisco Secure Firewall 3100 ID iE$
S AT UERR A (IR i)

BN OLN, IDUEFRE 6N H Bah i, VFalERBURE 30 K AR A R i) T (¥ I 1] A7 R
B B IR AR RERCPH A PR TP AT TRV AT S, ] RE A 2N S — T sh B 493

i

HIB1 KL FRECE (Configuration) > & & &I (Device Management) > 7] (Licensing) > & &g
(Smart Licensing).

S 2 #EH ID U, i A1l Renew ID Certificate.
HIR 3 BHHVEA IR, 1 A Renew Authorization.

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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. Firepower 4100/9300: B2 & & GE4R 11T AT

Firepower 4100/9300: [ & & sE4U4H 1 AT

$IE3

PERE il P TR RE R B g . ASHB R RERI A BRER IOBUAT,  BUKAVFRUETRE : 1520 (FXOS
FCEEF) » DIPRE Vs .

W TR AVFAUETEE, VFrfuE ] g T E DhRE: B RZ 2 SRS BVl iE bsvE 2. H)E,
il ASA “HmiE” A LA IX LT RE, TR EALE ASA LR e,
Fi&Z wiI

T ASA AR, T YT A AT RCE . kb HURTA B T AR WA RO A

g2

7E ASDM H, fKiXi%+ Configuration > Device Management > Licensing > Smart Licensing.
MINEER (Feature Tier) Nhzgiirh, iL&£44r4 (Standard).

DRHEE AT o SRV IR R A S BEVF T IE A TS24 AF o BRI P b 200 AL 08 1) R0V PTHLE -
AN, Tk B AT AT REVF AT IR s T ZEVF AR (AT DI RE .

CAIE) kb R ASRME L.

AR A MR BB AT B AR R a0 R, AN ZEOE VR AT IE . AR, S SRR e P R R AT
AL, {H Cisco TLRE SCVFRAE s, S mT LT3 s i S VF rlE v i 20 ik - o A
TR T LG RV TIE, JF i P HERS, Wa k& e.

(Ai%) K # Carrier.
(TIk) £ Context Ry firp, EREALE IR 8.
ST IRAVFRUETR , 0] U 8 SR 574 (248).
riddi Apply.
iR I FEH i 5) ASDM.
ARV RTIER, T ER A 3 ASDM A g o SR it .

HME S AIE

A5 5 H AT ASAv Fl Firepower 4100/9300 HLAS ASA ‘2 A REER I VF AT UEFZAL

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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AsAVirual JJjj

ASA Virtual

MIETEASATLE i BRI RN, ot N RERAFE B IE R IV IE. 1S W LR &k
RN ATFAIERR:

* 100M—ASAv5
* 1G—ASAvV10
* 2G—ASAV30
* 10G—ASAvV50
* 20G—ASAV100
TR T T HeK Secure Client A1 TLS AREES 5%k, HJE, FAKMNI ASA virtual P77 HC & 4
Wi BRI K S b 25 A, DU SR SR O 2T, T R A A i A 2 I I A7
ASA virtual [N AFIGE T BRI B KERZEREN VLAN, A AR S ZONRE .
FREIR ASA virtual 25| SRV T RE .

VFALIE LA
VFATIERRAR

Ayt E 23 BT LAAE ASA PO B rh BEE A0 o IR0 i 2 R T A VF
Ak,

100M: ASAvS

1G: ASAv10

2G: ASAV30

10G: ASAV50

20G: ASAv100

B A3V AT IE
i) P00 55 gt L B A A H
IR Bs K G H L 575 Kk di%3% %t ASA virtual PYATERE o
2 GB % 7.9 GB: 100,000
8 GB % 15.9 GB: 500,000
16 GB % 31.9 GB: 2,000,000
32 GB % 64 GB: 4,000,000
EH T JAH

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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AsANIT |

VFATIE

15t AR

Total TLS Proxy Sessions

TLS AR 21 th ¥ Z0 F1 ASA virtual W AFIRE
100M 7 & + fEAT A7 500
1G #rik & + FEAAE: 500
2G it
*2GB % 7.9 GB A f7: 500

* 8 GB+ N A7: 1000

10G it
*2GB % 7.9 GB W f£: 500
* 8GB % 15.9 GB 4 {7: 1000
* 16 GB LA P 4£: 10,000

20G it i
*2GB % 7.9 GB WA#: 500
* 8 GB % 15.9 GB N 17: 1000
* 16 GB % 31.9 GB W £%: 10,000

* 32 GB+ P 4%: 20,000

VPN 5/ iE

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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AsAVirual JJjj
VFATE 15t A
Secure Client % 5544 ARIRFFVF AT R Secure Client X 4544
HH A R ) A
ASA virtual N A7

=13

E o

A3k Secure Client Advantage =i
Secure Client Premier YFAJIE,
%

100M ¥4 + LA Y47 50
1G ik + (RN AF: 250
2G it
«2GB % 7.9GB W ff: 250
« 8GB+ Hiff: 750

10G F
*2GB % 7.9GB Wff: 250
* 8GB % 15.9GB W f#: 750
* 16 GB L\ A f7: 10,000

20G 77tk
«2GB % 7.9GB W ff: 250
* 8GB % 15.9GB W f#: 750
16 GB % 31.9 GB: 10,000
* 32 GB+ A ff: 20,000

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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VFATE

152 AR

Hifth VPN X 44

iR HoAls VPN XS54 e f 2 53] AT ASA virtual P A7 ¥R

5o

100M 75 + AR A7 50
1G #rih i + AEE A AE: 250
2G I

*2GB % 7.9 GB W ff: 250

* 8§ GB+ NAF: 750

10G A5
*2GB % 7.9 GB W f£: 250
* 8GB £ 159 GB Wf#: 750
* 16 GB LA P 47: 10,000

20G it &
*2GB % 7.9 GB W ff: 250
* 8GB % 15.9 GB W 17: 750
* 16 GB % 31.9 GB: 10,000

* 32 GB+ I 4¥: 20,000

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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AsAVirual JJjj
VAT IE 15t AR
VPN SRR R E (IR | iER VPN 0J 46 S E i A 0 R ASA virtual A7 B
Utp) 5o
100M 75 + AR A7 50
1G #rih i + AEE A AE: 250
2G it
*2GB % 7.9 GB AW ff: 250
* 8 GB+ WAF: 750
10G #¥iH 5
*2GB % 7.9 GB AW ff: 250
* 8GB % 15.9 GB W 17: 750
* 16 GB LA L 47: 10,000
20G fFit i
*2GB % 7.9 GB WAf: 250
* 8GB % 15.9 GB W ff: 750
* 16 GB % 31.9 GB: 10,000
* 32 GB+ W f7: 20,000
1 A1FAE
g JLAil (DES) 53 (3DES/AES), MUy Tk 7 () 3 th 2 WU v
IR F /& H
LA R AIHF
i =P
B K VLAN # & VLAN {1 ASA virtual P 7£HR5E .
2GB % 7.9 GB - 50
8 GB £ 15.9 GB - 200
16 GB % 31.9 GB - 1024
32 GB % 64 GB - 1024

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B Firepower 1010

Firepower 1010

N IR Firepower 1010 SR VF A (1 Zh it

VFRTIE it 15 AT HIE

B A3 AT HE

AR P 2 e D ANFF

IR BT KBRS 100,000

BER ANSCHF . HARANSCRY SCTP Krill ety (HSZH:EH ACL (1) SCTP

ARSI -

TLS {RHE2 15 45K 4,000

VPN ¥ A]3E

Secure Client X} 244 ARIRAFVFH] nJ'i% Secure Client Advantage.
Secure Client Premier. =%, 1R
Secure Client VPN VF AT HE, 1%
%: 75

Hoflh VPN 2544 75

VPN S8R R (FRpT A |75

)

i A1 AIE

n BLhit (DES) (3% (3DES/AES),  HU#k Tk ™ i3 H A FAE i

W 4 (R ) s Ak

A Ao

et Rk,

K VLAN $¥i 60

Firepower 1100 3 5|

N BN Firepower 1100 41 CL3RVE AT (K D) fE

VAT IE £4lt 1 ALE

B AV AT E

(YR LS TN = g uRsS ANFF

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



Firepower 1100 &7 .

VFAIE LA 15 ATIE

I Bl7 K R Firepower 1120: 200,000
Firepower 1140: 400,000
Firepower 1150: 600,000

BER ANSCRF . BARANSORF SCTP Krfllwss, (H3CH5 {4 H] ACL ) SCTP
AR -

TLS ACBE 2 1H S 2K Firepower 1120: 4,000

Firepower 1140: 8,000
Firepower 1150: 8,000

VPN AT

Secure Client %} 2544

A

n['i% Secure Client Advantage.
Secure Client Premier. % /R
Secure Client VPN VFAJIE, 1%
%Z:

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

Hifth VPN 5244

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

VPN X &5k m 4 (BHETE
)

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

18 A 1F AT E

e St (DES) sl (3DES/AES),  HUARTFK /™ (1 5 A5 R 1

2 2 ALEVFRIIE, %
Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25

i ANSCHF o

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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AsANIT |

VFAIE L8 1 AE
1K VLAN kit 1024
Firepower 2100 2 %)
&R Firepower 2100 R C 3k AT R D RE
VFAE EL 8 P ATE
B K&V AT E
i W 255 L D s AN
IR KA B Firepower 2110: 1,000,000
Firepower 2120: 1,500,000
Firepower 2130: 2,000,000
Firepower 2140: 3,000,000
BE ANSCHF . HARASCRF SCTP Kyl ey, (HSZHHEH ACL () SCTP
ARAHLI -
TLS AREL 15 4L Firepower 2110: 4,000
Firepower 2120: 8,000
Firepower 2130: 8,000
Firepower 2140: 10,000
VPN 15/ iE
Secure Client X254 RIPAFVF] Al'3% Secure Client Advantage.

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))

Secure Client Premier. 8¢ X i
Secure Client VPN 1],

EX

Firepower 2110:
Firepower 2120:
Firepower 2130:
Firepower 2140:

1,500
3,500
7,500
10,000
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Secure Firewall 3100 &% .

VFAIE LA 15 ATIE
HAth VPN R254K % Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
VPN XSS CRFET98 | Firepower 2110: 1,500
Ly Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
18 F 7 AT E
n JLhih (DES) 84 (3DES/AES), MUy Tk i 5t A vk 1
Za it 2 AEVFAE, 8%
Firepower 2110: 25
Firepower 2120: 25
Firepower 2130: 30
Firepower 2140: 40
i ANSLHF o
£ K VLAN & 1024

Secure Firewall 3100 % 7%

N E7R Secure Firewall 3100 Z& 41 L3R4 v 1 Th E.

VFATE it 15 AT HIE

B A&V AT IE

B I 2 I e s A AN

IR B K B e B L Secure Firewall 3105: 2,000,000

Secure Firewall 3110: 2,000,000
Secure Firewall 3120: 4,000,000
Secure Firewall 3130: 6,000,000
Secure Firewall 3140: 10,000,000

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}




B secure Firewall 3100 %31

AsANIT |

VFATE £l 1 ALE
T e ATEVFATE: 1
TLSACHE 2% a5 Secure Firewall 3105: 10,000
Secure Firewall 3110: 10,000
Secure Firewall 3120: 15,000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 15,000
VPN /] iE
Secure Client X454 RPFAFVF] nJi% Secure Client Advantage.
Secure Client Premier. &% X[
Secure Client VPN ¥FA[IF, #
EX
Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
FoAth VPN X444 Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
VPN W&k i #r (s a 28 | Secure Firewall 3105: 3000
Uzy) Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
B AIFRTIE
e Hilli (DES) 54 (3DES/AES), HUuk T /™ (95t 3 IE B
AN 2 ATEVFATIE, % 100
Sy =
K VLAN ¥ 1024

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))




Firepower 4100

Firepower 4100 ]

"N IR Firepower 4100 CL3RVFAT TN fE
VFAIE L8 P ATHE
B3 A&V AT IE
AR P 2 e D ANSCHF o
IR Bli K BB Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4125: 25,000,000
Firepower 4145: 40,000,000
&7 2% ATHEVFATE: 5%
TLSARHE 25 iif S 4K 15,000
VPN 5/ iE
Secure Client X 25 {4 RIAFVFAT H['i% Secure Client Advantage.
Secure Client Premier sk {1 [
Secure Client VPN V1 A[ {if :
Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
FLAth VPN X 4544 Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
VPN W24kt (aispra2E | Firepower 4112: 10,000
) Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
18 F 1 AT E
nE B4l (DES) 85 (3DES/AES), MU p Tk /7 1) 5 th A B v
A 10 FIEVFRTIE: % 250

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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Bl Firepower 9300

VFAIE LA 15 ATIE
i Ji
K VLAN it 1024
Firepower 9300
R 7R Firepower 9300 CL3k V1] [ Th fig
VFATIE L8 1 ATE
B3 A&V AT IE
i )7 P 28 U L R A AN
FER i KR Firepower 9300 SM-56: 60,000,000

Firepower 9300 SM-48: 60,000,000
Firepower 9300 SM-40: 55,000,000

Camer % ATEVFATE: JE
TLS AU 16 S 4 15,000

VPN ¥ aT3E

Secure Client X} 554 ARIAFVFA] AJ 1% Secure Client Advantage.

Secure Client Premier. % X [E
Secure Client VPN VFA[iF: %

20,000
At VPN o 45445 20,000
VPN 45 d (R pTfi 2 20,000
A1)
1# AT AE
e JEhl (DES) 8% (3DES/AES), MUk Tk f (1 5 H A M 4
AN 5 10 FIEVFRTIE: f % 250
e JA
5K VLAN ¥ 5 1024

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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srmsmismien i

B/ 85 Y1 A]E PID

08 SR ER A 7 S B S A I, SV R IE Y 1% O R B R RE ARV TR . (HZ,
AT S INVERTIE,  UE{E ] Cisco Commerce Workspace I [¥) Find Products and Solutions
MRTFB . WRLUFYFAES i 1D (PID).

29: FFIIE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASA Virtual PID
ASA Virtual B EIREE E MR ARAEPID:

* ASAV5—L-ASAV5S-K9=

* ASAV10—L-ASAV10S-K9=

* ASAV30—L-ASAV30S-K9=

* ASAV50—L-ASAV50S-K9=

* ASAV100—L-ASAV100S-1Y=

* ASAV100-L-ASAV100S-3Y =

* ASAv100—L-ASAV100S-5Y=

\)

ERE ASAv 100 2T VERIE, Vel ARRA 1 4F. 3 FFk 5 4.

ASA Virtual 5k AFA[IEFEE PID:

KAV AR AR B ] FHThAE, A5 5m %5 (3DES/AES) Y il iE (WUR BRI 7545 44F) o Secure
Client D 6t 2R 4151 6 W S 1) e K0 Y, BRI T 46506 3 (1) Secure Client V5 7] 1E & 77 AT
i Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll f [l Secure Client VPN

VFRTHE , 25 120 50D
* ASAV5—L-ASAV5SR-K9=
* ASAV10-L-ASAV10SR-K9 =
* ASAV30—L-ASAV30SR-K9=

* ASAv50—L-ASAVS50SR-K9=

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B s z2eaiTizen

* ASAv100—L-ASAV100SR-K9=

Firepower 1010 PID
Firepower 1010 £ §E5K 14 B 12 38 & MLARFAAS b AR PID:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFAIIEZE G211, (H AT AR Ty Hs FLas n 2046 i 2 Redx
PEFRTR e

o WHUR T 22 A VFAE-L FPR1010-SEC-PL =, Mo 22 VPRl HIE i FH T s
* 0% (3DES/AES) Y i IF - L-FPRIK-ENC-K9=, X4l )" A SR A2 HUAE FH it on 35 i 7 22

Firepower 1010 5k AiFAIIETE PID:

KAV ARG BT v] FHhRE, A5 0% (3DES/AES) VErTiE (Wl A Mk 35 41F) o Secure
Client ) RE 2 M1 5 10 K 1 B KR A T, BARE T 1808 32 1) Secure Client VF AT HIE A& 5 H AT AL
{1 Secure Client (iZ[5{Secure Client Advantage. Secure Client Premierfll {¥ i} Secure Client VPN
VFRIIE , %5120 50 .

* L-FPRI1K-ASA-BPU=

Firepower 1100 PID
Firepower 1100 & 884K {4 & 12 28 ¥ MARFAZ AR P1D:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFATIEZ G2 1), (H AT AR F5 Ho FLas n 246 i 2 e dx
TR e

o 5 SUFATHIE - L-FPRIK-ASASC-5=. 1% 5cVFalUE 2 BN s 15 0 S 2 0 VF al E DA 8 10 7

ey
2o

* 10 5501 AJHIE - L-FPR1K-ASASC-10=. 1 S VFlUE S B InmTs  v8 08 S 2 40V vl ik DA A 28 11

.
Lo

o 525 (3DES/AES) ¥ 1] HIF - L-FPRIK-ENC-K9=. X 241K /" R SR BE A FH s i s I 75 45

Firepower 1100 5k AiF AJIEFEE PID:

KAV UERLER AT o] I DRE, G548 025 (3DES/AES) Vi iE CUn S A& ik /' 7545 444D - Secure
Client Dy e B S M- 5 0 2 1R dpe K8 Ja F - ARG T80 211 Secure Client V1] UE A2 75 HATAL
{1 Secure Client (i5Z[5{Secure Client Advantage. Secure Client Premierfl {¥ [ Secure Client VPN
VFRIE , %5 120 50 .

* L-FPR1K-ASA-BPU=

Firepower 2100 PID
Firepower 2100 & gE4K {4 & 12 28 ¥ MARFAZ AR P1D:

o JERBVFATIE — L-FPR2100-ASA=. FELAHVFATIE 2 2k 1), (R BAT R T B LTS I 21465 1) 8 e 3
AT e

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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srmsmismien i

5 &S AIE - L-FPR2K-ASASC-5=. & S5t1VF Al UEE BN 1 S8 2 O3 VF vl Uk DA e 8 1 75

HhH

2z o
* 10 5541 ATHIE - L-FPR2K-ASASC-10=. 1 s VF Al UE S B I s 18 WA % 2 4V vk DA S 28 11 7
go

* SN (3DES/AES) VF ] IF - L-FPR2K-ENC-K9=, X 241K 7 2 FRAZ AL 5 o 2488 bof 7 22

Firepower 2100 7k AV AJEFLEE PID:

KAV RUERL G BT vl I ZhRE, ALFE5E 0% (3DES/AES) Wl ilE (WHERIE K P 7 & 4<1F) o Secure
Client D e B S M 15 00 2 i e K8 Ja F - ARG T80 21 Secure Client VAT UE A& 75 HAAAL
i ] Secure Client (152 [ Secure Client Advantage. Secure Client Premierfll {¥ [} Secure Client VPN
VFRIE , 5 120 50

* L-FPR2K-ASA-BPU=

% 4Rk 3% 3100 PID

Secure Firepower 3100 & sE & 1225 F MARFIA AR PID:
 FEREVFATIE — L-FPR3105-BSE=. JEAliF Al il 2 04 75 (1 AT IE .
o FEREVFATIE — L-FPR3110-BSE=, FEREVF AT UE AL 2 75 A PR AT HIE o
o JLRBVFRIUE — L-FPR3120-BSE=. FEAliF i IF A& 26 77 UV vl 3iE o
o JEREVFATIE — L-FPR3130-BSE=. J&Afii/F nf il 06 75 (K V7 il k.
* JLRBVFATIE — L-FPR3140-BSE=. JEAlF nl Ik A2 26 75 (R VF T IE o

* 5 55U ATHE - L-FPR3K-ASASC-5=. f 5e VU nliE 2 BT s 15 0 S 22 3 0 m] I DAl 2 S5 10 5
o,

* 10 555 1F AJHIE - L-FPR3K-ASASC-10=. 1 S VF il UEAZ B0 s 18 0 S 2 40 V5 vl ik DA 2 28 11 77
%o

* B (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=

* #iN% (3DES/AES) VFAJIF - L-FPR3K-ENC-K9=. X 41K "' AR SR AL FH i i a5 I 2

Firepower 3100 5k AiF AJIEFIEE PID:

KAV ARG AT v FHIhRE, G502 (3DES/AES) VErliE  Cln A ik ) #5546 7F) o Secure
Client i e B 23 M8 6 0 2 R dpe K8 8 - ARG T80 218 Secure Client VF AT UE A2 75 HATAL
{# F Secure Client (i Z:[5iSecure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFRIE , %5120 00 .

* L-FPR3K-ASA-BPU=

Firepower 4100 PID
Firepower 4100 & gE X4 B 1225 F MR FAZ HE AR PID:

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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o FEREVFAUE — L-FPR4100-ASA=. FEAEVF A UE 2 G20, (H AR 75 B0k FLvs I B8 0 2 e 4K

AT R

* 10 5 5LV ATHIE - L-FPR4K-ASASC-10=. 1 s VF Al UESE B INmTs 1 WA % 2 40V ik DA S 8 11 7
o,

e 230 F5 4 AfIE - L-FPR4K-ASASC-230=. I 5tV T UF 2 BT s 1 W) S 22 03447 m F LG 2 25 1)
. 250‘r SRR - L-FPR4K-ASASC-250=. &5 VPR IE A& MY 350 3% 2 0V T E DAH 2 15 1)

&7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=
* WN%% (3DES/AES) ¥F A IE - FPR4K-ENC-K9 =. W 4K J* R SRFZ AT FH 558 o0 2 I 75 2

Firepower 4100 5k AiFAJIEFEE PID:

IKAVE T UEALHE BT A v I TheE, LG5 %5 3DES/AES) VFnfiiE Cl A ik 1 774 4 4F) « Secure
Client T et 23 HEH - 6 W S R e KB B - FUARIGR T80 218 Secure Client VAT E A2 75 HATAL
i H Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll f{ [l Secure Client VPN
VFITIE , 28 120 50

* L-FPR4K-ASA-BPU =

Firepower 9300 PID
Firepower 9300 & sEEX 4 B 12 25 & M AR FAZ KR PID:
o FERVFATUE — L-FOK-ASA=. JERIVFATUER S 9 (1, (EGDIR T3 208 JLA I 2 S i 8 Rk A1 vF

Gl SR
* 10 15 S Al HE - L-FOK-ASA-SC-10=, 18 501 vl UE 2 M s 38 M K 2404 nl ik LA 2 28 1 75
o,

12 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=
* SR/ (3DES/AES) ¥F A - L-FOK-ASA-ENCR-K9=. X241k /" R FRAZAUAd FH i o 3 ) 75 2

Firepower 9300 5k AiF AJIEFIEE PID:

FKAVFAIERAR AT rT I ZhRE,  CAh 2N (3DES/AES) VFrlil CHRE K 7545 %%F) - Secure
Client Tjj e B 23 M9 6 0 S ) e KB R, URIGR T80 418 Secure Client VT AT UE A2 75 HATAL
] Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll { ¢ Secure Cllent VPN
VFATIE , 28120 50

* L-FPR9K-ASA-BPU =
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Wt R BB P T

T DU VPR UEDIRE . IRASFHESS,  BLEOR AR S

EEIEHEBEYIFANUE
MEEREVEIE, ESH LU R
cBLE > WEEE > PR > BRI AT WA T A A B BB TIF ATIE X 5k

L\b‘ . J A
BEESREFIERE
WS LL N a2k BB VT URRES
* Monitoring > Properties > Smart License

BIRBREA VT IR . R . UDL R FReRELRES . 2REMIIRE . B
A& VFAIE AR BAHEE 13 REACREAES5 .

&% UDI

ﬁuﬁﬁéﬁ }:HI_LHD*T‘L/\'TJ (UDI)y _Lﬁ ]ﬂuTﬂ

show license udi

LR 7”49 57~ ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

ARy A A R 1R B ] S R e PR A

- A

S AN RE
KFFEAS K, Sl LG A . BRAEST, AME RN A 30 K. YiEEE N RRE
TEM LA g, IES AR ID DLAAZA S . W R AR a8, ) ay LB g Hr i AR

\)

E®E  Firepower 4100/9300 HLAH - BA&TEMHEENFE P AL ASA R EA FIHTRE

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B szesuemsnenas

FEHRE A AR B B LT A B IR SR SR SN, B o 1) B R E A BE R A TR . A
PN M BRI, A BE A L 22 D Ve 4 AR RE P Bt 18] (R AR A IDAIEHS o ik A7 230
1A, HFEEE 6 DMK,

SEgei SRR AR

=]

AR

BEAGRE30 R R RERCAH A B AR5 — I WUREHER REMAH A B h B AT S, T DUR BT s b
IR, AT ST R AR B, T LA B A F T RIDEAS

Al LLBE = L & HTTP fCHE,

ASA Virtual

ASA virtual 2] DLE BT W) BB, B F /b a4 90 KIEId HTTP AREE U7 i) B o KR4 Al ik
TASHRE30 KTk, HUR & & HA SR, WEZ RS IR KR, AT H 3R
G, ENOXEE R B R R A, AT ASA virtual KA

Firepower 1000

Firepower 1000 200 n] DL B #2205 in) HLIERY, 50 /b nl ;90 Rk HTTP AQHE Vs i) B o & FIF
FIUEEAS BF 30 RHEAT Ik, (HW R BRI, Wi 21247 90 K, AT A 3hisR.
e SRS, LI R R S, A5 EOR Vo0t 75 B R VE nIE 1A Th REREA T L 5
EERAE WA SZ 00

Firepower 2100

Firepower 2100 20 n] DL 42207 i) B, B 2 /b nl 4 90 Rigik HTTP ARHE VS i) BLICRY o &5 FIVF
RS RE 30 RAAT U (HAURB& BA MR, Waik2istr 90 K, AT HEhiEk .
TEGERRING , BRI AR B e AT BEAS A5 WK Joihont 55 SR R VP TR IR D e EA T TG S
HERAT WA SZ 5 o

Firepower 4100/9300

Firepower 4100/9300 %20 ] LA B 4215 1n) TLEE , B0 22 /0] & 90 ik HTTP ARAEE VS M) TLIEM o
FRVF AU A5 B 30 RIAT—IR, HUUR & A% R, WSR2 I1E1T 90 X, MiASET A3
o ETEPRIAIG, ISAZIIK R RERAF S LAY, 5 AR Jovdont 75 B AR VP nT R (0 T RE AT L B 5
B AHARAE AN SZ 5200

B LTI F TR TR RS
 SLEAIH] - 44 G FIAS T VTR
 VFRTESIY - 45T VT S0
AN - A T VT EA R LR B TR AR AL

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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Smart Call Home EAtii i .

TGRSR 2 AL T BE A G RUIRZS, A ZI0RE ¥ #6247 I AE 3 AL R e T R AR 324
BEAT LA

FR 4 BRI, B AEAS ROIRAS T AT A2 21 R i -
* ASA Virtual- ASA virtual 52 550

* Firepower 1000 - RCRE JCIZo0] /7 LR IR VF AIE A DY REMEATIE & S o8, (HERAEANSZ . Bt

BT BEA VE T UE BRI BLA PR T LLARERIZAT, T DMESCENTRIRCE, (EJGIa N B #1555 .
USRI A AL 8 1) JEA VRRTIE, WDCVARC EARFTVR AT DhAE, RGN A D) fE

* Firepower 2100 - RCRE TGiZo0] 5 SRR IR VF AT A DY REREATIC & S ok, (HERAENANZ . Bt
B J A VR UE BRI B A il LAk sz 4T, ] MBSCETINEC R, (HICIRANIN B A5
R E RTINS AT A () At VFRTAE,  WJCVRRC BEAEMT VRl DfE, AR Thfe.

* Firepower 4100/9300 - #4 JCV2:00 75 B R VE 0T UE (1) D REREATC B 5 o, (RERAE A Z 58 . 48
fn, e A VTR BRI BT AR SHE AT, T MESCe AT R, (HOCERES N B
B o U Y IR A AL 05 1) R VAT IE,  ITJCVARC BTV T h RS, A0S sm N 2 Th g .

Smart Call Home £ L& HE

BRIEDL R, Smart Call Home At & SCHA7AE T H T8 2 B BE A5 BEAR 1Y) URL AL E P . ANRERS
B B SR TR, VR AT UEEC B SO A M R G R T R e R B AR () H (K URL. [
A3k Cisco TAC TR, 73 WIAS I B 268 S5 1L 4% URL o

\}

ERB XIF Firepower 4100/9300 #L#, H /7] 1) Smart Call Home 7F Firepower 4100/9300 HLAF £ 5|
L, A ASA EHHTRCE .

ANfE N B ARV T 25 F Smart Call Home. #1201, RA{34% FH no service call-home 77422 H Smart Call
Home, WMASEER R GERAF T,

BRI & 04 Smart Call Home ThAE, 77 WIASTFE XL fE.

BREIFALEEREE

ASA £ A —MEAE A, HAP &Mk Smart Call Home IR 45 #51E 5110 CA IIAEF . by ik G 76 R
G5 2R UE TR J2 IR AL T AU IR 25 7, TSI BB E > A2 i 18] VPN > iE B EIE > BEiES
> GRIBEEIE P A SRS b e B sh SN, DU 4% e 1A a] B B 2 3855 b g 4.

M BEVE W] UE IR S5 w3 W2 i IR 55 28 1E P 2520 AE Extended Key Usage F-B P fh “ServAuth” o i
EANAEIE AR L5ei; AR B B R AR AT A {E

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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TIRE &R

FAMA

AR

24T KRG 3100 SLRHEE RIVFATIE

9.18(1)

G E TIVEAE S B Diameter. GTP/GPRS. SCTP il
HAEM TSR RTN. BE > REEIE > PR > HREFT .

ASAV100 7K A4 AT £ B

9.14(1.30)

ASAv100FL7E S F5:48 FH 7= i ID L-ASAV 100SR-K9 =47 7K A VF A 4iF
T . 1EEE: JFAETAE K Al B 7k A0 T E P o

ASA Virtual MSLA S §F

9.13(1)

ASA virtual SCFRFIBHEE RSV B (MSLA) FiF, 1X&—Fh
BAFVFT R SRR, Lok ) 3 =7 SR AT A AT IR S5 1 SR &
FEAEAK T BT

MSLA & — Mgt Revin B, L vr ) 8 AEAC AR IS [ 507 Py
PREZVF AT BRI AL F A5 L o

P T ST BE > REEE > 17 > HEEiF.

ASA Virtual 735 V7]

9.13(1)

RIGVFL &R RVl () — R e, Hrp ] DAFESZSCRE ASA
virtual vCPU/ P A7 HC B 48 HAE47] ASA virtual YFrJ3iF.  Secure Client
HTTLS A2 BRI H 222510 ASA virtual -5 BRI E, A
e 5 BV S AR 6 R

P T ST BE > REEE > 17 > HHEiF.

P T Firepower 4100/9300 HLAA L
R aT

9.7(1)

U R PR ICRES IR SRV TR k2, PR A T 3 SRV AT IE
PR, SZFF FXOS 2.1.1,

G T ASA virtual 57 7455 53 B 58 1 7K A
ARTIRN XS]

9.6(2)

TR AR R CGEHE 1.6.4) , 1 RABAURIS I L H]
AL T H

ARG SAEAT S LT o

TREARS 285 ASA virtual [ 32 FF

9.6(2)

R IR T 22 4 SR R TG Vg o) ELIBER, f48 ] AR % LA RE FULML
(VM) B 2 B A 2 e 4 B s AR RS 4

RAE AEAT ST

1% FT Firepower 4100/9300 HLAT I
ASAv 17K AVF AT E T B

9.6(2)

TEAS SR VE 5 SR R AR B (A T I8 AE () e A R R B
&R LI Firepower 9300 F Firepower 4100 I [] ASA 153K ik A ¥F
AR A VPR ER A WA R AV T IE, AR AR
SR (CWERFFE &M W As B ivr k. F2FXO0S
2.0.1.

T4 i & I 1E Firepower 4100/9300 HLAS L40AT; TCiix) ASA #E4T
Pl

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))



| AsA T
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TIRE AR FAA | ERR
ASA virtual 7K AVF AT ELR B 9.5(2.200) | 7EA Fu V5 RIVRA Be A LA I HEA TR 1) w2 MR s
9.6(2) R rT L R AE ASA virtuaZ/K AVFATIE.  7£ 9.6(2) ', ATIEH

Amazon Web JIR%5_E 1) ASA virtual 7800 T X IhRE R S o
Microsoft Azure AN Fr IR

FINTLLF 4 license smart reservation. license smart
reservation cancel. license smart reservation install. license smart
reservation request universal. license smart reservation return

TG ASDM 7 #E,

BRI R v6 9.5(2.200) | FREARELIN 11 FATH RN 1.6 A . ETHE SR K AVFATIETI R
9.6(2) (7] IRt S5 A VP TIE DK 5 PP AR A B 5% (3DES/AES) ¥F
FERAL

R AR 9.5(2.200) FABES:,  ASA virtual K AR
VFalVEMPIR A . #75 ZL7E license smart register idtoken
id_token force #y & T M, I RERK A BEAR 3R
HYID 4o

AR AR ST

SN (3DES) YA iEC AN T 19:5(2.D) XM R R AR HE S T P, A AT HE Firepower 9300
Firepower 9300 -[f] ASA N AR, HERF AN AL, REi2 Asha Hans ]
k.

R T S A o R R PR PR g Rl T ASDM ATH;
flBE N2 T RE, LRSS ASA 2 )5 fif il ASA CLI
A FHSE N %% (3DES) YR Al iiF.

ey fesisk B4 FXO0S 1.1.3 i,
BT LR BLE > IR > A > BeeiFA

U AR 25 4AUE P IR AUR SR A R B |19.5(2) FREVF ] FH| Smart Call Home JEAili . >4 ASA 1 IXFE )G & L E
oG SRR RS (Smart Call BRI R S5 B 2R N, e BB —AMET R, XAMEAT
Home)/% i VF 1] (Smart Licensing) i 15 AR S R I R RE AR IR S UE T IR CA IRE . ASA IRAE SCRFAE

Tt AT SGIE R 55 SRR S IR G AR AR ST IR AT I UE s S n] DA% —

5 Bef 8] 8] B 52 #1J5 A trustpool FREEH H 3h 51 B ThEE .

&% 7 LA B#%E: Configuration > Remote Access VPN > Certificate
Management > Trusted Certificate Pool > Edit Trusted Certificate
Pool Policy

Briz g VAT Uk 9.5(2) AT #3047 1) GTP/GPRS Vbl HiE [R5 e VF o] UF SR AL 1) SOy
fuFE SCTP F1 Diameter #ll . %] F Firepower 9300 _[ ] ASA,
feature mobile-sp fiy % A 31T # 3| feature carrier iz %

BT LRSI BLE > & T > 15 A > BRI

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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ThaE AR FAREA | LR

Firepower 9300 ASA [ BB e pEr | 9.4(1.150) | FRAT1H Firepower 9300 ASA 51N T8 GEF A1 1T

B P T UL RS O > QB - T > B

i 1] ASA virtual (¥ BURFE GeEAFVFAT |9:3(2) R RERARVFAT, ST DU SR BLVP R IEM . 5 PAK VFRTHIF

AN, B BEVF T UEARGRE RIS € 41 o 0T DU B8 A5
ASAvirtual, TAE PR G B MVF RS P, WL eV
Al RO TTLLE I 1RV AR S DUR R K

FIABAET T LAR S LI

Configuration > Device Management > Licensing > Smart License

Configuration > Device Management > Smart Call-Home Monitoring
> Properties > Smart License

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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iZ 481% % Firepower 4100/9300

Firepower 4100/9300 J& BA RIGVEM <46, WAEH P e — PNl M@ . AENGEE $
4 11 0 DA R e 4 ) WLAR A ﬁ%&{f‘ﬂﬂﬁlijm—fﬂ% MR & TININERFZHR S, ES
Firepower 4100/9300 [¥] ASA £E#F , 25 389 Ul ] FXOS CLI, i#Z:[# FXOS CLI [t & 5 ﬁ
KW Z K FXOS BEFP MR, 15200 FXOS LB TR -
« TR, 181 1L
© RTEHES, 25184 1T
o BEAF RV A SR TR A AT, 28 184 T
« PER A IGEIAN RG], 2 185 UL
s MeEZO, ZH 186 1T
BUEZARW A, 5190 1T
D, 2196 1T

%Fiz0

Firepower 4100/9300 HLA SZ FF4 B 4% 11 F1 EtherChannel ity 138 ) %11 . EtherChannel #4114 % 1]
DAL 5 R — 2R AU 16 A di iz .

s EED

MU & B 0 ] Tl 0t SSH uk HUAR &7 F 8% k4 BE FXOS HLAH . b2 730 (Interfaces) 275K 15
R MGMT, %A 7EHE 0O (Interfaces) I b5 FHERAA T M2 11 043 LUl ST T4 0 45 13
M2 %4 MGMT B0,

ERCE MBS, U CLIHTECE . B4 FXOS CLI F A F I 1, 15 IEB R A #E T i
IR
Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

THERD  RIMERE A P 2 ol N R R R AR AR, BE AT T mgmt-port shut 4>, LR B
B2 R FF IR BT

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}
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B oz

A\

ER PR B AN SRR A
EOER

Yy ERPE 11 A EtherChannel Ciify FTEIE ) 2 11 7] U R 4128 2 —

o Bl - FEROREER . AREAEZ BRI O, AR e e 1 AR S oAb
BBl s . AP AEER D EE, PradiEeaiE R0 RIRMBUE, JFES RN
FIRIPIBLRE oy — AN B %

o B - TR o AR S SRR e B 1, W] AN AN IR A A S
CASC R 73 - A - B ) S

o« EH - HTEHN RS X O AN s AR AL, DL AN L
R A TCVE I e 1 R 1 ) A R S . RN RN T % A il — N
e o AR RN FRIE B, nT AR 5 N ESds 42 11 3 A B (200K 8 B 1 7 e 45 02
A, BT S B I BER & B A iz . oo HUR S RO G R, 530
PR BB, 26 181 Bt

)

AR R R EOE R TR S, BIICRE B N e1/1 Ok
el/2 25 3 UL TR v & FH A 3 LU ATB A 2 1

R - JEAE OV -using- A B0 B4 O MRBD A ELE
A\

R SIS, SR A LIRSS
BRI, UKL LA T8 E B AR -

Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5

o SET - HAEEETEZ I e & AR RE I ki . BOATE DL T, RGa7im lIE 48 b A 3 Q451
PEHIBER . “HERE” RAMNUAE EtherChannel #2111 |52 37 £F.

AT KARAL S FFIAR T b B BT TR ASA N HI B8 I R BUSCRE, TS0 TR,

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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mososmAzn i

FOBEOLBLHF
i PR WiE MR T |sEsE SR |@m [B4 &8 an s
0O Z: FiE BheChamel) | 3%
a
B |MhAdh |3 |- - - w3 |- -
Sl
R L -
Sf
s I - - W |3 |3 |-
Sk (BhaChand
5 FHL
el 4
B
ERas (X |- - - A L =
b (BheChad
(R THL
TP
B
ASA A |EE |- - - |- wH |-
e
ERAM (X |- - - |- |-
Sl o
SGES
LIPS
B

FX0S IZ0 5 M HizO

Firepower 4100/9300 % P4 F 3% 1 fll EtherChannel Cifif L8 ) £ HFEA LUK MBS . £ENH
TR DA B S e O R . i, L REAE FXOS F I EtherChannel; {HJg&, %] LI
] EtherChannel 43-Hc IP $hiik.

TS EXOS B2 105 3 2 112 T8 A8 H

VLAN F#%0
XTI AR, T DEN T A VLAN 751 .
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SR

HLFE RN A o 8990 37 33 VRS

FuT LU BB S HYRIAS HIHUAG RIS T rh 4 1 o A Z0AE AN A R G0 Th #85 H BR A 1 384T (42
Ho l 82 FURZS WAL, US55 W 22 T80 AT g ANV BE 1 2 -

XTIEHEI

B SRVFIRISAT — NN 5245 CASA SRR ED Fl—AN Tk &1 85 I A (Radware DefensePro)

LATE HiR 55 -
NI INIER BRI, BN E SN SEBISRIANRA, Zrldde O, JfFIe B 2 N & 15 e
P

\)

ER X T Firepower 9300, 1] LAZEALAR A7 AR e BRI AN FH - CASA FT g Bt o akmT
DAFEARST AR 3@ AT — B F S IR AN TR RRAS

ML FNERHTIEINE
s T LT DA 200 (3 0
o MY - T AR A S R SR T PR T 4 TS

o SRHE - RS AT BE 2 ARG R, B RS EREE CGERL Bk
BNz, A BE S R IE IR 2 AN A LR P . Firepower 9300 55 2 Bl % %
SRRV N EERE. YT Firepower 9300, BT =AML IS HERE, RN G A s fn s
A

PRI A SRR SHIREH

Firepower 4100/930052 #f 2 Fi . 2z 4o, W HIRAY L K ] FIVENTR] 9 e Dhfig . THZ LT
R, TR RRVRNALS .

Firepower 9300 A9 E 3k

Firepower 9300 14§ 3 > AU AN 22 MR K 22 A, TS LT 2K

o AR - 0] LLTE Firepower 9300 2 AN RIS (P, il ST LK SM-48 1E
R 1. SM-40 1E b 2. SM-56 1 it 3 223,

o AHURI AR S0 - 454 L BB BRI, RIS SRS A S A
FEPHBERIFTAT VR, DA LR AERE LA Ch. T BL(E S 1A A M,
AESUARMOSR AL 208 9C0 . i, STTLAAEREHE | ATBE 2 ESeb A, R 3 I
LRI

B ASOM Fa1: (BRI ASA R51iEFAE(E ASDM BB 157 7.19 b))
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o LT - TP R RSN IS HUFETED #BA 2R A2, 8 n] LAAE &AL
Fah RN BRI AR, (BHUAR P ARAE R T B CUFRATAT S 4diAl ) A 20UE T4
filhn, A LAENLAE | rhede 2 4> SM-40, 7ENLAR 2 h 2 3 /> SM-40. 4 R AE [ — LA 4
BT 1> SM-48 F1 2 A4S SM-40, W TEidAd I AE R

f i) P - AUAE Firepower 9300 F I [R)RBEE A S Rl FHE . (R, IXI/MHLAE W] DL 3R
SR, fltn, FAHUURHS A SM-40. SM-48 fll SM-56. 1] LL7E SM-40 fib > [A], SM-48 f5
Pz [0 F1 SM-56 #ibk 2 [a) iz &y o] B X .

o ASA FI gt W FH S8 n] AAEALAR o iR A b 2z B AN [RS8 S . il #smr A
e 1 Fie 2 e ASA, FEREER 3 [ 2e3E gt .

o ASA X BB A RRAS - 8 0] DAAE SR AR R LI AT AN [R) RROAS P 2 FH S 2R 8, Bl ) — e
BT PRI R B S . ltn, R LAAERR R 1 e B 6.3, fEAEER 2 b el mihi
6.4, (EREH 3 L2dk g 6.5,

Firepower 4100 Y3k
Firepower 4100 7 2 M5 . 152 [ DL T 2K

o AHUNIEERS S - 7 Firepower 4100 b 22 e ARSI, e R ARESCRF LA A 439l . Ak
1R e BT BE U5, DRI S REAE e b 22— AR S

o SRR - SR IO T HLAR AR 20 A [R]— TR 5
o e ] FHAPE - ANCEE [R) i () 32 3 g ml FHAE
« ASA FI Jg WS4 N 1257 - Firepower 4100 H GEIg 4T —Fh W F A

1% 4815 2 BY /4 | 0 PR )

A RAEN PR, TSP LT #T .

12 O B9 4 T F0 PR 1

2L\ MAC ittt
ERIN MAC Mtk o FC B g 42 D 28,
o WIEREZ I - P E R L © 405 1) MAC bk,

* EtherChannel - %} - EtherChannel, J& T 1182 /) T 2 DL E— MAC sk, MLIhREfE
EtherChannel %f W 25N AU P, FoGMAT R GBI —ANEEIERE,; MAIES AR . i
3 JeE 2 i ok B A g — MAC Huhik; 210 80R S AN MAC Hudik.
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— i /B JU) 0 PR )

B A SER K
T LAAE BB A ASA 5 |5 e C F R R 9 A s Dk it e O WA
=R A

o FE VG L P L v T P

o AT DUREAT A Bt 4 T b e B MRS B . AN SCRP B L= 1

(3= ¢
 BE G, AR ASA R 2 A S

= A R KFNATIR 4
R PR S e 0 2 0
BT PR s A Firepower 9300 [ BLA A BT i
- TR
BT R R
RSO o eI 25, BT BE L R0 AEE FXOS St A A I

(-

* 1Y Firepower 9300 _- [l F R AR 2 RIS Rp ey T ks AR /S HUAR T LA SR SR, ol
BEAHUAHRBA SM-56. SM-48 Fl SM-40. ] LIAE SM-56 Fib 2 [i] . SM-48 Fibk 2 [A]F1 SM-40
foe 2 )Gt vy ml AR

s R AT I TE R GRS MR R GRS 264 T FE

AcE O
BRONHOUT, W3 O AT 2EHPRES . nTRUA H#:H, %8N Etherchannel, 4’45 L@ .
A

ER WRAE FXOS IR — N (i, W SR R N 4R R, B2k EtherChannel, HOK; MMz M
BT BC 2| EtherChannel) , NI ASA it & 2R B Jsidhan 4, DMEE ] AR TATA] Do B2 R R 28, ML &
PRI &7 2 I s . AT LLAE ASA OS W Bl B IH 1082 i
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BRESEZREO
T PUEB RN O B IRIRASTE SO B e 2 H . BRAR LT, B DAL T2 RIS

UK

HIE 1 EFHED (Interfaces) F1 14 1 G
“PE 11 (Interfaces)” FUH AR 57 44 2 5B 00 110 BEAURE R, {6 F A2 b B B b 1191
w2 mpEn, wakosnanegn (OB | grwaoyopnaness (R
)
R, BHAE . LU R R I AR (K (A
pm3 wampn, wanopmaeesn (OFL) ) | wiwaoyosmannsn (D
)

o

R, WA BLEDULRE S BRI R0 W1 1 SR (A8l K

BeEIERO

fony Lot ey SO8 ANAE I 1, JF VOB B FO AN T . SR8 m, 20 FXOS
LBy SR e, JREN I BLZEE T R e

N

ER X T QSFPH40G-CUxM, BRIAMENL T HAM RIS MG 4AL T8 FPIRAS, IF A TooR A A .

FaZ B
o REEPME N 4 52 EtherChannel % 5 B3 1 o 454K 1Y N3] EtherChannel 22 R 2k H
HBHE
TiE

P11 EPIEDO (Interfaces) 41 HF “#211” (Interfaces) GLf .
FFr 8 48 O 00 1 D00 7 A iy O e 14 LU s B, A R R rh ik D e D 313k .

TR 2 (RIS LGB D T AT R i SwaE (Edit), T4 T 4R%8# 0 (Edit Interface) XHHEHE.
PRI ZRHEN, it BRI AR, IO I B R A
SRR A LR IR,
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. i~ h0 EtherChannel Cifs i@ i&)

AR RN AE R, WSRO, % 182 Ui,
. R
==
o SREE - UL ERERBERAY, BOAOL T, ARG Aahfein EIE 48 OV AR I RERY .

8

FES (k) MIRE (Speed) T 7412 o4 11 (R JiE .

T (k) WUREMEOFEE S E, 1 AER (Yes) BFE (No) FLi il .
FIE7 (k) M (Duplex) F 43 bk F% XU T,

P8 (Wk) PN ERA R BKETE (ms). A 0-15000 552 [F] HIME .

PRI LMHE (OK).

/0 EtherChannel (i [1i@i&)

EtherChannel (tBFR Al FHEIE) 552 af LA E 16 AN F— A SRR Rk i B 0, IF Has ik
B A A ) AT RS RO T AR . A 28T ] LS RJ-45 88 SFP; ] LIJRA A FHARIZE T g Fer)
(1) SFP. ANREME7E KA 4 1 F B W B A BRI S A& (B0 1IGB F1 10GB 4211
R SR 1 i DS (LACP) B 7E PR A W9 288 1 2% 2 R AT 0 B B VT 2R 42 ol s 8 s ¥ 76 (LACPDU), - #E T
RO,

& 0] LUK EtherChannel HP 45N B B0 32 VL A

* Active - KX R LACP %38, 3= EtherChannel 7] UL 5 3= 8% 4% H EtherChannel & V7% 4%,
Bl Ao T B R PR bt /> LACP Vi, 75 D) A 5 AR

* JFJ3 - EtherChannel #5475, JFHAMEH LACP. “JF)3” 1) EtherChannel R fE5 %5 —4> “IT
Ja 7 HJ EtherChannel &% Hz .

)

ER O BN AT I T SO R SN T SO AT TRIRAS, WIRTRE T 20 = A BRI (R A REAE
EtherChannel #f Nz 1T1R 4

ARE 1 1 AR E AR

LACP Rt Wpif H Shis Jn AR 45 i) EtherChannel FOHERE, 16 ™ T30 LACP 382> b P A
W, IR A A S AR B E A A A . R VR A e EOR A B A
“TFIR 7 BEECR AN BE A S 2 ) 5 R

Firepower 4100/9300 #L4f f1## EtherChannel I, EtherChannel ¥fAbFiE#2R A& (6FF 5 LACP £}
O BEREPRA ONTHTIF LACP #50) , HE o4 @i vess, WG BB S W 1 .
EtherChannel 7E DL M0 7R H R RS :

* ¥4 EtherChannel 78 I A ST 38 0 1 £ 14 b B 7 #l s 1
* 4 EtherChannel ¥ 1A J& T 41— 20 (1038 B 15 2% (10 B2 11 g S AR s 1l Bk

ASDM FAf1:  (BFl ASA 7B #H(E ASDM ELE 57 7.19 ki)




| AsA T
510 Etherchannel (ix0iEiE) ]

* ¥ EtherChannel ¥ 0 J& T-4-AF #7081, JF RN ot S i %
i

THUERL,  EtherChannel 780K & 7 B RIE R i a6 T AN 2 IEW TAE . R NIZHR 4k EtherChannel
B @ R B %, EtherChannel Pk &2 4 R B R RS

UK

S EFIEO (Interfaces) 177 “#: 117 (Interfaces) BT
B8 #2000 1 T00 2 M i e e i LT R, 70 PR PRt D e e 813K .

$IE2 O E EJ7 R NE Oi@E (Add Port Channel), A+ T hni% O3&i& (Add Port Channel) X}
T AE

$E3  {iimOI@IE 1D (Port Channel ID) B 4 A 383E ID. ARMENT 1 5 47 27,
TE RS R, Ui W 48 Y SRR IRE RS TR o a0 AN ACR v U 48 FH AR A
6, AT LUR UM R o SE 25 7Y EtherChannel BC & AN [E] ) ID . 18 0] DA In £ AN 5272554 Etherchannel,,
IFAIN VLAN 78O LS 29I EREs S . 6 THUA N R, TE AN EDR AT 82 L LA 4R 7

EtherChannel,
PR ER M LOETE, Wk AR AR b A, T BOH % P R R A EAE
PIRS  EFE KA,
AREARBM M TEAE R, ES R ORM, 5 182 Ui,
- HiiE
- EHiE
- &H

P N NRARBCE KO DR ERRE .
R SRS TN ACTE i 5 3 5 R B DA 11, 432 OB TSI i oy n N i 1 L3
HBT XFFHEIEED, 1 LACP iy I HIE#ER . £ HIRE.
XFAREER O, BGUIR 22 IR
P8 L. EWMTEEMT R EIHNEENT.
L SRS 0 DA A AT B PR B R 11, 8 DR DGV Dl I N i 1 3E 5
W9 EORE SN NG I, /R R F#ED (Available Interface) iR ik Bz 1, SR NEO
(Add Interface), ¥#HB3%E “Hibt ID” FIK.

18 55 22 T LLAS AR [RI A 28 BRI 25 88 1) 16 /N ) Bz 11 o B 5 8 10 I 20 B 0 AL R PR T B R T, -
DA 4 Sy b 1 T 3 P (3 B RORC T AR VT AT . A R A ml LU RJ-45 o) SFP; ] LUR &l
AFIZEA CRZERIEET) 1 SFP. ARG IE R AR 0 P8 B B EDRIR A B O 8w ()
U1 1GB A1 10GB #11)
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B ==ssns

B — AT AN EL . B2 oD, EAIERREEL, R Crl g, 3
R M VER], TEIERE TS —NME D, RS, AT Shift BRI, Sk
PRI ARG — N,

P10 2 LI IE MR L H, 1§l “H ID” (Member ID) #1136 82 A I KIIER (Delete) $24 .
SN EHE (OK).

BLEIZERE

1t Firepower 4100/9300 HLAS b 78 In b Sz 38 5 1% 4% u% i ] Fi o) o
HRER, WS #unique 274,

1/]\\ 7]1] 5E iz ASA

PRSTIZE AT AR, T AE s T X R . 7R B 2N e BT Firepower 9300 L,
T CARC E AR BT B o SEREMIIE BT A AR, DRI TG0 RUR e G2 B RN ST % £ BEA T VR FH RN
I

&R LUl I Firepower 4100/9300 LA 22 — AN 4% th 5% B b5 K B4 T ASA.
XF2AE s, OB E N, RIG7E ASA NS H 28 s

FrI6Z Al
* M\ Cisco.com FZZE ] TR &N G, SRR R 4% 2 Firepower 4100/9300 HLAH -

\}

ER X Firepower 9300, 1] RLZENUA IR AST R b o2 e AN [] 8 4 g 3 FH
CASA FU BT o JWT DLEEMOT AR FIa 47— FH S48 R AS [R] i
A

o BCE AR B A ST T A B . AR R TR I . TR, R B DU TAUT T HLR
ERHLATE B 1 OF HAEZEQIEDR TS 2750 MGMT)

« BARLL T E B
o BLi 4D ID
o EERFE T TP kb 4 HE L
© MC TP Mk
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UK

1 GEBERE.
P2 RN > MR E, JFREU NS

Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native w

QK Cancel

a) HOHEEEIR.
TR LR B B ) 0 BRI P 1+ S A T L P 18 6 44 7
B s NP RO e g

b) TR, EHEER. HENELIRE.

c) IEFFRRGRRA
d) MM E (OK).

B oI - WA AR

LIE3  JEJFEIRIR O (Data Ports) X3, AR5 mieh B FL s A% BN g 1 o

AT FLZE AT 7ERE O (Interfaces) Ui b A I AOE 42 10 o B )5 180K AE ASA 13 PRI B I 22 11,
ALFEREE 1P Mk,

7 L B EUTR ANl o S T

RGUR B EAE, T AR HE T C EAAA T | SRR . IR U T IR 82 A
WA o O T SCBLER AT, FHJawT DUE SN ) CLI BC e P 1K 2 i

$IB5  {F—fRIE 8 (General Information) BT &, SERCT FIERAE:
a) (X T Firepower 9300) 7EREHRIERE , sichEBAH T U@ 11 22 2R,
b) EFEEEO.

B O T S A £ o g OO TR AR A5 B 1 o
c) EFE RO MAER. (X IPv4. {X IPV6 & IPv4 F0 IPV6.
d) FlE IR IP Hubik,

BEE T 8 11— 1P Huhl.

e) AWML ATRACHE .
I AN T SRR

$IE6 L& E (Settings) HEIIF .
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Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:

PR EHHIOERR: BREXEER.

FERR HTBET , ASA HEA A B2 R 10— R ae R o AR LT 8 ol 1) S22 VAL T AN [0 8 A
Fo Ui, EYIR K EANE 2 JRP KRR, e eGP B B Bt ks, AN
ML o B e JAEe U 46 P B P 4 R o

RGANAEWT IR 5 I v B by ks R S N 5 SR P e, WA R E

S8 A AIFEHIAE B P AR = =R .
TIRCE ) ASA & BE 53 ] P /28 0 R T 20 e AT 200 Wk A AR s WA FXOS 5 ) SRR,
FERCE B 03 P ht/ 8 SRy, DO .

B9 AHHAE (OK) % HIN B X 1HE .

10 4R 7F (Save).
WA T N8R e AR, K5 | R e SRS BEBE 11 18 i 2 Y S ke ¥ B 8 R 45 o
7FiZ481% % (Logical Devices) TL[HIH, BFEFEHEAIPRE . MEH LB IR DR ATELN,
A CAFF AR AE Y A 2 4 TR o

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

Status
@ oniine @D, (A~

PN S0 ASA BUETEH, DUTIANE 24500 .

NS A

B I ASA P (RO SRR ) AN TP RCE, TAVEAE FXOS FPRCE .. (20 T ik
AR IC B T PR HE G, 2 BL R P ER
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SIE2

F asA pigigs taoEn [

FHia Z |l
HS P e R ER 5 264 UL,

UK

AR A4 1 7 Be 2 & A AR e
N B RS AR BE B 70 HE 1 e 2 Mt

XU ] T AT 2 AMHUAR 1) B ol PRV A . JRA T UK — A 10 GB Bdli 5 1V T4 5 1l
BEEE R AR BER o W R B 1, T DU Sk (K e e B MRS BB s IRAS BB 7 2411
W . ANBERE BSR4 1 ] T 18 BORES BE o BA T BUEAENUAE 2 TR A ] — A
Bl IFHAKE 7] — 9 Boh i AR fise £ A1 b i e e B 4 1

FEZ AR LR e . WS D s e B S B IE S 5 263 L.
DR R R Al PR A F B R 1, WSS B EPAT L SRR AR BB BT R
Mo

P X ASA, WHRTE FXOS R BR— ML (B, WIS ER M i, Bk
EtherChannel, 5ioKf AN 1840 lid 2] EtherChannel) , U] ASA fit & & R B8 IR U dir 2
PR R] DLGEAT AR AT 0 B I 2, AL E P R B L 25 A2 2 15 . 850 AAE ASA
OS TN FEBR IH I Bl E

E{ ASA iZiEig & LN

o] PLAE ASA IBHR W4 Ll BUN AR B B B D . ASDM 2 HaRIHH D .

VS TINGB 42 1 B S5 A A FH P42 1 6 AS A L 2 AR /o AFUE:, 4 SRAE FXOS it Bk & 2 Bie ()42 11

Clan, SRR 258 . MR EtherChannel,  BICK: 73 BC (142 11 5587 70 BiC 45 EtherChannel) , Jf- H.
LB ARG TP B iz 10, BRI E 50 ASA Bl 'E . EIXFIEIL R, ASA Hl'E &4/ R Gy
4, DR o] DAEATATAT 25 B2 1R 48 . #50T LAAE ASA OS HhF-ah B b IH 422 LT

)

AR 0T AgndE O FL Y EtherChannel [P 01, 11 AN 52 M 18 45 150 £

FHia Z |l

o FRIRACE YR, A 187 TUFIVR N EtherChannel (3 [3HIE) , 45 188 TURCE 410, FETR
IN4E4a] EtherChannel.

o U B ERE ES AH%E AS N S EtherChannel (51201,  BRUE WL R ¥ T AT 42 D /0 o2 46 1E), )
T N R A B A ECFE 11, AR5 TR 1% S N2 EtherChannel. X137 EtherChannel,
0] DLRE 5 % EtherChannel 77 fic 211 45 .

ASDM F1: (R ASA RIBMARIEASDM B E5@ 11940 [}



B =anmzns

P
W2
$IE3
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o QDR BB R 45O 25 B EtherChannel, )75 BG4 /0 HAT 1 N 20 e 208 1 i 422 1
(/] EtherChannel, X544 24 B4 B4 11 %4 4 EtherChannel. 7F ASA FLHT AL R BEEE 115 0
SWEPIMED B, Bl CHRrBON A RCR) & BEFE 0¥ N2 EtherChannel .

o O TAEBF B RE RS, VORISR R I e A i 1 . AT B e A A/ % e LR
BRI, ARG AR T P A B . BT R R R B G PR PIR A R s, IR, e
IR IR

UK

1E U BLgs T, IEFRIZEEIR .

s ki AT E A1 SR P s DA 2 A A

R AE R IR O (Data Ports) < 3 Hh B 126 1 et 42 1 R IBOH 70 Iid 1245 11

il #E#0 R R O (Data Ports) D 3 h ik £ I Bl % ok 2y Bl iz 4% 1

B B

TR, FEORAE U, W TR .

a) s ili SO L R B AR

b) EEH/EREE (General/Cluster Information) 5+ £, M FfaE bk EEiED
(Management Interface).

¢) milifE (OK).

FI6 ritHRTE (Save).

ER BN RS &

AL R B N 66 .

UK

i P 5 P2 R Telnet 3 RIER: S L CLIL

connect module slot_number {console | telnet}
FOEMBAFF LA LRI 1024515, WA 1 /524 dot_number .

i FH Telnet MERRIL AL T, ST LURI IS RHARERTT J& 2 AN 20, IF HOGE e e i
il

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.
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SIE3

IR 4

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

BRI R

connect asa name

LEEIBILFK, TEWMANT LRI 2.
il

Firepower-modulel> connect asa asal

Connecting to asa(asal) console...
[...]

asa>

IR N FH A & 21 FXOS #idk CLL.

* ASA - HiA Ctrl-a, d

& [H] FXOS CLI FE B | 3 2
BEIEH &
a) A~
TR IR H % Telnet T
b) FEH Telnet N H], %I

telnet>quit

B H Telnet £15F:
a) A Ctrl],.

ot

PUR7R e R 2B 1 L[ ASA, 5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal

asa> ~
telnet> quit

ASDM F## 1:

hit Ctrl + A + D

G |

to return to bootCLI

IR (A F) FXOS CLI &g |32,

(BRI ASA ZFEAREASDM B Em 11910 [
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Connection closed.
Firepower#

B E A RICE

5% R AR HHER
F T Firepower 4112 ) |9-14(1) | A 1HEH T Firepower 4112,
ASA
5 ER 7% FX0S 2.8.1.
Firepower 9300 SM-56 57 | 9.12.2 AL T SM-56 %4 i,
& iR T3 FX0S 2.6.1.157,
W H T Firepower 4115, |9-12(1) | FA/ 14 T Firepower 4115, 4125 il 4145,
4125 A1 4145 1) ASA iR T H FX0S 2.6.1.
Firepower 9300 SM-40 fll |9.12.1 FAIBINT SM-40 Fll SM-48 24 Hbibe
SM-48 3§ g 2 9 FXO0S 2.6.1,
X FFLE[R]—A Firepower |9-12.1 TEIAE W] LAAE [R]—> Firepower 9300 F [R5 ASA 1 Jgi 95 i 221 £ -
9300 F-AdHIAMALIK) ASA " -
SRR R T% FX0S 2.6.1.
R B 5 e ) e
Firepower 4100/9300 f4k | 9.10.1 BRNEOL R, SRR AT 127.2.0.0/16 W% . BLAE, W] LLE FXOS Al B AEREI 3 &
Tt s m] o S TP W, MRS HLAN ID IS ID [ 8 A BN B4 I SE I I B i 22 11 TP Hiuhik:
Huht: 127.2.chassis id.slot_id. {HJE, FELERZEHZEA R 127.2.0.0/16 Jiiidal. Bk, IR
DA FXOS H SR i 158 — > H e XK /16 19 (B[R] (127.0.0.0/8) FHZH 3% (224.0.0.0/4)
HHEERAM) .
R 7% FX0S 2.4.1,
HHE/E U Firepower HLAS 5 HIL 2% % BT :
B E > RINgE > EBER > CCL FM IP ¥
SCRFRAFASE R s (94101 IRAE T LU B A AL 2L 22 Etherchannel 4 “ 7 LACP £k “fRFF” i, HAb
Etherchannel 7 Etherchannel {7 “FH” B

ER T2 FX0S 2.4.1.
B ME M) Firepower HLAH B FE 48 52 BT :
O > REED > wiEim OiBE > ER
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pageneiez ]

i R A< HHRER
Firepower 4100/9300 HUAH [9-7(1) | BUTE, 0] LATEHEE ASA ElEIS A BEAS Firepower 4100/9300 HUAAC Buli 1 1D LAHT, 547
TR ASA R R BE A 76 ASA N R B E vl 5 IDs  MHTDhRe il 1 Bl iE . R, EANREFRAE ASA L E
e BCE R ID. UEAL, AT Sl n U SRR I R AR A, AT T 223 ASA 9.7(1) 7
FXOS 2.1.1, FFRIAL &R AS & MEAPERE V) 2 Ikt
BT ORI BRE > R&EE > A AT R > ASA £33 > £HEE
S ¥F Firepower 4100 £ | 9-6(1) {§i[f] FXOS 1.1.4, ASA 7E Firepower 4100 R4 L SZ FEHLAA R 4ERE
ARAE AT AT R FRLT
6 MEILINLAE AR, [952.1) | BT R FXOS 1.1.3 Ja MU N AERE, JF EEu S ERE. EiE 6 MR
LK Firepower 9300 ASA PLAL T 6 MSEH
W SPAT=IGIE:
P AR KA
Firepower 9300 ¥4 A | 9-4(1.150)

ASA HRf

% WX Firepower 9300 HLAT A IR 3 4> 22 A udt S At . HUAR I DT AT BB AT 8 0 i T4
i

FINTUUR R0l BE > IREEE > S AMEMAT RIE > ASA K& EH
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1og

1% RA X F B AERR R

A UK 7 K ASE 5 R i b sl AR, DL 7 KO E 25 R 87 K AR R ) A T 5
] ALE 2 1 ST R RN ST e B B KA

o KT, 55199 1T

c BRINIKE , 207 L

o By kAR, 2 207 7T

o PEE PR D, 2F 208 T

o B kBB ORE] , 2 209 1T

o B KBRSy Sl sk, 5 220 T

KT B KSR

ASASZHEPIRRB KA e ph 9 K Az W s K A

KT & H By K IEHR

FEB A, ASABIE A W26 rH K ph 2K o A0 TRL S R REAS12 VARAL TANTR] B0 7 R
AT AAERS 2 [ 3 R

W I R R R, AT DA A8 R X 4% (1) 2 AN VAT 0 L1 “ IR AL . ASAME A B
AR N 2 MmN ERE D BV, (N HAE A M % 1P Hh
hke ASAYE BVI 5 IE UM i O 2 T o W RN T B2 4 S s ol 4E B B EtherChannel
B VNI B G321, U nT L5 Rl A i e AR WA . e eSS, T DUMBAE B IR N —
FERA — A2 AN S R, (AR n] DU E 5 0 % b e VT TR A28

KT ERRRE K IERT
HHAGOUR, Bk AN iR, IR S AN DR T PR EALIERA R DG 55—
JI, BRI KA AN 2 SRR K, Je G R B BB kT AL 2 E

P M hav ik o (B2, HHARP K —FE, 8O W5 )l s il i, o AT
B PTAT B KB A
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B2 J2 VAT A8 R 4% 1R P S R A B T JEAT A3 LI “ IIARAL” SRSEBIL,  ASATE MR
E N 2 e . R d AR — AW R O BV, & I EE— AN 45 1P Huhk .
ZAMEET U ZANMFA . EFEPEAT, XA A BIEAE

TEM 2% FR (& A iE RA A A S

ASA FEMAR I Z IABERL R AW 4. TP KEEAGZ R, DI R LUREE W] B KB RA 5 I 2
AT

N R SR KB WIS AN A S N B AE RS A s AT AL
7R AN h A EAE R

30: 1 AR R KI5 P 45

&5

’10.1.1.1

Bridge Virtual Inteyface IP
Network A 10.1.1.2
-.-_’-.-r-'
‘101 1.3

192.168.1. 2

Network B

3
q
o

EIE &N

B T RS MR AR T (BVI) IP Mudik, 48 0] LA INAS & FATA] W4 AR 2L (4 A 7 45 B bl 92 11, 3K
FERAY B R =i ASA. FRIEAGER, IESHEEED, 2 516 b,

,ﬁﬂﬁamﬁ?tmﬁm_kmwi
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Firepower 1010

R .

Firepower 1100

FEhih VPRTIE: 2 AME S
ALIEVFATIE, %
Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25

Firepower 2100

Hefh VFAIE: 2 M.
AEVFATE, %
Firepower 2110: 25
Firepower 2120: 25
Firepower 2130: 30
Firepower 2140: 40

Secure Firewall 3100

JEA VERTIE: 2 M R
ALEVFANIE, %

Secure Firewall 3110: 100
Secure Firewall 3120: 100
Secure Firewall 3130: 100
Secure Firewall 3140: 100

Firepower 4100
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AIEVFAE: %% 250 M5
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% AREICEN

HEEE
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* QoS
* RERIBRIER: O (VTI)
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A A AT SCRRZE RV ) VPN 1 BN g
* AnyConnect 2.x & K/ A
* IKEv1
* SAML
* WebLaunch
* VLAN Mapping
* HostScan
* VPN 88 i
* AT LLE il
* L2TP

HAoEm
o FRAN GRS S ) ANSAEEERCE SO, Bz el R R st 2 k. W

RIETER R EE B2 — G, TR B B LRSI

o IR SEBC EAEAEAE NAF O H o, WIAESE S RS BT e S HaR P 2 e, RIAEA

A NAAR R AEIXARE DL, TEOABCE SO T H k. 15 SRS ] FAT 16 5C
PERGMNEINAE, JFH, WERERAT A 8.3 M AR, S H RS54, WA ReAF
fiti /DT 512 ANBISCHERISCAEIE, TR SO R ge 2 FUR T Sl Rk A KU 40 G2
http://support.microsoft.com/kb/120138/en-us)

* fE ACL R, HEHIPTA RO _ERAT TR MAC Uk T 55 TSRS 9 € 1) (PBR) Ie 1RG0k & (L2

ping) o XX FHEMAC 25, Lk MAC #E5) 8, AT LLE A IBCEE B RCE 7 idi ki, H
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* Firepower 1100, ¥ %453 N ) Firepower 2100, Cisco Secure Firewall 3100—3: A% L E , 26
515 1L,

« P EMR [ Firepower 2100: 1525 (AT 145D .

* Firepower 4100/9300-12 %515 % Firepower 4100/9300 , 5 181 1T

LB E S, 8249 T,
SRS (IR BN REOE MAC Huht , 55 252 T,
FIE6 e SR R E . ES I AR RGBSR, 5 583 T,
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BRASEZERZFERENR
A M IERHT I ASA 19750, #8110 ASA W HELLET X 2 AN 22 A 5l AT TS . a0 R 75 2
NS S W B SR N el S0 E A
WIRAE A% FH High Availability and Scalability Wizard Jf- i H 32 H/ 35 FH MU #6821 ASDM 2 ERf it
MR T MO 28, PRGN, TS R b e R sl s T I VE 26 263 T, W ARIEAS
R /b R, sl A D) ] e, I ZRAE T CLL BE s DRI Ay 5 oAt o o
Bk, AR A 47 i T . AN A g /e CLI o i

ER%ZE=EX

B Z A, ASA S IBAT I E L A A SO — AN R B RGEHCE 18 E 3l
BCE, J) RS EE 5N admin.cfg (A2 FPINAF IR B ) o JRIRISITICE T /EA
old_running.cfg (P T WA IIR HXH) o« REASSRARGESIACE . ASA AW REELE H
WIN—AMERE R H, A8 “admin” .

FiaZ |l

WA FACE ST EARE, SR E . AR Z B, ASA S KBTI
BHHEH NN REARRABURREIECE . WS HSCE . 26 1012 UG,
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B/ IEZ TR S

mode multiple
il
RGP B SR AT R R, ARG RGO S E BN

R TR A G S P ER AR B RSA BN, A REEBI L SSH L. fedilE .
A crypto key generate rsamodulus @4, A CTEAIME R, ES 0 BCE SSH VI, 5 963
P

~

i

ciscoasa(config) # mode multiple

WARNING: This command will change the behavior of the device
WARNING: This command will initiate a Reboot

Proceed with change mode? [confirm]

Convert the system configuration? [confirm]

|

The old running configuration file will be written to flash
Converting the configuration - this may take several minutes for a large configuration
The admin context configuration will be written to flash

The new running configuration file was written to flash
Security context mode: multiple
ciscoasa (config) #

* Kk Kk

*** ——-- START GRACEFUL SHUTDOWN ---

* Kk Kk

*** Message to all terminals:
* Kk Kk

b change mode

Shutting down isakmp

Shutting down webvpn

Shutting down License Controller
Shutting down File system

* Kk Kk

*** ——- SHUTDOWN NOW ---

* Kk Kk

*** Message to all terminals:
* Kk Kk

b change mode

,|‘f—§ $ -E = 1:% —t‘
N |ﬁ R I
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FHaZH
78R GET 2 AT ULR T

UK

SRR R ARISATC B A O RROA S A 21 2 A SRR
copy disk0:old_running.cfg startup-config

il

ciscoasa(config)# copy disk0O:old running.cfg startup-config
PR 2 PR E N A

mode single

TP

ciscoasa(config) # mode single

RGP RIS T B A 8 ASA.

BB THREEERE
FHERGNCE PRCEIAE, WHRAT NIAP B T DU 5 A1 A 9T () i ok B ey g B
PSP
FHIa Z |l
 FERGPAT A P PAT IR
© MR T BRI RUMIFR .

\)

AR WCRARGIE G, WITGEBCE IR L, RO BEIREA
FAAEREE R G R
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RIRATR R HFE R KEERS] | RFERE AR
ASDM 231 Cia 1 G/MED 200 ASDM EHI L1
5 (B XfED ASDM £ 1A 1~ HTTPS 4%
— TR AGEAAE) » A
TR E S (A7 B
A o flhn, RGBS 200 4
ASDM 4: Lﬁ%T HTTPS 215 5 i )
h 400 .
EH AR A B ANiEH FERERE: AGEH T [ EW S ENLZ M1 TCP 8¢ UDP i
e b /b IR (PR, 1ES 0 | B4, B —6 BN Z &b EL
’ RENRYS SRR T RS ATIE | 22 TR) AR 2
104 R AT xlates 5
MR, ANiEH conns FAT—BRH,
FSAH ) R 48 H G
B i, ﬁﬂ%/{ﬂ* xlates
PR 6Bk 7 7K conns
PRI E M 9, N ASA
NAERRGEHENR
321001 ( “Resource
'xlates' limit of 7 reached
for context'ctx1'” ) , T
NS 321002
( “Resource 'conn rate'
limit of 5 reached for
context 'ctx1'” ) .
ML Ik ANiE ANiEH AL ASA R B
ViA=L Rate ANiEH ANiEH SR INAEER Rl A
MAC % H# Ik ANiEH (RIS T ) X iE BB kR, 3RO8 MAC Hb
kR ARV MAC HihEE .
% R AN AN A AL
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P
HAh VPN %k | IR AN A TS 1 HoA VPN S U5 | I SRV B3k s TR VPN S50 T
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(P v W iy S Pt SUEE BN, W S S
FF 5000 Moxif, o HAHAR VPN
T 550 e T 4000 AN4id, JL
4% 1000 2316 ) T oAl VPN 58
Ko AT REARUENE St2 10 1) HoAth
VPN, HAth VPN 58K 7l RE#GETT
s SRR e S 21 56 45 (1) Js ) p
TR 5.
HAh VPN Ik AN A RIE T 85 1 At | 36 58] VPN 2065, AREET itk
VPN UG R, 5SS | % At s i S R
) BN RS SR RV R | B R D YR A I S TR AR
iE, 25104 7L, E AT HEAH Y S AT
VMR IKEVL | IR (N2> AN A rBe B S HoAh VPN |42\ IKEv] SA 7, 7 5t HAR
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SSH IR 1 (/MDD 100 SSH 2154,
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Xlate K ANiEH ANiEH WA 2 i il 4 4 K
JUE ]
T RERETREMLEHXT, IHE &R @, MBS P HHE T “R%” .
P2 KIEREE > ETXER > FiRE, R mdiRm.
ARG o CORINEIRZE” G,
I8 3 7F Resource Class “FEL I N KK R 20 N AR A
#1124 {£ Count Limited Resources X3, ¥ & 5 11 3 & BR o
RN RIS R .
BT RGERBICEIR, ANREVEE F ot HAER B . R G BRE], 2 BRIA S 4k
FRPR A W BRIAAN G E IR, R R BEAZ IR H, sl RaiE CnBiEm) « xFRkE
R, 0 R IR B NASZBRE] . 6T VPN 2K, 0 BB bl s & b k.
iR QT R A A 1 S A T VA A B L ) A 2 TR TR DA B KA P2 U5 4 (SSH
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SIS /F “REZIRER” X, wWE EIRMER R H
TR N RIS R .
WERANVEE BRG], 4 MERIAZR AR /KR . G BRI B R, T HAEBR AR DL A SZ B
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$IB6 LiHE.
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NELEEE=
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* Firepower 1100, ¥ %A% N ) Firepower 2100, Cisco Secure Firewall 3100—E A% 10 &
, 515 T,

« GBI B Firepower 2100: 1525 (ANT1FEm) -

* Firepower 4100/9300-3& 4 1% % Firepower 4100/9300 , 3 181 Ut
UK

R R T RS E AT, % 7E Device List Bk, XU 3 ¥4 1P Hihik R i) System.
WREHRE > BREE > REER, AR5 AERm.

AY0¥ o Add Context SHEAE .

7E Security Context B, AT KER 32 N FRFIIE 54 TR

WA FRIX KNS, el DLEAT %0 “customerA” I “CustomerA” HIPHAME 5. “System”
B O“Null” CRHRSEUNSFR/E) J2REAK, IR

7t Interface Allocation X3 rt, A5l Add $241 LA S8z .

a) M Interfaces > Physical Interface Rz, w42,

TATLAA A 4 1 (ERXFMESL T, 740 ID B2, Wa] UG e ez 1R — A1
ORI AEEWIB KRR, S s MR gy HAR S SR . iR EE N
o fog Hob s 5, MAZIES: .

b) (A[#%) {E Interfaces > Subinterface Range 4%, w40 ID.
X ID YE R, HAESE A MR PR ID (WG D .
TEBEWIBT KRR, A2 Wom iR 2 il g HoAh s S5 e

¢) Ak fERIZXIF, ErhFEIE R ER A B LUy ZH] TR S E i e i AR 8211 1D
B

* 7f Name FBcf, B4
MBI PRI S, LU REEE R, I AN PR R AR 71k eresl Ml 7 Boeir
R e UL RN R Z R A AR BAE PRSI AT IE R, 15 7E Range 7 BUH BUE AL
o

« (WiE) fE Range vBeH, WEIMNAMACT RS .

RIS — R IH, AT LU NN B2 PR e B E L
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d) (k) 1% Show Hardware Properties in Context LLf# 45 5t /1 /il L& B 32 L1 @ ok, B
e R EAATIY
e) MTFAEIRIFIFRIN LT SO UG AE .

(WJ#E) 7F Resource Assignment X1+, M Resource Class FH/# & Hik£F— N4, LUk
TSI RIS

] AT 4 AR DX 7 T i 8 K

M Config URL R, AN CHFRGEM, 7B, R0 Selic & 47 & 1) URL.
W, FTP 414 URL A&

ftp://server.example.com/configs/admin.cfg

(nfik)  miidy Login LA AMNER SO RSB FH 7 2 A0

(A[3k) M Failover Group FHugZer, R4 Fr LUk 32 /32 F b 75 0 B s e i 41

(") X1 Cloud Web Security, 5t Enable LLZE LGS 5t - o FH 4% 22 Ak . B2 5 AF R Schic
BB VAR, TEAE License 7B AV Al HIE

(") 7F Description 7B, #RINFHIAK o

("[ik) 7E7Ffi% URL 9B (Storage URL Assignment) X35, ] DL AR VFREAMTE 5S4 T N A7 A7 A%
VPN #i#E £ (B0 Secure Client) LA 4 Secure Client A1 545 )" ¥ SSL VPN []) EEXﬁfﬁﬁﬁ%
foltar,  Gn SRALH 22 AN SR OR G B 1A 2 A U7 0] S ¥ Secure Client BC# SCHF, W Z00HRIR &
T S L R AL AR 0 . BN ST A0 T AL A7 25 1) LR S () g s . SER ﬁfﬂ T
B (Tools) > 338 (File Management) fffifx H A H sk £E 15 € 1 BEAS A AE

a) 1 Configure private storage assignment & EHE, 4R J5 M Select T $741) & i b FEFAH 170 H 5% .
I SES Ea?a%*"ﬂfﬁﬁﬁ% ). AT LTS S b Hsx (BLAARGEHATAE]D 1
AT/ S NBREEE . EFRE I path N, ASA KLERS SoJa Gl —AN 1 H k. i, X+
contextA, IR E diskl:/private-storage 1 4 415, M| ASA 