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VMware ESXi 19 ASA Virtual R £ ZE 3k
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E5-2690v4 Kb FE#%(F) Cisco Unified Computing System™ (Cisco UCS®) C & 41| M4 IR 55 %5
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* Asav-esxi - & ] T-#82 4 ESXi = (CF vCenter)

* ASA virtual OVF #iZF AL FeA MM (FEARIER N 23e i) o WMIRTE ASCH A A T
LEBFI R R 223 VMware vCenter £l LDAP fIRZ5 2%,

 FE22%% ASA virtual Z FI, DAUKFEERE BEE IGGEE DOE, A REMTH VM BH G .
« #8538 ASA virtualltf, ESXi REHINLIIERE T oK 22 3E AN AR 1) 1SO if%:
o R AN IR Bh 38 H AT vSphere 2E ) OVF IR IEAR &,

o R ANIKB) AR 2 day0.iso.

B ASAvirtwalbl3gh)a, BT FIXHA SR (HE, BIMERIE T /B Eh
FTi%E$E (Connect at Power On), R ASA virtual i Hi /A8 I, 525
ZHERE A 1 Giif OVF MEEAR &)

S OVF 1&4REN

vSphere 1 (1) 3 H OVF A5 Al 5 B #8 BLAT ASA virtual 25140 5 H o OVE BidR . 48 m] LU 5 H 10
OVF ASARAEAH [F) 5 AN 7] (1) PR 55 0 358 ASA virtual 5541 7€ vSphere [ 5 HH ) OVF B 62 ASA
virtual S 2 1, AAUE S OVF ST TC B TR R, AR 388 R

5 H ) ASA virtual OVF XA

1

2.

B F 23 OVF Bb KA v L
VLI AESCA G 45 HH 4T IF OVF SCfF.

ﬁ%ﬂ%??%Eﬁﬁgﬁ <vmw:ExtraConfig vmw:key="monitor control.pseudo perfctr"

vmw : value="TRUE"></vmw:ExtraConfig>o
%ﬂ&%kﬁ%§ <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>o
ok

%?%kiﬁ%% <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>\Vﬁh

<rasd:ResourceSubType>vmware.cdrom.remotepassthrough</rasd:ResourceSubType>o
A RVEANE R, S VMware KA {1 7E vCenter Server 5.1/5.5 L% OVF kI (2034422).

ﬁﬁ)\.UserPrivilege\ OvfDeployment %D ControllerType ﬂﬁﬁﬁﬁtﬁio

Bt

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment">

+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"

ovf:key="OvfDeployment" ovf:value="ovf">

- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">

- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">
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+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

6. f#fF OVF 31t
7. ffH OVF MUK IRE ASA virtual, 152 ] VMware vSphere Web % )7 %ii il & ASA virtualo

1B e B ST S AT
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15 F§ vMotion &Y & M

* 1% VMware [k, a0 4831048 vMotion, TR Gefli FHIL=A54% . 455 ASA virtual #[7],
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W MAC itk 2ok AAFALE, Wi a .
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0] LI VMware vSphere Web %5 /' %ifi . vSphere J137. %% i ok, OVE T HL#8% ASA virtual. 4%
RAEK, WESHIER 2205 ki ASA HeAlE.
vSphere #RAE X HRAL B R £ TR BE
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AR $54
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IREH <fEE> <fERE> 5% #z
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fi# [ 45 ASA Virtual3x {43+ €132 Day 0 i & 304

{EJE5)) ASA virtual Z Ji, 0] LLfERS—> Day 0 BCE SO S0P 00 5 K E ASA virtual J5 S [
F¥) ASA virtual FC & R SRS SEATAATC B I IR ) TAE H sk 428 “day0-config” 3L
AR, FHHNERIE B 223 A day0.iso 3C2F. Day 0 Bd B SO A /0408 B T i 21
L UL T A I3 S IR 1) SSH RS 4 M a4, R EE n] 00 5 58 48 ASA L& . 1R
A — AL 2 dayO-config FIBRIA day0.iso. day0.iso CHF (HE X day0.iso BLERIA day0.iso)

IHE B R S R AT A .

FHia Z |l

FATEA TR B P AF 2 Linux, {HXT Windows t0 45 28 s R+ o

o BAEMIUACE LR H 8) 58 1 ASA virtual VAT RERE, 5K AR BE O LAY N AR B
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B =5 Asa virualin 436612 Day 0 BE#

s MRFEMNERNIERFHBRITHDO GO 2RI VGA 416 Vi A E ASA virtual,
] Day 0 Bt & SCA A N AL console serial W&, A REAE & U0 S B A Al R 47 5 11

o GnRBILEE IR R S ASA virtual, TUDAZREIE WA S N K 40 R0IE 4T ASA i B SO AE
Day 0 it & S0 IXANEH T i B kK% 6 Day 0 it & S0

 ARATLE ESXi REAUNLIRAEFE RS L2238 1SO MR RO IHABAE B, 120 #ENIAIRRE] , 55 1 51
H) OVF SCAFHEN o

1 M Cisco.com FEEL S, FH45 FLARAT7 B A G -

https://www.cisco.com/go/asa-software

bt 23 T8 Cisco.com B A5 SAERRS &

P2 KSR B TAE H o 20 MR H P IRAE AT SO . Horh B LR Soff
* asav-vi.ovf - i@ 1] J- vCenter #l .
* asav-esxi.ovf - & H T-3E vCenter #555 .
* boot.vmdk - i3 G WLZ o
* disk0.vmdk - ASA virtualF 2 W% .
* day0.iso - {7 dayO-config {1l idtoken SCAF (RIIE) 1 1SO,
* asav-vi.mf - i ] T vCenter ¥ [¥13% B 3C1F
* asav-esxi.mf - & H -3k vCenter i3 [1)35 F. 30

$IB3 (E44 “dayO-config” KA SCAE A H N ASA virtual () CLI Bt & o 7800 =/N e 1142 10 &R T i (R AT ] oA
H

F—ATN.LL ASA WA TF k. dayO-config MW iZ & %L1 ASA BL'E . A% dayO-config (151477 =& I T ASA
%, ASA virtual B il IE T E MFT R #5r . dayO-config H AT IR 2L, N 54T ¥ show running-config iy
At B BT o

PAIHEAE TP dayO-config SCAFII7RB . 55— NIl Bl s T-IRAL LUK 42 111 ASA virtual i [¥) day0-config.
B AR SR Y T A AR 2 L) ASA virtual N ) dayO-config. 7] LU#EH It dayO-config Sk 2y
SR-IOV #21111] ASA virtual; 152 B HENIRTPRE] , 55 24 71,

T

ASA Version 9.4.1

!

console serial

interface management0/0
nameif management
security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0
nameif inside

security-level 100
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ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

T

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

|

route management 0.0.0.0 0.0.0.0 192.168.0.254
!

username cisco password ciscol23 privilege 15
!

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

!

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

!

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

!

license smart

feature tier standard
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throughput level 10G
!

crypto key generate rsa modulus 2048

PR (AT Ry JERME REHCPE R AR A (A REVE FTIE S0 FSCAE N 314 (1 PC.

PERS  (ATLL) RS E ] D A MIFR IR S ID 24 “idtoken” fRISCASCA .
LHr4 0 B 3 1) B BEVF AT IR 55 S M ASA virtual»

PG AMRDR SO S 1SO S i fE Y. CD-ROM:

T

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

7£ Linux b5 day0.iso {1357 SHA1 {4

i

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 day0O.iso

IR 8 fE TAEH RN asav-vi.mf SCAF P AR B PRI M, I day0.iso SHAT {8 48 A= i

i

SHAI (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dbdbfb8abfb3doc4
SHAL (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

IR 9 K dayO.iso SCPFAL T BN EHE A SCPFAR I 4 B RO L. REORE A i BRIN IS day0.iso SCPF
FENZ H S HUETREAUNLN . R N BT day0.iso A FORCE .

N
g
~

N

{&£ FH VMware vSphere Web %= P i #}32Z ASA Virtual

AU 4 ] VMware vSphere Web %)/ 5ifi #25 ASA virtual. Web % )7 3t 77 %2 vCenter. 41 5%
WA vCenter, 1% [ f#i | VMware vSphere i3/ % /' i Kl Day 0 fic & K555 ASA Virtual, B{EH]
OVF T HFI Day 0 it & K% ASA Virtual,

* Vil vSphere Web %)™ s I 248 % /AR pdd 1, 5 11 0C

* {fi [l VMware vSphere Web % /' 5ifi 7 2% ASA Virtual , 25 10 7T
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i1 vSphere Web % pis s et m pinteriiat |

if71a) vSphere Web & P i F 2225 & Fim & BUiE 14
AR A5 ) vSphere Web 2% it AT IE A B0 2235 58 P i B eddi A, Z G2 VT ) ASA
virtualds ] & B 75 1. Macintosh AN S 3548 Web & i DhRe (AUFG4EAE) o 152 % VMware M i
FRIN SEHE 1) 2 it S FE A B

S NNV ESH 8) VMware vSphere Web %% 7 i :
https://vCenter_server:port/vsphere-client/
ERAIMNHLL T, 311k 9443,
P2 N 2% e ddiftr, LMEVI R ASA virtualf% 6l &
1 fEERbET, S THERIREREH (Download the Client Integration Plug-in) L~ & 414 .
2. KM, ARG 2 e e i T
3. R G, FENEEHEE] vSphere Web &7 Ui o

SBI WA LAEN, ARG MBS (Login), Sk H{ER Windows £1E &4 58IE (£ Windows 1S4 1810E) &
EHE (Y PR Windows) -

{& F§ VMware vSphere Web %= F i 22 ASA Virtual

BB ASA virtual, 151 VMware vSphere Web & /iy (5% vSphere 2/ iy ) RGBS =
(OVF) WM LA 7E vSphere Web % )7 i i ] Deploy OVF Template [ 5 K8 ASA virtual 1]
MBI, 10 FHET ASA virtual OVF U, GIEPKHZAT ASA virtual REFINL, JF ek it

(e

K2 F P BE VMware FIFRHELS TR, A G 8 OVF BN 25 5, 152 VMware vSphere
Web & ;- ui ML B o

FIAZHI

EHE ASA virtual Z B, #EUAZIFE vSphere TICE £/0— AW (HTEHD .

$1 M Cisco.com F#; ASA virtual F4i S0 fF, JEK AR 3] PC:
http://www.cisco.com/go/asa-software

TR i % Cisco.com 5 %5 B AN MBS & H

$IE2 7 vSphere Web % /i (1) S 88 (Navigator) #iA&H, i vCenter
PR3 Al ENFNLEEE (Hostsand Clusters).
FBA AT IS ASA virtual [R5 0 EREECENL RS IEFERE OVF #84R (Deploy OVF Template).
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. {# F VMware vSphere Web % iR Z ASA Virtual

LR B “ER2 OVF #2477 (Deploy OVF Template) 1] 5.

i L R4 AT TR NPT N (e

PTIE6  (ERBEMEH AT, KW B A H 14 ASA virtual 211,
WA 2% B e F 7 RHFPHE . WURIR AR BB R4S, rTUARYJEAE “ i B SHGHE B 4% . 72 RS
Joi, A ASA virtual SEB, ARG IERREEIRE (Edit Settings) LI M 4wiEi& E (Edit Settings) A iGHE. {H
&, RS WR ASA virtual #2111 ID (UZ7RMZSIERLAS ID) o S0 F [ 145G L 45 ID FT ASA virtual

P20 ID T

W 4% iEEC RS 1D ASA virtual #1 ID
Network Adapter 1 Management 0/0

Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8

TEANTT EAE FH TS ASA virtual 21715 {HJ&, vSphere Web &/ 5t B3R kTG #2 VAR 3 B 9 2% o S5 T8 ANHT S48
Mz, HTAE ASA virtual B E P A5 B L. 7E33E ASA virtual J5, 7] LLR[A] 5] vSphere Web %% 7 iy LA A
“OnERTCE 7 IEHE T MRS . G OCTEANE ., 152 [ vSphere Web & P Ui AL A ) .

ek 24 X Tl /HA #5,  GigabitEthernet 0/8 CLTHC & 4 b 4% 11,

BT R WAL HTTP AAH U 0 GRS, WA Z07E Smart Call Home % & (Smart Call Home Settings) [X 4 17t
BV A E . PEAREE— B H T Smart Call Home.

HIB8 X TSR RS/HA S8, WAE “ e B hige i - T i Rl
s JBEL AT IP Hilik,
SR E B N, DAAEAR RIS 485z — AN £ TP Mkl AN 4 TP Hbhb . 2428 3 & AT i 1) 46 i
BV A A WA TP HBEAT MAC Hbtik, JEIFURAEIER . BERHE T2 PRSI & S & H 1P
HohEF MAC Hiodik o T R R A2 R MAC 5 1P Mk o sf (9384, 2% b T s B # A2 Kk 4E ARP
% HA AL B I
* 7£ HA Connection Settings [X 4k H it ' i b 4 7 B % B0

SR R 0F PR AR PR £ e a2 ANIRT I I e e e B R R LA IR, A B 5 WA K2 1TIRES . GigabitEthernet
0/8 CLTHAC BN ik Rt e RE AR o A N[ — M 29 RO BE K OV AN 45 TP Ml

. 1% F VMware #BZASA Virtual



| 1M vMware 3 EASA Virtual

{8573 VMware vSphere Web % i %52 ASA Virtual JJJ]

W9 SEMIZINT)S, vSphere Web % /7 bipff AL VM #51] LLTE Global Information [X 3] Recent Tasks %t ' % £
“YIEh1k OVF #E7 IRA.

| = [£] Recent Tasks = |

| All | Running Failed 1
Initialize OVF deployment 3

@ DE-Testing

aQ

i

SEG, #4257 3] Deploy OVF Template 58 BUIR A

| = [J] Recent Tasks

| Al | Running  Failed i
" Deploy OVF template f
] -asavl

" |nitialize OVF deployment
@ DE-Testing

My Tasks - Mare Tasks,

BEEDLE “¥5 5.7 (Inventory) H [ Fi 2 £ HH 0 N & 7R ASA virtualHLSEH .

371280

{5 F§ VMware %:& ASA Virtual .
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B 7 vMware vSphere Web % F1 i %58 ASA Virtual

vmware® vSphere Web Client #& @

(G M asav3 | Adtions >

| Getting Started | summary Monitor  Manage
B

What is a Virtual Machine?

Avirtual machine is a software computer that
asave like a physical compufer, runs an operating
system and applicaions. An operating

azav system installed on a virlual machine is
called a guest aperating system

Because everyvirual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or io
consolidate server applications.

InwvCenter Sarver, virlwal machines run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
i Suspend the virtual machine
i Edit virtual machine settings

amzs

IR0 W1 ASA virtwal LV ARIZAT, 1F A BEIERIL (Power On thevirtual machine).
SEfF ASA virtual 3, ARJA 240 ASDM sifE il &L . 2 ASA virtual B UUR SN, KriHUEE OVFE S0
B ZE, IR e iR INE] ASA virtual RERCE T . KK AZERF I RERE, HBERBT. (O IREE
ASA virtual i, A5 IR R . EEERINE, 1§ REEH & (Console) LIk )] ASA virtualfZ
HlE .
BN ST HEEEBMHA E, BRSNS H RS . 152N
 WE Y E WA F R = 2.
NS B AT AMFEIR 1P b E . BT AR R AR TR RIS RS RS SESN, AR
bootstrap FC & AH [

. {3 VMware & ASA Virtual
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{8 F VMware vSphere 3t 37 % F i 1 Day 0 B2 & R EBE ASA Virtual .

T—%#ita

L SRR AT AU WA B E ASA virtual, ASA virtual 5 2205 1) HER . #6282 5, AIRET 2240
ArHCABPC R, DLSEOUTLIR R U5 1) A1 RSEShE VR ATk o

{&£ FH VMware vSphere 3 37 % P i 0 Day 0 FC & >k #32Z ASA
Virtual

ZLE ASA virtual, 1514 VMware vSphere &/ i AT K M AUAAS X (OVF) SR S (asav-viovE
G HT vCenter #3, asav-esxi.ovf it T-3E vCenter #5& ) . 7E vSphere % /" 4ii 1 ] Deploy OVF
Template [1] 3K FHE ASA virtual [ BIBHREEL . 1% 10 XM T ASA virtual OVF XU, GIEiE1T

ASA virtual FIREIIL, JF 2.

KEZH ) G IE VMware FIFRUES 8. 45 9% Deploy OVF Template [7] 515 245 &, 152 % VMware
vSphere % )7 i CHLHS Bl o
Frig Z 7l

o (EFEE ASA virtual Z Y, #AZIAE vSphere P E £/0—ANM 4 (HTFEHD .

o JEHEMR R 48 ASA VirtualZX A -0 Day 0 FLE SCHF , 56 7 5O PP IRAIE Day 0 L .

B 1 )13 VMware vSphere %% )i, SRS KL RS (File) > #3#8 OVF #£4R (Deploy OVF Template).
BEERR R B “35528 OVF BifR” (Deploy OVF Template) 1] 5.

P2 W AN asav-viovl SCHR RSB TAEH S, SRIFIEPZ AT

P 3 MEPEE SR OVF BURELNE B 4RE8T DL A BRAE. WR AT B 2 X Day 0 BC & SO, AN B3 04T
(EWE

PBA f)a MRS BRI E R E RS s SERK (Finish) LLESE BRI

$IR5 5 ASA virtual, 7T VMware #5416, SR G SAF 5 KRS0,

W6 Mt SSHIEH: 3 ASA virtual J£58 T IELE . WIR Day O iU E SCHFH A LA IS TFHE A TCE, W4T JF VMware
FE G I 50 L ZE L
ASA virtual LAESEA IEHIEIT .

{3 OVF T E %0 Day 0 FiZ & 3k ZR32 ASA Virtual

AU OVF T B ASA virtual, 5575 % Day 0 Bl & 0.

{$ F VMware 3BZASA Virtual .
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if718] ASA VirtualiZ#| &

FHia Z |l

* ] OVF T _H#3# ASA virtuallif 755 day0.iso 3. #0] LUE FERIA 2 day0.iso UM (R4
SCpE Rt T DU AR R [ E X Day 0 BCE SCHE . A Day 0 BB SO, 1S
fift 4 ASA Virtual X F 0% Day 0 BCE SCHF, 257 0.

o Bl OVF T H %35 4F Linux 88 Windows PC I, Jf H ORI 10 H bx ESXi RS2 .

LB AR C %% OVF LH:
w5l

linuxprompt# which ovftool

P2 R P HAEE AN — A .emd SO
LR
linuxprompt# cat launch.cmd
ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

PR3 HATi% emd XA
RtIE

linuxprompt# ./launch.cmd

ASA virtual 3 8)); 25558 a5

SIB 4 ML SSH IEHF ASA virtual 58 T FH AL E . IR T EHE ZRCE, TEFTJF VMware #5465, #EA ASA virtual, Jf
I FH 0 BEIR L

ASA virtual ILE 584 IE #1217,

1718] ASA Virtualiz#l &

X1 ASDM, {EHLERE LR Al BEFF 2 H CLIZH T M= HERR . BRIATE O T, 480 LA [ Y & VMware
vSphere ¥l &, WATLARCE M BATIESIG, ©HAELMII6E, AR IR,

* {f ] VMware vSphere #i| &5
o BCE P4 AT 6 i
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{$ F§ VMware vSphere 3= & .

\)

AR WREA Day 0 fit'E SCHESE ASA virtual, nf PLZEIZAC & SCE 4 console serial W&, DMEAETD
YA Sk R A Al B AT 0 AN 2 R VGA #3316 1S W48 ASA VirtualZX {1 )14 Day 0
BOE SCE, B 7 UL,

{$ FH VMware vSphere =41 &
XF IR & B R HERR, Ml L VMware vSphere Web 2% F iy 2 45t A EFUFE 0 & U5 ) CLI.  #&7] LA
)5} Telnet 5% SSH fit & CLI ZEFE Vs 7]
FIAZHI
X} vSphere Web & F' iy, %2625 P um AR A, 1R VT ) ASA virtualds il 15 T4 75 1

%1 £ VMware vSphere Web & P i 471, A4 Sy “VE A7 JH ASA virtual SE], SR fFIEFFTHIESI & (Open Console).
B, Ll “REE” (Summary) EIR_EEBNIESIE (Launch Console).

S22 fAdEHG, AR5 Enter B, FER: % Ctrl + Alt WBBOGAR
WA ASA virtual V375530, BEERHZHEE.

4 ASA virtual H RSN, KERBUE OVE SXHR IS E, IR ST INE] ASA virtual RERCE T . R)e ks
HENE R 51 R, HRNEWIEIT. DO E RGBS ASA virtual I, A4 IR R 2hid 2.

pE s FELHVFANIEZ AT, A it BRI 100 kbps,  DMER AT AAT I R, 75 223V AliE A fig
WIBAT . fERAVPAIEZ AT, BIEREPILLUHH SRS 6 LRSI

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

1BBE B DL R

ciscoasa>

I SRORFTR WS IEAL T P EXEC #2530, H 7 EXEC B RESRIEE A dir &
P$IE3 ViR EXEC Bial:

il

ciscoasa> enable

EXo R A TYN DS

Password:

IR 4 % Enter $4kLE. BUAGOLY, 7. WIR AT B E 8 %S, 15 LS A &% Enter #E.
FERTF A«
ciscoasa#

FEFFB EXEC B, FrAFRC A dr & 2T H o 3B W] WRFAL EXEC FEaCHEA B BALA .

{$ F VMware 3BZASA Virtual .



% VMware ZZASA Virtual |
B e=rssmsnasn

SRR, A disable. exit 5% quit fird-.
SIS i 4R E R

ciscoasa# configure terminal

PERRE O LU TR
ciscoasa (config) #

A4 R AT LA HC B ASA virtual. ZHE H A RACERGL, TEHI exit. quit 5 end 4.

Fc & W48 s TS 6 & im O

R ARAF U (R o G ARG, R DA SR 9 29 R AT i 1 B R B R HUL R AT 0 AR R A (vSPC) HEAT
HEi . 7R FERTELAE R, 1520 VMware vSphere A%, 7E ASA virtual [, #AZ50K
Pl &t RO B AT I A ARG o IERE P A A an e Ja Y H A7 3 P 6

$IB1 {E VMware vSphere H it & M 4% 4755 1. 152 [ VMware vSphere SCH% .

$IR2 {£ ASA virtual L[ disk0 IR H g M EIE D44 “use_ttyS0” ISCHF. IESCHEATREAALAT AR BT
NEAAAE:

diskO:/use_ttySO
« 7E ASDM 1, A LMEH T B (Tools) > XHEIE (File Management) X i HE [ 4% 1% 44 Wk ) 45 S0 A SC Ao
* 7 vSphere &l &, AT LR SO R G IR SO (AR SO ST E AR -

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttySO

FIR3 HHINE ASA virtual.
* f£ ASDM H Kk # T A (Tools) > ZRFEE#HME, (System Reload).
* {t vSphere #5511, HiA reload.
ASA virtual {5 1 &% 5] vSphere #5il &, &K% HATHHIE

IR 4 Telnet B EFEA IR AT by 148 %2 1) vSphere EAL IP Huhik Flvg 1145, 55 Telnet 2] vSPC IP Huhik Al 1 o

FH 2% vCPU =} &t £ 1F A IE

ASA virtual i FI 260 LVFATE, %4 B0t T UG vCPU S0

e (sl ASAvirtual () vCPU %0, #E0T LLHGEHFalAE, NADHIFATE, H4E VMware
FREE i VM JE 1 PG C BT

. 1% F VMware #BZASA Virtual
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$IES5
$IE6
PR
$IE8
$IE9

$IE10

s veru siEm B miE

\)

ER ALK vCPU HE LS ASA virtual CPU VR afiE s i S VF A UEAH ST . RAM WA 400X vCPU %
AT IEM R . TR, 1545 0 WO el R A 37 R 38 nf UERT vCPU i R AFAE Fr 4k
AVUUHEE, ASA virtual TIETEH TAE.

R BV ATk
BV RTUE o 0 T8RS0, K Vr e FH B A
PATLA N EAE 2 —, BARE T2 A5l b i 4%
o RS - 7 vSphere Web % /iSSP 46 FH ASA virtual. 1201, 55 ASA virtual, SRJ5 5 i 55 H EE L

#l (Power Off thevirtual machine), m# 474k fiili ASA virtual, #RJGEP KA ERIER S (Shut Down
Guest 0S).

« TCHIESRE TS - 7E vSphere Web % /i, <[] ASA virtual. #1401, fith ASA virtual, 2RJ5 il 5 A BEUAN
(Power Off thevirtual machine), & 478t Lt ASA virtual, SRJ5EFEE M B IR1EZRE S (Shut Down Guest
09).

Fidi ASA virtual, X5 SRR ERINIRE (Edit Virtual machine settings) (2 A7 8 it ASA virtual, X5k
PUmEEIRE (Edit Settings)) -

REK BN RiEIR E (Edit Settings) X G HE,

EZ V] ASA Virtual H () CPU/N A7 2K LU 2 B vCPU V5 il Uk I IEAfi i .

{EREURE (Virtual Hardware) B3~ b, AR hzziZerd 2 CPU & FE8H -
XIT Memory, fi A\ RAM [FJHiHE.

R E (OK).
FTIT ASA virtual . B, ridiBEMERAL (Power On the Virtual Machine).
X T B 0 -

1 FTOF B B I35 & B8R 2 e 1) ASDM.
2. FMs R, HbE R & B

« ASDM: KkiEFE M= (Monitoring) > B 14 (Properties) > #fE45 %% (Failover) > R 7S (Status), #RJ5 ridl
W’ A& (Make Standby).

* CLI: failover active

3. AR R ELLE 3 29,

T—5Ht4
HRTEAME R, WSV n ASA Virtual,

{$ F VMware 3BZASA Virtual .
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£ A VMware Z3ZASA Virtual |
| A

M RE I

125 ESXi B E AV T4 &E
T A% ESXi EALK CPU & WS, 7 LIS ESXi M5 1 ASA virtual PERE. 30 1L 5 e ik
T, W] DL R HL CPUZE LN B O (R RE, Wik O s AR RN KA. 1f
FHEIhRE, 180T LU AR B UL 4 FC 2145 2 R R4 T IR Ab FE 2% .

HREAMGEE, ESHLLT VMware 3R,
* {vSphere WIHF ) 1 CPU HIRE M2,
* {VMware vSphere )V GER A SZEE) -

* vSphere & /Ui ML B o

NUMA &

BT (NUMA) 2R AP 380, i3 T 2 AbBE8S AR G0 1 N AF B DRAT AL PR 1)
R . WERAEFRERVT R A AEANE QIR GEREAAE , IS I NUMA JE £ DU T At
A IR i) T A

X86 M55 4 4t th 2 AR AR TR I 2 D WAL BES CPU i S 3L A7 AN 1/0 SR N
NUMA 5 xio M AF R ICER L, RS N AN SR A AR B BE a6 (B2 NIC) WA T [l — A4
R

F A ASA virtualfh fg -
* ASA virtual VM DAZIAEH.— NUMA 15 i FIE7T . WnSaE 7 54 ASA virtual LA 2 MGkE 12
17, WPk REH B 2 T B

* 8 #% ASA virtual (] 1: 8 #% NUMA A4 45 , 25 21 00) kAL CPU LRG0 8
NWAZ o I FERSS g8 LIS AT I AR BRI

* 16 % ASA virtual (%] 2: 16 #% ASA Virtual NUMA 2247545 , 25 21 70) Bk 341 CPU L&A
RS 201 16 M. WIHEEIRS & LIs T A BRI,

* NIC %5 ASA virtualHlA7 Tl — NUMA 5 i L.
Y

AR ASAvirtual ASCFRFYEIZ O 2 AE—BUAAAUI ] (NUMA) 5 524> CPU
iR

T BoRIRS 28 A CPU i, #F4~ CPUH 18 PMIZ. 8 1% ASA virtual 23K 241 CPU L)%
AR 04T 8 M.
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numaenl [l

& 1: 84 NUMA 22435451

— numa 0 numa 1 -

8 core ASA virtual
CPU Socket 0 CPU Socket 1

NIC

TEER KRS S AP CPU A, A4S CPU A 18 AP, 16 £ ASA virtual ZR 241 CPU L[]
AR 16 M.

& 2: 16 4% ASA Virtual NUMA 22437151

— numa 0 numa 1 -
16 core ASA virtual
CPU Socket 0 CPU Socket 1
i EEEEEN |
e [ & EEEEEE |
¥ EEEEEE
O Controlor WO Controlion
| rore | [ rore |

MNIC

B R ESXi L H NUMA 2ERHEANE R, 1ES B VMware ESXi AR N7 VMware SCAY
vSphere BRE . FAE ML SCRAN HARAR S SCRY O B BT hRAS, 1BE SR

http:// www.vmware.com/support/pubs
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B =7ussr R Rss) w54 RX AT

P F#£4um i R (RSS) B9 % 4~ RX BAFI

ASA virtual SZ FFFEC YT FE (RSS), 4838 BC 28 A1 FH X U A I 4 B MOt | I FAT 20 R 4 22 N Ab PR AR
WHZ. RS mnE, B4 vCPU (WIZ) #WAZA H 2/ NIC RX BAAI. &R, AR RA
VPN #280T fe Al o /A MR L X

[ &y

EEED BT ASA virtual A 9.13(1) B S A, A REAEH 24~ RX BASI.

X HAT AN 6 8 % VM, FENE LKA 4 4~ RX BA%Y, Wild 3: 8 % ASA virtual RSS RX
BAFI , 5522 I TR

[& 3: 84% ASA virtual RSS RX A%l

ASA Virtual
8vCPUs = 8 phyical cores on host

.
= B B B B 5
A A A

/

SPISU| DINA
—l

vNIC Outside

Inside RX Outside RX

KT HAT AN B2 O 16 % VM, BN VBT 8 AN RX BAAI, Gnf& 4: 16 #% ASA virtual RSS
RX B\, 25 23 LA BT 7R,

. {3 VMware & ASA Virtual
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ATk & Rss) s 4 R psl ]

[ 4: 16 4% ASA virtual RSS RX FA %!l

ASA Virtual 16vCPUs = 15 physical cores on host

(LI LI L LI L L Lk

LLLL

Inside RX

aPISU] DINA
vNIC Qutside

Outside RX

R ER T1ER T VMware ] ASA virtual vNIC DL S FF ) RX BASI R . A 22 FF A vNIC 354
W, TES Y VNIC , 265 2 L,

% 3: VMware 333 #5 NIC//NIC

NIC £ vNIC 3EZHFE | IR EHIZFHAR RXBAFIEY | 14H&E
F
x710% i40e PCI Fiif e 8N PCI B A PR ) NIC $e 4t i ik
fe. fEHMEBIAN, NIC THT
ASA virtual, ANt RELIEIN .
i40evf SR-IOV 4 FA x710NIC [#] SR-IOV FH: &A%
T (4 30%) PCI Hii. VMware
AR i40evf 5 2 A5 4 4> RX BA
Hlo 16 1% VM BEiA 3l Aot i,
2 8 A~ RX bAFI.
x520 ixgbe-vf SR-IOV 2 —
ixgbe PCI Fii 6 ixgbe IXBNFEF (F£ PCI BELIEA
T) 64 RXBAAI. ThfesS
i40evf (SR-IOV) A T
ANidi vmxnet3 AT 1L "% 8 AN T ASAV100.
ANEH €1000 AEBATH VMware.
*ASA virtual 55 x710 NIC £ 1.9.5 i40en “EAVIRSNFE P AR o B8 1H B HE BT IR IR DR Bl R g 1 1
YEo AR R ERIEIE NIC 9K ShFE R FE 2EAAS 1Y) ESXCLI #2045 8, 15 S I NIC K sh R
R PERCAS , 56 24 1L,

{5 F§ VMware %:& ASA Virtual
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B srovizoaE

IR NIC 3RX 2772 Fr 0 [E {4 hig A<
U R G EE ) B U S (1 [ E AT XN R P A L, W] U] ESXCLI i 4 A #1244 -

* A%EEXB?%NIC E@ﬁu%%y Jﬁifi SSHI@;*%*H?%EHL %E@'ﬁ’ esxcli network nic list fﬁ/q"\o
Wb iy 4 I Ay S 3R A TR A — LA R I ok

* JEAS R O 42d% NIC ARG, 1 n] A HCEAN BCE 5 S o 84T esxcli network nic get %

TETEM‘EE@ NIC gﬁk esxcli network nic get -n <nic name>o

)

AR MR 25 B AT LA VMware vSphere Client % . fEELE (Configure) &I (1) 438 5&E
BLeS (Physical Adapters) 1] $k I3 Be 28 FOR B FE 7

SR-10V #zx O
SR-IOV A2 VM HZEHL A IS — PCle ML IEHL S . SR-IOV E X T N4 hfE:

- YWIBLINfE (PF) - PF #5015 PCle ThfiE, 1045 SR-IOV Dhfig. XELTHAEAE LHLAR S b Bom A& 30
H 4 NIC.

o JBERIThEE (VF) - VF 216 B FEER AL 057 PCle DhfE. VF IR H T PF, JHiliid PF AT P

VF 7E P EAE RGHERE R, femnl LL 10 Gbps [ B #E ASA virtualfl. AFT 4R 7E KVM
IR NHLE VF. ASA Virtualfil SR-10V #2 LR ACH /44 T ASA virtual X} SR-IOV (32 #545 S o

JHE TN F0 R )

SR-10V = /&N

VMware vSphere 5.1 A 5 S AN A5 B AR5 8 B A 85E N 3CKF SR-IOV., 3 | SR-IOV I}, vSphere
(R Ty R JC T E H TAE .

B4 7 SR-IOV 4% LT E AT PR P BT IR 1) ASA virtualfl SR-IOV [ R G Esk 2 4b, #IE N 1% A FH VMware
SCRYH P SZ RS R SR-IOV LR, AT A RESK . ZHFMNIC. Thignl H 1 A& VMware #ll SR-IOV
Fh 2 SR 7 T VRGNS B

AATAHLE VMware 240 LIRS SR-IOV #2158 FF 3 B FIRCE DR . AT (5 BIE TR e sk
FEINEE B EN A, IX S5l Y 4 VMware ESXi 6.0 Fil vSphere Web %% /7 it SR UCS C &
Hegs4s M Intel LK IR 25 2 IE FL 45 X520 - DA2.

SR-10V O BYBR i

JA 5l ASA virtual i, %V SR-IOV £ BN nT G 5 ESXi H /R K AH ;o X n] fES ]
O SR, SEEFE ASA virtual{L TG W 257 8% .
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weesxi =480 [

A

EE JTUAAE ASA virtual LECE SR-IOV W82 12 [, Sl Wt AR5 s, XAl (ks M 48 42 1
o B N 2 VM EHL EIER R HE MAC #ihikfz .

ASA virtual J3 37, %07 EAfIAEA MAC Mtk S W8-S 1. 35481 show inter face fir & 21 &
M LA R, AFRE I MAC Hidik. K MAC Mk 55 show kernel ifconfig fir & ¥ 45 SLkAT LLER LA
PNIRE AR E L

¥ 2 ESXi E#/1 BIOS

HAE VMware FEEE SR-IOV #2111 ASA virtual, F53 M5 HEMAL . VMware 324L T LA
IOAE BRI ST RE 77k, AR ILAEZE SR-IOV SCER A M F5 e UL AT R 3% 1%) CPU R s R CR
W B AL T 8 H IS 2 RPIRES

Jihh, Rk n] DL B s B ESXi EHUKAH 2 2 141 BIOS A T REUAL .

B A Tk — 85 F) ESXi Shell:
o QURLAR AT DAV ) B ML, W ALCHF2 T IS B ) G 1R S T
o WREIEASEFER L, W SSH s H Atz B s i 6 B AE ML L 82
PR 2 N TN = 24 R .
L3 BT F w4
w5l

esxcfg-info|grep "\----\HV Support"

HYV Support 74 (114 H 45 7 v F I BN L I SRR PS8 . A7 K T R AE R BT 4
0 - VI/AMD-V F/RiZ 3 T AT H

1 - VI/AMD-V %75 VT 8¢ AMD-V " igrH, HIEIFA SR EA .

2 - VT/AMD-V %k VT 5t AMD-V n[H, {HHT7i7E BIOS H A H .

3 - VI/AMD-V %75 VT 8 AMD-V 7t BIOS H i i ], JF H A LMEA] .

w1

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ... ¢ttt 3

{8 3 TR >fF HE A AL .

T—5Mt4
o LEEHFIE RS 1)E F SR-IOV,
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B =xmmamns e/ shiov

EENYIEEL S E B A SR-10V
i vSphere Web & /iy )3 H SR-I0V, FH3'E BN BRI Re SR .. EPATILEAE 207, Bk
B BN LE R B R S Th B
FriaZ /i
o IR C LA SR-IOV M8 11-F (NIC); 152 [#SR-IOV S FF#[#) NIC.

S 1 {¥ vSphere Web % /i, SHi%IE )3 H SR-IOV ) ESXi £ HL.
$IB2 EETE (Manage) LTk L, sidi M4 (Networking) 3% #4315 B85 (Physical adapters).
AT LLAE SR-IOV &k, DL T i B Be 48 48 75 3 KF SR-I0V
PBI EPYIIERCA, ARG AU REIER SRR E (Edit adapter settings).
S 4 /£ SR-IOV ', MRS (Status) Mz ik B A (Enabled).
SIS EEIITIEEEE (Number of virtual functions) SCAHE, BN ZE A iZIG AL AR AC & BRI RESE .

pE s X T ASAVS0, FATEBE AR AT ) VE BCE AR 14 WUk 2R RE I = i
B i 2 s

L6 HTHAE (OK).
FIB 7 FHE ESXi EHL.

FEFLLI BEAT H ) BHIE O 25 I s 6 NIC 3 R AR A SPRAS . B BoRTE BN E (Settings) I~ 1) “PCI %
#” (PCI Devices) 51|,

T—5Hit4
o @7 —ANbriE vSwitch K H SR-IOV T REFIL &

£I|Z vSphere 3324l
il —> vSphere ZZ ALK FE SR-IOV #2111,

#1811 7F vSphere Web % /il SHi% ESXi FHL.
$IE2 (& (Manage) I, ML (Networking), #RJ5EFRERIZ L (Virtual switches).
FBI SR ENMLE (Add host networking) Elbs, BIFFA IS (+) 2 BRI E 5

HI 4 G PFREZ IR RYEERIHLIR O 4R (Virtual Machine Port Group for a Standard Switch) ##:28%, K5 i T—3%
(Next).

HIB 5 R FEFRERZ A (New standard switch), 2R )5 fidi T—4 (Next).
IR 6 KA B ) L0 PO AR N N B (AR AEAS L
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| 1M vMware 3 EASA Virtual
samEpnnisas I

a) ESBLMIERCES , Ahskeiny (+) RIS 2.
b) MK F K SR-IOV MEFAN ML 1. il 41 Intel(R) 82599 J3 Ik A7 XUt 11 194 4 3% 4% .
c) MEPEFERZINAFLE (Failover order group) FH ks, EPEEENIEAES (Active adapters).
d) RLFBTE (OK).
W T Ki% SR-IOV vSwitch I A —MERRE, K5 midi T—2 (Next).
$IR8 {LHEFTTH (Ready to complete) TUIHI L AF R LS, AR5 ST5ER (Finish).

5: 2% SR-10V O 893 vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs

BICEZENE . =~ x o
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configuration £ vowilcm
Arbvanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = 1 Bl vmnicO 10000 Full ﬂ

* Virtual Machines (1)

T—¥#ita
© AR AL HR O .

FHER R IR B R A R A

RN g o] F T R AL AU, e B o B A B A6 Y. . ASA virtual 2L
(IR A 2 ) 57 SR 3 10 RE R s il o IXAEA s SR-IOV Bl DI fg & 545 ASA virtual. DL F#AE
F A SE R ASA virtual 128 21 508 57 55 160 R SV A o

A RN AN HE AL S, 1525 vSphere MBI BECRY .

{$ F VMware 3BZASA Virtual .



% VMware ZZASA Virtual |
B 5 sr-0v NI 55244 ASA Virtual

11 J\ vSphere Web % /7 uifi B 5k 3] vCenter IR 55 4%

$E2 B FEEL ASA virtualit HHL.
a) EFREE RO, SO, AERE. BWIEEENL, AR5 S RIT R (Related Objects) LT .
b) siliEEHIHL (Virtual Machines), I M2 ik$HE ASA virtualHl.

S 3 S PFTIER BRI

HIB 4 A5 5 d71% ASA virtual, FFKIGEFRIZYE (Actions) > Fi g vCenter $#21E (All vCenter Actions) > F A1
(Compatibility) > #£k VM F&Z& 1 (Upgrade VM Compatibility).

$®E SR (Yes) LIfATH.
$IB6 by RN A LS ESXi 5.5 RE S MA (ESXi 5.5and later )it .
PIET (R EFRNEEEHFIRERGERFARHS (Only upgrade after normal guest OS shutdown).

JITIZE R AN LA T2 O S e 3 PAOAT A AR RROAS RSt AR PR B, O ELRRAUUML R 4 L3I0 mos SEOHT D0 B (K0 A A RAS

=Mt 4
* ik SR-IOV BLil M 4% i&E BL 25 K5 1% ASA virtual 5 REFL L) AE CHK

1% SR-I0V NIC 43 Eic 45 ASA Virtual

TR ASA virtualH LRI 3 NIC 7] LIASH B, B0 ASA virtual 5—ANEkZ A AE SR-IOV
LI Y 25T T 2 0 RE AT AR OCIE . LN RE e Ui W {4 vSphere Web & /7 iifpf SR-IOV NIC
HCYs ASA virtualfl .

HIE1 M vSphere Web 7 /' i 5 5% £] vCenter 5545 o

SIR 2 B TEHUT ASA virtual i 51 .
a) JEPREH RO SO, ERE. BWBEL AL, AR5 AT HE XA R (Related Objects) £
b) s EHIHL (Virtual Machines), M\ FIZE P E#E ASA virtual#ll.

P33 RN EE (Manage)ikii~ b, KKEHIRE (Settings) > VM i@ 4 (VM Hardware).

PB4 LR (Edit), RGEPEREH (Virtual Hardware) J£T0K .

FIRS NEEIRE (New device) FHsc i, HFEMLE (Network), RJ5 Ailifin (Add).
RGH W FTEM LG (New Network) Fiifi .

HIB6 JEIFEEMZE (New Network) #145, $RJ5 £ 0T FH ¥ SRIOV 1ET5

PIRT NIEE R EE (Adapter Type) 7 ik £ SR-10V Ei& (SR-10V passthrough).

LIE8 NHIIETNEE (Physical function) RS, e B B U LIE B3 A N ) BLE FC 2% -

P BB
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1% SR-I0V NIC 53244 ASA Virtual ]

OB AU, ESXi EAURE AP BELE NE a5 Tk £ — D T TR RESL D E,  JFR JLBH £ SR-IOV
FLEERCA o EHUR I UE RS LE BC & R 2 ST RE A I A e
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B 7 sr-tovNic 5524 ASA Virtual p |
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