iz
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& m LAYE Rackspace = L% ASA virtual.

| A

BEER M 9.13(1) JFUE, IUAE W AEARAT SZFR ) ASA virtual vCPU/ N A£BC & rH A5 FATAT ASA virtual il iiE . X
A1k ASA virtual 2% 7 75 R FE ) VM BEIE S [ s AT .

o MEE , B 15T

 HUPRAAE, B2 0

* Rackspace M %% , 253 UL

* Rackspace Day 0 il , 25 4 00
* 158 ASA Virtual , %56 1T

* CPU fli HITHHUFIR S, 28 7 0L

Rackspace &5 FTH FEAH FAE = H AR ALENRAFE IR IRALT . Rackspace =it —
N IET S E A R 1 v S SRR SS

& 0] LUK Rackspace ) ASA virtual #2524 Rackspace == I REFAR o ATEA G0 Q0 n] 22 B FNL & Hp.
NS ASA virtual R -

Rackspace = 1 HI SEIERIFR A KAG o ARTE "XUAE" F5 102 RS2 1) RAM K/, Vepu, Mg
(RXTX RED FEEA mMA S . FRYIHIEH T ASA virtual 775 [f] Rackspace X .

% 1: Rackspace S5 RIRI&

it} B RETE
vCPU M 7F (GB)

THRN1-2 2 2 400 Mbps

w14 4 4 800 Mbps
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B ooz
%A B BEwm
vCPU M 77 (GB)
i AL1-8 8 8 1.6 Gbps
W14 2 3.75 312.5 Mbps
TH51-8 4 7.5 625 Mbps
WEL1-15 8 15 1.3 Gbps
AT 1-15 2 15 625 Mbps
W 1-15 4 30 1.3 Gbps
W1 1-15 8 60 2.5 Gbps
2% F Rackspace X\1%&
Rackspace MEH 2 e 55 # RUHE 70 4 LU LK
s —RERIE vl
o @ T ARG, AR I8 TAE SR 830w R R s
* Vepu e AT AT G I SR b i 3, SY N LS REARAHEL, 24 Vepu )
filgh 793 CPU ZiF% .
*itE vl
o 150 web Rg5d N IRSS 2 A1 HAth CPU 4T T4E S #dt AT Tk .
* Vepu Jy "EREAHADIE UL, TN B SRS, ANEHEEZ Vepu S Z N
I3 CPU £E 74
* AfFE VL
o FEUCH T AR 3R AR A
*1/Ovl
o JERIE G2 A T POE ML VO (s PE RN A R
—t B
B 15

* @1 —A™ Rackspace Ik )"
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https://support.rackspace.com/how-to/sign-up-for-rackspace-services/#fanatical-support-for-rackspace-public-cloud)https://support.rackspace.com/how-to/sign-up-for-rackspace-services/

| 7 Rackspace = L %3E ASA Virtual
Rackspace = M 4% .

BOIMEOLT s BT Rackspace 3Lk 359 B A FEE FER B I 55 2 o 165 mT ATE =46 il i
WP BFEEIEE RSSO . TR B HIAR TGS, sdEnmkr H 4, RGiEsE “F9k
22 5)” (Upgrade Service Level).

« YFr] ASA virtual. 7E%8F 0] ASA virtual.Z B, ASAv BEREERA FigtT, A S HE 100
ANEFFN 100 Kbps M. 1217 ASA Virtual,

AR
« BRI
© YEFIAR B O
o (Arik) HAh1 M (DMZ)

o JWAF HAR
« B - T ASA virtualiE 423 ASDM: AREH T Bl .
« WEBEE (7)) - FF¥ ASA virtualiE B2 1] Py AL
« SRR D - FH T ASA virtualiE B8 A LR 44
* DMZ %11 (i) - HI T4 ASA virtuali# 4% ¥ DMZ M %% .

« #5% ASA Il ASA virtuallt) AR IR, B IR 247 K ASA HeZebk.

Rackspace = 4%

S8 0 2R T LA LRI, AR 11 LI oRMEAT B o (T BV 22 5 5 TS b 1 )
75 SRAAT B IR 26 B S TR 165 ASA virtual %5804 5 B 15 Rackspace 25 LI 46 10 = Fk
T AT

* PublicNet— 44 = SEf U HEALE (BN RG34 = AT AR R 4% e 4D S F2 31 HLIK A
* {{iF] PublicNet ¥4 ASA virtuali% 4 3 HE M .
* ASA virtualili i3 Management0/0 % 171 3% 31| )t i 5 .
* PublicNet J IPv4 I IPv6 [IXUES 7. 48 H PublicNet G i 25 #4505, BRAEOL T,
IR 2% Ba 40 21 1Pv4 HUhEFT TPv6 Hdk
* ServiceNet— £} Rackspace X I ({1 75, ) TPv4 2 HIL 45
* ServiceNet Z21L A4k, FIESHCE PRI S5 A AL i it Ceast-THUR L) o
°?§W%$%ﬁ8ﬁ%%%(%ﬁiiﬁ\iﬁﬁw%%\ﬁﬁﬁﬁﬂiﬁﬁ)mﬁﬁﬁ
Yiln) .
* %% 10.176.0.0/12 1 10.208.0.0/12 {4 F1 45 ServiceNet. LA ServiceNet 3% 5 (AT fu] JIj 55 4% #
B AL L — AN P2 1 — A TP M hEREAT R o
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asa-virtual-919-gsg_chapter1.pdf#nameddest=unique_4
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/publicnet/#publicnet
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/servicenet/#servicenet

7E Rackspace = I &5 ASA Virtual |
. Rackspace Day 0 EL &

* ASA virtualili it Gigabit0/0 22 1345 2 b 9 4%

* A aME — S G, BT DR 2 B P 4 R I I 4

o XSO SERMNL AL, T USRI M S b TP Hhl (IPv4 B IPve) DL K
2 e 55 4% o

o G E VA P DR, ST DR AT T R B 245 e D AT A 2 RS
o fEnT LUE S APT 8448 ] Rackspace z 44 il AR G # A1 BE 25 X 4% .
ASA virtualil i1 Gigabit0/1 - Gigabit0/8 22 [l 1% 45 FiX L6 j 2%

Rackspace Day 0 fic &

B RN Z7E Rackspace == Y, 7 B Rackspace W E 15 B TR CD-ROM % £ ¥ ZE 4 %)
RN B S

« WA

o Jrifs i L TP Huhik

* FAS IP B

o U A (AfE SSH AL 5]
* DNS JIr55#%

* NTP JIR45#%

XSG A SRR AR B ST A ), IF B4k ASA Bl E .
ASA Virtual =12
BRONIEOLT . ASA virtual EALAK S EAETF IR EE ASA virtual BN 73 B4y 2 IR 55 4% 4 K

hostname rackspace-asav

ASA THLA BS54 RFC 1034 F1 1101 [ EHL4 -
o WAL R T Sk R G R

© WIBFRPLAIUE B B B 7

)

AR ASA virtual FE 2RSS A AL FRELAT A I LSRN, ) I S T BRI JRA 2 iR g s A Bk ER
I A A B RRIT AN IR R 75, FEREANT & ZER 00 AR R O 18 74

Blan, 40 ASAv-9.13.1.200 1= MR 5543k BB E¥L 4 ASAv-9-13-1-200.
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https://support.rackspace.com/how-to/cloud-networks/

£ Rackspace z _LEBZ ASA Virtual
Rackspace Day 0 £t & .

=0
Fe gy
* Management0/0
* #r4 ‘outside' , K2k & IEHLF] PublicNet.

* Rackspace ¥ IPv4 Fll IPv6 /~ FtHiht 43 Fil %5 PublicNet 3211,

* Gigabit0/0
* 4K ‘management’ , [F4 BT ServiceNet.

* Rackspace & Rackspace X 7L ServiceNet £ ¥t (1) IPv4 Hiuhik

* Gigabit0/1 £ Gigabit0/8
s 44 ‘inside’ . ‘inside02’ . ‘inside03’ %%, KINEANEEIIAG =M%,
* Rackspace Mz 45~ 73 Fic 1P ikl

HA 3O ASA virtual FI3 AR E ZRBIT BN 25

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0

|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.19.219.7 255.255.255.0

|

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0
ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

B H
Rackspace W B LA M 1P 1 -
* Ji 3T PublicNet #2111 (AMER) [IERIA IPv4 # o
* @ PublicNet 4% L1 BRIN TPV B 1.
* ServiceNet 11 (BIR) LMK+ 9 2%

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1
ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1
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B = asavina

BRRIE
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# FH Rackspace GIZERI LA 4 ‘admin’ . W = R4 %51# ] Rackspace A FL35EA53E, W

ZEEH 7 "admin" BA LB,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

Day0 SSH i &' :
* L0 IPv4 F1 IPV6 Ji3 AL PublicNet 211 (SMER) (1) SSH.
« O IPv4 Ji I8 ServiceNet #:11 (&32) () SSH.
* & Rackspace 153K I, T 0 & 5 5R 1) 2 FACHe 4 .

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS #A NTP
Rackspace 4L/ H] T DNS F1 NTP (#) IPv4 i 45l

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

N2 ASA Virtual

& LAFE Rackspace 2 MUK ASA virtual i A BB A o EFR P ) 485 J 7 i 22 e B AN 5451 ASAv

ASA virtual %%

FHIa Z |l

172K Rackspace 25 4 JMIIAAT ASA virtual fi38 1M e A E S HAR ], 45 B 20RO iE

FIM 2445 &, &= Rackspace Day 0 il & , & 4 Ui 18,

&1 1 Rackspace mycloud [ 1)7 |, #F|BREEEE > I ERIE > REE-

$1R2 (E6IiEPRSSES (Create Server) T I, AN RS 2ZiEMIS 2 (Server Details):
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cru Emtnings [l

a) [EBRSSERAFR (Server Name) 7B, i A\ ASA virtualHLH) & F5 .
b) MEXiE (Region) FHudRH, R FTAE R X I

S 3 ERE (Image) T, #EFE Linux/i& & (Linux/Appliances) > ASAv > 7 (Version).
pE =3 TEEBE TN ASA virtuallf, I8 Sk PEEHT SCRFP A
$IB 4 7F B (Flavor) F, EEMAFSHEETRIERZE (Flavor Class); HXAIEM VM 414, 152 #% 1: Rackspace
SCREIRES B 1 DL,
BEFRR M 9.13(1) T, ASA virtual 5K NAFZEK N 2GB. #3F AT T 1 /> vCPU [f] ASA virtualif, ASA
virtual 1) 5IC N £ 223K /2 4GB.
$£IEE (k) 7 SI%I (Advanced Options) F, HlH SSH %4/,
2% Rackspace = H' SSH % HH I 5245 B, &S BT R SSH % HE 3LVj ] o

$IE6 AEE T ASA virtual (321 % (Recommended I nstalls) #1BAZA 2R (Itemized Charges), #AJ5 fiidi gl
AR %528 (Create Server).

WM B Y. R, ARJA RPN T AE .

PR QRIRFSR)E, RGO Wi a8 RS B . S5 AR ST s BTl sl A . I il 2L e

T— M4
* ZEH: 3] ASA virtual.

o PREEAF T IE T SSH Hi A CLI Ar 23 THl e, 5 ASDM. %<Vl ASDM Ui, i
21 J3 %)) ASDM.

CPU (£ FHIBRFR &

“CPU FIJIZE” (CPU Utilization) 1 #5904 T #6521 iy F CPU T4 b S8, Bt e AR i
I BUEAT A2 30% & 40% 4 CPU 0it, 7ERMIEINELET KL 60% % 70% 72¢ht.

ASA E 1 &Y vCPU {5 R

ASA U vCPU 3 WoRk T HIF i 42 . il s RSN HERE (¥ vCPU .
Rackspace it 15 1) vCPU i F 4045 Bk ASA BT 2, K.

* ASA JEA AR I ]

* HIT ASA FEIUNLI %SYS JTA

* £ vSwitch. vNIC 1 pNIC Z [A/ B s Hdi (i F4s . BCIFRY e K.
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https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/compute/cloud-servers-product-concepts/ssh/#ssh
asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_130
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B crum=Rm

CPU (£ FHZE I
show cpu usage fir % ] H T /s CPU I 48HE .

A5l

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FECUR 7RI, #2535 19 vCPU A FH R ASRAN -

* ASAv AR 40%

* DP: 35%

© SRERHERE: 5%

« ASA ({5 ASA IR : 40%

* ASA R H): 10%

* JFiH: 45%

JHE T PAT R LI RE P Thae, LA vSwitch £E NIC 55 yNIC Z [W] B2 3 it .

Rackspace CPU {E R 15 RIk &

BT AE W H &R % CPU. RAM FIRESL S MG B4R B4, BOEnT A B RESL . 1/O R 4445
Ko AT S B R 75 Bh A B s IR 25 I 45 2 i A i i R o 8 mT LR Ay 447 nova 25 ) i B = 45
#ITHE#R (Cloud Control Panel) FL1H K2 & n] K AR 55 % o

FEAT AT B AT L M i 4
nova flavor-list

ROK BRI A TR A E . SR T MER:
* ID - J]n55 4= & ID
© G - Hi RAM K/INFITE e SR A bR 0 IR 44 R
* Memory MB - it &[] RAM
o WAL - WA RN (LA GB W Hr) O T B i 2 ik 55 4%, B RGEMLEL RN
Y € T VAR A I PN
o He - AN
* VCPUs - 5CE R REHU CPU HIHUE

* RXTX_Factor - 43 it 45 3% 4% #1 I 55 #& 11) PublicNet % I, ServiceNet Jiij I FIFE 25 /L% (2 [L%)
(71 %5 & (LA Mbps B4
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https://login.rackspace.com/
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ASA £ 1170 Rackspace El3%& .

* Is_Public - A Al 1]

ASA [E#1#0 Rackspace &3

ASA JEHL5 Rackspace Z [ ] CPU {2 (%) fA4E % 5+
* Rackspace EIZRIHIGZ KT ASA FEME
* Rackspace 724 %CPU i %: ASA MEAURKZ K %CPU HFH %,

ARif “%CPU R Fl “%CPU %" RIRAIH AV :
* CPU FI 424 T#) 2L CPU N4 IHE B
* CPU f# I 54241 73T CPU ML FEMZHE CPU &l B B2, T dH—4 vCPU, A
I Z AT I
Rackspace #U1 T 5 Rt 5 CPU I # (%):
A L CPU I A, LR CPU I H 43 LE R

BETFEAEIE T EHL CPU M R, A ST R =EAE RS, BRI BT T H EEFL CPU 1)
Y CPU R £,

i, RIS AL CPU IR UBLAE — S BAT IS EE CPU (0L Eiz4T H CPU %
100%, JWEZEMHLEsE4 R MBE CPU, [ CPU I A7 508 L MHz 2 L7 ) 1 A
/A CPU s x #Z LR
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. ASA E 1170 Rackspace B3
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