&£ FH KVM [ 2Z ASA Virtual

0] AR RIS AT 24 T WAZ P BRI L (KVM) IATA e 45 25825 x86 CPU ¥ 4% %% ASA virtual.

| o

BEEED  ASA virtual (R AE N A E SR K 2GB. W44 1T ASA virtual N ££/0F 2GB, B IR ASA
virtual L FE IGO0, A IIIRAS T30 9.13(1) Mo S i flAS o st ] LAAE ) g 397 PR A B 3 2 S
] ASA virtual#/l .

o WEMFIRRA] , 25 1 50

s Wik, 4

s HiPRA, HE 40T

o W% Day O fiL'® S0, 55500

o WERRBIUMBE XML S0, 557 101
* #28 ASA Virtual , 5 9 7T

« VEREHOL . 2B 10 0T

* CPU TGS, 26 20 1L

R U 0 PR )

AR 5 02 1) S A K R 225K, ASA virtual #8288 Fr AU H (1 BARRE A vl e AT AN IR . B
KRG MR B AT B AL AL B IR DU C B K, AR A AE . CPU B AN i ]

| &

EEFRW  ASA virtual B B FIREEAT RN R 8GB o Joidk T Ci A 2 1R A B YR L . o

FEFBSE ASA virtual Z |, 5 A0 LR AR

KVM _E &9 ASA Virtual R4 =3k
TR L e, DA R TR . ASA virtual AT DL KR
* EHL CPU D2 AF BT B ET x86 ARS8 Intel Y AMD CPU.,
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B evmms

i, ASA virtual P g R SEE0 = AT AR 4% T LA 2.6GHZ 1247 1) Intel® Xeon® CPU
E5-2690v4 Kb FE#%(¥) Cisco Unified Computing System™ (Cisco UCS®) C & %1 M4 IR 55 %5

ZiLE9 vNIC
HEFAAEHI LA R VNIC PASRAS S fE

* PCI HiE ) 140e - K5 RS54 M3 NIC $55845 VM, JEilid DMA (HEZEWAAVI) fENIC 5
VM 2 [ s . B sh B 6 A 75 24T CPU F .

. i40evf/ixgbe vf- AR B (78 NIC 5 VM 2 [alfE 4 DMA i) , HARUEZA VM Z a1k
ZENIC. SR-IOV Ml & IEN, FheRAHEZHE R EE. HSH

* virtio - IXIEIFAT AL I ER UKBIRESY . SCFF 10Gbps #:4F, (HHFEE CPU Y.

\ )

FR FKVM %éj‘?iiﬁﬁ’] ASA virtual 524 7] GESAEAE ] VNIC BRENFLF 140e A 2.11.25 Hﬁ SR-IOV #%
1 PR 26 1) B0 S 2 o) . FRAT T AR I NIC A T2 o0 JLABRRCAS , DU figt e b ) 550

TEREMLIL
A SEIL ASA virtual (B AEPERE, BEATLO VM BN TR . AOGRAE R, 65 tEaeiii
, 510 UL,

* NUMA - 0] DLl Lok 52 VM 1) CPU %95 B 25 B3R —3E— 3N A7 U5 1] (NUMA) 15 550k 3
ASA virtual PR . B RTEANE R, 155 NUMA HEN, 25 11 5,

* YR RE - ASA virtual SCRFEACIY E (RSS), H%L@E%ﬁﬂﬂdElﬁﬁﬂihﬂéﬁ%ﬁlﬁto UK
MBI, AXRTENER, WS TECRY i (RSS) M2 A RX BASI, 513 1.

* VPN ft4t (VPN Optimization) - 17 51§ [Tl ASA virtual{fffk VPN P AE AR R F I, %S0
VPN 1ift , 25 15 1.
- §ic:
MBRA 9.17 Frif, KVM _EEBE ) ASA RERLSZBl 2 FRERE. A REAIME R, 1EZ 0 ASAv [ ASA
CPU EE

Piik ASA virtualfE KVM B8 IEH TAE, F%% CPU [HE; &8 CPU [HEIhRE , 5 10 1L,

1B PE s B ST S AT M
XTI AL R, U PR T B BAT R R AV PR s Bl P 5 e 35 24 W 2 4% 2Gbps SRR
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

| 153 KVM £5:E ASA Virtual
AT |

|

EERW I ASA virtual B & T XTI, 55 B[R]0 R A 2 A I BEAS ASA virtual. W1 SE 4
AR AN B LTS N BIAEAS ASA virtual, EHSRFIASFEIRINT, 7 ASA virtual¥s ) & b4 BoReiiR. i
B IRE T AE 252 B 50

Proxmox VE ] ASA Virtual
Proxmox MELIAEE (VE) J& il LU BE KVM MERINLI T IR 5545 BRI 55 o Proxmox VE b2 {ILJE
T Web [/ B 54T

{F Proxmox VE 338 ASA virtuali, 7520 % VM DA RRLEE AT 1. QiR 170 1, ASA
virtual & 753 B R TPt AR . T BT 2535 v] i H Proxmox VE & Web (145 2 B RR 58 Al

)

AR T BEH Unix shell 8% Windows Powershell 524 H 7, Proxmox VE $#&4it T —AN iy 47 Sk
E BB I BT A A ey AT S AR R IR AT AN UNIX T D08 X 0 e B0k .

ik ASA virtualIEH R 5)),  REAUNLAT EHCE AR AT B

1 AL, AU LR ASA virtual#l.

2. WrIT BN

3. KIKIEFHEH (Hardware) > R0 (Add) > 4% & (Network Device) JEis i H 475t 1 .
4. FWREAUHL R .

5. i Xterm.js Vil ASA virtualffl.

B IR U LRV 25 IR 55 2% b BB RS £ 45 BL, 15 2[4 Proxmox 5 47 23t (Serial Terminal) T2 [

IPv6 33

T KVM G BA IPv6e SCHFAICE 1) vNIC, AU RN & IPv6 Bt B S AU DAl — A
XML 34, f4sw] U i 4> virsh net-create <<interface configuration XML file name>> ¢ 2235 B A5
IPV6 [ 25 Bp i) e & 1) vNIC.

M RENMED, EATLLEIE LR XML SO
o IO - mgmt-vnic.xml
« Wiz - diag-vnic.xml
« WD - inside-vnic.xml
* AhiER4% 0 - outside-vnic.xml
w5l
A8 IPve IC'E B R LB XML SCAF
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https://pve.proxmox.com/wiki/Serial_Terminal
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<network>
<name>mgmt-vnic</name>
<bridge name='mgmt-vnic' stp='on' delay='0' />
<ip family='ipv6' address='2001:db8::2111:b220:0:abcd' prefix='96"'/>
</network>

[FIRE, St 2l Fofbodie A1) XML 3CfF.
TR DL I AT PR iy 2 KB IE KM E 22256 1) ki 400 263 T 25

virsh net-list
brctl show

FEER T ASA virtual ft KVM 1 RIZ8 #$h il ASHE Tk (RE P2 25 T e b s . ASA
virtual HIAE N ERISMR R 26 2 18] (KB Ko S8k, sl spadle & 1A SO e B 2%

& 1: £ KVM B4 ASA VirtualiR & =15

10112
g0

198.51.100.2
oo/

Linux Guast Limnu: Guest Linuz Guast
Inside Mgmt Outside
10.1.1.3 192.168.1.3 / 198.51.100.3

et i Y !
Inside " Mgmt b e, ™
Metwork Network MNetwork
. u ey KM
! v L4 Linux
virbr2 virbrl virbe3
10.1.1.10 192.168.1.10 108.51.100.10
- ath .
EEnt e 1015230 B

HIHE R

* M Cisco.com % ASA virtual gcow2 SCAFFFKEHCAE Linux £ L

http://www.cisco.com/go/asa-software
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http://software.cisco.com/download/navigator.html?mdfid=279513386
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#zvayomaxy [l

\}

IR T Cisco.com B 3f5 BAUERRS A& .

o RRGH T oRBIERE K, BT T Ubuntu 18.04 LTS. 7F Ubuntu 18.04 LTS FHl2 228k
DL AR s

* gemu-kvm
* libvirt-bin
* bridge-utils
* virt-manager
* virtinst
* virsh tools
* genisoimage
o PERES BB R . W BTN, &7 DU R KVM L) ASA virtual#r it . 7
RK— M EVLAREMES, 1S 00 NFV 5 Intel #5F 520 s 20 (A0 B 8 o
* Ubuntu 18.04 43 LA ELH5 LA F 25351

* macvtap - 1 PERE Linux P &0 LUE A macvtap, 174N Linux M. VERD, 200 E
R BB A BEH macvtap, 1472 Linux M

 EWIRTT - B A TIENR /DN, £E Ubuntu 18.04 HHERIATFH
AR - PR A vePU B 3 — A .
* txqueuelength - JT] T-KFERIA txqueuelength 5 1115 4000 Aot 0 3 ak /b E 4%
o [ 5 - 7K qemu FI vhost JEFE [ i 452 CPU W% AESESetE ol F, [l vl B 5wtk
fit.
o HHRARALIET RHEL 0415 &, 152 (Red Hat Enterprise Linux 7 fZ L4k i3RI 4k 45
) .
* X T ASA R A4F1 ASA virtual ERINLIE SR FAHeANE, 1520 CISCO % 4P kb ASA etk

A Day 0 B &E 38

TEJA 3l ASA virtual Z 7, AT LAHES—A Day 0 FLE SO SO B AE ASA virtual Ji3 83V
FH ASA virtual Fe & R SCARSO . HRTAAEC BRGNS IE B0 TAE H k44 “day0-config” [193C
AR, IHENE KGN 2RI day0.iso S0P, Day 0 BC B SO 20 48 /040 3 10 4 7
F 0 DA RS T A S S S0 UF 1) SSH IR S5 #5 dir 4, (H'E e il A% 5E 411 ASA Bl

day0.iso 3CAF (H & X day0.iso BERIA day0.iso) D201 B KA B AR vl A
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

1/ KVM #3E ASA Virtual |
B czoaomExs

o BAERIIRTSE LR H Bh 58 5 ASA virtual FIVFRIERE, 1R AR BE PP B T 3008 e
VR 5473 (ID) 2 TN Day 0 B & 3O Ab T — H sk HA4 ) “idtoken” AISCAILAF .

© MARTEM BN &RTIR A (AR VGA 616 ) Ui M E ASA virtual,
I Day 0 Fig & SCAFH W ALEE console serial B¢, A REAE B A B ik R Fp A8 3 47 3 1

o W R TAEIE WAL R E ASA virtual, JUDAZIAEE RS N A0S 1T ASA & SO E
Day 0 Bt & SCF . IXANE 1% d1 B k5% 16 Day 0 Bt & SC1Fs

\)

AR RAEAIRGI P A Linux, {HX) T Windows A7 JALSEHIRE T o

HIE1 (E4 4 “day0O-config” I SCASCAE 4 ASA virtual ) CLI Bt & o 780N =N 42 1 C & R 7 (AT ] HAt i
Ho

AT ASA AT k. dayO-config N iZa2 A1 21 ASA BLE . “E % day0-config 115 fH: /7 st MIRATIF) ASA
B ASA virtual 5 il —ANMZAT LS A S . dayO-config H AT INFARFEE, W 5B ¥ show running-config fiy
At th b B R ARAT o

T

ASA Version

!

interface management0/0

ipv6 enable

ipv6 address 2001:db8::al111:b220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipv6 enable

ipv6 address 2001:db8::al1ll:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipv6 enable

ipv6 address 2001:db8::al1l1l1l:b222:0:abcd/96
nameif outside

security-level 100

no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management
dns server-group DefaultDNS
name-server 2001:4860:4860::8888

P2 (AL T EAENIIR ASA virtual FE S FE AT BBIVFAT, 1EHTR day0-config STIF R AL LU B :

I £/ KVM #38 ASA Virtual



| 153 KVM £5:E ASA Virtual
semnmm s

o EEEE TP bk
o (Alik) EEHITRREVFRT I HTTP AQPE
« FF RS HTTP AREE (iR 458D 5K tools.cisco.com fUIEHE) route iy 4
* K tools.cisco.com fifAfr 4y TP Hiubik () DNS e 55 %
 FRE B IETE R ) ASA virtual AT IE I BEVF AT LS
« (AJIE) HINE T ASA virtual 7 CSSM AT Ak M — 4144
$IE3  (WiE) K Cisco Smart Software Manager MUK ¥4 BEVF I UE 5 3 A MRSCAF N E BN THEENL, AR 8 rh S
ID A, WIFHILE T4 “idtoken” HISCASCIES , %0 IA ID AR
PB4 DR SR S 1SO SO i RE Y. CD-ROM:

i

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

S A b B 3 1) B RV T AR 5 281 E T ASA virtual.
LIS TROPIE 1 2|5, AN 1P Huhk 4 BB RS ASA virtual 4 S 1) BRI AL & S

R LM XML 324

T EEVRCE R ASA virtual ViR IERES] KVM EHL,  BASCKE U7 2 A8 M3z 4 1) kB 4L R0 5%

)

ER RFASHE Y KVM BN AN SMBIRSE %4

76 KVM AL EHES BRI XML 0. S F#E% Day 0 Bl & SCHE 25 5 DUITIR IR R 3L 45 b
™, BTN AR SO virbrl.xml. virbr2.xml A virbr3.xml CH45048 A X =4S S0
%y B, ASRVEER vicbr0, PRIOE DA o AR BB BN BT 1045 . B
Sk AU, MR E A4 42 BRI — 1K) MAC Hiudko 3245 1P Mk m k).

S GIE =B RIS XML 30, #lan, virbrl.xml. virbr2.xml F virbr3.xml:

T
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Nit

B2 Qs LN AR A

virsh net-create virbrl.
virsh net-create virbr2.
virsh net-create virbr3.

<network>

<name>virbrl</name>

<bridge name='virbrl'

stp='on' delay='0"' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"

</network>

T

<network>

<name>virbr2</name>

<bridge name='virbr2'

netmask='255.255.255.0"

stp='on' delay='0"' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"

</network>
-

<network>

<name>virbr3</name>

<bridge name='virbr3'

netmask="'255.255.255.0"

stp='on' delay='0"' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"

</network>

(LEARGIR, AT A 444 virt_network_setup.sh) :

xml
xml
xml

netmask="'255.255.255.0"
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R3 IR DB B UM 2. SEIIACK L ORI 2% . 2 KVM EHUEAT, Mt friFizfr.

B 5 W RMERgs vicbrl MIFFIK IP Mkl IX R ELZE XML SO 20 Fefr) TP Hudil:,

stack@user-ubuntu:-/KvmAsa$ virt_network_setup.sh

P23 W G EH NE Linux FHL, A0 EBIZAT virt network setup.sh JEIAS . OIHIATE 3= ML EE i 399 1A B 452 11
B17,

x4

RAIE KR AU 2 0 77 B

stack@user-ubuntu:-/KvmAsa$ brctl show

bridge name
virbrO 8000.
virbrl 8000.
virbr2 8000.
virbr3 8000.

bridge id STP
0000000000000
5254000056eed
5254000056eee
5254000056eec

enabled Interfaces
yes

yes virbl-nic

yes virb2-nic

yes virb3-nic

stack@Quser-ubuntu:-/KvmAsas$

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever
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.2 AsA virual ]

N2 ASA Virtual

N

B

3T virt-install (135828 BIA S 5 ASA virtual.

QIEE4 A “virt_install asav.sh” FJ virt-install JHIAS .
ASA virtual HLF B FRTELE KVM EHL BT HAl VM b b S50 ME— 1)

ASA virtualiz 2 1] LASCHF 10 DNZE . SRR =AM 4. ARG A PR B2 . 3B — M R 202
ASA virtual )& B 4% 1 (Management 0/0), 55 41 H A2 ASA virtual ] GigabitEthernet 0/0, 25 =41 H A& ASA
virtualf¥] GigabitEthernet 0/1, LAMIEHE, EH % GigabitEthernet 0/8. M4l NIC WAZ0 & Virtio.

-

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--—arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=gcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

1247 virt_install B

T

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

SRR LA 1, R BoRB LIPS & o BT LUE SIBINLIEAE R 3. R SEAUNLE 2L Bl Rl 7E
REAUBUE 1R Bl T ORI & i & ) CLI i 2.
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| A

M RE I

S KVM ECE R4 &
fE KVM 55, T S8 KVM ML B BCE, w DL E ASA virtual (PERE. XL 30E 5 EHLR
S5 dn LHONCE WA JCK . ik H] T Red Hat Enterprise Linux 7.0 KVM.

SR CPU s, AT KVM AL 0t fe

A CPU EEINEE
ASA virtual 3K 48 F KVM CPU B T4 = KVM BB ASA virtual (R 1EfE . AbFE 28 G B CPU
[i5] 58 PT SEBL— AR ERE AR S —Arp b BE ARG (CPU) B— R 41 CPU 4R MU, DA%t
FEEUZRFRANAEFR B — N2 A~ CPU (R4 CPU) _EH#UT
Bo'E BHURE, BEH CPU & 524 5 AME ] CPU [ 7€ 1K) S 5B B AEAN R EAL E, DAk G0 oA ]
SE S L8] SE A ) B PR K

[ ]

FE O AELAMFE TN EEEA NUMA 373 S2 ) s NUMA 36 $h 5249 o

BEAF LT, 3 7E KVM ENLERCE CPU [ e Thfg

PR 7E KVM EHIREE S, B0k =196 4 LA I a) F T [E5E 1) vCPU 4
w5l

virsh nodeinfo

B UuE ] ) vCPU %kt :

il

virsh capabilities

N
>
N

Ni
38

TR 3 5 vCPU [l B A B a8 A A% 2 -
Pl
virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

X T ASA virtual E[JBEAS vCPU, #BLAZIIMAT virsh vepupin dr4. LU 7l s 2 851K ASA virtual B &9 7 PUAS
vCPU HENE S\ WZ I T 1K) KVM i

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

TN ST UE 0 2 7 Z A FHESEC . ARG R, S0 KVM 3R,
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numasEn ]

iR ERCE CPU 2 TUREN, WAL E & BHURSS 8410 CPU #idh. WA HIACE T 2 N WAZ RS 2%,
THANELES 2 M EFEIC S CPU 52

P KVM FCEPMERER ST mE, Erf 2L RSB

NUMA

AE—BNAFEYT ) (NUMA) 52— FOCE N TR, A T 2 4B as AR 40 b 2 AR T A BE 2% 1
P WURACERES VT IR B NAEANE H CRI RN GERENAE) , BRI NUMA GEE DUIG T A
WA R i) T A

X86 M55 4 Aty th 2 MR AR IR P (0 2 D WIZALR. BES CPU il 2347 1/0 SRR
NUMA 15 5ie S PNAF s BOCa L, RSN AR B BE o (1 NIC) WA T [l — A4
R

FAF A ASA virtual?k fg -

* ASA virtual VM DAZILE B— NUMA 5 & FIE4T. Wi 7 A ASA virtual AES 2 MGl IZ
17, WPERER B 2 T B

* 8 #% ASA virtual (i 2: 8 #% ASA Virtual NUMA ZEf47-41 , 55 12 T0) Bk Bl CPU _EAIEEA 4
MR 8 NN AH EIRSS A g AT i I Ad B FUML .

* 16 }% ASA virtual (8] 3: 16 #% ASA Virtual NUMA Z2#75 49 , 25 12 70) Bk 301 CPU _LIEA
TSR0 16 M. DI EIRS & FisAT i IAb BRI,

* NIC 5 ASA virtual LAz T[] — NUMA 15 55 Lo

T EBIRIRS 284G A CPU i, £4>CPUH 18 MWH%. 8 1% ASA virtual 23K 4L CPU L)%
M0 8 M.
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B nomaem

& 2: 8% ASA Virtual NUMA Z&#5 75

— numa 0 numa 1 -
8 core ASA virtual
CPU Socket0 CPU Socket 1
§ EEEEEN
— EEEEEE
¥ il [w] ] ] B ]
WO Controlor VO Controlion
NIC

N B REIIRSS 8515 P CPU i, 4~ CPU AT 18 M. 16 #% ASA virtual 23K EHL CPU L

BAERE 2 0 16 M.
[ 3: 16 4% ASA Virtual NUMA %243 751

— numa 0 numa 1 -
16 core ASA virtual
CPU Socket 0 CPU Socket 1
f EEEEEN
| EEEEEE | -
¥ EEEEEE
O Controlor WO Controlion
Eamen [ rore |
NIC

NUMA 11k

BAEE LR, ASA virtualfLN£E124T NIC [([E— NUMA 5 & FigfT. Witk
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AT sy R ®ss) s 4 R psl ]

1 A “Istopo” Wor™ T s, #isE NIC FIfEM™y sie $3 NIC IFid sk e MRERE 1 19 2.
2. £ KVM EHLE, H virsn 115t 4k ASA virtual.
3. %% VM: virsh edit <VM Number>o
4. FFFEHTIENY B ASA virtual. LR 7RI 18 A% SO T
X T 02

<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>

XA 1

<vcpu placement='static' cpuset='18-35"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

5. frRAF xml %I EH ASA virtual#/l.

6. %5%1%44@\5@ VM EF)???E‘J%AEJ:@?T, Ijﬁzﬁh'?T ps aux | grep <name of your ASAv VM> Uﬁﬁiﬂllﬁ
£ ID.

7. 84T sudo numastat -c <ASAv VM Process ID> PATYE ASA virtualll 275 IE#fiXF 55

HRAE KVM A NUMA PR30 54015 B, 152 W RedHat SCRY 9.3. libvirt NUMA Tuning.

FA T4 im 3 & (RSS) #9% 4~ RX BA 5]

ASA virtual SCRFRCGSJEE (RSS), #9408 385 0 o A1) FH IX I B AN W 28 B A7 70 A 2 A A PR
Wk Sl KA, A4 vCPU (A% #AZIA H I NIC RX BAF. iR, ML RA
VPN FBE R BEAL ] . A B AR LR

| &

BEERW BT ASA virtual iR 9.13(1) 8UE SR, A REMEH 2N RX AF. X+ KVM, libvirt i A HAKT

R 1.0.6.

T HA WEAMNEE N 8 #% VM, BAMZIVRA 4 4> RX BRI, i 4: 8 #% ASA Virtual RSS
RX BAA 55 14 5T K.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/virtualization_tuning_and_optimization_guide/sect-virtualization_tuning_optimization_guide-numa-numa_and_libvirt
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B =7ussr R Rss) w54 RX AT

[& 4: 8% ASA Virtual RSS RX BA %1

ASA Virtual
8vCPUs =8 physical cores on host

[
dliLLL]

2 8
o 2
o 0
@ 2
-
Inside RX Outside RX

¥ HAT AN B2 O 16 1% VM, SN2 L1EAT 8 4> RX A4, & 5: 16 #% ASA Virtual RSS
RX BAFI , 45 14 T iR,

[&] 5: 16 ¥% ASA Virtual RSS RX 'A%

ASA Virtual 16vCPUs =JL6 physical cores on host

[LLILIILELIILL L

BpISU| DINA

vNIC Qutside

Inside RX Outside RX

TR ERT ASA virtual[f)3i& T KVM ) vNIC LA K 7 RX BAAIECE . A 55 3 FF 1K) vNIC 113
Wy, ESRER VNIC , 552 7.
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vendiie [l
*& 1: KYM 3384 NIC/YNIC
NIC £ vNIC IEzHF2 | IRENIZFHAR RXPBAFIEY | TH&E
F
x710 i40e PCI Hiifi % 84 X710 ) PCI HIEAI SR-IOV #ix
OouT g . PEfEfAE . SR-IOV 3 2 AU
eV - PG, B NICATEZ A VM
|11 S
X520 ixgbe PCI Hif 6 x520 NIC PEREEL x710 1 10% )
. 30%. x520 () PCI Hil Al SR-IOV
ixgbe-vf | SR-IOV 2 HESUPEREAILL. SR-IOV 3% 5 e
BB %, R4 NIC AJ7E AN
VM 2 [A] 3L,
ANiEH virtio FAT HERIAL % 84 AT ASAV100.
o HAbEEE, %S4 Virtio on
KVM g HZ BB Fr, 5515 0,
77 Virtio on KVM B A % I\ 5137 3%

PLR 748058 BH 4] 4 virsh 2% libvirt xml, 45 Virtio NIC RX BAFI 3 SR E Hy 4:

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0'/>
</interface>

| &

BEEFRW  libvirt IRARACTE Z 1.0.6 LLSZREZ AN RX BASI.

VPN i1t

DU 28 ] ASA virtualfi4t VPN 1 GE ) — L Ho A 2 = 10,
* IPSec 4 H L DTLS E &
« B - GCM HAF K24 CBC IWifis .

SR-10V #£ O Ec

SR-IOV R ZA VM 5 EHLN [R5 PCle 4% iEHC%s . SR-IOV & X T FF k.
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B srovzoERsER

« WIFEL)HE (PF) - PF 514 PCle ThAE, 045 SR-IOV DRk, IXLLThedE THUIRS: 2% b Wom b w3
A NIC,

o ERLIBE (VF) - VE &6 B TER AL M4 PCle IifE. VE VS E T PF, JEi@id PF BT FE,
VF 7E BRI RGHELE R, Hemnl LL 10 Gbps F3 8 ZE 8% ASA virtualll. AT U] £ KVM
B FICE VF. ASA Virtualfll SR-IOV % AR A4 T ASA virtual %} SR-IOV HISZF#-F & .
SR-10V = O F R By ZE K

WRAEA — A FE SR-IOV PR NIC, 7] LK S HF SR-IOV 1) VF SR NIC (VNIC) i 451 ASA
virtual 3561 . B4k, SR-IOV & 752572 FF BIOS DL ARG L I2 4T #eE R G Sl sl BN IR RE .
THIZH T X6 KVM B EEHRIEAT I ASA virtual /T SR-IOV 435 1R HC it — e v )«

o TE MRS 43 75 22 A SCFF SR-IOV B NIC; 15 SR-10V #2 L1EIFIBR ] o
o T EAE EHURS 43 10 BIOS H A HEFML . A CPEANE B, 5SS RN R SCRY .

o TRELAE FHURSS 25 14 BIOS 8 H IOMMU X SR-IOV 4R . fARFEHE R, E5 i
AL 7 SR

&t KVM £ 41 BIOS F1EHIRIER S

AN HEKVM RG LR SR-IOV #2185 PP 2 28 FIRC E S0 o AT IS B T4 8 sE it = 348
Birp A G g, XU A 02 R UCS C R 41IR%S 2% %) Ubuntu 14.04 (FC454T Intel LA
R4 2% 2% X520 - DA2) &

FrIEZ Bl
o iR 2B A SRIOV M £54% 45 (NIC).
PR O A A Intel FEAMEEAR (VT-x) Rl VT-d Thi.
A\

AR IS RGHIE RN  IXLRE . JRATT R U e Y R SCR R IE 1%
R, AN [ IR 2R U T AN R FR) 7 32K ) A1 S 5 BIOS BE

© BRORAEARAE RGE e R R © 24 BT Linux KVM B8, FEL B P T HARISEHRR Y 1550
RIPEAAF . 26 4 0.

o TR BRI Ab T “TT R IRZS . A ifconfig <ethname> HEAT A

W A W7 H Pk RIS S Sk R A
S22 I3F Intel VT-d 2 EC)E .

T
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ez kvm 41 Blos w2 z% ]

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

BJa—ATRR VI-d CFH
Tl LK intel_iommu=on 24} in % /etc/default/grub fic & SCAE) GRUB_CMDLINE LINUX 45 H ,  7E A% ias
Intel VT-d.

pRUIE
# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel iommu=on"

iR WERIEAE A K52 AMD ARFESS, N R amd_iommu=on B INEN 51 524
O A Bk SS 4%, LT fommu B AE R
T

> shutdown -r now

B VF, HARJ7EA: it sysfs 0 ) sriov_numvis 2505 A& 4 ME, kX

#echo n > /sys/class/net/device name/device/sriov_numvfs

N T PR BRI 55 25 T LN QU P 5 O VE, TR LT A -2 BN 2 redocal SO, i30T fetclre.d/ H
3K Fo Linux $AERGEAE R S FEE AN HAAT relocal JIAS .

Blhn, SRR 7oA R A VEF R 1S SRR E B AR A

Al

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs
FOHT R SRS A%

il

> shutdown -r now

A Ispei A2 75 LB VF.

R
> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

iR i} ifconfig T %, B BB D,
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. % PCLi& & 5> B 48 ASA Virtual

1% PCl & &4 EL 45 ASA Virtual
RN VE 5, BT LLE AT g ASA virtual ', sHZE I PCT % & —FE. LR~ i B 4o
{5 F T virt-manager 1T B LUK VE #3578 N2 ASA virtual

$IE1 7T ASA virtual, AidiRINEEH (Add Hardware) #50 LUK BT &8 2 e pL .
& 6: F

ubuntuls Vir tusl Machine

Ble virusl Machine ew  Send ey
=S cue- &
BN ... ...
Performande
Harma: |ubuntu1s
D ProsDl 5500
URRD: | - o ol a—
B Mermory SRR S
it i Descrgton:
B vetiobisk 1
) 'O comoM 1
By roc 74104
Moute Hypandsor Detalls
Input Hyparvisar: knam
E—— Architecture: <86_54
j hi Emulator: fusribinosm.spice
Seound: i : M“
iy Sarial 1
B soicoobesi0z Operating System
Hostramse: unknown
PCI GO00B4:10.2
! Product namse: unknown
Vedeo Cimus
! Controler USH b Applications
B Controber pei ¥ Machine Settings
Cortroler DE
! OFRror ¥ Swe
! +J‘dd l H- I l:i\?-'-l::_- I

W2 g A TEYE (Hardware) IR (1) PCI E#1i&%& (PCI Host Device).
PCI #4136 (R4S VF) K H IR A0 B i o
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1 Pe1 & & 544 AsA Virual [l

® 7: ERlThRES IR

Add New Virtusl Hardware

B network
input PFloase indicate what physical device
aeaphics te connedt to the virtual machine,
Eound Hast Dewice:
| Sensl 06:00:0 Interface ethd (VIC Ethernet NIC) o
il Peralel 07:00:0 Interface athl (VIC Ethernet NIC) [
ol Chaurobl 08:00:0 VIC FCoE HEA J
LIS8 Host Dunace 09:00:0 VIC FCoE HEA [
0A:00:0 Interface sthd (BXS599ES 10-Gigabd SFIFSFP+ MNetwork Connectan)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwark Connection)
! Watchdog 0A:10:0 Interface ethi (BX559 Ethernet Controler Virual Function)
Filegystemn 04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
G Smartcard 0A:10:2 Interface ethll (82999 Ethemet Controller Virtual Function)
'é‘ USE Redirection 0A:10:3 Interface ethlS (82999 Ethemet Controller Virtual Function)
04:10:4 Interface eth12 (82599 Ethernet Controller virtual Function)
04:10:5 interface ethi6 (82995 Ethermet Controller Virtual Function)
04:10:8 Interdface ethl3 (8255959 Ethemat Controller WVirtual Function)
0a:10:7 Interface athl? (22599 Ethemat Controdler Wirtual Function)
0C:00:0 MegaRail SAS:3 3108 [Immader)
10:00:0 MGA G200e [Filot] ServerEngines [SEF1) _ﬂ
i sl
3 cancel | ] Eiresh |

T3 LA EMIIREZ . A5 S di5E R (Finish).
% PCI B M BLAERE T HI s ST % e A BAiliad Dy LUK ) 4 SR P T e
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B cruemmrmnns

[ 8: RN B E AT Bk

ubuRtuls Virtual Maching (on kvm-racetrack)

Ele virtual Machire  Yiew Send Key

=g cone-o

! Crvariew Physical PCI Device

Parformance Dendice: 0A-10:3 82599 Ethemnet Controller Virtual Function
O Processar
|=| rMamany

{5 Boot Opticns
[] virmio pisk 1

=) IDE COROM 1
|By rac 87:21:9d

Mo

gt
Corplay WG
Sound: ihi
Gy Serial 1
B rooccoossies:
B rooooeaios

Vides Coul
B controller usE

! Controller poi
! Controller IDE

s Add Hardware _I I-Elmm.rtl X cance |

T—5Mit 4
* {fi ] ASA virtualfiy 2471 1) show interface fir 2 5 ik B e & 42 11 .

* i) ASA virtual b 3% D0 B ARG B R ZE 1, DUEAA AR, AR5 R,
W OB 2B ki ASA RIVHMERAE CLI BCE TR M) MEARORE &,

CPU £ H15 A0k &

“CPU #MH#” (CPU Utilization) # &8 T 4@ M N ) CPU Hartt. 1%, ZO7rdkmE
I BUEAT KL 30% 32 40% [R5 CPU 8, £ RGN BUSAT KL 60% 2 70% (K75 .

l::‘;'__'

EEEW M\ 0.13(1) JFA, T BALEATAT SRR ASA B, vCPU/ AFL TR LA FATAT ASA HEIVFITE . Xk
ASA L% PE AR RE VM VST
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ASA E#IF Y vCPU fF A= .

ASA E#l# &Y vCPU £ &

ASA AU vCPU i3 WoRk T HIF i s 42 il s f AN HERE (¥ vCPU i
vSphere %75 ) vCPU 1 #4045 Bk ASA BRI 2, K.

* ASA JEA S IR I ]

* FIT ASA FEIUNLI %SYS JTAH

* 7 vSwitch, vNIC Fl pNIC Z [ 3 8 (0 T8 . BEIFES vl e AR5 K.

CPU {1l

show cpu usage fir % 7] I s CPU A H 40 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELL 7R B, it (5 vCPU A ] AR AN -

* ASAv FEfUR T 40%

* DP: 35%

 SMBHERE: 5%

* ASA (fE ASA REFUART) : 40%

* ASA ZHEH): 10%

s T 45%

T T BT BN LR P DhRE, LA vSwitch 7E NIC 15 vNIC Z IR sh i 44

KVM CPU (£ B 15 Rk S
LEAL s Al i) LUK WAL B 25 3E H I,

virsh cpu-stats domain --total start count

T S AR E Vi & BN CPU et 5 . BUAEIL T, Ex By CPU M4 B AL
SH --total IV BR BRI E R . --count WA B4 CPU M THE B

OProfile. top %5 1 Hu[ 2tk 2 KVM VM {15 CPU {13, Hrp Bl LR/ VM 1

CPU %, [F¥E, XenMon Z45E T Xen VMM ) T &4t Xen BN R 102 CPU 1f#
Z (Bl Dom 0) , {HAZHKHXI 43 AR BRI KU W P02 A A5 O o
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B asa s kvm @

PRtz A, st AR It TR TR, 140 OpenNebula, ‘&AL VM A REL CPU 71
73 LU TR 15 S

ASA [E1F0 KVM E#2
ASA BRI KVM Z (1)) CPU 1 R (%) fEAE 2% 5
* KVM BEIRMIRE KT ASA REAUME.
* KVM R Z K %CPU %5 ASA MEIUFRZ h %CPU I %

AR “%CPU FI %" F1 “%CPU I R AR K 4R 74
* CPU M #5207 # 2L CPU it 5 B .
* CPU i FHRALME T 3T CPU ML FEMIZ M CPU 4iiH 5 8. B2, mF M4 vCPU,
B FEARTTIT
KVM #2001~ 77 it §5 CPU 1 % (%):
MHTEH L CPU MR, LUEATH CPU I EEOR

BTSRRI TAEBLIG CPU AR, TIASRLEE TORSEHRIERSE, ALHEBIBLI BT 0T LR CPU i1
A CPU A .

B, g HEAN T AN R CPU B ERIMLAE — N B A VUM EE CPU 1 ML L1217 H CPU A %K
100%, NLZBRNEEEHR—MYH CPU. BRI CPU MR H A0 B MHz g 5Apr i 1d
FIEPL CPU $E x 0%
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