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7f Google =& L 3#RE ASA Virtual

AT LAZE Google T+ 45 (GCP) L% ASA virtual.
o Mk, 1
s HibESRA, B3 T
o WEMPFIPRA] . 26 4 50
o MR, 4 0T
* 7 Google =¥ L3 ASA Virtual , % 5 7T
* i8] GCP I ff) ASA Virtualscl , %5 8 1L
* CPU {FH TGS AR, 25 10 1L

GCP feVFELEY Google AH A (Kl ¥ Ay SB AP REN . Wk KRS

ASA virtual IZ1T 5P ASA MR EAY, DORIE B AE A 2 2 ThEE . ASA virtual 1] DLERSE
HEALGCPH ., )5, WU HATHCE, AR E BN TR AT R WO os 6 HL 2 16 SR 0L
YIEE o0 TAE .

GCP i+ E LR T

1EF Google HEFIMLISHIFNR /N LU A2 ASA virtual 773K .

ASA virtual ZFFCL NI NI, N2 FiHEAR4L C2 GCP i SEHLE .

R LRI R RN LR

HEMEHTENER B

vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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R 2TFEMBRATEN AR
TR Ik
vCPU M%7 (GB)
nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64

* ASA virtual /0T E 3 M
o SCHIEROK vCPU HE R 16 4.
o ASCFFRAAARA T LR Y
T LAAE GCP LBk . ] GCP 137 L) ASA BRI k8% (ASA virtual) 7= ¥ K JH 3l ASA
virtual SE41, DLAERE GCP THEHLEAY
C2 it EMALIT BN AL BRI
R C2 THEHIZE R A LU PR

o ANRERE DX SR AR T AT R HLR I . A OCTEAE R, 12 0 Google SCRVN Ik
YA X AR A MERESL K /)N (Adding or resizing regional persistent disks).
% 55l A ARG SN LS BN [ (R BRI . A OCTEA M5 L, 152 B Google SCRYHAE At 1

fi& (Block storage performance).

o AAEPTE R A X Fh ] . A OCTELNME B, 12 Google SRS T F X A X I3k (Available

regions and zones).

o AL E R CPU & BT AKIEAIME S, 1520 Google XA CPU 1+ f3 (CPU platforms).
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms

| 7 Google =ZF & L#FE ASA Virtual
mesd

ASA virtual BJTHEEZ
ASA virtual SCFFPEREZVF AT, A ZAVE ] A] T BRI AN [ [ 7 ik B 0 RN VPN G B2 B

THRER SEHIEE A2 O/RAMD | R PR RA VPN % iE R
ASAv5 c2-standard-4 100 Mbps 50
4 /16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 1%/16 GB
ASAv30 c2-standard-4 2 Gbps 750
4 /16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 1%/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 #%/64 GB

HIHE R

* 7E https://cloud.google.com €& —4~ GCP Ji /7 »
* G GCP Wi H . 2[4 Google A4 AT H (Creating Your Project).

* YFA] ASA virtual. fEZEVFA] ASA virtual Z B, ASAv KEMZER FI21T, A HE 100
ANHERERN 100 Kbps (7B WESBVFANIE: BRI T,

EARE IS
« BT - T ASA virtualiE 423 ASDM: AREH T Bl .
o WEBIELD - 16 ASA virtualZE 3% 2 A # KL
« SNEEED - FH T8 ASA virtuallZE 818 S 45 .
o BAF AL
« Uil ASA virtual () 23 3% 1P

* 1 ASA virtual REELK, WSIIBRL %A ASA JeAtE.
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

B evmms

JE U 0 BR il

LHEHEIRE
GCP Lff] ASA virtual3Z LA R Zhfik:
* GCP AN = (VPC) HIHHSE
* WAL % 16 A~ vCPU
© BB GBI
* FA) - {3 FF BYOL

AXFHFHIThEE
GCP [-1fJ ASA virtual N3 FF LU R Ihfig:
* IPv6
* GCP _EANSCHF LB 1Pv6 BEE.

7£ Google = F & L&} E ASA Virtual |

o N MM nl DA% IPve &8z, FERK e 18 1IPv4 /A2 E] GCP 41

SNSRI}
* ASA virtual A HA
* Autoscale

o EWY/ N IR/ E AR

P 4% 0 F N 7= 451

T E IR T AR 95 kA 2 T ASA virtual IR Z8 36 4h, 75 GCP A ASA virtual it & T

3T BB, ATFIANTD o

[ 7 Google =F & F&RE ASA Virtual



| % Google =F & LE3E ASA Virtual
% Google = & L3 AsA Virtual [JJJ

1: GCP L&y ASA VirtuaFii & 7= 151

‘-} Csonge Cnwd Hatorm

M 1 L
VP Retwote e o | GCP Route Table
182.168.0.0/24 192168.2.0v24 ﬁ e
- estination
— o0 el | & Gigort gnside} 192.168.3.0/24
. ] e Next Hop IP of ASA virtual Gig 0/0
I_’f FW Rules
192.168.3.0/24 ﬁ GCP Route Table
: v GighA (outside) '_9 Destination | 192.168.2.0/24
i : NextHop | IP of ASA virtual Gig 0/1
Management:

ASA virtual can be managed via ASDM. Port 443
needs fo be opened for hittps cannection.
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AT LATE Google V-5 (GCP) i3 ASA virtual.

£ VPC W 2%

FIaZ Bl
ASA virtual ¥ B HE =AML, BOBTITE I E ASA virtual 2 T QUEEIXEE 4 . 44 001
« EHT M VPC,
* WHEB MR E VPC,
* ST AR VPC.
IEAMEBCE T M A GCP B KESRUN, LAV EIRE ASA virtual. 2 B2 K BERN) 5 7E

ASA virtual A 5 180 5 (1 e R A KA RUAN ] o ARG I T I 25 A D e i 40 GCP i 1 AN K
R . TS SR ], 5 4

FHIE1 7 GCP #HHl A, KIKIEFEM 4 (Networking) > VPC M4& (VPC network) > VPC M4 (VPC networks), #&J5 &
i3 VPC M4 (Create VPC Network).

HIE2 (ERFR (Name) ZBh, S VPC ML IR TEL FR, #1n, vpc-asiasouth-mgmt.
$IE3 EFMEEMER (Subnet creation mode) F, fidi BENX (Custom).
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| PR

$IB 4 E#FHFM (New subnet) K& FR (Name) FBH i AT 48K, 440 vpc-asiasouth-mgmt .
$IB5 WX (Region) FHigRA, EFEIESEEENIXIL. I =AW T [ — X k.
$IR6 1k IP#tSERE (IP addressrange) 7B, fii A\ CIDR A% EE — AR 59, 411 10.10.0.0/24.
PBT 2 A AR ENBOAKRE, AR5t E# (Create).

$IB8 FHRISE 17, EEN VPC Al H AR WA M 44

B 22 By A S
(EHLE ASA virtal SR, TR0 RIS RS KHEBU (UL SoVF SSH A HTTPS o) , 1556

£ GCP LB ASA Virtual 5241 , 55 6 U0 ARIGENIESR, LOLRTLLG P RBAANSRE 1 BB K
e ) o

FI1 fEGCPEHIG T, R IREFMLE (Networking) > VPC 4% (VPC network) > B A& (Firewall), SR il I BH A
1EHM (Create Firewall Rule),

W2 (EAFR (Name) ‘7B, KB K EERUUA N Rk P4 FR, 4n: vpc-asiasouth-inside-fwrule,
P 3 MWMLE (Network) FHFIER, ERE LD K BRI VPC M4 14 FK, U1 asav-south-inside.

$IR A4 )BER (Targets) Ty, hREE ] 7B KB L, fan. Mg a9ErE £ (All instancesin the
network).

SIS {£i8 IPSEE (SourcelPranges) 7B, LA CIDR #%ZUH A U5 IP Huhl-3E H, 4140 0.0.0.0/0.
AN AR VF [ IX 8L TP M il Y ] A PR 37 o o

$I% 6 - FNi% O (Protocolsand ports) , 1EF4E £ BIHH-FNi O (Specified protocols and ports).
WRT IR
PR 8 il (Create).

7£ GCP _t£1)3& ASA Virtual 32451

SEREA R B, 4K 11 GCP Marketplace ) Cisco ASA REIFG K4 (ASA virtual) 7753855 ASA
virtual =41

P11 ExFH GCP =il G,

$IE2 LSRR > Hig (Marketplace).

$£I3  7F Marketplace H#H2 “Cisco ASA HEFLB kK% (ASAv)” (Cisco ASA virtual firewall [ASAV]) % H1% 7 o
4 riiB30 (Launch).

FIBS LI INME— R E B FR.

FIE6  IEFEIE ASA virtual[f [X 13 (Zone).

FRT  EFEAKTTEIIZEE (Machinetype). 7 XS HALRM SR, WS ML , %1 0.

[ 7 Google =F & F&RE ASA Virtual


https://console.cloud.google.com/

| % Google =F & LE3E ASA Virtual

L8

TEN

FER12

7£ GCP _t£1/3 ASA Virtual 3245 .

CAIE) A SSH # Y ) A ILE PIRENG ) SSH B4R (RTiE) T

AN
WX GCP A7 (10— DN AICE AR AR AL RIS PSP 3K R O 2 e e 2 Se il o 305 55
DR YIS RAF B C AL, AR IER RS2 .

6P FeVFIE 2 B AE R 500 2000 SSH 2887 1 10 L5325« 15 22 1% Google SCRY o/ i B 148 FH 301 [ 25 531 1) 28 3
SSH #4H 1 1) Linux S5 .

(%) ERFBIZA (Startup script) ~, 324t ASA virtual#J day0 it & . dayO0 it &S 7E H K55 ASA virtual #]
[

PAF - 7R ] LAfE R BB (Startup script) 7 Be b S BRI 1K) dayO g B 7= -
AR ASA i AR R, S0 (ASA BCEIRM) M (ASA e Z%) .

BEZRIR  MIREIEHISCARR, NAES =7 UG A s IR 5 [ p IGUERIA,  DUBE G s U DRI bR TS 20T
Unicode £ 15 -

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

N A E (A R A s ) O B RO B B R 2 B /R sl 22 K /) (GB)-
fEMEEIEO FRCE LM H,

. B
. A
* HhEE
R GURESEBIS, FTEVE I S s s 1 o R FAS IE A 1B R T B s, Db ZBUIN Bk i 529

A FH T 0 1 G T s S4B

a) MM (Network) FHigl&d, &4 VPC W44, il vpe-assoso-mgmt.
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

7 Google = T & L #1E ASA Virtual |
B 55 cep ey AsA Virtual szl

b) MIMNERIP (External IP) FHZIZH, LRSI L.
BRI, F45MER | P (External |P) k3% 4 I ET (Ephemeral). 3305 T P9 R AR 42 12 aT 6 1 6
c) siii5ERL (Done).
HIE13 ERAASE (Firewall) & B KA .
< B RIFRE Internet (SSH 718D B9 TCP i M 22 i HIEHELL VT SSH.
« T RIFRE Internet (ASDM i) By HTTPS it & 5L HELL fo/F HTTPS 4% .

P14 SEES (More) BB |P % (1P Forwarding) ¥ & A FF (On).
$IE15  LiERE (Deploy).

M GCP FEHI 5 ( VM SEBI T A A S PER (5 R o ROREERE P& 1P Muhik. ARR TP ik DL T 1B AR Bl 5
IR AR AT SRR S, A5 245 1S4

if718) GCP _ A4 ASA Virtual =451

T A5 A B S0 18] B3 P I K BRI L ACVF SSH GRS 11 22 F TCP 3E4%) o A RIEgifs A, 1
ZAE GCP LA ASA Virtual S, 55 6 7T,
W75 K BRI A0 VET ) ASA virtual S, I A VEREAE I LR vk 2] 501
* SN 1P
o ATAT HoAh SSH %7 o 558 — 7 T2
o BATEERIG
* Gcloud iy 417

ARVEAME R, 1S Google A4 44% 2545 (Connecting to instances).

\}

ER T LUE ] dayO T & PR e 1 FEIE BAE S R sh3 TR 61 #E 1) SSH 88X K& % ASA virtual SE9] .

£ A 5MER IP %32 ASA Virtual 245

ASA virtual SE1 4> ECAT N BB TP A4S TP, 8 0] LAE R AR TP K37 18] ASA virtual 5241 .

$£IB1 £ GCP &G, %+ E 3% (Compute Engine) > VM 3245 (VM instances).
FIE2 i ASA virtual SEBIAFRLLTIF VM SEBIHELRS 2 (VM instance details) T .
T3 FiEMEE (Details) I~ T, i SSH FBL N hEH.,

[ 7 Google =F & F&RE ASA Virtual


https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

| 7 Google =ZF & L#FE ASA Virtual
e ssH i£i£2) AsA Virual 2l I}

FERA M\ SSH F Az L FE I R I
BT DU DR J5VE 4L 2] ASA virtual SE1

o AEAT AR SSH %7 7 i 58 =7 TR - T GPRAIME R, 16214 Google ST T 55 — U7 T. A 1£4% (Connecting using
third-party tools).

pE s BT LA dayO PB4 I SEUE BAE SR Sh 3T TR QI K SSH 3 JIX oK 55k ASA virtual 5241 .

{# F3 SSH %12 2| ASA Virtual 32451
HEM Unix RIE ) R G5E 2] ASA virtual 52, 1548 ] SSH B 3% 5245

PEA A BL R iy & VB SR, DU A 0] AU

$ chmod 400 <private key>

o

<private_key> s XCIFHISERBACTI TR, SO L E07 7] B SEBI SCHR AR «
LA SSH iy 4 1] 52481«

$ ssh -i <private key> <username>@<public-ip-address>

Hrre

<private key> f&CHFIITEIEEALTIAARR, HSCAFEL & 5 Y7 0] 1) S DGR R EH
<username> #& ASA virtual %1 [ 7 44 .

<public-ip-address> J&BMIEHIE KR IS5 1P Hodik,

<ipv6-address> J& R 1S B 11 1Pve Hilil.

Sk
g
N

{8 F BB 1T &% 3% = ASA Virtual L5

FIB1 /F GCP #5161, %I+ E 512 (Compute Engine) > VM SE4 (VM instances).

IR 2 fiid ASA virtual SEHIZFRLAFT I VM EHHELE RS (VM instance details) TT1fi .

YB3 EFEMER (Details) IR T, smidiEEE BITIEHI & (Connect to serial console).
HRVEAE R, 152 Google SUHY 55 HiAT #4548 H. (Interacting with the serial console).
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

7 Google = T & L #1E ASA Virtual |
B =5 celoud i425) ASA Virtual 5251

{5 A Gcloud E3EZ2! ASA Virtual 32451

$IB1 £ GCP =6, %Fi+E 3% (Compute Engine) > VM 345 (VM instances).

HIE2 il ASA virtual 26 ZFRLUFTIT VM S2¥4R15 2 (VM instance details) 1 i

LR 3 MEiFEMIER (Details) IR K, rishi SSH B F RS,

S 4 fSER geloud 454 (View geloud command) > #£ = Shell #13E1T (Run in Cloud Shell).

BEEPEEAT T “ 2 Shell” (Cloud Shell) 23 % o A RKVEANE B, W2 Google XHY, geloud iy 217 1T HMEA (gcloud
command-line tool overview) ! gcloud compute ssh.

CPU FRHIERFIRE

“CPU FJH%” (CPU Utilization) #1578 T 45 2 I TR WA FH G CPU H4rth. T8, RO fEE R
I BUSAT KT 30% 2 40% AL CPU 24, 18R IER BHs T K4 60% 2 70% E’J ;-%

ASA E#l7 &Y vCPU {E A &
ASA ) vCPU 23 WoRk T HIF i 42 . il s RSN HERE (¥ vCPU .
GCP 7 ) vCPU i ] #4453k ASA REFUAE %
* ASA JEA AR I 7]
* HIT ASA RN %SYS JT4
* £ vSwitch. vNIC 1 pNIC Z [A/ B s Hi (i F45 . BEIFRY e K.

CPU { F R 7=l

show cpu usage fir % 7] I Ttk CPU FIH #48 1H 5 R
AN

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FECL R 7R B, it (8 vCPU A ] 2R AN -

* ASAv R 40%

* DP: 35%

« SNERERE: 5%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

| 7 Google =ZF & L#FE ASA Virtual
ceperu EmtEniis i

s ASA (fEh ASA BRI © 40%
* ASA FINEH: 10%
o JT4: 45%

JFE T AT RN LI RE P hfe, LA vSwitch £E NIC 55 vNIC Z [W B2 3 it .

GCP CPU £ IR &
Riclt GCP Bl L9CHI 45, AR £ M (Monitoring) H37 . 65K R0 5] CPU AP T 4>
.

THE G RENS B AT G U0 T Hh SRR VT S5 | S0 I R DL I PR 7 1 21 Google Cloud Storage
FEAFAR . A DU 324 T R B dr BT A B B, SmT DL IUH oA 2 A L
SEPIIEAEIEAT n2-standard-4 HLERRR, DLRAEASCHIISATIN R S0 T DL A 7K A PERE AL 147
fig S, DLRAT R S5 I RE A5 R

ASA [E#IF0 GCP El3%

ASA [E#LY GCP 2 [alft) CPU 1 FH & (%) fEAE 2 5
* GCP BRI KT ASA REHE.
* GCP 24 %CPU fi I, ASA IR Z N %CPU A%,

ARiE “o%CPU AR Fl “o%CPUEFHER” RRAFMIZI:

* CPU FH Z424L THEE CPU M4 THE B .

s CPU fifi F #4224t T LT CPU BRI 48 CPU Zeit s B Hi2E, T HAlH—4 vCPU,

B LRERITIT,

GCP %41 F )7 3803 CPU fEH K (%):
M B CPU IR &, LRI CPU I 40 Lh kR
PEVFEAE LT =N CPU MR, MA ST RE#ERS, MU ArE v Rl CPU 1)
SEHy CPU A&,
B, RHEEAS T AN ERL CPU I ERILE — N BA VUM CPU 1 =ML EIZ1T H CPU A %K
100%, NhZBRNEsEEHR—MH CPU. BRI CPU SR H A BL MHz 2y 57 i 1#
FIERL CPU # i x #0040
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https://cloud.google.com/storage
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B sa s cer mx
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BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



