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https://azure.microsoft.com/en-us/
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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7£ Microsoft Azure =t ZBZ ASA Virtual I

. £ Azure Security Center #3Z ASA Virtual

$IE6

LA T Azure BHEINZARES, DLUUIIBAEI 2 Al . AR W T 5% 58 L & B
PSS R, X ] LR ASA virtualf 2k B K B fif ok 7 % 0] Azure 2P i E

T AT i )L N RUAKE ASA virtualffE Ay 22 4 0 WK — MERSUR R TT %8, AR5 MRSl T Al
WYL R PRI DU RAERE P T e 4 rbuB i ASA virtual (2D 3R Wil 1 /i
HEZVEANE R, 152 Azure Security Center.

B F] Azure ]/,
Azure |17 BoR5 TR FT A SCHRI B EL R, S8 RO B OG.
M Microsoft Azure S i1, EFE%R £ Hls (Security Center).
QR RV ) 2 Ay, 4TI (Welcome) iU E T <. EF R ! FAEEZ 5N AzureSecurity Center (Yes!
| want to Launch Azure Security Center), 4777 &l (Security Center) AT R I it F B 4k
e &l (Security Center) iF4EL R I, EFSRRE (Policy) filli.
1ER 2R A& (Security policy) A2k k |, EFEFRGSEEE (Prevention policy).
7EFRRG S BE (Prevention policy) iR IR b, T FFAR AR A 22 4 SRmE 11— /0 A & TRt il
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https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

I 7£ Microsoft Azure = t#BE ASA Virtual
M Azure ZEEEENE ASAVitwallEEsTAE [

g) HMEHE (OK).
HIE10 il E ASA virtual ¥ E .
a) JEREENLAN.
ASA virtual 3Z F4rHE D3 FlARHE D3_v2.
b) EFEAAEEIK )
T DM AT At s A rT LG RIAE IR P o AR TR 7 B R 5 ) 2 IR SUL LI o7 S AH 7)o
o) MR AAILIP Mk, JrGRAE “AFK” (Name) BRI IP HHEIORRES, AR5 STERRE (OK).

FRAHOL T, Azure QDB AP, MRUNUE LI EOF RN, 1% 1P Al Re KB, Wk
SR E Y TP Mk, FTRLAET ] AT I A 3L 1P, K Bl S o st it

d) AR A DNS #5455
554 PRE IR 44 25T DNS #1250 Azure URL: <dnslabel>.<location>.cloupapp.azure.com

o) FEFEBUATIHEILNL, SOV Bl 4.

f) FLE ASA virtual4 B FIIIA TR, S5 A HRE (OK).
EEFW A OBAUERSIE (TR

g) HHHBE (OK).

SEN SENEMHE, K55 dE (0K).
$IB12 EEMHLRK, KRG AdiEZ (Create).

T—%Ht4
o GREF A SSH #r N CLI iy 2 HHTHELE, oiffH ASDM. f55C15 i ASDM [UtH, &

%% JF13)) ASDM.
o TR TR A e 2 A Tt LT S Bh SR YT Azure IRFITEANE B, TES M At
IR SRy .

M Azure ZEEIESEE1Z= ASA Virtual L3R5 = 7] Bt
DU RN EAERE PR EE 51 H T 4 Microsoft Azure [ & =y v I PE (HA) ASA virtual Xt 2038 WIFE T
M) Azure WE S, {550 (Azure AT]) ©

Azure ) ASA virtual HA 225 ASA virtual #5520 HHEES, A& A E, Flanis
P AJLIP MR e . S8 AT DAZE SR8 G 3k — 0 4 PRI S .

S B33 Azure 17
Azure [ 1R 5 M HIMK AT ARG BRI B R, SEdE O B K.
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B 4 Awre miEEESEHE ASA Virual URSE T AT

S 2 2 Cisco ASAV 111, K5t ASAV A NIC HA DL B ik ASA virtual it & .
HIE3 Nl E Basics WH .

Sk Sk

8
~N o

B8

a) i ASA virtualfl 4 FRIIETS . ASA virtual 2R “HIZE” -A Il “FiZ8” -B.
BESEW ORI TS, NS R
b) %A Username.
LR THORE A2 PN HESUMLER A B ) 44
FEEEW  Azure AL 44 admin.
¢) HPANERINLERE—Fh G I0AE S ZFAD (Password)k SSH 22 $£ %48 (SSH public key).
W RS L FR RS (Password), A A IHIFHIN. A7 OCH ISR MERHEN], 125 B E .
d) BEFEITHAAL.
e) EFZFIELE (Resourcegroup).

EFEFTIE (Create new) BB B4, BUEFERIIE FiRA (Use existing) TEHILA TR . WERAEHIILA
BRIRAL, MZIUA 2 Ao A, SN AIEE — AN Bt

) EFEIFIALE (Location).
AV T I 45 11 X 4 R R AL 1) 7 A )
g) HiliHE (OK).
BoE R ASAV IR E .
a) IEFEERNLAN,
b) EFIEE (Managed) BiIEEE OS##2 (Unmanaged OS disk) 774

EEE ASA HA BiUR& AT HIEE

fiL'E ASAV-A &HE .

a) (A[i%) EFREREE (Create new)ifisk —ANASL TP Ml COFiRJEAE “47 RPN Z IP Ml bsgs) . &
Ja R BRE (OK)o WURANTEZAIL 1P Mk, 1HE#E T (None).

R BRANTEDL T, Azure AN —ANENEMAILIP, B RNUF IRFFFHT SN, % IP e KR
Moo SR B B E B TP sk, ATLAAEN T R T THZ AL TP, A TLN Akl 5 SOk s ik
b) T EEAS I DNS FRag.
SE4 PR B 44 25T DNS %500 1 Azure URL: <dnslabel>.<location>.cloupapp.azure.com
) MCE ASAv-A JABhiZ WAtk )™ T i 11
A LD IRACE ASAV-B 1 E .
PRI AU 4, BB EE T 1) R L 25
a) ML ASA virtual #5221 PUAT R, K5 A E (OK).
BESRW MO UIOEREIME— 1T
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{3 VHD FRZ% R AZ4R A Azure EBZE ASA Virtual .

b) mEEAE (OK).

L8 AEHE (Summary) iLE, AR5 AE#RE (OK).
T BEREMHLR, AR5 HTE1E (Create).

T—5#ita

o PREEAF I TTIE T SSH Hi AN CLI Ar 23 T HdE, s ASDM. 5%Vl ASDM Ui, %
21 J3 5l ASDM.

* i Azure (1) ASA virtual HA FUEIT AR, 1525 (ASA RO AR B E) it
A R SR TP

1% A VHD #035 R AR M Azure FZE ASA Virtual

T&n] DMEH Cisco 4L H 4 VHD B, il H U H & L ASA virtual BR . 22T H VHD BUZ ik
ITHE, B2k VHD BHE EAL BB Azure £EA#0K 7 o SRJE S B8mT DU EAL ORGSR Azure
PR PR QT WS . Azure BHOR A0 SR UL IS H0UE ) TSON 3CAf-.
FIRZ Bl
* ASA virtual B E 5 A8 H] ISON BEBCHIAH R K] JISON 400 . R AT LA GitHub 74
BT
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

o AR QUSRS BRI, T2 I - Azure BEIRBIBORE] , 25 28 BT,

o BORER T EAE ] Azure TPIRAT Linux SEUANL. AT BUEAE TG I Linux ML (5141 Ubuntu

16.04) ¥ 45 VHD W% FAE S Azure. BEWGAEMRE I 7552 50 G fAfg =5 m]. miH, M
Azure ") Linux BN FAES] Azure 1745,  FARI At 23 BB

g TR L, TEH LR vk
* f#iFf] Azure CLI % Linux FEFUHL
* 7 Azure [ ]/ A4 Linux ML

o 1E Azure WY, IV AZLEZEEE ASA virtual R4 & HAT 7] AEAEDK .

SIE1 M https://software.cisco.com/download/home TUTHI %% ASA virtual 45 VHD 1% .

a) FHEF (Products) > &4 (Security) > B A 3& (Firewalls) > Bi&ERN & £1& & (ASA) (Adaptive Security
Appliances[ASA]) > BiEN L L& & (ASA) 214 (Adaptive Security Appliance [ASA] Software).
b) A BENRLERILE (ASAV) (Adaptive Security Virtual Appliance [ASAV]).

LR ULI]R B
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

B 5 v FzEEIR A Azure 18 ASA Virtual

W, asav9-14-1.vhd.bz2

A4 K4 VD Wef% 52 15016575 Azure 1) Linux ML

7£ Microsoft Azure =t ZBZ ASA Virtual I

TR0 EAL 5] Azure MU Azure N EOCHFRIEFEIRZ o 7R BI st SCP, RV 45 il

# scp /usernamel@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

R F] Azure 1 Linux ML, JFAUREH] T % VHD BRI H K.

fi# B 45 ASA virtual VHD BAZ .

WSO RIER IR . MORBI RS2 Bzip2 SEHIFESY, (Hta] DUEH]— 2205 T Windows USEHIFEF .

# bunzip2 asav9-14-1.vhd.bz2

¥ VHD AL S0 Azure £AEAEIR T 17 ds o nT DU BT Ak )™, vl LBIEEBT I A7 Ak 7 o A7 Gk )™

PRRA BRSNS TR

JHF4% VHD AL B 77K P ORI %, A3 AzCopy. Azure 174527 Blob APL. Azure 17 fi ¥ I 2
2%, Azure CLI 8¢ Azure [ ]/ . X114 ASA virtual IXFERHI SO, BATAEBUEN Azure [ 77,

NIRRT A Azure CLI (135

azure storage blob upload \
--file <unzipped vhd> \
-—-account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

M VHD 1) FE45 5 -

a) fE Azure [/, LLFEARIE (Images).
b) sdiRin (Add) BRI .

o) RUELITHFR:

< ITH - W R8I Ha T
© FEIRAE - PRI DU AL BB — AN E B R AL
© BER - AFLE MRS A E SR AR
o DX TEFE R RSN X 4
« BIERGEE- P Linux 1E R H1E RGRAL,
* VM HR- 8 1K

pE i AR 2K .

* ##fi% Blob - Y ST FIAFf MK /7 LALE$E ALK VHD.

© MR RBL- MR EOR, W R R8I #bRiE HDD. #rifE SSD s 4 SSD.
MR R TR e R (0 VM ORI, TE IR VM RN SRR Ik - 2R

© EMETE - N FRAIE I S
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S0
SEN

TIE12

{3 VHD FRZ% R AZ4R A Azure EBZE ASA Virtual .

« BRI - REBOARCE: W I B LA .

d) riiditlE (Create).
ZEAFIE %N (Notifications) 11K K T B BRI 3% (Successfully created image) 1 & .

ph s QIEFEAE IR 5, W UM A% VHD 1AL A7 AR )™ .

SRECHT O 22 (1) PB4 R 1) 22 1D
TENH, Azure BEREASTEYRL — AN B ID AHOCHE . MIZFCE WGRE T ASA virtual B k8GN, K5 29U ID.
a) 1E Azure 1], EFBRIZ (Images).
b) EFE LR O IR E R .
¢) Rl (Overview) A F WAL B
d) ¥ Resource D &2 i 2 87 AR .
Resource ID KL FIEA:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup> /provider sMicrosoft. Compute/<container >/
<vhdname>

15 FHHE B IRAG RN B ARAR A 1 ASA virtual 7 K 35 :
a) EFIFE (New), ARG RIEIRERE (Template Deployment), T4 n] LI PR E .
b) EFEIE (Create).
c) EFRTERIEE P R A CHIFER (Build your own templatein the editor).
A — AT B e SO PR . A AT G AR K 78], 1 2 B G A R AR, 28 29 1L
d) R E L ISON Bt A CRE RGN B v, AR5 iR 7F (Save).
e) M MR ESEIT A (Subscription).
f) P ERIEL (Resource group) B G & — N B g Y52 .
g) M TFH IR TLESFALE (Location).
h) K B DT A #RIR 1D (Resource | D) il 2 EEHIHLFEEARIE 1D (Vm Managed Image Id) 7B
it B E X ERE (Custom deployment) Uil Ti 1 4RiE S H (Edit parameters). A — Al ik H e S H
B
a) SdihnE s (Load file), SRJGHIMEE] H & X ASA virtual ZHCCHE. G W G S HER R 6, 1555
BIESHOC, H37 0
b) KM EE L ISON ZERIRIE R & 1 rh, SR)5 sl R TFE (Save).
R H o SGRE AN B . 1 #ifR Basics Fl Settings I B 5 BT EE R E (1435 Resource ID) AHFF.
P L4 KRN 46, ARFIE T IR & ik £ 75 #1515 (1 agreetothetermsand conditionsstated above) & IEHE.
ML (Purchase), i HAGE IEAT i BRI ASA virtual B K5
WA RN S ECCF AL TS, T %23 1Y)
FLAE MG AT T R — AT F RIS (1) 2 A0
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B % Awre HinEsiseg IPGASA virtual

T—5Hita

o QRS F vl aE L SSH i AN CLI iy AT AC E, 2 ] ASDM. 41 1n) ASDM i, i
W B2 ASDM, 5 87 T,

1£ Azure L ERZE X #5589 IPv6ASA virtual

EA UM N Azure [ 77 588 32 F: IPv6 1Y ASA virtual.

X F7E Azure EERE X +FH) IPv6

ASA virtual 7= 5 M 9.19 [RS8 IPV4 1 IPv6. £E Azure 11, 7807 LA E RN TH %72 W36 ASA
virtual, IXFELO) AT RERIN LS, (H2 HET, Azure WP BRI T 32 8 FH 7= i BEL A Sk A5 Ad P a6 )
LT IPv4 ) VNet/ T/ . BEARTT DL T3 AL VNet B 'E IPv6 hlik, {HIGIEH1 ASA virtual 52
B INBIECE T 1Pv6 1M1 VNeto  Azure X AR 7 V203508 AT A0 26 — 5 W YUt n 77 L6, iy
AT I T oK 5 P YA

JORH AR AE P A O VoK 2 ASA virtual LS TPv6 ik

FEALLU R PIRAS A ) B 52 X TPv6 Ak, JLrp:

* BEX IPV6 &R (ARM #8410 - ff1/1] Azure B BT (ARM) BIGE L IPv6 LB K ASA
virtual, ZIERSSTENTGIH Azure BTG . ORTHRGL  BEIE A 250 LR JSON SCAF,
fas ] DUE I S % JRURT 2 85 DA K TPV6 (1) ASA virtuale B HORAR , 152 0 A0 5
WG 225 (1) B 5 L IPv6 N Azure 1%, on page 19,

YR BB TR Azure 137 LW VM BUG 15 IR, LAl PowerShell. Azure CLI. ARM
M EY, APT SRHCE H i SUBRAR I FE . L BEAE VM _EER3 X 2 [ e UK, 1M TG/ B At x)
VM 55 AR . SRR 2R VM _EERE 2R B e O, T & SR DU RS TR B

WIARFZSZ BT HI P T H R 4l BRI AR OF o “ iy T H e R AL

T LM LR 3Rz —AE Azare HPUR IR REHRSE, LRSS 5 TR IK) B %€ LIPv6 (ARM)
PR

« Azure 1P - JAH Y5 Azure i3 AL ASA virtual 77 S AT W (g FE BB 2k T,  F T4
EHE X IPv6 Bt (ARM AR o

* Azure CLI - 1217 CLI #n 2 LLa FHH T3 B & X 1Pv6 (ARM Fib0) MIgmfe i s .
* BENX VHD M{&F0 1Pv6 1% (ARM ##R) - 7F Azure ] VHD W% ARM FAR K G 4
A WAG . Mt R T ] VHD R S5 AR 2 ASA virtual, AR AE F82 0 10) 5 | FHFC

WAg, oAl P LAFE Azure b EARFIECE (1) ARM BRI S FF TPV6 1) ASA virtual. 18
Z A H VHD F [ 52 X IPv6 FiA N Azure #25, on page 23.

RIETTIHWAL B H 2 L IPv6 B i) VHD Mg, fHH] B X IPv6 #ib (ARM AR ) SRikE
ASA virtual i IR .

P55 ASA virtual Pl S (125 B0 F -
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I 7 Microsoft Azure = L ZBE ASA Virtual
fEREATHRIESZMEEX IPv6 M Azre 552 ]

Table 3:

BN BU

|75 HRI58 58 S 35 IPv6 ) ASA virtual [#) Azure P AIE: Linux VM

2 [ EA T UL 5 G B SCIPv6 BEHGESE ASA virtual B, 74 AT {E Azure ] ] 8¢ Azure
CLI _IJ8 HgmFRHs 2 L Il

30 | MR, FALLT A R
o HAG Azure T35 2 WUZ 1) B 52 L IPv6 AR
FA 5 X IPv6 (ARM) B 1) VHD W% .

4 | 5B A E L IPV6 (ARM) B H ) IPve 225,

Note {525 FLFLAT T e 55 O 152 X TPV6 BEAROR #8 ASA virtwal I, 47 2211
SRS 0S5 PR ISR KL . IS AUE T fr & AR B PR A
H

Mo

5 | Azure ]/ 8% Azure CLI K528 ARM Ak .

FEAESMIAMESEE B EX IPv6 t=HR M Azure ERE

ST WG AT F 2 X TPv6 Btk (ARM BibR) #2 ASA virtual 15 & [ F .

Nit

S GRE Azure [

Azure |1 o 5 2Tk R AT RIAR DI I AL EE 3, SEdR T OB
Wit Azure |17 8¢ Azure CLI FJHSRFEHE, W R Fis:

1E Azure [T b A G0 :

a) 1t Azure BR% (Azure Services), siiiiTH (Subscriptions) LAFT A 1T H A2 IR UiH
b) e, midiigE (Settings) L1 T 4mFEERE (Programmatic Deployment).

B 5K W~ VM _EEBE I BT R AL B s, DA RSRIBERIT = i o
c) MRS (Status) 41 N ASA virtual/™ fhAF N /B R (Enable), DAFRENH & X 1Pv6 Bk 1 gm0 .
B

N
>
N

i Azure CLI J3 H ik i .

a) ¥3| Linux VM.,
b) 1Z4TLLF CLI iy 4, M H i X 1Pv6 (ARM) HEAR it FH gmFE i &
A AT IR, REAWUGIT H R R — IR 4K

7£ Microsoft Azure = _EE3E ASA Virtual .
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B sreasmmnigssina s PG EITA Aure 555

HIEZFX
az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>
#EZNERCHEST (fla, BEF =true
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
H,

* <publisher> - 'cisco'.

* <offer> - 'cisco-asav'

* <sku/plan> - 'asav-azure-byol'

PAR 2 e R AL B35 U BYOL 17 RIS 2 ASA virtual i) —A> iy & AR 1]

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

IBATLL R 4, AR R 5 T I W ERAS S5 R R AR A RO TR

az vm imagelist --all -p <publisher> -f <offer> -s <sku>
o,

* <publisher> - 'cisco'.

* <offer> - 'cisco-asav'

* <sku> - 'asav-azure-byol'

PUR 2R RT ASA virtual iR 37 WG FRCAS (1 A RROAS PR AR 4 BL K — A i 2 BA = 41
az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol

MRS TR I T 3 AR RRCA 5113 ik % — > ASA virtual A .

%FF ASA virtual () IPv6 SCHFFIE, MEAAZIEPE 919* S Ml A ASA virtual.

MIEBEL GitHub A7 R80T B E X IPv6 Bl (ARM Bt

T AEZHRACOC AT (JSON) g ik HE & S HOC T

RG] T T EAE ASA virtual F 7€ SCHEE ) H € X IPv6 B S Hh i A IR

o RVFRIE/ZERTB ik

vmName cisco-asav 1E. Azure 1124 ASA virtual VM fir 44 .

softwareVersion 919.0.24 T 37 WAG A TR T A R AN

adminUsername hjohn FH T8 3% ASA virtual [N 4.
AR R 47K “admin” , %4
RO HCS B

adminPassword E28@40iUrhx! CERE A TR
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EAE AT EMmES 2 EEY P SR Azre 5E ]

g e

RVFRIE/ZERTRB

L RA

A A DR KR 12 ] 72 M
TR PR 74 . 4] A i
INERUKG FRE U R R 4 41
B A ORERS I VERIHEN, 1S

WA .

vmStorageAccount

hjohnvmsa

T Azure F7AfIK S o 50T LT RTEL
EER R TR VRl fe B EER S
Jro AERENR T PRI BE AU T 3
B 24 NFREZ ) A G AR
NG RERECT

availabilityZone

fiE B i PR, AJL TP
AN RSB RS £E45 A 1A m] A Db
e

AP RN AT PP D, R
BEEN “07 o WORPTIE DR Ryl A
PEDCER, JF B3R e IEm o iR
GZAEDLAUE 0-3 Z A HIHED .

userData

'\ninterface
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

I A 32 2 SEAUBIL IR K

virtualNetworkResourceGroup

cisco-asav-rg

05 MEPL 25 B R IR R A FR e R
virtualNetworkNewOrExisting +2: ],
TSGR I 55 Ay RSEASGS 2B A R 11 R s 21
AH A o

virtualNetworkName

cisco-asav-vnet

JE AV W 45 1) 44 5K o
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SHA IR E/ZE B R fBI AR
virtualNetworkNewOrExisting | new WSO R 2 N B LT I R oL X 2%,
A FHELAT 1R AN 265
virtualNetworkAddressPrefixes |10.151.0.0/16 R 2% 1K TPv4 HhlEaTSs, 1Y
“virtualNetworkNewOrExisting” # &
oy« new ”» H‘J j‘j ﬂ\ iﬁ R
virtualNetworkv6AddressPrefixes | ace:cab:deca::/48 FEFLIN 2% 1) TPv6 HhhERT4E, 1934
“virtualNetworkNewOrExisting” % &
M “new” A IAIE .
Subnet1Name mgmt BT MR
Subnet1Prefix 10.151.1.0/24 T M IPv4 g, N4
“virtualNetworkNewOrExisting” # &
A “new” B AhIH,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 FH T IPv6 A4, 14
“virtualNetworkNewOrExisting” % &
N “new” I IAIH,
subnet]StartAddress 10.151.1.4 EE O IPv4 Hihil,
subnet1v6StartAddress ace:cab:deca:1111::6 O IPv6 Hulik.
Subnet2Name diag B0 1 TREZK.
Subnet2Prefix 10.151.2.0/24 HymEEO 1 7™ IPv4 §rgt, 1Y
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J j‘j ﬂ\ iﬁ R
Subnet2IPv6Prefix ace:cab:deca:2222::/64 AR 1 W IPve BT4E, 14
“virtualNetworkNewOrExisting” % &
M “new” A IAIE .
subnet2StartAddress 10.151.2.4 O 1 1Pv4 #uhik,
subnet2v6StartAddress ace:cab:deca:2222::6 F¥dEga1 1 1Pve Hudiks
Subnet3Name P e 2 A FR.
Subnet3Prefix 10.151.3.0/24 O 2 7™ IPv4 §rdt, 1Y
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J y‘j %\ iﬁ R
Subnet3IPv6Prefix ace:cab:deca:3333::/64 AR 2 7 IPv6 B, XY
“virtualNetworkNewOrExisting” % &
A “new” B LA,
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{8 VHD F1E = IPv6 i Azure 512 ]

S & SIFRYE/ZE B BRI WA

subnet3StartAddress 10.151.3.4 Hdipe 1 2 IPv4 Ml
subnet3v6StartAddress ace:cab:deca:3333::6 ez 0 2 IPv6 Hbilik
Subnet4Name AN A1 3 AR,
Subnet4Prefix 10.151.4.0/24 Bmie 10 3 7R IPv4 Aigs, 104

“virtualNetworkNewOrExisting” T 'H
A “new” B hIHE,

Subnet41Pv6Prefix ace:cab:deca:4444::/64 im0 3 7™ IPve 4%, 1034

“virtualNetworkNewOrExisting” % &
M “new” I A IAIE .

subnet4StartAddress 10.151.4.4 ¥R 3 1Pv4 Hudilk,
subnet4v6StartAddress ace:cab:deca:4444::6 Kz 0 3 IPv6 Hblik,
vmSize Standard D4 v2 ASA virtual VM [ K7,

Standard D3 v2 A ERIAE

$IE T ] ARM BEHGE IS Azure [] 8% Azure CLI #5E ASA virtualPj k1% . H KL Azure FEBE ARM BN E B, i
Z R UL Azure 3RS :

* fiiFH Azure [ ] BRI ARM FAR
L CLI #E AH ARM 54

What to do next

LA @ SSH #y A CLI fir A HE TS, s ASDM. H Vil ASDM UL, S [H
JA 5 ASDM.o WA 75 A 50 22 4 e B A S o] 355 Bh A LR Y Azure BWIRIITEANE R, 1ES N %
AR R SCRY

{F£F VHD FA B E X IPv6 154 M Azure ZRE

AT LMEH Cisco $24L 1 K4 VHD W%, Al 5 A0 H 2 X ASA virtual BUE . Ll FE STl
VHD F Y5 AR & ASA virtual

FHIa Z |l

o T2 JSON AR RN [FIISONSHC A, LM ] VHD Fl ARM B8 (R AE Github |38
B ASA virtual, 80 LLE T HL 3R 2T I U0 44 SRR 2 B0 U .
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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B /7 vH FoE S IPVG R Azure 3B

o IR T 48 ] Azure T AIEAT Linux BEUML . FRATTEE D448 F IR S Linux BEHL (41401 Ubuntu
16.04) #5545 VHD W% FAES Azure. BEBRG AR LI 75 B2 50G HIAEfig =50 1 H., M
Azure ") Linux fEHINL IAL 2] Azure f7-4F, AL RI 2 5B,

RGBT EE RN, EEHL T AR
* fifi ] Azure CLI 61|% Linux fE4UML
* ik Azure ] )% Linux ML

o 1E Azure VT, 8N iZAEELERE ASA virtual W47 B B AT ] FH ARSI F o

1 N Cisco FERATUM (Cisco Download Software) % ASA virtual 45 VHD BRAG (*.bz2):
a) SHIEFE (Products) > &£ (Security) > B A& (Firewalls) > &N L £1& % (ASA) (Adaptive Security
Appliances[ASA]) > BiEM T £i% % (ASA) # {4 (Adaptive Security Appliance [ASA] Software).
b) AdTEENRLEIIEE (ASAV) (Adaptive Security Virtual Appliance [ASAV]).
FE RG] T g
Bltn, asav9-14-1.vhd.bz2

FE2 PSS 2 2B 8PATAIH VHD R Hbr A Azure #E ASA BRI HHE 2 255 8.
$£1E3 il BENXERE (Custom deployment) T [ T & (1) 4R48 5 1 (Edit parameters). #H — a4t A & XS HBH .
a) g (Load file), SR 35 [ 5& X ASA virtual ZHCCHE. 1524 Github AT VHD FH 5& X IPv6
(ARM) BHR [1) Azure ASA virtual #5557, AT LLAEIX B4R 204G OC W] #4 BEASTRRFN S50 SC AR U B
b) KR AT L ISON SRR I % b, SRS sl R 7F (Save).

R T I T EAE ASA virtual $B2E 1 H € X IPv6e Bk S50 N 1 S -

S & SIFRYE/ZE R BRI LA
vmName cisco-asav 7 Azure H124 ASA virtual VM fir %
vmImageld Alsridios/ S/ emetopy femegupras aoidsy | T35 UG ID. £EN T,
Microsoft.Compute/images/ {image—name | A yre KH4EAN G — AN ID 2=
1173
adminUsername hjohn FH T &35 ASA virtual [ 4.

BAREME IR B A FK “admin” , %
AR eSS PO

adminPassword E28@40iUrhx! P B R,

ARG UL E N 12 B 72 A7
P RS A R LR D/
INEFIRE FRE e R ik 77520
o
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650
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P VHD F1E = IPv6 ik Azure 558 [

S & SIFRYE/ZE B R TR L EA
vmStorageAccount hjohnvmsa T Azure £7AEIK o AT LTI
AAAENR S, Ay DLETEERT Ak
Fro AR AR B LA T 3
B 24 NMFRFZ ] HIA G H AR
G ANE TR
availabilityZone 0 S B TR, A JEIP
HURESUA LR AESR 7€ (1] PR X Sk b 1)
j2ie8
WRAN TG SEA] P DO, R
WEHN “07 o BRI X ISR vy
FIPERXER, I H AR gt Em o
o CZAHDIE 0-3 Z ] )%
O
userData "\ninterface [ FAZ R B RINLT P EE .
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé enable\nipvé
address dhcp\nno shutdown\n!\ncrypto key
generate rsa modulus 2048\nssh 0 0
management\nssh timeout 60\nssh version
2\nusername admin password Qlw2e3r4
privilege 15\nenable password
Qlw2e3r4\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all extended
permit ip any any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
customData {\"AdminPassword\": TAAE Day 0 B & 7 4] ASA virtual$2 fit
\"E28@40iUrhx!\", \"Hostname\" Eg%zEgo %ﬁt&ﬁ%ﬁﬂji’ @3%5211?554\
:\"cisco-tdv\", \"ManageLocally\":\"No\", S P A 0
\"IPv6Mode\": \"DHCP\"}
* “admin” H 1 #6Y
* CSF-MCv EHL#4
* HF&EHN CSF-MCv EHL4 5L
CSF-DM,
"ManageLocally : yes' - Xt & 2 H
{F threat defense virtual & 2 2% 1
CSF-DM.,
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g e

RVFRE/ZRERTRB

152 A

#EAT L CSF-MCv it & 4 threat
defense virtual P2y, WrLLATE
CSF-MCv _EHEATAH R HC & s 17 B
AN

virtualNetworkResourceGroup

cisco-asav

B AU R 2 BRI A Bk R
virtualNetworkNewOrExisting #2& #1 H],
O AT R 5 S AR S B B % 1) DR U 2
LEICIR

virtualNetworkName

cisco-asav-vnet

FEAP I 255 K1 4 5 o

virtualNetworkNewOrExisting

new

B2 BRI B e ) R 401 A
2, AT AT Y RE ALY 45

virtualNetworkAddressPrefixes

10.151.0.0/16

FERLRI L (1) IPv4 HihERTSE, 104

“virtualNetworkNewOr Existing”

BN “new” WA,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEARI 2 (1) IPv6 HihEFTEE, 104

“virtualNetworkNewOr Existing” ¥

BN “new” WA,

Subnet]Name mgmt-ipv6 T A R
Subnet1Prefix 10.151.1.0/24 L F W IPv4 §TZE, N4
“virtualNetworkNewOr Existing”
BAH “new” I AILIH,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BRI IPV6 ATZE, 1Y
“virtualNetworkNewOr Existing” %
BN “new” Iy s,
subnet1StartAddress 10.151.1.4 IO IPv4 ik,
subnetlv6StartAddress ace:cab:deca:1111::6 B IPv6 Hitl .
Subnet2Name diag BIEEED 1 T4
Subnet2Prefix 10.151.2.0/24 By 1 7™ IPv4 BT4E, 102y
“virtualNetworkNewOr Existing”
B “new” I AILIH,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 g 1 M IPve BZE, 1Y
“virtualNetworkNewOr Existing” ¥
B “new” B ALIH,
subnet2StartAddress 10.151.2.4 HndE I 1 1Pv4 Huhik,
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P VHD F1E = IPv6 ik Azure 558 [

SH A SRVFHIE/ZE B R TR it AR
subnet2v6StartAddress ace:cab:deca:2222::6 BRI 1 1Pv6e Hudil,
Subnet3Name P 3 B0 2 7 FK
Subnet3Prefix 10.151.3.0/24 g 2 M IPv4 B4E, 1Y
“virtualNetworkNewOr Existing” ¥
BN “new” Iy AIH,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 AP0 2 W IPv6 \i4E, 1024
“virtualNetworkNewOr Existing”
FHH “new” W habiA,
subnet3StartAddress 10.151.3.4 AR 2 1Pv4 Huhik
subnet3v6StartAddress ace:cab:deca:3333::6 BRI 2 IPv6 Hudl,
Subnet4Name Pl Bz 3 FAFR.
Subnet4Prefix 10.151.4.0/24 g 3 M IPv4 B4E, 1Y
“virtualNetworkNewOr Existing” ¥
BN “new” Iy AIH,
Subnet41Pv6Prefix ace:cab:deca:4444::/64 ¥R 3+ IPv6 B4, 104
“virtualNetworkNewOr Existing”
BHH “new” I hiE.
subnet4StartAddress 10.151.4.4 im0 3 1Pv4 Hidik,
subnet4v6StartAddress ace:cab:deca:4444::6 BAERE 3 1Pv6e Hudilk,
vmSize Standard D4 v2 ASA virtual VM [ K7,
Standard D3 v2 A ERIAHE

S 4 ] ARM BT Azure 1778 Azure CLI #%8 ASA virtuall5 kKBS . A7 Azure L5 ARM R AIE E, iF

Z W LU Azure SCAY:

« ffifH] Azure ] BRI E ARM FAR
* ik CLI 8 A ARM AR AR

T—5 Mt 4

o PRELfF T IE T SSH iKY CLI fir & HH L E, s ASDM. <Vl ASDM KU, 1%
%% J3 5 ASDM, %5 87 i,

7£ Microsoft Azure = _EE3E ASA Virtual .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

7£ Microsoft Azure =t ZBZ ASA Virtual I
B = - Awre mEEER S

Bt 3% - Azure F iR IRHR <51

ARATAHT] T35 ASA virtual[f] Azure P BB S50 . Azure BEJERAR J&— 4> JISON 3L
o Ky T TR BT o RO S, R B FE AN JSON SCAF:

© RRARSCH - X2 BRSO, TR SRR I T AT AL

* SEUH (Parameter File) - ESCAAFE K IDEBE ASA virtual I 250, Hp ds 1M {E S
REFUHLZF RN ASA virtual 7 Z RS . fAiG a8 LS AIME B 80T DRI #8 #) Azure
Stack Hub #3355 5 & k3.

R SCAHE

AT Azure VI BRLICCIFRO KD . T BUFTR D BUBSCAE IOHT AL, S T BRI )
o

Azure FiFRETEEE JSON 1R ST

{

"$schema":

"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }

}

AR AL JSON ARk, wIHI T A1 ASA virtual #05 GIEE A . 5K dee A B B 5 LR o
£

R4 EXR Azure FREIREE JSON B TE

TE B 15t AR

$schema 2 HEIRGE = A IE) JSON ZEKSCAEIIf & . AfFH F R
B~ URL,

contentVersion s BRI A (140 1.0.0.0) o AT LUk o 4R AT =l .
AT A AR AR T S e YR, A AT T AR A 1 2 IE A
RIS o

parameters a HATETRE IR, DME A e CRIRHE . iS4,

A UAFERS B A A BN RS T K, (R UK EAT
'EAIT, ISON FEACREIHRE U AHTR] ) 2 400 2 B

variables i FEREARCH AR JSON A BUIRIEL, T T (SRR 1 35 34
resources v BEPRLL Fp R o ) B A
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TE WAiE 15 BA
outputs gih e S5 IR B

SEAN AT LUAE F TSON A0 75 B B30 8 (R W P2 B, 8 m] U B A G B S8 ol eos T H
T8 ASA virtual R .

Bl 22 SRR

BT LUE I SO g R ds, TR TR 5 8 IR AR B AR .

pz R IR I RN (I e N
T

"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultvalue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}’
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars and

have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I

"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {

7£ Microsoft Azure = _EE3E ASA Virtual .
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"description":
3 and 24 characters.
}
}I

"A storage account name
Lowercase letters and numbers only"

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual

}I
"virtualNetworkName":
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"gig00SubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I

"gig0lSubnetName": {
"type": "string",
"defaultValue":
"metadata": {

nn
’

"Name of the virtual

"The FTDv management

"NGFW IP on the mgmt

7£ Microsoft Azure =t ZBZ ASA Virtual I

(boot diags require a storage account).

network's Resource Group"

network"

interface will attach to this subnet"

192.168.0.10)"

interface (example:

"The FTDv diagnostic0/0 interface will attach to this subnet"

"NGFW IP on the diag

interface (example: 192.168.1.10)"

"The FTDv Gigabit 0/0 interface will attach to this subnet"

"The IP on the Gigabit 0/0 interface

. 7£ Microsoft Azure = L %3E ASA Virtual

(example: 192.168.2.10)"

Between
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"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {

"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"
}
}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"
}
}
}I
"variables": {
"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName')) 1",
"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName" :" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": " [variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": " [variables ('vmMgmtPublicIPAddressName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
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"destinationAddressPrefix": "*",
"access": "Allow",

"priority": 100,

"direction": "Inbound"

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

mwxn
’

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('mgmtSubnetName')) "
}I
"publicIPAddress": {
"id": "[resourcelId('Microsoft.Network/publicIPAddresses/",

variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
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] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup().location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

7£ Microsoft Azure = _EE3E ASA Virtual .
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"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]l",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": "[parameters ('vmName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]",
[concat ("Microsoft.Network/networkInterfaces/',variables ('vmNiclName"')) ]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name"')) ]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name"')) ]

" "I
"I
"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": {
"imageReference": ({
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [
{
"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"

}I

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourcelId('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"

}I
{
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"properties": {
"primary": false

}I

"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"')]"
}
}

}
] 4

"outputs": { }
}

IR 2 AE A SCIE A JISON S04, filtn, azureDeploy.json.
SIE3 gl o, BIENE A RS S BN
S 4 Wi VHD FIZ USRI M Azure 3052 ASA Virtual , 25 15 TR,  ff FH ILBIAR 3628 ASA virtual .

SHHEN
HEDBE, (MR R e CE B, GRS SHY R, WEA ST,
P LT A SR T5E XS, AT DU 2 M )L  HISON i,

SRR OIS ECE 5 37 SR S EoR Bl b st SR XA AR B R A
BRI BRI . S nT DON AN R IR 38 2 S it 2 A S RO

XFARGIH ) ASA virtwallii, SEOCAFRA0E XL S5

% 5: ASA Virtual 28 X

FEB 1t AR Gt
vmName ASA virtual¥ . 7E Azure T 11144 cisco-asav
FRo
vmManagedImageld FH T3 2 4T W% ¥ 1D, £E | /subscriptions/73d2537e-ca44-46aa-b
P, Azure FHAA U | CD2-74MT1dd61b41/
Ve ID M-I resourceGroups/ew
B ID KX ManagedImages-1g/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage
adminUsername FHT- 83 ASA virtual[FJ F 7 4%, |jdoe
B 7 48 AN RE A2 T 1) 44 0K
“admin”
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FH

152 AR

151

adminPassword

B, DK
T 128 2 AFR 20, IFHA
FEL R PR =R 14 NE
FERE TAKREFRE 1M
Fu VMR ERT

Pw0987654321

vmStorageAccount

141 Azure AEfBMK P 80T DU
I A, B aT LA
FIAEAE o APABIK T A2 FR DA 20
N3 E 24 AT, JEH R
EUNCEREVIE (N

ciscoasavstorage

virtualNetworkResourceGroup

AU 25 (U BE AL A4 B . ASA
virtual 4528 23 38 1 (1 E U5 41
He

ew-west8-rg

virtualNetworkName
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{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"value": "cisco-asavl"
by
"vmManagedImageId": {
"value":

""/subscriptions/33d251 Te-ca88-46aatdo?-74fF1d0b1IA1 / resouraeGroups/enBragedimeges—rg/providers/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trrece™

by
"adminUsername": {
"value": "jdoe"
by
"adminPassword": {
"value": "Pw0987654321"
by
"vmStorageAccount": {
"value": "ciscoasavstorage"
by
"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"
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}I

"virtualNetworkName": ({
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}
}
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