Cisco Secure Firewall ASA Virtual 54}

38 Y 22 426 MU, (AS A REAW) WI A REAUIA SR A S BE AR B KA DO, AN ITTff DR A ot o A 22
ML AL 224

AT LIS ] ASDM B CLI & HE N 528 ASA B, oAb Bk T aenT .

3L V0 IR AR LY I v S S T

* VFr] ASA BRL, 10T

o WEMPRIPRA] , 25 6 5T

* ASA ERIFE TFIERL NIC , 259 1T

« ASA JEHIAI SR-IOV £z AR , 5 11 7T

UM BAE A2 [ 3H5

HRERNUIE R E R, 1555 I ElCisco Secure Firewall ASA e # .

A ASA Eil
ASA B BRI e . o E R, 1ES RG] .
A\

ERR R ASA AU BB REVE AR ARV UEZ T, AR R 100kbps, DA
PARAT W5 A %‘%:;z%%‘ BVF I IEA REIE 81T .

M 9.13(1) FFf, BIUAE T LEATAT 52 52 FF ) ASA REFL vCPU/ N A7 L & b A FHATAr] ASA JERIAF AT IE. 1X
A LS AE SR S FER VM P25 3% ASA E#L. Secure Client A1 TLS fCFE 215 FR il 1 22 2% 1
ASA BRI G ZBUfE, A 585 L6 B .

ARSI A A SLHE HARH) ASA JBIAVF ITHABUNBEIRLMS, TSP LL R &1

Cisco Secure Firewall ASA Virtual {59 .


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa912/configuration/general/asa-912-general-config/intro-license-smart.html

Cisco Secure Firewall ASA Virtual {2/ |
B =r=erminE

% F 8 B VFATIERI

] LAAEATAT 52 S HF IR ASA KEFUL vCPU/ N A7 BC B A S FHATAT ASA JEHL VFnfiiE. X n] DAk 7E - Fh a5
FEIY VM 5 _I24T ASA B, XIS HEINSZ S RF I AWS Fil Azure SBR[ 4L E . BLE ASA
FERHLI, SZHR B KB Vepu 4 16 (ASAVI00); SC R K AN 17l 64GB RAM.

|
BERW ME LR E N ASA BRILHI KRR E (AAE. CPU. BEEASED o Wi FAFR 5 R 7
SN UREC S, LR ] AR AU ASAV30/2Gbps B ASAVS0/10Gbps, T 2 14
BB PR T SE
* vCPUs - ASA JEfISZHF 1 2 16 4~ vCPU,
* WTF - ASA BRI T4 2 GB # 64 GB [ RAM.,
 WEELAEAE - BRAATE UL, ASA BRI L RFHOK 8 GB (MRS . MERE /N BEEEIT 8 GB. fEIM
@a VM {ﬁiﬁﬁj‘7 HEJTE/EEJX—‘M\
|
EERW ASA ERIHRIKAAEER AN 2GB. WA 1T ASA EFIRINA7/D T 2GB, ¥ TCikAE A
ASA BN AL, AR T 2 9.13(1) S B A o f8 -t ] LUASE H B8 il A
BB ASA ML,
W A ATHEEE 1 vCPU (1) ASA REHUINE, ASA RELRISAR N F7 2K /2 4GB,
YA ThRE RN & 1R BR

Secure Client £l TLS fCHE )2
1To NREZE T I RBUZFHCR PR A5 102

& 1: ASA BHISTERS] GRIEFH0

PR

U PR 222K ASA REAUSY- 65 BEBCRAAE I oL 3 A R A 8 o oA

53 Secure Client S % TS RIEBSIERE R PR ) 22
1K

FRAEE, 100M 50 500 150 Mbps

brUEZE, 1G 250 500 1 Gbps

brifEE, 2G 750 1000 2 Gbps

tUEZ, 10G 10,000 10,000 10 Gbps

bR, 20G 2H il 20 Gbps

BUBRZ T 12 i B (I B3RP ) ARG & 2 1 Rl .

FINATF B d K ASA JEFINLILKS & 8 vCPU Fll 64 GB 17

. Cisco Secure Firewall ASA Virtual

B

P52 U R T ASA UL A




I Cisco Secure Firewall ASA Virtual 5 4%
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& | & |WEE, 100M WER, 16 R REE, 106G REE, 206G
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& | &
2 17.9150/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500/20G
8 1591 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G 750/1000/20G
16 [319]50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K/20G
32 |64 |50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 20K/20K/20G
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RER, 100M | FRER, 16 AR, 26 AR, 106
c5.xlarge | 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G | 750/1000
c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K
c4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.xlarge  |50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
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N
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ASA JERL THFLUF vwNIC., AHFE7ER— ASA B EIRA vNIC, #9141 e1000 A1 vmxnet3 .

3 8 HHY vNIC

ER ISR F
vNIC 8! VMware KVM ASA EI A &iE
vmxnet3 Y AN 9.9(2) MM EfR | VMware BRIAH
* R vinxnet3, W7 SRR
Large Receive Offload (LRO), LA
TCP THEEAE . 155 RZEH]
VMware fl VMXNET3 [#] LRO, %
10 51,
1000 2 2 9.2(1) KH R | AL VMware.
VN
virtio NZHF XFr 9.3(2.200) M B | KVM BRIAE
Fi A
ixgbe-vf & & 9.8(1) MM Fif | AWS BRIAH; 32 SR-IOV f ESXi
A F KVM.
i40e-vf AN FF FF 9.10(1) A B Fhi | % SR-IOV () KVM 375,
VN

#*F VMware 1 VMXNET3 &9 LRO

Large Receive Offload (LRO) B I Jd/> CPU JHE 3 I ey 56 W 23 e i N i e i i o B0 AR
T, BN R N2 DB RS B RIZ2 P, AR5 1) 28 HERE E 74538, i
WAL BRI . AL, LRO W HES FEUTCP MRS, B 26 B GG nl e AN & — B0k
B, MRLEPGRR 2T “RKk”

| &

EESRIW  VMware 205 FHLRO, Uik imet &, ik, &8 SRAE ASA BRI E 25 H LRO,

O LATE ASA ERLERINL E EHEAEA] LRO. fEEATAT AT C B SE O |/, 1 R AR A Lo
1. 7E vSphere Web Client i .+ £ #k ASA EHIML.

1 BEAERENL, WAL, SO, SRR B E AL,

2. NilitA% & (Related Objects) LI+, 4RJ5 midi ERIHL (Virtual Machines).

2. ARG RN, RS PEREEIR E (Edit Settings).
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asa g7 seov O e ]

3. it VM IR (VM Options).
4. EIFE% (Advanced).
5 1 “BE 240" (Configuration Parameters) I, miidi4miEECE (Edit Configuration)i .
6. siliiRInS L (Add Parameter) Jf4ii A\ LRO S 1) 4% FRF1E :
* Net.VmxnetSwLROSL | 0
* Net.Vmxnet3SWLRO | 0
* Net.Vmxnet3HWLRO | 0
* Net.Vmxnet2SWLRO | 0

* Net.Vmxnet2HWLRO | 0

N

ER () WRAAAE LRO S5, 0] DU A X Se g e T B 3 T . RS HEET 1, )
LRO B H. W%+ 0, W LRO E2EH.

7. SGHHTE (OK) LAMRAFE I T IR H Bc B S48 (Configuration Parameters) X FAE .
8. midifRTF (Save).

ARFEAME L, HS LT VMware 3 FF 30w
* VMware KB 1027511

* VMware KB 2055140

ASA E#IFn SR-I0V 3= O AT

LR VO AL (SR-IOV) SEVFIsIT &R B HAE RG24 VM 3= LIRSS 45 9 1 54> PCle
MZEERCAS . SR-IOV Su¥F VM A W 2% 1 Fe % rh S8l M UL 42 R8P 1y FLAR R AN RS il AT
e R 2 I e BRI 25 4% CPU f4H . Sl x86 iRk 5% i Ab PR AU 4585 Fr S s o e (49141 Intel
VT-d $0K) , et SR-IOV B ifi 1 BL#E A7 A% dag S AR B A

SR-10V B & ST PRl £ 25

« WIBLINfE (PF) - 525t BB 754 NIC, PF J&5¢%4[) PCle ¥ 4%, 145 SR-IOV DfE. PF 1% IEH
PCle W& 17 Nt AT R L. B EERIBCE . A H %A PR rloh—41ERIThRE (VF) 4L BERIAC
e

* REAULIRE (VF) - KL T 8075 vNIC, VF e g at R Ll PCle Be#%, /D4Rt 2 Hs 5 5))
U VF PR AT B, MR PR TR B, AT —& VM 23— e A
VF.
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SR-IOV m&&@éﬂ1¢ﬁﬁij§lkéﬂ (PCI SIG) & R, ZATI AR 57 T AR BE PCLARUE. 7%
SR-IOV [IPE4{E E., 152 (PCI-SIG SR-IOV Al]: SR-IOV £ AN

FEAE ASA R LIRS SR-IOV #: 11, T B MIE Y IEAE R . WA CPU. (&AL a2 & IE Bd
PRV E TR AT SR

SR-10V #3£ 14 N FA PR I
MR BAIE I 225K, FH T ASA BRI 1 BRI nl BE AR AR IR . VR ASA JE4ML, 36 1 0T 35t
W7 5ANE ASA REFUSY- 6 HIVF R IR BRI L 1) A BI85 %o IEAk, SR-IOV RE4ULI) BEIE 75 HE 4y
MRS KU
EHIRIER G E BN SIS F 255
SR-IOV ZHEF1 VF IR S FE 7 n) F
* Linux 2.6.30 P9 4% 85 e il A
LUF AL A2 5 H AT SCREE SR-IOV #2111 ASA FE UL
* VMware vSphere/ESXi
* QEMU/KVM

* AWS

BT A%
A\

AR ENVAZLERENSIBAT SCREA BT 5 AT IR 55 252K x86 CPU B4 L ASA 4l

ANISr 44 SR-IOV # L AOREPFAEN] o JAE IR S8 SRV T AN 2R, EAR FANAT 5 3 LU v U o A £
AR B B RE B RE A

£ Y FF SR-IOV FFH £ T 3 FF SR-IOV 1 PCle i Bt 25 R IRSS 2% o 020 T M LA A i =

0

élH{

II
o ANTRIMHEIY i AN 45 1) SR-IOV NIC Thfe A FiANFE, FEa 1 VF $E
* JFAERTA PCle #HAEHS 2 F: SR-IOV,
* 3ZFF SR-IOV HJ PCle 4t v] 58 H A AR T e

\}

AR U AEPIHREE R RSO, LU TR RGN SR-IOV ISR UL

o SFT R VT-d S gl AT CPU, v LS ERERMEINEER IOMMU Sz FRA2F UL T A
HAKASE B . VT-d 4 SR-IOV &% 751 BIOS % .

. Cisco Secure Firewall ASA Virtual 57"


https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html
https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware

I Cisco Secure Firewall ASA Virtual 5 4%

e |

* X}F VMware, 7] DA R AT LS H SR-IOV 3.

o XFF KVM, #JLUEGIE CPU 2k, &R, XT KVM L) ASA Bl FA M2 FHr x86 Tl
1,

\}

AR RAMEH DA UCS C RAIWIZEA RS 550 ASA ERUAT T IR, %
HE, WEUCS-B k4545 AN HF ixgbe-v vNIC,

SR-10V 3 #5AY NIC
* Intel LLK M AR S5 251G AL 2% X710

[ ]

i

E ASA L 5 x710 NIC (1] 1.9.5 i40en EHLIKEIFEFEAFE AL B IH B 5

B SRS PR IR TAE . (AUGEH]T VMware)

* Intel LKW AR S A5 1E AL 2% X520 - DA2

CPU
* X86_64 21 CPU
Intel YPHFEl E S RRA (HEFE)

)

ERB JRAAE Intel 1) Broadwell CPU (E5-2699-v4) LA 2.3Ghz [FA% 4T ASA
MEPL HEAT T IR

. *Z/L\J\
o &4~ CPU #4270 8 N BLAZ L

© 8 ML T — MR

\}

ER @ UUEH CPU [l 52 9291 ASAVS0 FT ASAVI00 b ) 7e B i e o %
WS e ESXi B A MERERIE = KVM Bl & HPERE

BIOS i &
SR-IOV 5% BIOS VA AEA FAsAT I # A R 8 S sl ML 47 R Py 7 T RS2 45 . A 2 AR 4 BIOS
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