fi£ A Dot1xfR# Flexconnect AP3Z ¥ 4l O

AXENBATRPRGNEONEE , HHPFlexConnectiZ A = (AP)fE Fdevice-traffic-
class=switch Radius VSAEDot1x3# 1T & @ IIE , SRR B 24 TR T LAN(WLAN)H TR & .

TR
=R
Cisco BWETHUTER :
. T4 B M E$185(WLC) E#IFlexConnect

- BRI L#Y802.1x
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R HEBET U TR REEIRA -
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- AIR-CT-2504-K9, 8.2.141.0
- B BRS 51 2(1ISE)2.0
- ETI0SHEA R (X500, x600, x700F& %),
BREAXRE , ETAP OSHE2HAPF X #flexconnect trunk dot1x.
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CAPWAP Vian 231

Aks_desk 3502

T —
e

?
2‘5 WLAN Vlan 232

EWIRESP , EMARFTH802.1xiERT , AMALEFAEAP-FASTXISERTH M KIE. —BiwOE
B 7802.1xH B IIE , KRHF A R FERS02AXRELUNNEMREBTS KO , BEREES AN
RERNFITH BRI

—BEASBREISERIIFHTEMRIE , REEIIFUWEICisco VSAE t“device-traffic-
class=switch , #} BaINfim OB E A4,

XERE , MRAPXEFFlexConnectiE X HBLE T A X #SSID , ©IFEB KIXIFCHE, BRE
APEBATVLANXE | HEE T EHEARIEVLAN,

APER : -

1.IRAPEMAWLC , E#ZEIWireless ( T4k ) BT+ , RAERTHEAR, ¥ FCredetialsFE
, 7£802.1x Supplicant Credentials#=z@ T , % Over-ride Global credentialsfE , % ELtIiZEA KK
802.1xFA P & MEHB,



MONITOR  WIANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMM

Wireless All APs > Details for Aks_desk_3502

w Access Points

i General | Credentials | Interfaces l High Availability l Inventory l Fle
« Radios
802.11a/n/ac
802.11b/g/n Login Credentials
Dual-Band Radios -
Global Configuration Over-ride Global credentials [
b Advanced
802.1x Supplicant Credentials
Mesh . e
» ATF Over-ride Global credentials t2
RF Profiles Username ritmaha
FlexConnect Groups Password jesian
FlexConnect ACLs Confirm Password |sesess
FlexConnect VLAN
Templates
MEAD AL o

FBERAUERALBREEXRENMAWLCH A EZEARREGTAFENEBR,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wirel to 3600)
ireless Ethernet Interface# CDP State AP Primed Join Timeout(120 -
0
; ¥ 43200 seconds
w Access Points i )
All APs 1 v Back-up Primary Controller IP
» Radios 2 L Address(Ipv4/Ipve)
Snfed1a A 3 @ Back-up Primary Controller name
802.11b/g/n 4 7
al-Raod Badig Back-up Secondary Controller IP
Global Configuration Radio Slot CDP State Address(ipvd/Ipve)
o) |
b Advance o Back-up Secondary Controller
1 s name
Mesh 2 -
b ATF . TCP MSS
RE Profiles Togin. Crecenials Global TCP Adjust MSS (IPvd: 536 -
1363, IPvE: 1220 = 1331)
FlexConnect Groups Usemame . )
FlexConnect ACLs Bk AP Retransmit Config
FlexConnect VLAN Parameters
Iemplates Enable Password AP Retransmit Count 5
OEAP ACLs
4§ iy AP Retransmit Interval 3
Network Lists 802.1x Supplicant Credentials
b 802.11a/n/ac B02.1% Authentication 7 OEAP Config Parameters
b 802.11b/g/n Username Disable Local Access
A NOTE:
B Media Strean: Fagsmord Enabling this feature could violate s¢
Application Visibility Confirm Password within your wp\ankariun- P{e\ase mal
» And Control compliance with all regulations befo.

2MRBARERMAWLC , W AFIEE B3 ALAPLLIREFRIEHEANUTCLIGT -

LAP#debug capwap console cli
LAP#capwap ap dot1x username <username> password <password>

REAHER : -

1. £ 2 B8 Adot1x7H @ IR LR MISERS 27



aaa new-model

!
aaa authentication dot1x default group radius

!
AAAERR M & B INERADIUS

dot1x system-auth-control

RADIUSAR S5 88 ISE
address ipv4 10.48.39.161 auth-port 1645 acct-port 1646
$27 123A0C0411045D5679

2 EBREAPR iR O

interface GigabitEthernet0/4
switchport access vian 231

switchport trunk allowed vlan 231,232
switchport mode access
authentication host-mode multi-host
FHBRIEIRAFdot1x

5%t w02 E B3

dot1x pae authenticator

4 Rk it portfastidl £

ISERLE : -

1.7FISEL , RENAPENEBEXHBSRANEATEIMREEHANEMY , B2 , FHMRADIUSIRS 3
t,BALFHEE,

Authorization Profiles > AP_Flex_Trunk

Authorization Profile

*Name | AP_Flex_Trunk| |

Description | &
* Access Type | ACCESS_ACCEPT v |
Network Device Profile | @ Cisco = | 3

Service Template

Track Movement i

» Common Tasks

NEAT




w Attributes Details

Access Type = ACCESS_ACCEFT
cisco-av-pair = device-traffic-class=switch

2EISEL , 2 EERESHRIIRBINRIERE, EXHERT , RMNSETRIASHRIEAN
, Blwired dot1x , BRI ABTEERNHEHAITEE L,

3 F AR (Port_AuthZ) , FEAFIF | RATFAPEIERNEIAFAAP) , HFEREIHEEZNEE
XA (AP_Flex_Trunk).

Authorization Pollcy

» Exceptions (0)

Rule Name Conditions (identity groups and other conditions)

(] Port_AuthZ APs Wired_802.1X AP_Flex_Trunk

¥ iE

FERAARD THIARERSERET,

1. ERRYLLE , — B LA H“debug authentication feature autocfg al’ &ix O 2B B3 B+
Pum o

2H20H12:34:18.119:%LINK-3-UPDOWN:#% O GigabitEthernet0/4 , JRAE X A up
2H20H12:34:19.122:%LINEPROTO-5-UPDOWN: }’%|:|GlgabItEthernet0/4J:H'9Qf%m‘i}\{ , RBE
R up
akshat_sw#
akshat_sw#
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:7£dot1x AutoCfg start_fn

, epm_handle:3372220456
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[5688d.0997.061d , Gi0/4]i& &L R =K##l
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[588d.0997.061d , GIO/4]¥ﬁ§F‘
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT: [GIO/4]WiBAutOCfgfﬁ_ﬁﬁHLu :
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4]1& & 3 & -
2A20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[GI0/4] I S B (B stpﬁport_config
0x85777D8
2 B20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] I 1B & : stp port_configabpdu
guard_config 2
2H20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4]1E %% A £ & Fauto-cfg.
2HA20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] VLAN:231 VLAN-STR:231
2H20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] M A dot1x_autocfg_suppZ
2H20H12:38:11.116: EER AR ...... Gi0/4 L “no switchport access vlan 231”
2H20H12:38:11.127: IE&EGIi0/4B A% ......“no switchport nonegotiate”
2H20H12:38:11.127: IE&EGI0/4B A% ......“switchport mode trunk”
2H20H12:38:11.134: EENA®T...... Gi0/4_tH4J“switchport trunk native vian 231”
2H20H12:38:11.134: IE£Gi0/4R AT +.......“spanning-tree portfast trunk”
2 820 H 12:38:12.120:%LINEPROTO-5-UPDOWN:# O GigabitEthernet0/4 L B B i , RAE
B down
2H20H12:38:15.139:%LINEPROTO-5-UPDOWN:# O GigabitEthernet0/4 L BV BE N , RS E



A up
2. "show run int gO/4"W R E RZw O 2B P 4w O,

LI ELiE295 bytes

I

interface GigabitEthernet0/4
switchport trunk allowed vlan 231,232,239
switchport trunk native vlan 231
switchport mode trunk
authentication host-mode multi-host
548 E IR dot1x

5%t w02 E B3

dot1x pae authenticator

4 B portfastidl £ H 4k

+
&

3.#£ISE L , #EOperations>>Radius Livelogs T~ , IR AR T 1T & 10300 H #EX E A RINE E
X,

Time ¥ c‘:alu‘ — Details Repeat Count Identity i Endpoint ID ‘ Endpoint Profile Authentication Palicy = Authorization Policy Y| Authorization Profiles
Al ) L

2017-02-20 15:05:48.991 '] Q 0 ntmaha) S8:80:09:97:06:10  Cisco-Device Default >> DotiX >> D.. Default >> Port_AuthZ  AP_Flex_Trunk

2017-02-20 15:05:48.991 (=) Q D Cisco-Device Default >> DotlX >> D.. Default >> Port_AuthZ  AP_Flex_Trunk

2017-02-20 15:04:49.272 @ Q itmaha; 58:8D:09:97:06:1L Cisco-Device Default >> DotlX >> D.. Default >> Port_AuthZ

AMRENZBEZEREFPim , W Emactt b FEE Fimvian 2320APR MmO £,

akshat_sw#sh mac address-table int g0/4
MAC b 3=

Vlan Mac Address Type Ports

231 588d.0997.061d&AGi0/4 - AP
232 cOee.fbd7.8824Z A Gi0/4 — T %

HEWLCLE , EEFIRFEAEEP I UFIME/IRKE Tvlan 232 , F# ESSIDEFRMERR, X=2RB
F o

( BRHEHIES ) >show client detail cO:ee:fb:d7:88:24

B MAC HE3E .o c0:ee:fb:d7:88:24
PR AT B e TEA

AP MACHBRE . ..o b4:14:89:82:¢b:90
AP B Aks_desk_3502
AP BEIBREID. ..o 1

P URIRZS e, o XBX
BEPWRAPE. e,

ZEFPIRNAC QOB ..., BEA
FoLRLAN ID...oeeeeeeeeeeeeeeee, 2

T LANRIEE B FR(SSID)o ..o % O 5 4556 0F
TR LANEL BB, i O & 8IE
B(802.11U)o cveeeeeeeeeeeeeeeee Not Supported

BSSID....iiieieee b4:14:89:82:cb:9f



IP AAAressS. .....ooveeeeeeeeeeeeeeeeeeeen 192.168.232.90
PSR e o 192.168.232.1
Hfﬁiﬁﬁ .......................................... 255.255.255.0

g_l.lIE/iI)-“J ........................ o ﬁm%éﬁ
FRERE ..o, 1
R 0

FlexConnectBIE 3T ......ovvvveeveeeeenene Zith
FlexConnect DHCPIRZS.......ocovviveeeee, R ih

E FFlexConnect VLANRY R R3ZHR ... 7
FlexConnect B RAE.......cccveevveee. PPN
FlexConnect /ORER......oeveeeee 7

FlexConnect VLANBFR . ...oovevoeeeeeeeeeee vlan 232
FREEVLAN. ..ot 0

Access VLAN.........occiiiieiirreec e, 232
ZAHBFEEVLAN. ... 232

TP HERR

REo RENEETATHEERTHRED R,

- MR HHRIERY , B HAdebug dot1xHdebug authenticationds -
- MBHORB TP | &% Adebug authentication feature autocfg all&F 4o
- BREGEESEVNER ( FRRIEFVERNZEN ) . DTABAZSENTREATEF, WL
MACiii’,i.IJ:o
WANELE “aaa authorization network’ @i , RV T 8EEZ H N AISERIZNE M.

E?CISCO |OSE’J?§A/\\'{R§Z%TLS 1.0, MNERADIUSIRSEESEE NN ARIFTLS 1.2 802.1XE 758
iE |, N)iX a] 885 B A &3
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