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Select the source location,
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Enter a URL to downdoad and install the OVF package From the Inbernet, or
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Guest OS cannot be shutdown because Vmware tools is not installed or running.
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MSEZ# AR

1. ERAUTEIEREFREFE : root/password. BIXREBIAT , MSE 2R REE AR NIREM A,
2. EHR TP Ayes.
Cisco Mobility Service Engine

mse-kw login: root
Password:
Last login: Fri Oct 21 15:46:34 on ttyl

Enter whether you would like to set up the initial
parameters manually or via the setup wizard.

setup parameters via Setup Wizard

F#

E : MREMSERRRIZE , BRALL TGS : lopt/mse/setup/setup.sh,
3. BEEXHA




Please enter the requested information. At any prompt,
emter © to go back to the previous prompt. You may exit at
any time by typing <{Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it wunchanged from its current

value. 1

Changes made will only be applied to the system once all the
information 1s entered and verified.

Lurrent hostname=Ilmse-kwl
Conf igure hostname” (Yless(S)kips(U)se default [Skipl: y

The host name should be a unigque name that can identify
the device on the network. The hostname should start with
a letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name [mse-kwl:
. Bl E@DNSiE &

Configure domain name? (Yles (S)kips(U)se default [Skipl: y

Enter a domain name for the network domain to which this device
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com". [t must contain
only letters, numbers, dashes, and dots.

Enter a domain mame [corp.rf-demo.coml]:

BEXHAAE®

Current role=[Primary]l
Configure High Availability? (Yless(S8)kips(U)se default [Skipl:

EREUARNZEOSH

Current IF address=[1H.18.18.111]

Current ethd netmask=[255.£55.255.8]

Current gateway address=[18.18.18.1]

Configure ethl interface parameters? (Yles-(Slkips(lU)lse default [Skipl:

 MRGIETRA Acth1EOSHKEY , BASKpIAKET -5 AN BREFTEEE=-/IN+,

The second ethernet interface is currently disabled for this machine.
Configure ethl interface parameters? (YlesAs(3)kips(Ulse default [Skipl:

AR BEN i KFRES]HRZERANEAWLCHWCSE R RS IPELE,
i ADNSERSERER . BERIIEME , RF - DNSERSSER , TR AR RS HFUSKIREE
B




Domain Mame Service (DN3) Setup

INS is currently enabled.

current DNS server 1=[18.18.18.181]

~onf igure DNS related parameters™ (Yless(S)kipsiUlse default [Skipl:

BRENX, BREWEFERAUTC (HERRN ) . MRAANRIANXTERTENIRER |, 18
0 B4 B S LR R E AR BT X,

Current timezone=[America-New York]

Conf igure timezone?y (Yless(SlkipsiUlze defanlt [Skipl: y

Enter the current date and time.

Flease identify a locationm so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

 HRGRREE RN EHS 3 B A E A 8 ASkipo

Enter whether yon wonld like to specify the

lay and time when you want the MSE to be restarted. If you don't specifl
], then

saturday 1 AM will be taken as defaunlt.

~onf lgure future restart day and time ¥ (YlesA(5)kip LSkipl:

EEZERS BESRS R (MRER

onf igure Remote Syslog Server to publishsH3E logs HSE logs.

Remote Syslog Server has not been configured for this machine.
onf igure Hemote Syslog Server Configuration parameters? (Yles/(Slkiprs(U)s
11t [Skipl:

 BLEM KR RITPIUNTP)SH REiETE. NTPREER , EAARERRSRIGHEBEN RSN E. 0
RIERBANTP , RENEFMNEERHUNTPRFHRE. &0 , REFRREMAYAE
HAF 6 18]

Hetwork Time Protocol (HTP) Setup.

If you choose to enable HTP, the system time will be
zonf igured from NTP servers that you select. Otherwise,
jou will be prompted to enter the current date and time,

NTP i= currently enabled.

Lurrent HTP server 1=[1H.1H.1H.1H]

Current NTP server Z=[nonel

Conf igure HTF related parameters? (Yless(S)lkips(Ulse default [Skipl:

. S5 REL B B RARERT |, #2 A Skip,

Lurrent Login Bammer = [Uisco FMobility Serwvice Enginel

Lonf igure login bannmer (YlessLlS)kipsllUlse defaunlt [skipl:
 BRAHEHERER, LSHATRRAZEANRSNAEF AR, MERARES A
REF , SUEHATA iR EEHEBR . RRIAE ) Skipo

sysztem console i= not restricted.
Conf igure system console restrictions? (Yless(3)kipsiU)se default [Skipl:

. BRZRENRSSHIRER, WSBATER/ZERANRENZREEG R, MEASSHR
BF, UMERTZEREL R, BR , ARRERKKEAIREREM IET,




aaH root access 1s currently enabled.

Configure ssh access for root (Yles<(S)kips(U)se default [Skipl:
BELAPEANBERE, TEXERESH ; EBIAE I Skip,

single user mode password check is currently disabled.

onfigure =zingle wser mode password check (Yless(SlkipsiUlse default [Skipl:
. BERRER, KSRNARRELZLEXEE, EHFLERAFTFENBFERN, F27H
BRNBOT, RNEBKENN\G)NFR. RIAMTIENR/ZEE,

Conf igure root password? (Yles-s(3)kips(Ulse default [Skipl:

REEFMEBRRSHY

Login and password stremgth related parameter setup

Maximum number of days a password may be used @ 99999

Minimum number of days allowed between password changes

Minimum acceptable password length @ disabled

Login delay after failed login : 5

checking for strong passwords is currently enabled.

conf igure loginspassword related parameters? (Yles/(S)kips(l)se default

. EE5| S (Grub)#iE, (Alik ) AEEMEES K. BIAEN Skip,

aRUE password is not currently conf igured.
-onf igure GRUBR password (Yless(D)isables(3)kips(U)se default [Skipl:

.EENCSEEAT B,

sonf igure HCS commumication username? (Yless(S)kips(U)se defaunlt [Skipl:
EENERENER,

Conf iguration Changed
Is the above information correct (yes, no, or

EEERT TR RO

wF LLFRRLF L NIy LR EE Y o 4 ALl ua LR mm

Flushing firewall rules: [

Setting chains to policy ACCEPT: nat filter i

Imloading iptables modules: Hemowving netfilter NETLINE layer.
[

ip_tables: (C) ZHABH-ZHHL Hetfilter Core Team
Hetfilter messages via HETLINK vH.38.
ip_comntrack version 2.4 (8192 buckets., 65536 max) 384 bytes per conntrack

Starting MSE FPlatform

Flushing firewall rules: |

setting chains to policy ACLEFT: ilter 1

Imloading iptables modules: Hemowving netfilter RNETLINE layer.
L

syslogd: unknown facility name “LOCAL="

ip_tables: (C) Z888-Z2886 Hetfilter Core Team

Hetfilter messages wia HETLINK vH.38.

ip_conmntrack version £.4 (819Z buckets, 65536 max) 384 bytes per conmtrack

Starting Health Monitor, Waiting to check the status.

Health Monitor successfully started

Starting Admin process...

started Admin Pprocess.

atarting database

Natahaze ztarted successfullo. S5tartinog Framewunrk and =eruvices

22. iafTgetserverinfoin S ARIE B & .




Active Wired Clients: A

Active Elements(Wireless Clients, Rogue APs, Rogue Clients,
lients, Tags) Limit: 115

Active Sessions: 1

Wireless Clients Not Tracked due to the limiting: 8

Tags Not Tracked due to the limiting: B

Rogue APs Not Tracked due to the limiting: ©

Rogue Clients Not Tracked due to the limiting: 8
Interferers Not Tracked due to the limiting: 8

Wired Clients Not Tracked due to the limiting: B

Total Elements(Wireless Clients, Rogue APs, Rogue Clients,
ients) Not Tracked due to the limiting: 8

subservice Name: Aeroscout Tag Engine
Admin Status: Disabled
Operation Status: Down

FFMSE VAR IIZEINCS

1. BFFINCS , R/FiE#FServices > Mobility Services Engines,

Cisco Prime
Network Control System

e Monitor v  Configure v [EEERUGTSE M Reports v Adminic

B3 Mobility Services
ervices Engines Mability S
bility Services Engines

Syncnronize Services
Synchronization Histo
High Availabilit

e Mame Device Ty Context Aware Motifications
MSAP

g-| Identity Services

Demo Mok,

2. N\ITEANKN THSIRS |, BEBEFMBIRSSIE , RAFRETTR.




ogout | R

_ gL,m

Add Mobilty Services Engine |+ || Go |
- Selact a command -
Add Location Server
becondary Server Delete Senvice(s)
Name | Synchronize Services
-4 Synchronization History
Servig Edit Configuration
wWIPS Service Disabled Down

3. WAMSEMME—IRZBFR, MSEREHEZHEENIPHI, XBRAALS, URE
MSEiREZEHEENNCSAFBEMBEL, BANERMRIAATA admin, TARENRINE

o

22 s RS - WSE Conflpueation Wissr.. |
siliqafls,  CEECD Prima
cige  Mebtwork Conbred System oo Log Tast
Al Mohility Servioes Engime
ik M Conligueation
Licerarg Derece Hame | maez
Sact Seri
o P Addrem 19,10.10.11
Trascking
asge Mazs Confact Mame
Ui sern
Prwwagd® | aaaae
HTTF# U bl
Duigbn nchion2nd brals ISR |+ (etwork desgre, confrolien, wired bt and reest definSona)
3] o Drebete ety remirers ol vk snsgres. from e FGE
tmhﬂﬂmm1m-:ﬂmhhhﬂmmmwmrmwnnluﬂ“mm
I fiartng vermon T, 5w of B BT wrial IF 00 acidrem aupport hae bewn sdded for isgh Ssslstdity, |7 gy s fo e gt Aeslablity snd hares conlguned @ VP, i) e SR
iy B WIP End et e R EE e BB
hacs
4. B Next,

5. BLicensing , RAFKIETF ., ERER , RINERTFIERU# TR, BAAEGFA
"(Licensing) T [ 1N 5 2 W 3K B9 1 AT Sk A BR i AT 3EE o



=5 T M - Niavwiar Cawber - 10.10L10

illiaifis  CiEod Prama
(4114 Nebwork Conlred Sysuiem ook oy it

MSE e Summmeany
Edt ME5E Configuraton ey —
St St e Mot Aackivarbed [ ARR-HISE W8 -H0V L e e cow D, i -demmscoom_ S 2000 | B-afskhe- | Le0-B0h F-000C 9556007
Tracirs)
ApEpn Hupy

6. £ Next,

i KICS: - iableity Seiwtal s, B rgtor .,

siftanfee  CEBIOD Frima
il Metweork © onlbred Syliem rppt  Lag Cuwit

Eg HSE Corgurinn
L]

Slect Sprvioe
Trasckingi

Naiday® M Partnar Tag Engne

Wirslam Infnmon Probection Senvice

IIIIIIIIIII

7. EEEB RS (Select Mobility Service) RE L , # & Cisco Tag Engine ( B7.0MRE A A
) Bk ( A TEFPWANRFIDIRE X ) |, S §HPartner Tag Engine ( A T Aeroscout
) kiR,

8. # FWireless Intrusion Protection Service & & AE UM iz 5 #2248 =\ M 18 58 AN b 18 X ThaE M
WIPSZ £ &L,

9. # Next.

10. P ESARENTENEEE , URTATHERENXETENALIERSHNEIRE
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o S NS - Dol anmes. Weaard Bra.
ablialee  Crco Prane
cisto  Metwork Condrod System Pl (Lo Ot
Select Tracking & Helory Parameters.
e it Configurton
Lhoereng
Salact Savvice [F] wered i Vired STabons
Tracking * el (ki < Chart Satoni
s T o W ALTEEROREE 2 Ragus ALoest Ponts
Exchisd Afhad Reges Al [ —
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L FID Togs Hh—
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11. ia.:l Next,
25 (e HCS - Catilugur atinn Wiksid Sy, | -
wilisilis CIBEH: Prama
CiScn  Metwork Conbrol Systems oot LagCut
Edit MSE Configuration sodw.
Lieemsrg | 1 6
; Pl Tpd Sratif
Tracking
A Mags
SRCTenRDE Ll
L, L

12. RFIMEERNEENERE  RAFET AL, AFFE , RE(Status) IS EH , LER
NEMERITERD,



13.

14.

(] Name
Systern Campus > Building 14 > 1st Floor
Systemn Campus > Building 14

Synchronize Reset

Type
Floor Area
Building

Status

&
} -4

TRESE , BH TR, REFER—INEE , HPE RMSEREERE.

2 o M, - st Wishd S| -+
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e T MCS - A8 Serwers - TLIGUIDLED

ailipiia S P
ciscl  Mebtwork Cosirol System Wirtushd D OGS SO ety Laglut B . .l

A HETe  Mosts v Configuns ¥ SENCER T REpots ¥ ADTIERTI0N ¥

Moty Servioes Engines

i Plebedidy e | p— — ST B TRt - | Lo

HchEy Service
D PilTed Dawvice Temk P hSdHs Wermon  Redchatdy S0 Secondany Senved dmin Sarice
P SETIE SEMTLER

BRESHEROMZIRIT, 2628, FAXKRINEHAE (WMRTH ) . X : ERERR
HERS & EKRBTWLC, NCSHIMSEx BHRS . MRRX=1RGEHALEDE—NTPHR
Fer , FERETHREMNNXRE , NERBARSHLTEEREZT. EAEAHEDRR
SRen , FRABRBRARSHNAMEAH LN REN AR,

15. K EMSEM 2 HI 2 EE LURIFTIE RS . RIEMSER B R EFTIERS N ENMEFIZRERE ; W
FB RS DIUINMSPYRS BILL FIEHRE. HWRERM T ZHARHRFMNEWLCH R
Bl

stlusane  CaS00 Prime
cisca MNetwork Control System reat  Lag

.....

1P Please refer o the Troubleshadtng guade for addbnal moubleshasotng sSeas,

Controber reachable from HCS
Controber reachable from MSE
Controler tme after MSE time

MSE KeyHadh prédent on the Controler

XEEES

Controber Keyhash matches with the MSE
Suggested Action
Please ched if the Mobility Service Stabus background [k is enabled of manisally run the thsk F after 10 min the Nmsp connection still
shews as Inactive, please synchronize and unsynchrorize the controller. NMSF Status may alse be Inactive, if the SHMF Community string of
tha conbrolier is sat to Repsd-Only Access mods,

Additional Information
Bachey micrmatch Betweeen Controller 10, 10.10.5 and MSE: msa2

EWLCEHIA L |, £ Hshow auth-listin . AT REIMWLCEFI A EREE T ANMERS
25
(Cisco Controller) >show auth-l1ist

Authorize MIC APS against AAA ... ...ccecennnnnsns disabled
Authorize LSC APs against Aauth-List ............. disabled
APs Allowed to Join

AP with Manufacturing Installed Certificate.... yes

AP with self-signed Certificate................ no

AP with Locally significant Certificate........ no

EFHFMMSEHEILBIWLCHNMSPIERE , BEKUA TSR | EMSERFHA L | =17
cmdshellis & , AEZE1Tshow server-auth-infods o RHIE RERTHRIMBIWLCH
MACHb 1t M B4R %5 o



cmd> show server-auth-info

invoke command:

MAC Address:

00:0c:29:55:6b:b7

Key Hash: 1469187dbld4ac53ac6108e56b04d48015bdd70d7?
Certificate Type: 55C

config auth-list add ssc <mac address> <MSE keyhash>tr %

~IE RMSEERMEIWLC ( F3h ) o
(Cisco controller) config=auth-Tist add ssc 00:0c:29:55:6b:b7 1469187dbldacs3ac6105e56b04d48015bddT0d7

(Cisco cl:ln'tr-:r'ilerg
{(Cisco Controller

config=exit
=show auth-list

Authorize MIC APs against &84 ......cocesvassnans disabled
suthorize LSC APs against Auth-List ...ocvevacaas disabled
aps Allowed to Join
AP with Mmanufacturing Installed Ccertificate.... yes
AP with self-Signed Certificare. .. ... .. .ccc0nens o
ap with Locally significant cervificate........ no
Mac Addr Cert Type Kity Hash
O00e: 29255 6b: b7 55C 1469187 db14ac 53ac6108e56b04 44 801 Shadd 7 0d7

FENCS.E , BIANMSPE#EE RJE3

com. aes. server.cli.cmdGetserverauthInfo

‘—/

1T

, RJG1=1Tshow auth-list, Ltk

i Groups
T Status
i@ Server Events
& Audk Logs
&l MCS Alerrs
g NCS Events
@: NMSP Connection Status

P Addrass NMISF Status
: i i & L2}
it}

Target Type | Verson Echo Request Count

Echo Respongs

N\

O A
Ap T

12%E

-’?}

WLC

config location expiry ?

client Ti meout for
calibrating-client Timeout
t ags Ti meout for
rogue- aps Ti meout for

show location ap-detect ?

clients

for calibrating clients
RFI D t ags

Rogue APs

al | Display all (client/rfid/rogue-ap/rogue-client) information
client Di splay client infornmation

rfid Display rfid information

rogue- ap Di spl ay rogue-ap information

rogue-client Di spl ay rogue-client information

(Cisco Controller) >show | ocation ap-detect client

show client summary

Nunmber of Cients..........

MAC Addr ess

00: Oe: 9b: a4: 7b: 7d AP6

W.AN Guest - Lan Aut h Prot ocol

Pr obi ng

802.11b 1 No

Port Wred




00: 40: 96: ad: 51: Oc AP6
(Cisco Controller) >s
Locati on Sunmary

Pr obi ng
how | ocati on summary

Al gorithm used: Aver age
Cient
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db
Calibrating dient
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Rogue AP
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db
RFI D Tag
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db

show rfid config

RFI D Tag data Col | ect
RFI D tineout
RFID mobility........

show rfid detail

RFI D address.........
Vendor
Last Heard...........
Packets Received.....
Bytes Received.......
Detected Polling Inte
Cisco Type...........

Cont ent Header

Last Sequence Contro
Payl oad length.......
Payl oad Data Hex Dunp

FON. ..

rval

00 02 00 33 02 07 42 00 00 00 00 00 0O 03 05 01
41 bc 80 00 04 07 00 Oc cc 00 00 00 OO d

Near by AP Statistics:

deno- AP1260( sl ot O,

chan 11) 6 seconds ....

N A No 802. 11b

Enabl ed
1200 seconds

Qui : 00: 14: 7e : Vendor: pango

00: Oc:cc: 7b: 77: 3b
Aer osct

7 seconds ago
40121

2567744

30 seconds

-48 dBm

1 No

St at e: Di sabl ed



show location plm

Location Path Loss Configuration

Calibration dient : Enabled , Radi o: Uni band
Normal Clients : D sabl ed , Burst Interval: 60

(Cisco Controller) >config l|ocation ?

pl m Configure Path Loss Measurenent (CCX S60) messages

al gorithm Configures the algorithmused to average RSSI and SNR val ues
notify-threshold Configure the LOCP notification threshold for RSSI neasurenents
rssi-half-life Configures half |ife when averaging two RSSI readings

expiry Configure the tineout for RSSI val ues

config location expiry client ?
<seconds> A val ue between 5 and 3600 seconds

config location rssi-half-life client ?
<seconds> Time in seconds (0,1, 2,5, 10, 20, 30, 60, 90, 120, 180, 300 sec)

show nmsp subscription summary
Mobil ity Services Subscribed:

Server | P Servi ces

172.19.32.122 RSSI, Info, Statistics, |IDS
DA

MSE v %

BT T T UEEMSERS IR

[root @MBE ~]# getserverinfo

TUATHTUBRATEFRERENERBASIZE

[root @BE ~]# /etc/init.d/ msed start

BITU TR TUBRERTEFRRENERBASIZHRE -

[root @BE ~]# /etc/init.d/ msed status

TUTHSUAFLEATEARRIRNERBASIZE

[root@BE ~]# /etc/init.d/ nsed stop
BT TS URIT I’

[ root @Q/BE ~] # rundi ag

XX : rundiag i R A TEE N EF L IRHRERBA S| ZBIREVF 7 i XA FrERMSE UDIE &,

HXRfER

. MSEEL B ( B NYEIgE )
- MSEEWAMER



http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
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http://www.cisco.com/en/US/docs/wireless/technology/wips/deployment/guide/wipsdep.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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