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EAP-TLS#

o T e i R Sl .- RADIUS: = = = = = = = -
5 [ Authentication
upplicant AP Cisco WLC Sen.rEr

1 EAP Type=EAP-TLS
|__EAP Request | start bit set, no data

2.
l EAP-type=EAP-TLS ‘ |

(TLS client_hello) EAP Response |

EAP-TYpe=EAP-TLS

3 TLS server_hello
| EAP Request | TLS certificate
TLS server_key exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server _hello_done
TLS client_key exchange a
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
s | EAP Request } LS char‘lge__r.:.lpher_sper:
TLS finished
6 ,
| EAP-Type=EAP-TLS r | EAP Response | -
7
PMIK ) | PRk |
g 9
= { EAP success ] | EAP success |

EAP-TLSHRA K 5Bk

1. TEBF R 5EA R (AP)XER,

2. APT AW E Pk I R IR EMRIEH K% H HRIEER,

3. BRABEEAEAPIIN & B THA, RiE , WL.CHAFIDEEERAESBRIIRSH.
4. RADIUSHR S 282 E EAP-TLS B3V B iR BRI & F i, EAP-TLS&E L FF 1A,

5. Xt &R fFEAP-Response & B @ &“client_hello” B F HEMN B R IIIRS S , ZIEFHER
NULLIZ &,

6. BHRRBIERS LB E U T NAK Access-challenge BB 2 /EH A -

TLS server_hello
handshake message
certificate
server_key_ exchange
certificate request
server_hello_done.



7. B i LLEAP-Responsed BNOR |, ZHEEE :

Certificate - Server can validate to verify that it is trusted.
client_key_exchange

certificate_verify - Verifies the server is trusted
change_cipher_spec

TLS finished
8. EEF IR TR MRS , RADIUSHRS 88 LG R ( ‘@& “change_cipher_spec”’ 12
FRBOER ) EHIEN, WEWERRE , BFRRBIFHSIRIERADIUSERS 8, ETLSEF
HiE , B ZEPANBRAPHSRE,
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Cisco Mobility Express

S 1.55 — & 2 EMobility Express L8| ZWLAN, ESIZEWLAN , 55 M EIWLAN > Add new
WLAN(ZIB ).

al | i | i -
@ Monitoring © EISED Q A © =
£ Wireless Settings
Y
& Access Points
W wLAN Users

W Guest WLANSs

& DHCP Server Ak o WA

- Management

Z ®
& Advanced o

SR BHRIFWLANG , FEA-—MHEHEQ, ZREENAHEH , ESHMEAID new
WLAN > General(#1 B FT ’R).



Admin State  Enabled

Radio Policy  ALL

Broadeast S5ID (:.

Local Prafiling |

SEBIG FHBIFE AR E N802. 1xBIWPA M AR , HERMEFTWLAN > WLANEZ L TR E
RADIUSHRSS 28 , WIBFI R,

Add new WLAN

Goneral | WLAN Security [IVLAN & Firewall  Trafiic Shaping

Guest Netwark |
MAE Filtering
S Typs of Open iy mol allowed
when MAC Filtesing is snabled.

Security Type  WPAZ Enterprise

Authenticalion Server External Radius

I Add RADIUS Authentication Sorver P

State Server IP Address

S48 5 Add RADIUS Authentication Server} 12 {£RADIUS RSS2 89 P31t F1Shared
Secret , EXMEISELEBRENTETE , RFHEEApply , BT



Add/Edit RADIUS Authentication Server.

Server Index 1

Staté  Enabled

Port Number 1812

Server Timeout 5 Seconds

3R FCisco Mobility ExpresstJISE
EAP-TLSZ &

EMERE SRR CNBAVTNDUIIRAEREFER. BTEATdotIxEKEE , HILERERE
HYVECIE 75 NS TE R VFRIEAPR R,

MRERRINE , MAFASHEAPRERITHEHRIE , MRFBVRENFEEAPREN TR , N
ARETN R EIERT,

F;1.SMZEPolicy > Policy Elements > Results > Authentication > Allowed Protocols , 5% i
Add , B AR

‘i Identity Services Engine Home ¥ Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions + Results

(<]
- - Allowed Protocols Services
CIETHETE For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
Allowed Protocols
Edit opAdd [fyDuplicate Delete
¥ Authorization
[ Service Name a  Description
» Profiling [ Default Network Access Default Allowed Protocal Service

» Posture

» Client Provisioning

SR FELAFHPNIIRS , TR ATIRNBR. EXHHERT , Alow EAP-TLS ( 2VFEAP-
TLS ) E#iL T+ , EMEKBUHES , BT,



sl dentity Services Engine Home » Context Visibility ~ » Operations » Administration » Work Centers

Authentication  Authorization  Profiling Posture  Client Provisioning =+ Policy Elements

Dictionaries  » Conditions  + Resulls

<]
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name | gap.71
» Authorization Description
» Profiling :
w Allowed Protocols
» Posture

Authentication Bypass

¢ Client Provisioning 0O T —
Authentication Protocols
O allow PAPIASCH
O niiow cHap

Allow MS-CHAPV1

Allow MS-CHAPvZ

[

Allow EAP-MD35

4
Q)

Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i
O Enable Stateless Session Resume

Session licket time to 7 -
live

Proactive session ticket update will occur after | 10 % of Time To Live has expired

O alowLEAP

v O aiowpeap

PEAP Inner Methods
¥\ Allow EAP-MS-CHAPV2
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired certificates to allow certificate renewal in Authorization Palicy

1

Require cryptobinding TLV

ISE_EE9Mobility Expressik it

S8 1.3TFFISEZHl A H 5 fin = Administration > Network Resources > Network Devices > Add , 3
BT
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» System  » identity Management = Network Alssources  » Dewics Portal Management  peGinid Services  » Feed Service  » PassiveiD  » Trwoat Cantric NAG
= Notwori Dovicss  Network Duvico Groups.  Medwork Dovice Profiles  Exiemal RADIUS Servers  RADIUS Server Secuences  NAGMunagers  External MOM  » Location Senvices
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prr Network Duvices st > Hew Batwork Devica
Network Devices
e
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] E—

* Nibwork Dévics Gioup

Dwvice Tyee [0 Device Types O | | SetToDefau
Location 44 Locatiors © | [ 5e%oDefsut

I"i = RADIUS Authentication Sesngs I

Enatie Authenteation Setngs

Ll o3

= Shared Secret. [ : Show I

Enadie ReyWap L
* Ky Encrypiion Key
* Mossage Autherticator Code Key =5
oy Input Fermat ® ASCI | HEXADECIMAL

CoAPort 1700 | [SetTo Cetautt

[J  » TACACS Authentication Settings
O | sNMP settings

[J » Advanced TrustSec Settings

IICanl:el

ISELWBELEH

B 1.5 1 E Administration > System > Certificates > Certificate Management > Trusted
certificates.

B HImport SURFHEH S AISE, WRIMWLCHEISELGIEZAF G , BEEMITEAP-TLSHEEERF
o, BIEISELEEIES. At , BFEEEKCSR,

FR2. %M ZAdministration > Certificates > Certificate Signing Requests > Generate Certificate
Signing Requests(CSR) , 2B 7R,

jiht Mdontty Senices Engine  Home > ConlmdVishiy  » Operstions  » Poliey
=System | » kontty Management ¢ Metwork Resources  » Dewico Portal Management  pilirid Services  » Feed Service » PassiveiD  » Thwoat Centric NAG

Deploymend  Licensing  wCenficales  » Logging  » Manenanch  Upgrace  Backup & Resiore  » Admin Acolis  » Setings

L]

Cetificsts Managemant Certificate Signing Requests

Dverdes ‘Generste Cartificate Sigring Requests (C58)

Sysiom Cetdcatos A Corticate Spning Requests (C5RS) must be 3078 20 and sSgred by 20 eemal suthority. Click “egpon” to download cop o morp C5Rs 50 hat thay may be 5igned by 21 wtermal authoricy. AR 3 request NEs been Sgnac, clck “bind” 1o bind the requess 12 the

BB CHUACAI HSUSE By that Sutharity, Oncs 3 CSR i5 Bound, it Wil Do emoved f1om this st

Endpoint Conficates

Trastad Cerificates Fves ebpot | JDeete | Bind Certfcts Stew [ Wl 118
OC5SP Clent Prosie [ Friendly Name Certificaty Subject Key Length Portal growp 18 | Timestamp - Host

Cemfenn Sgming Aeguess O is#EAP Authenication CHesige.c.com 2048 Wied, 11 Jul 2018 e

Cortficats Penodic Chatk Set. .

Cerificatn Authority

S| ELEFHCSR , iHFMEUsage , I MCertificate(s)will be used for N L& % ZEAP
Authentication , Z0E PR



sl |dentity Services Engine Home  » ConextVisbilty  » Operations  » Policy

~3System  » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance Upgrade » Backup & Restore  » Admin Access  » Settings

o
~ Certificate Management Certificate Signing Request
Cartificate types wil require different extended key usages. The list below outlines which extended key usages are required for each centificate type:
ca ISE Identity Certificates:
Trusted Certificates

Multi-Use (Admin, EAP. Portal, pxGrid) - Client and Server Authentication
OCSP Client Profile » Admin - Server Authentication
« EAP Authentication - Server Authentication

Certificate Signing Requests « DTLS Authentication - Server Authentication
Certificate Periodic Check Setti... « Portal - Server Authentication
» pxGrid - Client and Server Authentication
» Certificate Authority » SAML - SAML Signing Centficate

ISE Certificate Authority Certificates:

« ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA, certificate for the ISE CA functionality.

+ ISE Intermediate CA - This is an Intermediate CA Signing Request.

» Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder cenificate that is signed by the
ISE Root CAISE Intermediate CA.

Usage
[centificate(s) will be used for |EAP Authenticatior| -] |

Allow Wildcard Certificates [ &

MNode(s)
Generate CSR's for these Nodes:

Node CSR Friendly Name

ise#EAP Authentication

HRA T UEREISELEKKCSR, B EView , MEFTRo

SI|5AERCSRIG , MECARS R , AR T ERIEHR", MEFIR :

Microsoft Active Directory Cerfificate Services — fixer-WIN-87Q5SHOKPSIG-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cerificate, certificate chain, or CRL




SR RFUHE , BFREGAFLEBNSREHERNER , L EHREHER , WEFIR.

Microsoft Active Directory Certificate Services -~ fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anfgdvanced certificate request

ST ¥ b FEBase-64R I IE P MRPERMWCSR, N FHMAR : "THET+ |, %EEWebIRS 28
HBHER , WEFR.

Microsoft Active Directory Certificate Services — fixer-WIN-87QSHOKPSIG-CA

i

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request bax.

Saved Request:

Base-B4-ancoded
cartificate request
(CMC or

| PKCS #10 or

PKCS &T): | A
Certificate Template:
= g
Additional Attributes:
Alttributes: | 4
Submit >

B8 B EHESubmit/s , BFIRBERIEREBH LI | ki¥Base-644w15 , AT % tDownload
certificate chain , A FIRo

Microsoft Active Directory Certificate Services - fixer-WIN-97Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or [@Base 64 encoded

E Download certificate
t==xd[Download certificate chain

HIRO. ISERFHBMIER THETER. EAMNREGES |, iIEHFEERMES , —MRIEHMEA
FREIE$ . #RIEF AT LLFEAdministration > Certificates > Trusted certificates > Import F§ A , 21HE
Fi7Ro



=Sysiem ¢ idontily Maragermes?  » Nefwork Rescurces  » Dirvice Porial Managemeni

eelicid Sarvices  » Food Service  » Thveat Ceniric HAC

Depicyment  Licensng  =Certficates  # Logging  » Martenance  Upgrade  » Backup & Resiore  » ADTIN AcCess  » Setings
L]
= Castieate Minagemant Trusted Certificates
System Cerdcates F [- -y Delete 0 View Snow [ ma -1 %8
(] Friencty Name - Sutus Tnasted For Stral Mamber aued T Issu0d By Vi From Expiration Date
*  Identity Services Engine

Home » Context Visibility » Operations » Policy

+ Administration

~System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Threat Centric NAC
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade
I

» Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Cerificate File  Choose file Mo file chosen
System Certificates
Friendly Name 8
Trusted Certificates Y [apTis |

OCSP Client Profile Trusted For: ;
Certificate Signing Requests

Trust for authentication within 1SE
Certificate Periodic Check Setti...

[ Trust for client authentication and Syslog
» Certificate Authority

[ Trust for authentication of Cisco Services

[0 validate Certificate Extensions

Description |

) o

HPR10. 2 EHSubmitfm | IEHFARMBZEEERIIR, A, FEREIEPFBESCSRYE |, Wl
B Ro

~System b Identity Management b Nétwork Resounces

» Divic Portal Management  polnd Services  » Feed Serdos  » Threst Centric NAC

Click hare 10 do wirslass setup and visiblity setup Do not show ihis again
Deployment  Ligersing  ~Cedificaies  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Semings
—
-]

 Gertificste Mansgemeet Certificate Signing Requests

Systern Cortficites. Generate Certsficate Signing Recuests (CSR)

Trusted Corficates A Carficats Signing Recuests (CSRE) Mus! be sent 1 and sigred by 4n sxemal suharty, Click “sxpof” 1 downisd one of more CSRE 80 Tat thiy may ba sighed by an extamal AULhorty. Afer & Mecuss! Fias been signed, cick Thind” io Bind the request 10 the

signedd camificats ssued by that authorty. Once a C3R is bound, it will be remowed from this st

DCSP Cleril Profile

Cenficats Signing Requests Fviem BBport P Dedete Show | AN -] %

Cantifieats Pariodic Chatk Sat._. [, Priendly Name Certificabe Subject Key Length Portsl group tag  Timestamp « Host
+ Cortificats Authoriy [@ asear anencation Chmise.c.com 048 Mon, 9 3l 2018 s | i by Paint X

SRNBHBELER S, EUNERRFERE LNIERXMHF. JREPRIES , REET
Submit , #NE PR,




';"'.""" IM‘Y Services El'glm -~ Administration

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Ceriificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

o
~ Certificate Management Bind CA Sigrled Certificate
SN e ORGE s * Certificate File Choose file | No file chosen
Trusted Certificates
3 OCSP Client Profile Friendly Name | i

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority Usage

EAP Authentication: Jse certificate for EAP protocols that use SSLUTLS tunneling

[

SBRI2.EEFIEPH , S MEAdministration > Certificates > System Certificates , 1B 7R,

Identity Services Engine Hame + Conimd Visibiity + Operations -l = admisisimation

= Sysem b iganiity Management  » Metwork Resources o Dewice Poral Mansgement  mend Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Liséesing  =Cérficiled  » Logging  » Mantenssce  Upprade  Backup & Fssiore  » Adein Atéss  » Selings
-]
= Cartificate Management System Certificates For Sisaster mooveny It is recommencied 1o-eport certicate and prvase key pains of al systom cenificatos.
Cvarview J Edt S Generate Self Signed Certficate | =i Import | W Bport | (3 Delete || 0 view
SyBibm Canticaes Frisndly Name Ut By Portal group tag Issued To aued By Vi From Expiration Dats
Erdpoid Carifficaion bl

T sam & N— st 11l 2018 Thu, 11 Jul 201 .
Trusied Cerificates SAML SAML_je.c.com SAML_ise c.00 Wed, 11 Jul 2018 w18

EAP Autwricition

OCSP Clio! Profie Agmin, Porta

Defoul Portal Cortiicats Group () lseuc.com - WIN-GTOSHORPSG-CA P, 13 Jul 2014 Sun, 12 bl 2020

Cartificate Sigrisg Roguets
Canificats Perade: Chack Sattl

» Gertificate Authority

EAP-TLSH & F i
HEEF% (WindowssRiH ) L FRAFIES

S EBIEAP-TLSHEL A #HTHHRIL , MMERFFIRIED, HEMNWindowsit EHE
BERIMLE | AMEHRIRSES. 3T WebiX 525 Him AL T #udit : https://sever ip addr/certsrv—

FR2FER , CABAESAISETHIEHRICAME.

A, BEEFNEATTRESH[IEPLHE —CARSF . EE—CAL , £HRequest a
certificate({ERIEH) , B2 , XREFEEZEUser ( AF ) #ER Certificate Template ( IEPHER
), WEFTR.


https://sever%20ip%20addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-97Q5HOKPSIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

i 2zAJVkdOPEONkCsBJ/3gJJeeM1lZgxnL7BVIsPJry
Base-bd-encoded |/ /" 5 7 omDFp1P£V23VaP60a/me 3 TXhORFXBUIT
weOQh06+V+eh71jeTgiwzEZGr/ceYJIakeco5zLjgR

certificate request

::?MC or dD7LeujkxF1J3SwvLTKLDIg+00VtAhrx1p1PyDZ3

KCS #10 or ieC/XQ0shm/OryD1XuMF4xhg52WoloDOJHG1g+dKX
PKCS#7): = |eaaaa END CERTIFICATE REQUEST-===- Y/
Certificate Template:

User E
Additional Attributes:
Altributes: y
Submit =

FIWIAT , RUBIRBRSBJ/HITH LS RE T T AP,
REBIUERE , BRBUTSEEWIndowsEiZ A BN LS AIUEH,
FRAES AP |, BEEMMicrosoft EE LA (MMC) 5 [RIZIE.

1. BEITHMMC , BEMEFH>ET>MMC’,
2. SIE“XH">% b/ BRE 2 & T

3. M Certificates.

4. EFRTTHEIKS

5. EF A it HWHY>TER”

6. FEREURHERETEN,

7. ¥ FCertificates > Personal > Certificates 33 B[+].
8. FRYELH  REEFEMBES>FA
9. B Next.

10. B EHMK.

1. EBRES AW .cer, .crtfh.pfxo

12. #.5 Open ( 77 ) »

13. B Next.



14. 1% $FAutomatically select the certificate store based on the type of certificate.

15. B SER M HAE"
TERERFARE , EBEENEAP-TLSEELLEFiw ( AHIF AwindowsRH ) o

EAP-TLSH T4 B Il X 4

SE1 BRI NSRRI B ORI (PEAP)BIEZN L E B X4 , IRAEAP-TLS, ¥
EAP Wireless Profile,

SI2.1EEMicrosoft BRE FRRMIESR  REREHOK (HAE ) , WEAR.



EAP Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

HIR3. EHSettings , RFIEEMCARS /WA RIRIES , MEFTR.




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA

4 >

View Certificate

T i

S4BT HERE , REM802. 1xIREET-FHEFERAFRIUTENFHRIE , MEFTR.



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

S|SIE , BREBROERITENGE , GREBNEEXXH ( ABIFHEAP ) HiEE, LEE
BEITLME , WEFR.
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ERAKHS THARBES EREIT,

SB1. B IREAPE B AMEREAP-TLS, XEKREEFFImOEAEAP-TLSER & HRIE , EIRE
Pt , HECHERFUNEMREERE,

CLIENT VIEW
@ Monitoring
- GENERAL CONNECTIVITY
== Network Summary
p o o - - -
Access Points N L L - w
B Administrator st Ao Mmoo ON0
© Applications i Unknown
. TOP APPLICATIONS
! Rogues IAC Addr 34:02:96:06:2E07
Asso ds 11 d
| ME_EAP |

= Interferers

® Wireless Dashboard

Connechio
Client Performanc &
¥ Best Practices
0%
£ Wireless Settings
B- Management
-‘.’n Advanced
MOBILITY STATE
we wd AP virelags Client
(LOCALY A Fle: iy 202 11n Hed (ALAN 1




MOBILITY STATE

wLe Wieed P Wirsiess Cligrit
ﬁ MOHHD”I’]Q LOCAL) |C-\}-‘N‘: (FlexCannedt) I_BDS 1‘Tn (SGHI)) LANT)
= [ 10 Siailh L 1
22 Network Summary ﬁ ‘ B - LR >4
ACCes 15 no_ap AF442D03a0.TT2 Unimown
10.127.209.56 10.127.205.54 10127 209.55
AMIR-APAB32HD-KD AR-CAPIE021-A-HKY
© Applications
! Rogues NETWORK & QOS SECURITY & POLICY
Acc ]
cription Status Daacription Sta
IP Address 10.127.209.55 Palicy
1 Interferers IPvE Address feB0::2818:15a4.6509:842 CCMP (AES)
— VLAMN 1 anagement 202 1x |
© Wireless Dashboard
Source Group Tag NiA | EAF Type EAP-TLS |
AP Perfo
Fastlane Client Mo ACL (IPHIPvE) Mene/None
Client Performance
Mebility Role Lecal mONS Profile Hone
¥ Best Practices WMM Supported AAA Role Hene
i < U-APSD Disabled
£ wireless Settings
QoS Level Silwer

[N Management
<

Advanced

CLIENT TEST

ST RREEHECLNE S HiEAEL (WHEBY)

(Cisco Controller) >show client detail 34:02:86:96:2f:b7

Client MAC AdAresSS. .« v it i ittt ettt e e eeeenn 34:02:86:96:2f:b7
Client USETrName . .. ... .uuiittmmeeeaeeeaeeaeenns Administrator

AP MAC Addr eSS . i v vttt ittt ettt et ettt eee et e eeaenn c8:f9:£9:83:47:b0
N 2 = 11 O AP442b.03a9.7£72
AP radio slot Td.......iii ittt 1

Client State. ...ttt e e e et e Associated
Client USET GrOUD . « v v vt vttt et eee e eeeeeeeeeeeennn Administrator
Client NAC OOB State. ...ttt Access

Wireless LAN Td. ..ottt ittt ettt ettt e 6

Wireless LAN Network Name (SSID) .. ... ennnnn. ME_EAP

Wireless LAN Profile Name. ... ... iuemneenneenn. ME_EAP

Hotspot (802.11U) .« i viii ittt ettt et e eeeeeeenn Not Supported
231 20 0 c8:f9:£9:83:47:ba
Connected FoOr ...ttt ittt e e e e e e e 18 secs

Channel . .. ...t e et e e e e e 56

B 2V e Bl Y O 10.127.209.55
Gateway AddreSS. . v i i ittt ittt e et e 10.127.209.49
Netmask. . oo i i e e e e e 255.255.255.240
IPVE AT eSS e i it ittt e et e e e e e et e e e e fe80::2818:15a4:65£9:
--More-- or (g)uit

Security Policy Completed...........iiiiiiunnnn. Yes

Policy Manager State..........iiiiiiinnennnnn. RUN

POLACY Ty i ittt et et e e e e e e et e e e e e e e WPA2
Authentication Key Management...............c..... 802.1x

Encryption Cipher. ....... .ttt CCMP-128 (AES)
Protected Management Frame ...............ccuuo... No

Management Frame Protection...................... No

N e R © N EAP-TLS

842
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el ldentity Services Engine - ¥ Oparstons » Policy i Admnistration

Encpoitts  Mebwonk Divices

Endpoints = 30288:-98:2F BT

34:02:86:96:2F:B7 o=

MAC Addross: 34:02:86:96:2F 87
Usamame: ddministraton@fixer.com
| Endpoint Profike; Irvbel-Device
Q Current IP Addeass:
Location:

Anres AUTENBCATon Threats Wulrarandines

General Attributes

Dascrpton

Static Aspigrenent faise
Endpaint Policy Iriesl-Derviad

Static Groud ASSIgHMEnL [T
Elantty Group AsEgnmant  Prafiled

Custom Aftributes
¥ Fikor - &~
X Asiribuie Mame Alirte Voo

o divta found, Add Cusiom atinbutes here

Other Attributes
A, Senear sty

LAl BB Q00T o0 0800 -5a: 26 58 50 6T -S8-E1: T1 a8 Bocf B 9T bd
Alrespace-Wiar-Id &

Alowid ProtocciMatcheaRiule Dot

AuthantcationidenttySion Inemal Lsers

Authéantcationid sthod xSl

Aunhonzaman Policy e hadRues Baric_Authertcansd Atcess



BYODRegstration Linknown

Callad-Station-ID CA-19-10-B3-4T-bO:ME_EAP
Caling-Station-ID 34-02-86-06-21-07

Days to Expry 344

DestnationIPAddress 10.106.32.31

DestinationPor 1812

Detailedinfo Invalid usemame or password specified

Dewica P Address 10,127 200.56

Device Port 32775

Device Type Device Type®Al Device Types
DevteRegstratonStats NotRegistered

ElapsedDays 21

EnableFlag Ensabiod

EnaPointMACAddress 34-02-86-06-2F-B7

EndPoirtPolicy Intek-Device

EngPoirProfierServer i, C.COm

EnaPoimSource RADIUS Probe

Extonded Koy Usage - Name 130, 132, 138

Extended Key Usage - 0ID 136166732 1.36.1.657.34, 1.36.1.4,1.311,1
FaiureReason 12935 Supplicant S1OpPEd responding 16 ISE during
IdentityGroup Profind

InactveDays 0

LN WIN-9T QS HOKPH G-CA\ DCxfmant, DCegg

fioar-WIN-3TQSHOKPRIG-CA
1550 - Dofmdin Companant Timid, o

Kay Usago 0,2

Location Lecaton# Al Locataons

MACADSNES 0288982787



MatchadPolicy
MassagaCode
NAS-IP-Addrass
HAS-ldentifier
NAS-Port
NAS-Por-Type
Nistwork Davics Profibe
NatworkDevicaGroups
NetworkDevicaMamea
NetworkDeviceProfileld
WetworkDeviceProfieName

ol

OpenGSLEmoiiassaga

OpenSSLEmorSiack
PolcyVersion
PostureAppicable
POSIUMMASSRESMBRISIaS
RadiusFlowType
RadiusPackelType

53D

SelectedAccessService

Intel-Device

5411

10012720856

_ap

1

Wireless - |EEE 80211

Cigco

Location#all Locations, Device TypadAll Davica Typas

ryo_sp

4(3ealdfc-Ta2T-41c3-B000-2T964.031 a08d

Clsco

Intel Corporate

S5L aler: code=0x230=560 \; sourck=local \; type=fatal \; message="Unknawn CA - arror unable 1o get issuer certificats

locally™

1401 60653813504 emror: 14089082 551 routines; 55L3_GET_CLIENT_CERTIFICATE:no certificate returned:s3_smr.cc 3370

o

s

MolApplicabie
WirelessBOZ_1x

Drop
ch-f9-18-83-4T-b0:ME_EAP

Defaull Network Access

SelectedAuthentcatonidentitySiones

EAF’TLEI

SelectedAuthorizationPrafiles
Sarial Mumbar

Senvice-Type
StaticAssignment
SanciGroupAssignment

StepData

TR HERR

Parmilhocess

1028 41 78 00 00 00 0D 00 11
Framed

false

false

4=Dotix
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