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- CMX 10.2.3-34

- WLC 2504/ 8.2.141.0

- EEXIWLC 8.3.102.0

. B E#AWLC C3650-24TS / 03.06.05E
AXPHEEBRETREXRETREPNREHREN, AXAPEANFTERESNERAR
th (BN ) BE. NREENRELTEDRS , BHERETHRAERSHEERA,

AR MRFEACMX 10.6 , MEBLREGHIT FEIMERAF . BRREBTACE K.

WA, EREERT , BIEARAT , EoFEFATERFWHBIL , "/bin/snmpwalk..." LABy
“snmpwalk’ T/ .



BRER

ANERNABWLCHEAMEICMXF ERERE , RWLCE RN TR FEFHNRFR. XL, 5
M 45 B 3 AR S5 I (NMSP) BRI R 4T FF SRNMSPE(E & RN 3EE 3N Y.

WLCHICMXZ B Y@= £ AANMSP,

NMSPFETCP#% 016113 LEWLCIE(T , HEFTLS , J‘ig'ﬁﬁfﬂﬂﬁ%ﬁl%(MSE)/CMX’%T"“%'J%EZ
FHATIES ( B4IEE ) . WLCHICMXZ M RE 24 /Re B TR (TLS/SSL)B s i 2 4
Y=k

HEBR T RERY iR M7 R

B RN 5 T A,

BEFCMXin 1T #2179 S ecmxctl config controllers show.

** To troubl eshoot | NACTI VE/ I NVALI D controllers verify that:

the controller is reachable

the controller's tinme is same or ahead of MSE tine

the SNMP port(161) is open on the controller

the NVSBP port(16113) is open on the controller

the controller version is correct

the correct key hash is pushed across to the controller by referring the foll ow ng:

T T L T +
| MAC Address | 00:50:56:99:47: 61

I

T T L T +
| SHA1 Key | f216b284bal6ac827313ea2aabf 4dec1817f 1069 |
T T L T +
| SHA2 Key | 2e359bd5e83f 32c230b03ed8172b33652ce96c978e2733a742aaal3d47a653a02

T T L T +

AL, M H AT AR RICMX MAC #b 31k F S 25 48
UELH-MTIEFDRAR , HHFEREITE
1. Al
2. BtE
3. fEi B W EE B (SNMP) 16185 O
4. NMSP 161131 0

5. version

6. FRslge L HEX M TS
R AAME

ERBEFNRFIZEN TEYE , HMCMXFTFWLCIZE{Tping.
LR EZ

B fE KB R F CMXFIWLCER$E [0 [E — P 4% B (B8] FAMU(NTP) BR 55 25



fEUnified WLC(AireOS)H , AU T @ RIRE :

config tine ntp server <index> <IP address of NTP>

ERMEEAIOS-XEFR , BITUAT®S :

(config)#ntp server <IP address of NTP>
EERCMXENTPIRE M IP# 4t ( EECMX 10.6287 )
FHB1. LU emxadmin S B E F 51T , YR EARA F <su root>.
HIB2 £ a5 comxctl stop -afE IEFFECMXBRS .

S B3 4 F i Sservice ntpd stopfE LENTPIEIR

SBRAZIFIEHRER , BTH Vi lete/ntp.conf, EHINRBEBFBABERNHERIPHLU , RELT
ESC HEAWqQUAREEE,

S|5.ERSHE , =217 T service ntpd start,
HIR6.E A S ntpdate -d <NTPARS 28 MY Pt it >4 ENTPIR S | ERB L.
SRIZEDEERDH , NTPIRS S BEEH B 35 HE At S ntpstatt THIE

$B|8. NTPIRS B 5CMXEIL G |, E1T S omxctl restart SAE B S CMXERS H 41k
cmxadminf o

FECMX 10.62f5 , BALLXFH A XK ERCMX NTPEE :

HB1 LlemxadminF B & FaH1T

S22 R ENTPEcmxosE TR RntpW B

B=F . WRESEHEENTPIRSE | WA cmxos ntp clear , 5 5 Fcmxos ntp type.

S|4 NTPIRS 8 ECMXESL G |, =17 S omxctl restart LA EH B CMXERS H {1k [l
cmxadminfA .

SNMPA[3& &

ERECMXREAIFEWLCHSNMP , iEECMXFEZITHS :

Snnpwal k -c¢ <name of community> -v 2c¢ <IP address of W.C.

L S RIEWLCEITERIASNMPE2RR, EE3RT , U TR :

snnpwal k -v3 -1 authPriv -u <snnpadm n> -a SHA - A <password> -x AES -X <PRI vPassWor d>
127.0.0. 1: 161 system

WRSNMPREA , SEXEBFEIR , M@, WREKT , BFEIWLCHENSNMPEEERNE

o



AXE  RCMXEWLCERSHmAM TR —FMH , MICMXMWLC Z B EEFF2E,

NMSPTE 4
ERBECMXES T LLFBINMSPEIWLC |, HETUT&H$ :

ECMXH :

netstat -a | grep 16113
EWLCH :

show nmsp status
show nmsp subscription sumary

MR FRAE
BESRHSNIRASRE,

http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfld-
229490

3R EHEOX N IEALH

BEIRRRAIreOS L R EEK S

BE  wica Bz R sha2MBAF &, T A i show auth-listBiF #4A .

(Cisco Controller) >show auth-1i st

Aut horize M C APs agai nst Auth-list or AAA ...... di sabl ed
Aut hori ze LSC APs against Auth-List ............. di sabl ed
APs All owed to Join

AP with Manufacturing Installed Certificate.... yes

AP with Self-Signed Certificate................ no

AP with Locally Significant Certificate........ no

Mac Addr Cert Type Key Hash

00: 50: 56: 99: 6a: 32 LBS- SSC- SHA256

7aa0d8f acc0aa4a5a65b374f 7d16972d142f 4bb4823d91b7bc143811c7534e32

MRERPFRFECMXAN G HZHAMMACHHE |, WA AEWLCH F 3175 :

config auth-1ist add sha256-1bs-ssc <mac addr of CMX> <sha2key>

5B IR S BEAIOS-XE L FHFERT

ENGWCHEHIZH | BEEFHETUTHS


http://www.cisco.com/c/zh_cn/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfId-229490
http://www.cisco.com/c/zh_cn/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfId-229490

nmsp enabl e

user nane<cnx nac-addr> nmac aaa attribute list <list nanme>
aaa attribute list CW

attribute type password <CMX sha2 key >

X : cmx mac-addrA R MR AR RS B 5()

EHRRFREE |, BTUATERE

Swi t ch#show trace nessages nnsp connection

[12/19/16 14:57:50.389 UTC 4dd 8729] ssl Connectionlnit: SSL_do_handshake for conn ssl 587c85e0
conn state: INIT, SSL state: HANDSHAKI NG

[12/19/16 14:57:50.395 UTC 4de 8729] Peer certificate Validation Done for conn ssl 587c85e0,
calling authlist..

[12/19/16 14:57:50.396 UTC 4df 8729] dient Cert Hash Key

[ 2e359bd5e83f 32¢230b03ed8172b33652ce96c978e2733a742aaa3d47a653a02]

[12/19/16 14:57:50.397 UTC 4e0 8729] Authlist authentication failed for conn ssl 587c85e0
[12/19/16 14:57:51.396 UTC 4e1 8729] Peer Not Validated against the AuthList

WMREMARBIMEMRE , AR BRI ZIFIRIET R, AP RIA M R A&
G/MeiE EREESEE j%!ﬁj”\kﬁﬁTACS‘Zﬁ\iw
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