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51 &89800 WLC LRV L iE

B EWebZ HHR 5

F15  SMIBE>LTE> WebBRRIE |, EFEL2F , RIFZRFHSENELIPHI EESBE |
ARG EBE E N webauth,

Configuration = > Security~ > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Name global Virtual IPvd Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. «
Web-Filter 3
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Virtual IPvE Address R IKIXLIK
Captive Bypass Portal O Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® Mone O Banner Text

RSB E



EE : Web Auth intercept HTTPs@ — NI kiR B, MRFEHTTPSEEM , N4HE A
Web Auth intercept HTTPSIE I, {ER , TEWFEAMLEE , RN 2E@MCPUERE,

824 EERETFT , BEEEFHEEQMNATBMITURL, RE Redirect URL for Login"#
“Redirect On-Failure” ; “Redirect On-Success’E AiEM, BERS , EEMURLMWTIK E REME S
B E X,



General Advanced

® Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID ‘

Portal IPV4 Address ‘ 10.127.196.171
Portal IPV6 Address ‘ XX XXX
Advancedi£ I
CLI L&

paraneter-nmap type webaut h gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

i ntercept-https-enable

trustpoint TP-sel f-signed-3915430211

webaut h- ht t p- enabl e

AR EUBRYP  FRERSBRS, BEER  BLEFEAJEE B E L WebS R 5
, FEAdvanceditTl+ FIREEEMURL, FER/MEMNIPIREMNEFBEE XA,

AAARE :



%1% : BlERadiusiR% S :

E /i Configuration > Security > AAA , B E“Server/Group”#8 4 FHI“Add” , SR TE“Create AAA
Radius Server’T1 i AfRSF 2B R, IPHbut MHLZ 248,

Create AAA Radius Server

Mame* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text v
PAC Key O CoA Server Key (3)

Key Type | Clear Text v | Confirm CoA Server Key

Key* @ . . Automate Tester (]

Confirm Key*

Auth Port | 1812

Acct Port . 1813

Server Timeout (seconds) | 1-1000

Retry Count . 0-100

| Apply to Device

RADIUS R 2RELE

CLI &

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key i

server name ISE-Auth

#2455 : BIERADIUSERE 54 -
1EServer GroupsZpn FIEFAJIAE LIRS H[E , HURESSEHARERHIRSSS.



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @ Name is required
Group Type | RADIUS

MAC-Delimiter t none v J

MAC-Filtering [ none . ]

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID

| 2074 R ]EI

Available Servers

Radiusfr 5854

CLI &

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2074

deadtime 5

E3F : BEAAATTEFIR !

Assigned Servers

ISE-Auth

plE

S EIAAA Method ListiE T+ |, #&#ZAuthentication TBYAdd , E X Type i “login” EGroup type



“Group” I F 3£ B R B , HTEAssigned Server Group#i % FERETEL B Y B PR IERS 254 .

Quick Setup: AAA Authentication

Method List Name*

Type* ' login | @

Group Type group | ®

Fallback to local O

Available Server Groups Assigned Server Groups

undefined | ISE<erup ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

HEEE
EEBE

HRRIESEIR

CLI &

aaa authentication login ISE-List group ISE-Group

B & R BE BB M

F1%5  SMBEE-RENEEXF>KE , EENLETFHaE ENTEREXHS , AERARSY
BRIERRAT.



Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mobility Advanced

Name* | GuestiANPoicy | WLAN Switching Policy
Description l Enter Description . Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging D

O

SGACL Enforcement

Default SGT 2-65519

REEEE XX

828 HHRRBIETRT , E8[IESSR LK vianiRE i 5 B REHlvian. EAEIH  BET

vlan 1



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O ‘
b IPva ACL . v|
DHCP TLV Caching O . -
IPv6 ACL _ v @
WLAN Local Profiling
URL Filters @
Global State of Device Disabled (&)
Classification . .
g X Pre Auth v | (2]
Local Subscriber Policy Name | ; v '
Post Auth : v|@
VLAN
VLAN/VLAN Group [ 1 v @
Multicast VLAN ‘ Enter Multicast VLAN

Access Policyi& I+

B3 ABFYRTFT , FHERIRERURIE() , ARBEAREREREREWPNE =B

B

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (3) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.106.40.11 - & 1076.118.70 [Primary(n v €
& 107611875 >
& 107611874 »
Boist

CLI B &



wireless profile policy GuestLANPolicy
mobility anchor 10.76.118.70 priority 1
no shutdown

Bl BiF ZLANTL B ST

F1E  EMIME>TL>TEFLAN , BEFM  BEE-NEEXHEYN , BERALVLAN, @A
BLUFERFHVLAN ID |, JHFEEXRSREIE A,

General Security
Profile Name* Guest-Profile Client Association Limit | 2000
Guest LAN ID* 1 Wired VLAN Status
mDNS Mode Bridging v Wired VLAN ID* 2024
Status

THELANEL B 2

825 ERE"(Security)iET T , BAMEZS ORI, REMNESOGRIESHES , RAENS
318" (Authentication) T 151 & £ RADIUS R 5585



dit Guest LAN Profile

General Security

Layer3

Web Auth ENABLE .]
Web Auth Parameter Map global v ‘
Authentication List ISE-List | v
BELANZ £ %I+
CLI B &

guest-Tan profile-name Guest-Profile 1 wired-vlan 2024
security web-auth authentication-list ISE-List
security web-auth parameter-map global

B LANM &

S #nZConfiguration > Wireless > Guest LAN,

HEHELANRSEEZ D T |, &5 28005 BR S SR B EC B X4 F U5 B LANEL B XX 4+



Guest LAN Map Configuration

% Delete Map

: GuestMap

Guest LAN Profile Name Y  Policy Name Y ‘
) Profile Name Guest-Profile
Mo records available.
10 v | items per page 0 - 0 of 0 items Policy Name [GuestLANPoIicy{

T ELANB ST

CLI B &

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

£ 59800 WLC LY B &

B EWebZ ER R 5

F1L  SMIBE>ZE> WebBHRIE |, ER+F , RIFEHSNELIPI FMETIBE |, H
ARG EBE E N webauth,

Configuration= » Security~ > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Mame global Virtual IPv4 Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. v
Web-Filter 3
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Virtual IPvE Address I IKIN K
Captive Bypass Portal 0 Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disabla HTTP secure sarver O
for Web Auth
Disable Cisco Logo D
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title

Banner Type ® Mone O Banner Text

ERSBMRE



B2L EERETFT , BEFFIHREERMNAZBMIAURL, RE ‘Redirect URL for Login”#
“Redirect On-Failure” ; “Redirect On-Success” 2 Ali£H o

BES , EEMURLM TG EREMSE S0 KRIEREXHH,

General Advanced

© Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XXX X
Advancedi& I+
CLIERE

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-Tlogin http://10.127.196.171/webauth/Togin.htm]l
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable

AAARE :



%1% : BlERadiusiR% S :

S ZlConfiguration > Security > AAA , B §“Server/Group”# 4 THIAdd , £ “Create AAA Radius
Server ML , MARS BB, IPibutMHEZTE4A,

Create AAA Radius Server

Mame* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text v
PAC Key O CoA Server Key (3)

Key Type | Clear Text v | Confirm CoA Server Key

Key* @ . . Automate Tester (]

Confirm Key*

Auth Port | 1812

Acct Port . 1813

Server Timeout (seconds) | 1-1000

Retry Count . 0-100

| Apply to Device

RADIUS R 2RELE

CLI &

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key i

server name ISE-Auth

%24 : BIERADIUSIRSE B854 :
1E“Server Groups" % T , IEFBAJIUE LIRS HRE , AU RETEEHABEPHRSEE.



Name* ISE-Group

Group Type RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 5

Load Balance

. DISABLED }

Source Interface VLAN ID

2081

v+

A\vailable Servers

S RADIUS4

CLI B &

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2081

deadtime 5

F3F : BEAAATTEFIRK !

Assigned Servers

" ISE-Auth
|

S EIAAA Method ListiE I+ , EAuthentication Fi£$EAdd , & X Type i “login”FGroup type
“Group” M F 3£ BIR B R , HTEAssigned Server Group#i 2 FERETEL B Y B B RIEARS B4



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined | ISE-Group ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J BB

HRRIEAEIR

CLI & &

aaa authentication login ISE-List group ISE-Group

B B R BE BB M

B15  SMBBEE>-RENEENXH>KE , FRASHNRHESE LNEVMERN A NEERBEE
N ERREX .



General Access Policies QOS and AVC Mobility Advanced

Fe* | GuestLANPolicy | WLAN Switching Policy

Description Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O
SGACL Enforcement O
Default SGT 2-65519 ‘

R B

E28  EIHEERET , NTHIIRPBREBLE T KVLAN



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’
VLAN
VLAN/VLAN Group VLAN2024 v | ®

“T7 R SR IR



IR BRVLANSL | SRBRED B XA+ AV EC B 4707 S BB A 48 U3 ol 27 L i,

B3L  ABIRTFT , BPFHEIEIRE,



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

SHER



AR WEEIEEI800TL B IEMEHIRR(WLC) N 518 E R M EC & S R B A
WLANEY 8 RQWLC, HHAE89800 WLCH EFFinEE M EH#H KWLCE , ERRHBEAX
WLANM 5 B4R & P iR SR BB E X FAES . XEHIWLCREBRFBWRSINIE S A
FASE S B A 3t SR G B S04

CLI B &

wireless profile policy GuestLANPolicy
mobility anchor
vlan VLAN2024
no shutdown

BLE T ELANE B XX 4
F15  SMBERBE>TL>BEFLAN | REEFRMEIEFEE L FLANE B X /. BRECE XM



BAMENBEFIRNEEX A MTE, HER , SHEHEIIRHER EEABLVLAN,

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
Guest LAN ID* ‘ ! ‘ Wired VLAN Status
mDNS Mode [ Bridging v ]
Status
T ELANE B X4

2% HREREF , EAWeb Auth , RFEEWeb AuthSHER S & 3 10 IE IR,



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




AR FRBKVLANRSSHL | SNERIRHIRR M4 QU2 588 2 B B9 15 B LANEL B 3 4Bl B 4 14
=

CLI B &

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

B LANRR 5

F£15 : SMBEBE>TL>HELAN, EGuest LAN MAP configurationZ8 2 & | &R Add H I R BE
BiL B ST R &Y B i B LANER & S04



Guest LAN Map Configuration

> Delete Map
: GuestMap
- Add
Guest LAN Profile Name Y  Policy Name T ‘
. Profile Name Guest-Profile
No records available.
10 v | items per page 0 - 0 of 0 items Policy Name IGUEStLANPOIiCW 2

T ELANB ST

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

T EEIAireOS 552012 %25 Catalyst 9800 LR E B &1 &

= &

Fargign-S800 Anchor-5520 WLC Intermet

Accecs Switch [

e,

Jy!

Wired Chient

R

51589800 WLC LRV L iE



BLEWebZ AR 57

E1L  EMIEE>RE> WebH B RIE , AREEER/, RIERHFNELIPHEUHNEETIRE
IE PR &Y BB B X4 (R BV IR By webauth)o

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth v Virtual IPv6 Address XXX X
Captive Bypass Portal ) Web Auth intercept HTTPs @)
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File
WebZ $iBR 51

F2L  EERETFT , BEERFRSNEEQENATBMITURL, B ERedirect URL for
LoginFIRedirect On-Failure, Redirect On-Successi® & 2 AIIEHELE,

v



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 71;»{
Redirect On-Failure http:H10.127.195.171N{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XXX
Advancedi& I+
CLI EL&

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



AR BRAAARLE |, HZ RS 59800 WLCH " Eio R RREMNEEFHAF S

Be i R B B B XA

F1E5  SMBEE-HRENEE X H>KM, EFEAAD , AFEGeneralit B~ F A B EXHRE A
MRt B FIRZAS IR



General Access Policies
Name*
Description
Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

REEEE X

QOS and AVC

Mobility

‘ Guest

l Enter Description

ENA
B oisasLen
enasten ([

. DISABLED

N III

2-65519

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .

Central DHCP enasten [

Flex NAT/PAT B osesen

2% ;. £ R KB (Access Policies)it £/ , 2 ELBEHIVLAN,



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled @)
Classification

Local Subscriber Policy Name ‘ Search or Select v
VLAN
VLAN/VLAN Group B v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

75 () SR B

5834 : FEMobilityi BT~ |, t1¥R 8 IR HIEE FRFE M KL IRE N Primary (1)



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

Mobilityi& B+



AR 1 9800 /A EBWLCHY KRG BL & X M 5552048 S WLCHY 7 FLANEL B XX 4+l |, {8
vianBi & R4

CLI B &

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

BLE T ELANE B X4

E1E  SMIWME>TL>TEFLAN , EEFMN. BEE-NEEXHENHABRBELVLAN , BE



TRATRLLERFNVLAN ID, &/F , FEEXHIRAS TR Enabled,

General Security
Profile Name* ‘ Guest Client Association Limit | 2000
Guest LAN ID* l 2 | Wired VLAN Status :F-Nf\-'“"f--F- _
mDNS Mode ' Bridging v Wired VLAN ID* |
Status [ENABLE )
THELANZREE

28 HRSRWMFT , BAMZEHRIE , RFWeb S B RIISHME , RENFHRIETH
PR IEFERADIUSIRS 85,

General Security

Layer3

Web Auth [ENABLE .J
Web Auth Parameter Map global v
Authentication List ISE-List v

“BERTF



ER W T 9800 BB 55204 RIRHIRE | U5 B LANEL B XX A+A A [E]

CLI B &

guest-lan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

BB LANRR 5

F1E  EMIBLE>TL>THELAN, EHELANRFEE 2 F , EFRM , R RMEE X4
AR5t 2 15 B LANBL & 34



Guest LAN Map Configuration

* Delete Map

Guest LAN Map : GuestMap

Guest LAN Profile Name Y  Policy Name h 4 ‘
) Profile Name Guest
No records available.
10 ~ | items per page 0 - 0 of 0 items Policy Name [Guest 2

7 ZLANRR &

CLIBE

wireless guest-lan map GuestMap
guest-lan Guest policy Guest

55520 WLC LV &

Fi EWeb & 1738 1F

F1L5  SMBLL>MEFMHRIU>MEEZAH, FWebH B K UERE R E JyExternal (Redirect
to external server) , HE B A Web B M EIIURL, B FXEEERURLRTER , H AAUERF
HEEESORIERNZEEEORZTANNHITEE,

il

CIsCco HMONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP

) } I
Security Web Login Page [Preview... | [ Apev |
I
~ AAA -
Generol Web Authentication Type External (Redirect to external server) v
= RADIUS Redirect URL after iogin [ hitp:// 10.127.198. 171/ wobauth/logoeut. hEmi
Authentication r .
Accounting Login Success Page Type [None |
::;ﬁi:‘h“” Lernt External Webauth UAL [ htp:r/10.127.196. 171/ webauthfagin, htmi I |
DNS
Dawnloaded AVP QrCode Scanning Bypass Thmer o
» TACACS+ =
LDAP QrCode Scanning Bypass Count o

Local Met Users
MAL Filtering

» Disabled Clients
User Login Palicies
AP Policies
Password Policits

¥ Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

[~ Web Auth

Wab Login Page
Coctificaty

Web & 3 1 IERE



AAARE :

%1% : BLERADIUSHERS #7

S ZEISecurity > Radius > Authentication > New,

n||1|||. Sawe Configuration |~ Fing | Logout Refrel

CIsco MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP
—

User:sdmin(Readwrite) M Ho

Security RADIUS Authentication Servers [CreeyJ|[Cawe. ]
= ARA )
- Auth Called Station ID Type  [AP MAC Address:SSID -
= RADIUS
Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Auth Cached Users MAC Defimiter [Fyphen ]
Fallback
The Framed MTU (1300

Bownloaded AVE

RADIUS fR$58

5824 HiEHIER LEERADIUSIRS BRIPMAZER . RESFHASTRIIEEAHEPRER -
SikE,



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ
Apply Cisco ACA Default settings O
Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

R SRR &

B & 7 |42 ) 5 R

B15  SMBR2>HREHGIR , REEREFE. SIS HRIEACL , RVFREREDNSHS



%BWebHE%EE )

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B Y y A 0 a
User Login Policies ) 0.0.0.0 / 10.127.196.171 [
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10.127.196.171 / 0.0.0.0 !
4 Permit TCP HTTP A A A i
» Local EAP = TEM 555255255255 0.0.0.0 i YA a
Advancad EAP c permit 0.0.0.0 / 10.127.196.171 / e N HTTPS A A 0
 priority Ord == TEME 4 0.0.0 255.255.255.255 n v Any a
Bl sy I _ 10.127.196.171 / 0.0.0.0 !
6 Permit Tcp HTTPS Any Any  Any 0 -]

b Certificate 255.255.255.255 0.0.0.0

4 Access Control Lists
Access Control Lists

B

YE R BRI Web B 5 849 5151
B & 15 B LANEL & XX

F£1%5 : SMEIWLAN >i%£FCreate New ,

EFETypetEN Guest LAN , F Bl & 598005\ #8122 25 #Y SR BE EC B XA HH B HY B 750

|
c

MONITOR  WLANs ICONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: None [Change Filter] [Clear Filter] [Create New V| I Go I
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
BIEIFELAN
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP User:admin{ReadWrite) M Home
WLANs > New | <eack | ||_apply |
Type |Guest LAN | l
Profile Name | Guest I
D 2 v
THELANELE S

#2% T EFLANEEX M LS AOMEAED,
FEARPIH | Ingress#EO Anone , AR A OO R ENIZEHZFHECIPPRE,
HOBEORELE P RYEEENVLAN,



General | Security | QoS | Advanced

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None v |

Egress Interface [wired-vlan-ll V]
NAS-ID [none
HELANE B XX M

3L HRRRIMFT , BEFIRZT2EIWeb S HRIE , H RTINS GIIEACL,

WLANSs > Edit 'Guest’

~ General | Security | QoS l Advanced ‘

 Layer 2 | Layer 3 | AAA Servers |

Layer 3 Security [Web Authentication v

Preauthentication ACL 1Pv4 [ Pre-Auth_ACL v| | IPv6 [ None v

Override Global Config22  [J Enable

BELANE £ 3T+
4% SMBIRE> AAARS 2R,

T R 2 RRADIUS AR S5 2 BR 5 B 15 2 LANEC & XX £



General = Security QoS | Advanced

 Layer2  lLayer3 | AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers
Enabled _| Enabled
Server 1 1P:10.197.224.122, Port:1812 v| None

T A
Server 2 | None v | None
Server 3 | None v | None
Server 4 | None v| None

FFRADIUS R 55 25 R 51 B U5 B LANEL B XX
5858 | SMEBIWLAN, FEHFRBEELFLANEE XN TR B £ HiEEMobility Anchors,

Oz Guest LAN  Guest Disabled Web-Auth L —
Remove

[ Mobility Anchors |

%65 . EFEMobility Anchor Create 2 HISRELE N L IHFLANEEXHHN S HHE R,

WLAN S5ID Guest

Switch IP Address (Anchor) Data Path Control Path

| Mobility Anchor Create

BIEBHHER

£ 5 T Bllcatalyst 9800/ AireOS 5520 LEL B B L IH &



H’.

Foreign-5520 WL% T

Access Switch

E‘_}

Anchor-9800 WLC [nterne

S

~—
Wired Client

CEEEIN

S\#f5520 WLC - B i&

BHEIgsEOLE

F1E . SMBEHESEO>HE, BEZEOSBF. VLAN IDH B AIBELAN,

BLRBEEFERINIREO,

B SR NME2RFBEOFFHIEENHELAN, HEOBEFTELANBAOED , HhEL
=P AR 5 g,



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY

Controller Interfaces > Edit
General
Icons .
General Information
Inventory
Interfaces Interface Name wired-guest
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast

Configuration
P Network Routes

Guest Lan

» Fabric Configuration

NAS-ID | none

# Redundancy

* Mobility Management physical Information

Ao Port Number
o ]
1

b NTP
Backup Port

RcEs Active Port

b PMIPvV6

» Tunneling Interface Address

b IPV6 VLAN Identifier 2020

} mDNS DHCP Proxy Mode |Globa| v
N A r Enahla NHCR Nntinn 172 [
Ingress &0

E2L . SMBBEFIEE>FEOSHE, BEEOBF. VLANID,

BN EOXTNELRFE LENEIRED , BLEFmMItvian FRZERIPHLE, tiEO AER
EFLANEEX ey 0O,



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons s
General Information
Inventory
e e Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast i
Configuration
» Network Routes
b Fabric Configuration GuestiLen O
"
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]
Egress #0
R dlim AEE

BLLEAPEEIEARTHRY , XEEEROMNEENEFERSISRLEABELANKNVLAN
BEARR i OEE

interface gigabitEthernet <x/x/x>

CEAVE-SCYNEL:

switchport access vian 2020



switchport mode access

ZR

SAEREHIEE LTI OB E

interface TenGigabitEthernet<x/x/x>
IR E £ B SN EBWLCHY # 4t O
switchport mode trunk

switchport trunk native vlan 2081
switchport trunk allowed vlan 2081,2020
&R

R HESR LTHERIROEE

interface TenGigabitEthernet<x/x/x>
IR E 2 5 48 R WLCHY A 4t O
switchport mode trunk

switchport trunk native vlan 2081
switchport trunk allowed vlan 2081,2024
ER

Bt EWeb & 7K 1iE

F1L5  SMBLL>MESRRIU>MEEZAEH, HFWebH B KUK E R E JyExternal (Redirect
to external server) , HE BN T Web F B RITURL, BEFZREEERURLETEN , HATUEEF
mEEESARIERZEEENT T ANNHITEE,



HONITOR  WLAN: CONTROLLER 'WIRELESS SECURITY MANAGEMENT CDMMANDS  HELP

e Confiuration - Ping

User:admin{ReadWrite) M Home

Security Web Login Page
* AAA
BT Web Authentication Type External (Redireet to axternal serer] v
= RADIUS Redirect URL after login http://10.127.196, 171/ webauthslogout. html
Authentication - .
Accounting Legin Succecs Page Type None |
sl External Webauth URL Mt://10.127.196. 171/ webauthylogin, himl
allbac
DNS -
Dawndosded AVP Qriode Scanning Bypass Timer o
» TACACS+ -
\DAp QrCode Seanning Bypass Count o
Local et Users
MAL Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

Wireless Protection
Policles

v Wab Auth
Web Login Page

Cortificats

3

Web &R 1T 8 &
AAAIRE :

%1% : BLERADIUSHRS &7

S EISecurity > Radius > Authentication > New,

MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP
—

Save Configuration ~ Fing | Logout Eeirel

User: sdmin(|

RADIUS Authentication Servers

Auth Called Statien ID Type AP MAC Address: SS1D b

e ACS Sy evmp. L) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Delmiter Hyphen w
Frameéd MTU 1300

Bownloaded AVE

RADIUS fR$57

5824 HiRHIER LEERADIUSIRS BRIPMAZER . RESFHASTRIICEAHEPRER -

Sk,



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ
Apply Cisco ACA Default settings O
Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

R SRR &

B & 7 |42 ) 5 R

B15  SMBR2>HREHGIR , REEREFE. SIS HRIEACL , RVFREREDNSHS



%BWebHE%EE )

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS B
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 o 0.0.0.0 / 0.0.0.0 ! iiop SN an A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B Y y A 0 a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10.127.196.171 / 0.0.0.0 !
4 Permit TCP HTTP A A A 0
» Local EAP = TEM 555255255255 0.0.0.0 i YA a
Advanced EAP s permp 0000 / 10127196171/ _ N HTTPS A A 0
 priority Ord == TEME 4 0.0.0 255.255.255.255 n v Any a
Bl sy I _ 10.127.196.171 / 0.0.0.0 !
6 Permit Tcp HTTPS Any Any  Any 0 -]

b Certificate 255.255.255.255 0.0.0.0

4 Access Control Lists
Access Control Lists

B

BRI WebR S5 8510 11 5l
Bt & 17 Z LANED & XX

SMEIWLAN > 2> 5,

|
c

812

MONITOR  WLANs 1_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: Mone [Change Filter] [Clear Filter] | Create New ~| | Go |
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

B ELANEL & ST

%£#Type as Guest LANFHEL B E X H& . AMEIB00%H [IZHIZRM RME B XHNTE
LANEL B X ¢ EBLEAERRY B #5o



WLANS > New

Type | iGuest LAN Vi |
Profile Name ‘ Guest-Profile !

ID 3 il

HELANEE 4
528 EEM(General) MK T , EHELANEB X HHBHFAOMEOED,
AREORBLEFIRYEERESINvIan,
HAEAREFIRERIPHIEAIVLANF M,

General | Security | QoS | Advanced |

Profile Name [Guest-Proﬁle
Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying tt

Ingress Interface | wired—guest hd I

Egress Interface vlian2024 ol
NAS-ID none
T ELANED & 324

3L EMBRE>FE3E.

i%&#%Layer 3 SecurityfE 1 Web Authentication , HBREI 71 & 5 K IFACL,



General I Security | QoS | Advanced |

Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security [ Web Authentication v
Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2? (] Enable

Layer 3 Securityit i~
S’ -
EAAA serversit+ T , BRETRADIUS RS 88 H ik F Enabled 8 i£1E

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |[IP:10.197.224.122, Port:1812 | None

Server 2 | None v| None

Server 3 | None V| None

Server 4 | None v | None

FFRADIUSHR S5 85 51 2115 2 LANEE B 3 #

55  EMEWLANRTEF HERRFERTFLANEEXHN THERLE , AREEBHHEI.

) 30 WLAN guest-1665 guest-1665 Disabled [WPA + WPA2][Auth(PSK)] [+
[ Guest LAN  Guest-Profile Enabled | Web-Auth =
move
0z Guest LAN  Guest --- Disabled Web-Auth [obiity Anchors |




B
£6% | FBIHEH[IM T IS RRE B 15 FLANE B XX,
Mobility Anchors

WLAN SSID Guest-Profile

Switch IP Address (Anchor)
local

| Mobility Anchor Create | AU A
10.76.6.156
Switch IP Address (Anchor) v 10.76.118.70

Foot Notes

o SRS B 5 FLAN

29800 WLC LRV &
BB WebS 2B 51

E1L  SMIEE>RE> WebH T RIE , ARGEEER/. RIFEHF[INELIPHEUHNEEIRE

1F B AR 5 B B B S (3R BLIR E Sy webauth) o

General Advanced
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth v
Captive Bypass Portal O
Disable Success Window O
Disable Logout Window O
Disable Cisco Logo O
Sleeping Client Status )
Sleeping Client Timeout (minutes) 720

WebZ Z1HR &

Data Path

Virtual IPv4 Address

192.0.2.1

Trustpoint

Virtual IPv4 Hostname

TP-self-signed-3...

Virtual IPv6 Address XIXIK XK
Web Auth intercept HTTPs D

Enable HTTP server for Web

Auth

Disable HTTP secure server O

for Web Auth

Banner Configuration

Banner Title

Banner Type ® None O Banner Text

O Read From File

B2 ARRETFT , BEFF RAMEE [ EWATBMITURL, EERedirect URL for

Co

v



LoginFRedirect On-Failure, Redirect On-Successi® & & AIIEHL &,

General Advanced

O—Preview-o-the-Redirest-URE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.html&redirect=<website-name> ]

Redirect to external server

Redirect URL for login hrtp:j,’10.127.195.171!v»{
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address | XXXIXEX
Advancedi& I+
CLIEE

paranet er-map type webauth gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht i
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



7 BRAAAELE |, 127589800 WLCHY“FE Catalyst 9800 L Fi & 4 & E H ft Catalyst
9800 BELIH B S o PRI E B FHAE S

Bie i R B B B XA

B1L . SMERE>-HREMEEXH>KEE, ERE/NEFEHI2RM 15 FLANE B X AR 8 & FRE
5 R EEELE Mo



General Access Policies QOS and AVC Mobility Advanced

SGACL Enforcement

Name* Guest-Profile WLAN Switching Policy
Description Enter Description | Central Switching
Status | ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

: 2-6551

Default SGT 9

SREEEC B XA

25 : FEIHRIK B (Access Policies)iE T+ T , N TFHIFIRFPBEELEFIHVLAN



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O

HTTP TLV Caching O

DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)

Classification

Local Subscriber Policy Name { Search or Select - 1 2
VLAN

VLAN/VLAN Group | VLAN2024 v |®

Multicast VLAN
T 18] R &

B35 EBBARTMFT , EH S HMEKEIRE,

‘ Enter Multicast VLAN ‘




General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Mobility3& 51 =

CLI B &

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

Be B 75 & LANEL B 3
#15  SHIABRBE>TL>TELAN | BEBRMNE B ELANER B X H EABLVLANRS.
HR LB ELANE B EHAREAIWLC £ I RLANER B AR



General Security

Profile Name* ‘ Guest-Profile ‘ Client Association Limit | 2000
Guest LAN ID* ‘ 1 ‘ Wired VLAN Status R
mDNS Mode | Bridging v
Status |enase ()]

T ZELANEL & 345

B28  BR2EWMFT , BAMESHRIE. MTHIIRFIEEWeb AuthSERS T

Authentication List

dit Guest LAN Profile

General Security

Layer3

Web Auth Parameter Map global

Authenncatlon List ISE List v

FELANZ 2ET+

CLI &

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List

security web-auth parameter-map global

B LANM &

E1E  EMIME>TL>TEFLAN, EHFLANRFEEI S H |, EB2H/N , HHRKEE X

AR5 2 15 B LANBL & X 1

Guest LAN Map Configuration

% Delete Map

AN Map - GuestMap

-+ Add

Guest LAN Profile Name Y  Policy Name

No records available.

0
5 B LANBRST
56 UF
Wi SR S B

#show guest-lan summary

GLAN GLAN Profile Name

1 Guest-Profile
2 Guest

#show guest-lan id 1

<#root>

Guest-LAN Profile Name : Guest

v 4

Profile Name

Policy Name

Guest-Profile

|Guest—Pr0ﬁ|e| (X

Status

Guest-LAN ID
Wired-Vlan

11

Status



Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth
Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show parameter-map type webauth global

<tfroot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success

http://10.127.196. 171/ webaut h/ | ogout . ht m
On Failure

http://10.127.196. 171/ webaut h/ fai |l ed. ht m
Portal 1ipv4

10.127.196. 171
Virtual-ipv4

192.0.2.1

#show parameter-map type webauth name <profile name> ( MR A B E X webS B & X4 )

#show wireless guest-lan-map summary

GLAN Profile Name PoTlicy Name



#show L& B MR E

IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show ip http server status

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: local

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

>show guest-lan summary

Number of Guest LANS. . ... iiiiitiiiirrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>show guest-lan 2

Guest LAN Identifier.........ciiiiiiiiniiinnnnnnn 2
Profile Name........ .ottt ittt Guest
10 - U Enabled
Interface. ...t i it e st e e wired-vlan-11
Radius Servers
Authentication.......coiiiiiiiiiiiininiannnnn 10.197.224.122 1812 *
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
I8 2 Pre-Auth_ACL
Mobility Anchor List
GLAN ID IP Address Status

2 10.76.118.74 Up



>show custom-web all

Radius Authentication Method..................... PAP

CiSCO LOGO. .t i ittt it e s i et e EnabTed

CUSEOMLOGO. v vt ittt i e e st e None

Custom Title. .ot it e e et ettt e e e e ennanns None

CuStom MeSSage. .. v v vttt s i e nnns None

Custom Redirect URL.....u'iiiiininrnnnnnnnnnenns http://10.127.196.171/webauth/Togout.html
Web Authentication Login Success Page Mode....... None

Web Authentication Type......ciiiiiiiiinnnnnnnn. External

(oo Lo YU atee o Yo} o U 1S Enabled

External Web Authentication URL.................. http://10.127.196.171/webauth/login.html
QR Code Scanning Bypass Timer........oevuuuunnnn. 0

QR Code Scanning Bypass Count........oouuuuunnnn. 0

>show custom-web guest-lan 2

Guest LAN Status........iiiiiiinniiinnnnnnnnns Enabled
Web Security Policy........ciiiiiiiiininnnnn Web Based Authentication
WebAuth Type. ... ..o i it e e eanans External
Global Status.......viii it eeeennns Enabled

6 UF B i SR BRI

SE.

#show L& & IR &

EFmRKIRE |, ARG LN E SRR EERRSIRUN,

<{froot>

MAC Address AP Name Type ID State Protocol Meth

alOce.c8c3.a9%5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>show client detail aOce.c8c3.a9b5



<tfroot>

Client MAC Address. .....coiiiiiiiini i iainienannnn a0:ce:c8:c3:a9:b5
Client Username ........ouieiiennennennennnennenns N/A

Client Webauth Username .........cciiiiiinnnnnnnn N/A

Client State....iiiiii it it ettt e e aannnn Associated

User Authenticated by ............ i None

Client User GroUp....uvve et enenennnnnnns

Client NAC OOB State.....cuiiiiinnnnrinnnnnnnnnnn Access

guest-Tan. ...ttt i i e e e e 1

Wireless LAN Profile Name..........ciiiiiinnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii i ittt iieeennnnns

Export Foreign

Mobility Anchor IP Address..........ccoiivinnnn.

10. 76.118. 70

Security Policy Completed...........covviivinnnn.

Yes

Policy Manager State........oiiiiiiinnnnnnernnnns

RUN

Pre-auth IPv4 ACL Name. ... ... uiniinnnnnnerrnnns Pre-Auth_ACL
EAP Ty, ittt it e ettt e Unknown
Interface. .. oo e s e

EHIL,
RATRTE S AR ) 2R B IS R PRI AR,
E P IRREEEEIRS A Web Auth pending ( M B RIEER ) o

<tfroot>

MAC Address AP Name Type ID State

a0ce.c8c3.a9%b5 10.76.6.156

GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor

ERmETENRIEE , REEERRESSHRIRUNRE.

Protocol Meth



MAC Address AP Name Type ID

alOce.c8c3.a9%5 10.76.6.156 GLAN 1

#show7T 4k & F iismac-address aOce.c8c3.a9b5 detail

<ffroot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

MobiTlity:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 1

Mobility Role

Export Anchor

Mobility Roam Type

L3 Requested

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :
I P Learn Conpl ete

Client Entry Create Time : 35 seconds
VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003

IIF ID : 0xA0000003
Authorized : FALSE
Session timeout : 28800

Common Session ID: 4a764c0a0000008ea0285466
Acct Session ID : 0x00000000
Auth Method Status List

Method : Web Auth

Protocol Meth



Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:
URL Redirect ACL :

WA-v4-int-10.127.196.171
Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

& P URTE R # 1T Web & 3 101 /53 ARUNRZS

show wireless client mac-address aOce.c8c3.a9b5 detail

<#froot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:
GLAN Id: 1
GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID) : N/A
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3

Policy Manager State:

Run

Last Policy Manager State :



Webaut h Pendi ng

Client Entry Create Time : 81 seconds

VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State
Webauth Method

Resultant Policies:

URL Redirect ACL :

| P- Adm V4- LOGOUT- ACL

VLAN Name
VLAN

2024

Absolute-Timer

>show client detaila0 : ce : c8 : ¢c3: a9 : b5

<tfroot>

Client MAC Address. .....coiiiiiiiii i it e eeaannn
Client Username .........cuuiiiimmnneenannnennnnnn
Client Webauth Username .............ccuiiiiennnnn
Client State.....iiiii ittt ettt eeeaaann
Wireless LAN Profile Name.......... ...,
WLAN Profile check for roaming...................
Hotspot (802.10U) .. u ittt e et eaanennnn
Connected FOr ...ttt it ettt eeeaaann
IP AdAressS. ... iii it i it ettt ettt
Gateway AdAress. . .....coiiiir it iaieeeeannnnnn
1= ]
MobiTity State.....oviiiiii it ettt eeeeaann

Export Anchor

Mobility Foreign IP Address...............c.ccooo..

10. 76. 118. 70

Security Policy Completed......... ...,
PoTicy Manager State......ouiiiiinnnnnnnnnnennnnn

WEBAUTH_REQD

Pre-auth IPv4 ACL Name.......u.iiiiiiinnrnnennnnn

Pre- Aut h_ACLPre-auth

IPv4 ACL Applied Status...........

Pre-auth IPv4 ACL Applied Status

: Authz
: Webauth

: VLAN2024

: 28800

a0:ce:c8:c3:a9:b5
N/A

N/A

Associated
Guest

Disabled

Not Supported
90 secs
10.105.211.75
10.105.211.1
255.255.255.128



Yes

S ORIEE P iRERIIRUNRESS

<{froot>

show client detail aO:ce:c8:c3:a9:b5
Client MAC Address. ....cuviiiiiniinieninnnnnnnnn al0:ce:c8:c3:a9:b5
Client Username ........oveireinrnnennennnennenns

t est user
Client Webauth Username .............civiiennnn.
t est user
Client State.....viiiiii ittt it e ettt e e e e e

Associ at ed

User Authenticated by ........... ... .. ..

RADI US Server

Client User GroUp. ..o eeeensiienneseeannneennnns testuser
Client NAC OOB State.....uouuiiimnnnnninnnnnnnnnns Access
Connected FOr ....iiiiii ittt e e et eannnnn 37 secs
IP Address. ... oii ittt it ittt ettt

10. 105. 211. 75

Gateway AdAress. ......coiiiiiiinneeennnrnennnnnnn 10.105.211.1
= 1= 255.255.255.128
Mobility State.....coviiiiiii it i e et eennnnn

Export Anchor

Mobility Foreign IP Address............ccviuunnn. 10.76.118.70
Security Policy Completed......... ..., Yes

Policy Manager State........c.uiiiiiiniiinnnnnnnn.

RUN

Pre-auth IPv4 ACL Name.......ouetirinnnnnnennnnnn Pre-Auth_ACL
Pre-auth IPv4 ACL Applied Status................. Yes

EAP Ty, ittt i ittt e et e Unknown
Interface. . vuiii it i ittt i et e e

w red-vlan-11

R HEER



AireOS#2 258 i,
BREF AR
>debug client <H.H.H>
RIERERATEE
>show debugging
EZ AR

debug disable-all

980014 F1 IR T
BERadio Active Tracing AZECLIF 73 1§ B HIMACH#h 31t 4 B % 7 i 18 158 BR &R
B AR ST HEBRERHY IR

BREAMBZRMERER.

clear platform condition all

B AN g Emactt it B9,

debug wireless mac <H.H.H> monitor-time <Time is seconds>

EYEEfE , FERFHUEFEERARRKEE,

no debug wireless mac <H.H.H>

—BRARBRELL | FEEFIES M bootflash A 4 B8 1H X4

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

XA EH BN EBRS R



copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

ERAEBE

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

FEGUIF B ARARE |

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

= Apply to Device

FEWebUI £ J5 FARABRER

BRAXNBEIHIR

SMBHESRR>-HEIHR, AABRBEHNHAEERT T IRHIMACH IEEN NETIEEEMAC, &
X A/NRIE N 1005155 L 1T8ERR 13 O SRUE 1242 AME HBHE S,



Create Packet Capture

Capture Name* TestPCap

Filter* any v

Monitor Control Plane @ ()

Inner Filter Protocol D DHCP

Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration v ] 3600 secs ~= 1.00 hour

Available (12) | search Q| Selected (1)

@ TWO0/0/1 > @ TwO0/0/0 €
@ Tw0/0/2 EN

@ Tw0/0/3 >

@ Te0/1/0 »

BRAXBIEIHIR



AR R EREFRE RTUEREEORIRECPUA BN EAREFHNRE,

SMBHESERR>-HE QWK | RRETRHREEZ,

Capture Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y Limit Status Y Action
O TestPCap TwoGigabitEthernet0/0J0 Mo 0% any @ 3600 secs Inactive \. p- Start ,l
CLI L&

monitor capture TestPCap inner mac <H.H.H>
monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start

<Reporduce the issue>



monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

HHFE LIRS HBNETFTPARS 27,

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

SMBHESR-HEIHR  REEESHHHRXA THIIREITE L.

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 - Export Capture - TestPCap x
Export to* deskiop v
O Cancel E Export ]
TEEPC
THEBERE

AireOSH\ER IR HIER & F im il B &
MBLEFIRBERNALEES



*apfReceiveTask: May 27 12:00:55.127:

H\ER {2 2R A0 2 S HH A E R

*apfReceiveTask: May 27 12:00:56.083:
*apfReceiveTask: May 27 12:00:56.083:
*apfReceiveTask: May 27 12:00:56.083:

al:

a0:
a0:
a0:

ce:

ce

ce:
ce:

SAERER IR @ 4 IR HIRR ROE § B RER

*apfReceiveTask: May 27 12:00:56.083: al:ce:

HREHIRRNE IR RIERRIEEIA

c8:

:c8:
c8:
c8:

c8:

c3:

c3:
c3
c3:

c3:

a9:b5 Wired Guest packet from 10.105.211.69 on mobil

a9:b5 Attempting anchor export for mobile al:ce:c8:c3

:a9:b5 mmAnchorExportSend: Building ExportForeignLradM

a9:b5 SGT Payload built in Export Anchor Req 0

a9:b5 Export Anchor request sent to 10.76.118.70

*Dotlx_NW_MsgTask_5: May 27 12:00:56.091: aO:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile aO:ce:c8:c

S\EREHISR LB IRV B A BEH N T HAL.

*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:

Peer = 10.76.118.70, 01d Anchor =

P iR REIRUNIRE.

10.76.118.70,

*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:

9800 &1 M IB BR1Y
&P i S S8R R B

2024/07/15 04:10:29.087608331 {wncd_x_R0O-0}{1}:

a9:b5 0.0.0.0 DHCP_REQD (7) mobility role update requ
New Anchor = 10.76.118.70

a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
a9:b5 Stopping deletion of Mobile Station: (callerld:
a9:b5 Moving client to run state

[client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%



KERREERITBIIMERI.

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a9%
2024/07/15 04:10:29.091605761 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

BB DE B mERRENERNNFRNEIR,

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

SNEREFIRR EE MM /AWLC K IE S HE RIER,

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%5 Fo
2024/07/15 04:10:32.093274405 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9%5 For

M RIZFIZRIZR S KRR, HMAFEE X Avian,

2024/07/15 04:10:32.106775213 {mobilityd_RO-03}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 04:10:32.106811183 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_RO-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9%9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

WESHERBERRE , B RBIASFER NS HIE.

2024/07/15 04:10:32.107490972 {wncd_x_R0-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9%9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_R0-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a%9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0O-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (nhote): MAC: aOce.c8c3.a9b5 Mobili

EPRERNIP learniRAS,

2024/07/15 04:10:32.108210365 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a9%b
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [17765]: (debug): MAC: aOce.c8c3.a9%b5



EIPEIE | B BENMPWLC LT RETRS.

2024/07/15 04:10:32.108521618 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

AireOSHi RIZHIBRE P imidid B &
MEER 2 I 2R A0 3R 5 HH 4 B Ko

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Anchor Export Request Recvd for mobile al:c
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv: Extracting mmPayloadExpo
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv Ssid=Guest useProfileNa

NE P b B A 3 T 4 vlan.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Updated local bridging VLAN to 11 while app
*Dotl1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Applying Interface(wired-vlian-11) policy on
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 After applying Interface(wired-vlan-11) pol

BHAGEH NS HHE " (Export Anchor) f“E ## X BB & F iR IR A" (client state translated

Associated),

*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobility role update requ
Peer = 10.76.118.70, Old Anchor = 0.0.0.0, New Anchor = 10.76.118.74
Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
add client MAC a0:ce:c8:c3:a9:b5 IP 10.76.1
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
Sent message to add aO:ce:c8:c3:a9:b5 on me
*Dotlx_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_listen.c:7933) Changi

BT , ERRRSXE , BARANSHER.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

FFim Pt IR IR EIRAD | H BRSSPI 3 B DHCPHE IRy Fir 75 B9 M 48 B 3 38 E o

*dtTArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan



*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 dtlArpSetType: Changing ARP Type from 0 ---> 1 for
*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH.

IETE B AN SNER B 7E 6] URL A2 1 25 A2 #L1P 3t 3k K HI EWeb & 13 B IEURL

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Preparing redirect URL according to configure
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Web-auth type External, using URL:http://10.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added switch_url, redirect URL is now http://

EfFE F isMACHE 1 MIWLANZR I EURL.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added client_mac , redirect URL is now http:/
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now http://10.127

=
al

3 EH10.105.211.189HTTP GET# 1T S R L URL

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser host is 10.105.211.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser path is /auth/discovery
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5-added redirect=, URL is now http://10.127.196.

EEMURLAKIEE|200 OKIE R #HE S I B F i o

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK
Location:http://10.127.196.171/webauth/login.htm1?switch_url=https://192.0.2.1/10ogin.html&cTient_mac=a0

BERmEEEMulEYEITCPERE, FERHENFLEREZAFENZERGE |, #4540
radius iR %5 88 K iEradiusiE K

2 H| 25 W Bl Access-Accept/a , BFIRXATCPAIEH#H ARUNKRTES,

*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18
*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe

*aaaQueueReader: May 28 10:46:59:077: AVP[O01] User-Name. .....uuuririnneeennnnennnnneens testuser
*aaaQueueReader: May 28 10:46:59:077: AVP[03] Calling-Station-Id.........coviuiiunnnn.. al0-ce-c8
*aaaQueueReader: May 28 10:46:59:077: AVPL04] NasS-POrt.....iiin it teneeennnnnens 0x000000
*aaaQueueReader: May 28 10:46:59:077: AVP[O5] Nas-Ip-Address.......cuoiiiinnnnnnnnnnnnnn 0x0a4c76

*aaaQueueReader: May 28 10:46:59:077: AVP[06] NAS-Identifier........ouviiiinnininnnnnnn POD1586-



*aaaQueueReader: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
*radiusTransportThread: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv

*Dot1x_NW_MsgTask_5: May 28 10:46:59:500: aO:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

*apfReceiveTask: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Moving client to run state

98004 #22 | 85 F 5t 1 R BR
MINERIEFIBR @& P im KB B EHE.

2024/07/15 15:10:20.614677358 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

L& P im EFERERE A SPIR HIER I S H A RE R | R 1E RS B = e B2 FR 4 = 3R U BR RO
, AT TESNERRBIRRRARER L # TR,

2024/07/15 15:10:22.615246594 {mobilityd_R0O-03}{1}: [mm-transition] [15259]: (info): MAC: aOce.c8c3.a9b5

EFHEBEXRBRRE , ARBIACGEERNISHER.

2024/07/15 15:10:22.616156811 {wncd_x_R0O-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a9%
2024/07/15 15:10:22.627358367 {wncd_x_R0O-0}{1}: [mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

2024/07/15 15:10:22.627462963 {wncd_x_R0O-0}{1}: [dotll] [14709]: (note): MAC: alOce.c8c3.a%5 Client da
2024/07/15 15:10:22.627490485 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 15:10:22.627494963 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%5 Fo

IPEI TR , BEFHIPETARPE,

2024/07/15 15:10:22.628124206 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:23.627064171 {wncd_x_R0O-0}{1}: [sisf-packet] [14709]: (info): RX: ARP from interface m
2024/07/15 15:10:24.469704913 {wncd_x_R0O-0}{1}: [client-iplearn] [14709]: (note): MAC: aOce.c8c3.a%5
2024/07/15 15:10:24.470527056 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470587596 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470613094 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5



B iR EREORA I Web B R,

2024/07/15 15:10:24.470748350 {wncd_x_R0O-0}{1}:

[cTient-auth] [14709]:

(info): MAC: aOce.c8c3.a9b5

Cli

TCPEFHIZFIFZHI. IEFWAEHTTP GETH , £&1%200 OKIAM , ERIEEEM

URL.

BFinAMEEERURLEY TCPEF H N R H,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:
15:
15:

11:
11:
11:
11:
11:
11:

37.
37.
37.
37.
.123072893
47.

47

579177010
579190912
579226658
579230650

123082753

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wnc2024/07/15 15:

[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]
[webauth-httpd]
12:04.280574375

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

{wncd_x_RO-0}{1}:

(info):
(info):
(info):
(info):
(info):

mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce

[webauth-httpd] [1470

UEFIHEWeb TR TEEREFZEZIER , Access-RequestBiiE a4 X FIRADIUSIRS 3 1T &

BRI,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:12:04.281076844 {wncd_x_R0-03}{1}:
15:12:04.281087672 {wncd_x_R0-03}{1}:
15:12:04.281093278 {wncd_x_R0-03}{1}:
15:12:04.281097034 {wncd_x_R0-03}{1}:
15:12:04.281148298 {wncd_x_R0-03}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]

MradiusPR S5 25 W Bl Access-Accept , webauthf I,

2024/07/15 15:
2024/07/15 15:
2024/07/15 15:

B 13180 UE 5L T

2024/07/15 15:
2024/07/15 15:
2024/07/15 15:
2024/07/15 15:

12:04.683597101 {wncd_x_R0-0}{1}:
12:04.683607762 {wncd_x_R0-0}{1}:
12:04.683614780 {wncd_x_R0-0}{1}:

, B IR RBRSHIRUN,

12:04.683901842 {wncd_x_R0-0}{1}:
12:04.690643388 {wncd_x_R0O-0}{1}:
12:04.690726966 {wncd_x_R0O-0}{1}:
12:04.691064276 {wncd_x_R0-03}{1}:

[radius]
[radius]
[radius]

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

[14709]:
[14709]:
[14709]:

(info):
(info):
(info):
(info):
(info):

(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:

Send Access-Request t
authenticator e3 01
Calling-Station-Id
User-Name

Cisco AVpair

Received from id 1812
authenticator 52 3e
User-Name

[webauth-state] [14709]: (info): mobility_a0000001[a0ce
[errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
[aaa-attr-inf] [14709]:

[client-orch-state] [14709]:

(info):

[ Applied attribute :bs
(note): MAC: aOce.c8c3.a%



BRARNBFESHR DM

No. Time Source Destination Length Protocol Info
. 804 15:10:24.826953 10.1085.211.69 10.105.211.1 HTTP GET fauth/discovery?architecture=39 HTTP/1,1
- 886 15:10:24.826953 190.185.211.1 10.185.211.69 HTTP HTTP/1.1 200 OK (text/html)

Frame 88G: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:i5e:3b:34:98:ch)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 18.76.6.156
User Datagram Protocol, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:99:d4 (6c:5e:3b:34:98:d4), Dst: Celink_c3:a9:b5 (aP:ce:cB:c3:a9:b5)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 4995
Internet Protocol Version 4, Src: 16.185.211.1, Dst: 160.185.211.69
Transmission Control Protocol, Src Port: 88, Dst Port: 54351, Seq: 1, Ack: 188, Len: 743
Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Location: http://18.127.196.171/webauth/login. html?switch_url=https://192.8.2.1/login. html&redirect=ht .185.211.1/auth/discovery?architecture:
Content-Type: text/html\r\n
Content-Length: 527\r\n
v
[HTTP response 1/1]
[Time since request: @.000000000 seconds]
[Request in frame: 804]
[Request URI: http://18.185.211.1/auth/discovery?architecture=3]
File Data: 527 bvtes

BERREEEREIF @A

WEEE@MURLE , XM,

.826953 108.105.211.69 18.165.211.1 HTTP GET /auth/discovery?architecture=9 HTTP/1.1
-826953 18.185.211.1 19.1085.211.69 TCP 88 - 54351 [ACK] Seq=1 Ack=188 Win=65152 Len=@ TSval=2124188437 TSecr=2231352500
-B26953 108.105.211. . 185, . HTTP/1.1 288 OK (text/html)

887 15 -826953 18.1@5.211.69 . f .1 TCP 54351 - 8@ [ACK] Seg=108 Ack=744 Win=131008 Len=0 TSval=2231352580 TSecr=2124188437
B12 15: 4.835955 10.185.211.69 18.105,211.1 TCP 54351 - 8@ [FIN, ACK] Seq=108 Ack=744 Win=131872 Len=0 TSval=2231352518 TSecr=2124188437
813 15:18:24.836947 10.1@5.211.1 18.1085.211.69 TCP 88 - 54351 [FIN, ACK] Seq=744 Ack=189 Win=65152 Len=8 TSval=2124188447 TSecr=223135251@
B14 15:1@8:24.836947 10.185.211.69 10.185.211.1 TCP 54351 - B@ [ACK] Seq=1@89 Ack=745 Win=131872 Len=0 TSval=2231352510@ TSecr=2124108447

WEIEEMURLE , TCP&TEXMA

EPinMEEMURLENKRETCP=XEF , HKIEHTTP GETIE

WEMNEE , EFFIEENF LR | #5188 @radiusBRS5 87 KX H R ERUAN B iRt T 5 0%
ik,

SORIEKIE , EWeblRSBJ|MNTCPLEXRA , FEERFIR L , FRERBEERRSELRN
RUN,

54381 - 8@
88 - 54381

38.603957

:38.615965 10.185.211.69 19.127.196.171 HTTP GET /webauth/yourlogo.jpg HTTP/1.1

£38.616957 190.127.196.171 10.105.211.69 HTTP HTTP/1.1 304 Not Modified

:38.616957 10.185.211.69 10.127.196.171 TP 54381 - 88 [ACK] 5eq=1113 Ack=188@ Win=261952 Len=@

£38.621961 10.1085.211.69 18.127.196.171 HTTP GET /fwebauth/aup.html HTTP/1.1

138.623960 10.127.196.171 10.185.211.69 HTTP HTTP/1.1 304 Not Modified

138.623960 lE 185.211.69 108.127.196. 'L?l TCP 54381 - 80 [HCK] Seq 17086 Ack=2023 Win=261952 Len=@
BT g T

09.729957 . - . . . GET /webauth/logout.html HTTP/1.1
199, 731956 - ¢ c HTTP.r’l 1 3811 Not HDU'F' d

8 [ACK

2] 54381 - BH [FIN, A Ack
:13:97.9640456 10,12 .17 19.195.211.69 89 - 54381 [FIN, ACK] Seq=2166 Ack=2187 Win=2097408 Len=0
107. 965938 . - .69 10.127.196.171 54381 - 88 [ACK] Seq=2187 Ack=2167 Win=262144 Len=0
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™ 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=@

Frame 2747: 405 bytes on wire (3240 bits), 405 bytes captured (324@ bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:9@:cb (6c:5e:3b:34:90:ch)
Internet Protocol Version 4, Src: 10.76.118.7@, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @xe (@)
Length: 363
Authenticator: e3@18f5d8e52fccbe@d7@3dacla2@9et
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name(1l) 1=10 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
: t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(80) 1=18 val=6f469fa3@834350d2aed4edb226cddf7
AVP: t=Service-Type(6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific{26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific{26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=18.76.118.78@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

RERBIEE

Radiusih Rl #ZEZHIES

2751 15:12:04.682963 10.197.224.122 10.76.118.70@ RADIUS Access—Accept id=0

Frame 2751: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:9@:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2081
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70@
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x@ (@)
Length: 1@5
Authenticator: 523eb@1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: 0.401987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=10 val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167...
AVP: t=Message-Authenticator(80) 1=18 val=223df8645f1387d7137428b20df9%e0cl
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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