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802.11r : REARRFEMNRERHIR , Bl A—IMFHHE | SHAPHVBEFEZERZ A mEEE
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« WPA/WPA2/WPAS3 Personal : PSKHA FRIUEE F iR,
« WPA/WPA2/WPA3Z L T#E%ﬁhﬁwuﬁmwﬁiﬂwzum?%ﬁ%%@?ﬁ,@
BEAAARSESERIEAFEILE (AFBMNEE ), IEBHTHE,

AN RH | WPA2 L WLANT SEAP-PEAP— 2 , LLE RIEEEWHX ( 802.11r, 802.11kH
802.11v ) EFEAAHENER , AR CUAEMELEHFEER,
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Authentication, Sh=14!
Acknowledgement, Flag:
e, F=B, Flags

5SI0="Roaming=-Enabled™

62:be1ald: 8b:071c5 . Reassociation Response, SN=1, FN=0,
Broadcast Data, SN=@, FN=8, FL
Cisco_49:da:cf

2023-99-19 21:55:55, 319868
2023-95-19 21:55:55.319871

5948  2023-89-19 21:55:55.319874 Cisco_a9:datef (11:1d:2g:av:d. VHT/HE/EHT/RANGING NDP enent, Sounding Dialeq Token=138, Flags=........ c
5941  2023-09-19 21:55:55.319877 62:be:a3:ab: 36 637 Action Mo Ack, SN=53, FN=B, Flags: c

5847  2023-89-19 21:55:55.319888 Cisco_ i 36 144 QoS Data, SN=d, FN=8, Flags:

5944 2023-89-19 21:55:55. 319886 Cisco_chidard4 36 144 QoS Data, SNel, FNed, Flagse.|

5845  2023-89-19 21:55:55.319891 Cisco_chida:i4 6 144 QoS Data, SH=1, FN=8, Flags=.p.

BT RILEHFEFHIRARER :

2023/09/19 21:54:25.912523930 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [15403]: (note): MAC: 62be.a38b.07c5 R
!--- Reassociation Request is received from the client.

2023/09/19 21:54:25.912882280 {wncd_x_R0-0}{1}: [dotll-validate] [15403]: (info): MAC: 62be.a38b.07c5 D
I--- Since 802.11r 1is enabled, WLC/AP were able to validate/use the PMKID

BA802.11r/a , EFAPHKREFFER RS BIMEARZII TR, BN RIETE
o MBEFAWE P IENEA SRR G B PTK)ITE, £/ %N EHTBERS
R 5 #T B FRAPHI RS |, iIXLEPTKBARNNATE A RNZEAS

Nao. Time Source Destination Protocol Channel Length Info
5917 2023-@9-19 21:55:55.303625 62:be:a3:8b:@7:c5 Cisco_49:da:cf 240 Authentication, SN=1455, FN=@, Flags
5928 2023-09-19 21:55:55.386599 Cisco_49:da:cf 62:be:a3:Bb:07:c5 B82.11 T 217 Authentication, SN=@, FN=8, Flags=..

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radictap Header v@, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
IEEE 882.11 Wireless Management
Fixed parameters {6 bytes)
Tagged parameters (147 bytes)
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: 8@:8f:ac (Ieee 882.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:8f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKH) Suite Count: 2
Auth Key Management (AKM) List @@:08f:ac (Ieee 8082.11) WPA 9@:8f:ac (Ieee 802.11) FT over IEEE 882.1X
RSN Capabilities: @x@@28
PHKID Count: 1
PMKID List
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag Number: Fast B5S Transition (55)
Tag length: 96
MIC Control: @x@eed
MIC: 200a0ad0000R008RaR0aR000a0R80080
AM 9761151 371 1c 712b1831209c872165963bae 118015125411
SMonce: GEdFD4RCEE46107406147A2Rc6ebdcl@IBb24b5027439badRcaTl4b33012e471d
Subelement: PMK-R1 key holder identifier (R1KH=ID)
Subelement: PMK-RD key holder fdentifier (ROKH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_RO-0}{1}: [dotll] [15403]: (note): MAC: 62be.a38b.07c5 Associatio
I--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_R0-0}{1}: [client-orch-state] [15403]: (note): MAC: 62be.a38b.07c
I--- Client took an IP address and moved to run state.

= F R MY AYSSID ( 802.11r, 802.11k#F1802.11v )
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Mo

5
| 5389 2923-89-19 21:
| 5M2 2023-89-19 21:

a2:ca:9d:el: 87
Cisco_49:da:ce a9

Request, Identity
a2:cn:9d:el:87:c9 Response, Identity
[ 3
| 5324

2023-89-19 21:144136. 768163
2023-09-19 21:44:56. TT05964

azica:Sd:el:87icd
Cisco_s9:da; ce

Cisco_49:dazce ad Response, Legacy Nak (Response Only)
a2:caiddieliBT:cd 8z Request, Protected EAP (EAP-PEAP)

| 5340 2023-89-19 21:44:36.813624
i 2023-09-19 21:44:56.819333
2023-89-19 21:44:56.822226
2023-89-15 21:44:56.825017

Cisco_d8:dazce
aZicoiddiel:87:cd

1068  Request, Protected EAP (EAP-PEAP]
Respanse, Protected EAP (EAP-PEAP)
Request, Protected EAP (EAP-PEAR]
Responie, Protected EAP (EAP-PEAR)

a2icarddie
43

2023-09=19 21:44:36.866624 Response, Protected EAP (EAP-PEAF)

Respanse, Protected EAP (EAP-PEAP)
Success

Key (Message 1 of 4)

ey (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

2023-93-19 21:
2023-99-19 21:
2023-89-15 21:
2023-99-19 21:44:56. 919863

ZHMEER

TR HFEHRIZEHISRRARRNREE

2023/09/19 21:44:47.425575500 {wncd_x_RO-0}{1}: [client-orch-sm] [15403]:
!--- Reasscoiation Request is received from the client.

(note): MAC: a2ca.9del.87c9 R

2023/09/19 21:44:47.425980179 {wncd_x_RO-0}{1}: [dotll-validate] [15403]: (ERR): MAC: a2ca.9del.87c9 Fa
!--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.
2023/09/19 21:44:47.426252733 {wncd_x_RO-0}{1}:

[dot11l] [15403]: (note): MAC: a2ca.9del.87c9 Associatio

!--- Reasscoiation Response is sent to the client.

2023/09/19 21:44:47.444466744 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_RO-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_RO-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I--- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E



2023/09/19 21:44:47.665864464 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
!I--- 4-way handshake in order to compute the PTK/GTK keys.
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802.11 radio information
IEEE 802.11 Action, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters
Category code: Radio Measurement (5)
Action code: Neighbor Report Response (5)
Dialog token: 42
Tagged parameters (9@ bytes)
Tag: Neighbor Report
Tag Number: Neighbor Report (52)
Tag length: 13
BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x0@0802f7
Operating Class: 115
Channel Number: 36 (iterative measurements on that Channel Mumber)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000802fT7
Operating Class: 121
Channel Number: 140 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: MNeighbor Report (52)
Tag length: 13
BSSID: Cisco_la:1@:ce (d4:eB8:806:1a:1@:ce)
BSSID Information: @x000002f7
Operating Class: 121
Channel Number: 128 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:0e)
BSSID Information: @x000002f17
Operating Class: 125
Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_c9:be:2e (a@:23:9f:c9:be:2e)
BSSID Information: @x@eoeezf7
Operating Class: 118
Channel Number: 64 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_99:2b:@e (40:81:7a:99:2b:0e)
BSSID Infermation: @x000002f7
Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: 0x07

ZEHRBERE

B F802.11vaySSID
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Frame 6321: 251 bytes on wire (2008 bits), 251 bytes captured (2008 bits)
Radiotap Header wv@, Length 36
802.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.1@)
Tag: HT Information (802.11n D1.10@)
Tag: Extended Capabilities (1@ octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BSS Max Idle Period (9@)
Tag length: 3
Max Idle Period (1000 TUs): 97
Idle Options: @x@@
....... ® = Protected Keep-Alive Required: @
0088 B00d. = Reserved: OxB8
Ext Tag: HE Capabilities
Ext Tag: HE Operation
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2. EFREBEER | —MIEE , RFAPERE —ZHIBF LN EARKZRNEF iRt TREEE , 5
BRAPER . SFFIRITREINAPEENAHRSEHEN , FAZHEAPKERIHE M mEH<
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



