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DHCP% T
DHCP 44 AWLCER BB T4 5 - i & H K DHCPEIE @R 1T,

MREHADHCPA XTI F# 1T 3 |, show wireless client mac-address [MAC_ADDR] detailed @
T HIIE

Devi ce Type : Mcrosoft-Wrkstation
Devi ce Name : MSFT 5.0

Prot ocol Map : 0x000009 (QU, DHCP)
Pr ot ocol . DHCP
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Option: (68) Vendor class identifier
Length: 8
Vendor class identifier: MSFT 5.0

3.3&355 — SBWIHERFI&

DHCP Parameter Request ListiETl‘@ & DHCPZE F ik [AIDHCPIRF 2R ERMNELES I ( LTS
) o ERMESHRBIEERENFRS (HI01,1543)

EAR—IEENERLSR , RACERNBFEIRTHNRE , FETUBEISHRFREH#TE
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Bl BRINERT Windows 10X B HBABERIBESHIIR, Apple iPhoneMiPadfE ARSI
&£ ILfEX Eb?}%&%t To%,

MWindows 10%& F im 3R AV R~ -

Option: (55) Parameter Request List
Length: 14
Farameter Request List Item: (1) Subnet Mask
Farameter Request List Item: (3) Router
Farameter Request List Item: (6) Domain Name Server
Farameter Request List Item: (15) Domain Name
Farameter Request List Item: (31) Perform Router Discower
Farameter Request List Item: (33) Static Route
Farameter Request List Item: (43) Vendor-Specific Information
Farameter Request List Item: (d44) MetBI0OS ower TCP/IP Name Server
Farameter Request List Item: (46) MetBIOS ower TCP/IP Node Type
Farameter Request List Item: (47) MetBIOS ower TCP/IP Scope
Farameter Request List Item: (119) Domain Search
Farameter Request List Item: (121) Classless Static Route
Farameter Request List Item: (249) Private/Classless 5Static Route [Microsoft)
Farameter Request List Item: (252) Private/Proxy autodiscovery

435577 — AP

User classEBRIANBER TRECRAWED , EEFHEEEFF iR, Hla0 , AT LAEwindowsitEYL L
AU TSl E LRI -

i pconfig /setclassid “ADAPTER NAMVE" “USER_CLASS STRI NG’
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¥ Metwork Connections
4+ @ » Control Panel » Metwork and Internet > Network Connections
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B FWindowsSE i 7 £ 1166, wiresharkTo /& 18 i T , ET66 2 EM 2 BFEBE S ABATRE
o
v Optiem: (77) User Class Information
Length: 1%

¥ Instance of User Class: [@]
User Class .fﬂEth: 118
- [Malformed Packet: DWCP/BOOTP]
¥ [Expert Info (Error/HMalforsed): Halforsed Packet (Exception occurred) ]
[Halforsed Packet [Exception occurred)]
[Severity level: Error]
[Group: Halforsed]

HTTPZ 47

HTTPZ#T 22 #9800 WLCXEFENBEERFE , TRETHRFMANIRE DX,
NTFEHTHTTPO M EFiG , EREL T ST REHMITHTTP GETHER.
WLCEEBIER , AR EHIRIHHTTPIR L PRI “User-Agent”F R
FBRIASTRATNELE PR TOENEMBER,

BIABRT | JLFFEFIEEERSEHE T T4 B P ins B 1TInternetiE K BRI T EE,

RELATFEHHEIIFEMN, MRIFEZWRFPRDABEF200(0K)BHTTPIMAL , N &R KA
webauthfR#WLAN,
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Configuration~ » Wireless~ > Wireless Global

Default Mobility default B
Domain *

RF Group default
Name*

Maximum Login 0
Ssessions Per
User®

Management Via
Wireless

Device v
Classification

AP LAG Mode

L4k | #EPolicy configuration ( REEELE ) T , A LAFAHTTP TLV Caching ( HTTP TLVE=E
) ;IDHCP TLV Caching ( DHCP TLVE7z ) » BMEEEMEXH , WLCHAMITH 4T,

BRXLEETE , WCRERFUA THENLEFREES , HEELERREERNEMBESZ,

Edit Policy Profile

General Access Policies QOS5 and AVE Maobility Advanced
RADIUS Prafling o
HTTP TLY Caching o
DHCP TLY Cachang o
WLAN Local Profiling

Global State of Device | Enabled (1)
Classification

Local Subscriber Policy Mame BlackPodicy ® v
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Edit Policy Profile

Genera Access Policies Q05 and AVC Maobility Advanced

RADIUS Profiling

HTTP TLW Caching !

DHCP TLV Cachang o

WLAN Local Profiling

Global State of Device Enabled ()
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Local Subscriber Policy Mame BlockPolicy B ow
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Create Service Template

Earvice Tamplate Name® BlockTemplate

VLAN ID

Session Timeout (secs)

Access Control List Hone v
Ingress QOS5 Bl B
Egrass Ul Block X v
mONS Service Policy - @
D Caneel | ,'_I! Apply 1o Device

S EIPolicy Mapit I+ , AFE Kiadd:
| i J

iy b e

RERBERE BMARMF RS, BEEL-SHOIRIBRSER , FEFNAHLERRRERE

o

EARBIH | 5 HMicrosoft-Workstation, MREX T Z/NKEE |, MIEHE—/NTE I,

S—NEREARFREEETOUINEE R4, MRHBEEFAREARE SHPAHFNITEN
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Exdit Policy Profile =

ALCess Polsches

WWLAN ALY

WLAN Local Prodding
k LIFL Filtom

BERmEEE , TURERETE AR KRR | HiZyoutubeFMfacebook 2 & KRR FE LE o

show wireless client mac-address [MAC_ADDR] detailed#9 % tH 2% :

Input Policy Nane : block

Input Policy State : Installed

I nput Policy Source : Native Profile Policy
Qut put Policy Nane : block

Qutput Policy State : Installed

Qut put Policy Source : Native Profile Policy

Local Policies:
Service Tenplate : BlockTenplate (priority 150)

I nput QOS : block
Qut put QCS . block
Service Tenplate : wan_svc_1lloverride_|l ocal (priority 254)
VLAN : VLANOO39
Absol ut e- Ti mer : 1800
Devi ce Type . Microsoft-Workstation
Devi ce Name : MSFT 5.0
Prot ocol Map : 0x000029 (QUI, DHCP, HTTP)
Pr ot ocol . HTTP

BRISEFH B R EEEEARADIUS S 1

FERARADIUSZ#T/E , WLCH S MERFHRIISE, RIFELES , TUMERS RS HRIEMBRMN
e

AXFIFEISERE. BXFMEER , HSFCisco ISELMIRITIERE,

WTHEREEEZTEMHCOA , FHILEWHHREIS00 WLC L ALt TERE.

FlexConnectZf & 1Y 4 47
EFBHBIUE, Aih3zih


https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

EHIRES , At MRADIUSH AR B LEFTR T, MRAPHAMIUEKEN (APREES
WLCHYERE ) , REDITFHEFELIE , ABREFNE inEBiER,

it B AUE, i3

WMRAPLRL FHEEE (APIIARIWLC ) |, FHTRHRE T ( APRHEFIRDHCPEEZMN B4R &
FIWLCHRITO TR ) o

REAMIFLER , EETEHEIEEAP EARMMNT , RAHE S TR T EMAA it REs B
RADIUSZ AT AL o

TP HERR

BRI

BEBRWLC LWV F P imile B X FE M R 2 5 £ REA RS MR, SMEMMEHER > R RER
, AR IRTLERRMACHE , RERE TR :

» » [Radioactive Trace

Conditional Debug Global State: Started

=

MACTIP Address Trat file

74cka. 3816, 7610 debugTrace_74da.3816.7600.ta &

1 20 =

FEFIREZIING  HEFTRIETRES, FLRE , AFEEHGenerate, BREBANIBEE
( T REETF1711ARERESRAS ) -



Enter time interval b4

Enable Internal Logs |:|I

Generate logs for last @ 10 minutes

() 30 minutes
{j 1 hour
) since last boot

'::' ATFDAQETIGE SeCOnds -

D Cancel E Apply to Device

AEHERER AR A RAIEATNERE -

WLCHZ& i 9 4 N Microsoft-Workstation:

2020/ 06/ 18 10: 46: 41. 052366 {wncd_x_R0O-0}{1}: [auth-ngr] [21168]: (info):

[ 74da. 38f 6. 76f 0: capwap_90000004] Device type for the session is detected as Microsoft-
Workstation and ol d device-type not classified earlier &Device name for the session is detected
as MSFT 5.0 and ol d device-nanme not classified earlier & Od protocol nap 0 and new is 41
2020/ 06/ 18 10: 46: 41. 052367 {wncd_x_RO-0}{1}: [auth-ngr] [21168]: (debug):

[ 74da. 38f 6. 76f 0: capwap_90000004] updating device type Microsoft-Workstation, devi ce nane MSFT
5.0

WLCEFIRZ DK :

(debug): [ 74da. 38f 6. 76f 0: unknown] Updati ng cache for nac [ 74da. 38f 6. 76f 0] devi ce_type:
M crosoft-Wrkstation, device_nane: MSFT 5.0 user_role: NULL protocol _map: 41

WLCHEZEHEHKREZ DK

(info): [74da. 38f6.76f0: capwap_90000004] Device type found in cache M crosoft-Wrkstation

WLCR A& T 73RV A b SR B

(info): device-type filter: Mcrosoft-Wrkstation required, M crosoft-Wrkstation set - match
for 74da.38£6.76£0 / 0x9700001A

(info): device-type Filter evaluation succeeded

(debug): match device-type eq "Microsoft-Workstation" :success

WLCKZAEDHCPHIHTTP S /8 M gtk $iE S -



[ caaa-acct] [21168]: (debug): [ CAAA: ACCT: c9000021] Accounting session created
[auth-ngr] [21168]: (info): [74da.38f6.76f0: capwap_90000004] Getting active filter |ist
[auth-ngr] [21168]: (info): [74da.38f6.76f0:capwap_90000004] Found http

[auth-ngr] [21168]: (info): [74da.38f6.76f0:capwap_90000004] Found dhcp

[aaa-attr-inf] [21168]: (debug): Filter list http-tlv O

[aaa-attr-inf] [21168]: (debug): Filter list dhcp-option O

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-profile-name 0 "Microsoft-Workstation"
[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-nane 0 "MSFT 5.0"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-class-tag 0O "Workstation:Microsoft-
Workstation"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-certainty-metric 0 10 (0Oxa)

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 Oc 00 Of 44 45 53 4b 54 4f 50
2d 4b 4c 52 45 30 44 41

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 3c 00 08 44 53 46 54 20 35 2e
30

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 37 00 Oe 01 03 06 Of 1f 21 2b
2c 2e 2f 77 79 £9 fc

### http profiling sent in a separate accounting packet

[aaa-attr-inf] [21168]: (debug): Get acct attrs http-tlv O 00 01 00 Oe 4d 69 63 72 6f 73 6f 66
74 20 4e 43 53 49

HiE IR

EEPTRBEF , IUEWLCE S ERITHIEGHR, SMEMESEE > Packet Capture , 37
E S mEEEANES—MEO LSRR BIRS

FEEvian LEEASVIF e HHITHIR , ENFEEMEROA S LHREE
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