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Cuick Setup: MAC Filtering

IM.'-'ACAddrzss‘

Aftribute List Name

[ D Cancel ]

828 EHOHRIEMENG ESIR,

¥ Z Configuration > Security > AAA > AAA Method list > Authentication , /5812 & B 1 5% 5
RMBENTF EFI&R,

Quick Setup: AAA Authorization

Method List Name* Mesh_~Authz
Type* | credential-download v |

Group Type | local v

Authenticated |

Available Server Groups Assigned Server Groups

radius

Idap L
tacacs+ -
ISE-Group

ISE_grp_|2

] Apply to Device




Quick Setup: AAA Authentication

Method List Name*®

Type*

Group Type

| Mesh_Authentication ‘

[ datlx

[ local

v |

Available Server Groups

radius

Idap
tacacs+
ISE-Group
ISE_grp_I2

Assigned Server Groups

Apply to Device

B3 ME2RMRMSH

¥ % Configuration> Mesh> GlobalZ# . &#] , BATAI LU X EERE N EIAE.
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Add Mesh Profile

General Advanced

| Name* Mesh_Profile] ‘ Backhaul amsdu

&l

O

Description Enter Description ‘ Backhaul Client Access
Battery State for an AP
Range (Root AP to Mesh AP) 12000 ‘
. ) Full sector DFS status
Multicast Mode In-Out . |

IDS (Rogue/Signature Detection) D

Convergence Method | Standard v ‘
Background Scanning [l
Channel Change Notification O
LSC ]

SEHECIBZHMEEE , RENEIENERANSRRE,
MERT , BONFERZACIEEN 5010 IENRNEE 4R BIMesh BB X

5 GHz Band Backhaul
Eecurfty
Methad EAP > Rate Types auto -
——————————— 2.4 GHz Band Backhaul
Authentication Method Mesh_Authentication «
Authorization Methad Mesh_Authz v Rate Types auto ..
Ethernet Bridging
VILAN Transparent |7
Ethernet Bridging n
Bridge Group
Bridge Group Name Enter Mame
Strict Match O




E5% . BIBFMAPINABE X . ¥ ZEConfigure > Tags and Profiles: AP Join,
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Parameters
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Add AP Join Profile

General Client CAPWAP AP Management Rogue AP ICap

—
MName™* ‘ Mesh_AP_Join_Profile |
Description ‘ Enter Description |
LED State

LAG Mode ]

NTP Server 0.0.0.0

| Apply to Device

BRI 2 BUEC B A PR BB X H ECEAP EAPS AL :




Add AP Join Profile

General Client CAPWAP Management Rogue AP ICap
General Hyperlocation BLE Packet Capture
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag O 5 GHz (sec) 90
Power Injector State O] 2.4 GHz (sec) 90
Power Injector Type " Unknown -
) ) Extended Module
Injector Switch MAC 00:00:00:00:00:00
Enable O
Code
Mesh
AP EAP Auth Configuration ,
Profile Name Mesh_Profile v
EAP Type " EAP-FAST v o514
AP Authorization Type CAPWAP DTLS v|
1 Apply to Device

6% MEMREIZMBNLERE,
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Add Site Tag

Mame*

Mesh_AP_tag

Description

Enter Description

AP Jain Profile

Mesh_AP_Join_Profi »

Control Plane Name

Enable Local Site

3 Apply to Device

SR 7 RAPEIR A TR

Configuration=~ > Wireless - » Access Points

Vv All Access Points

Number of AP(s): 1

AP v Admin
AP Name ~  Model Slots  ~  Status
AlR-
Apzcaa—noe—sas; AP1562E- 2 @
E-K9
1 . 10« |items per page
5 GHz Radios
2.4 GHz Radios

Dual-Band Radios

Edit AP

~ P
Address

109.129.d9§

BECLI , BALEAP LR KL i &

capwap ap mode bridge

APER B FENMHFEXERMA
HIR UL AT LUE XAPHIAE | RAPEMIRAP,

HMRAPER B

General

General

AP Name*

Location*

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

Operation Status

Fabric Status

LED State

Interfaces

High Availability

| aP2ca3-110E-6866

| default location

7070.8bb4.9200

2¢33.110e.6b66

| Bridge v

Monitor
Sensor
Sniffer

Clear

Inventory

Mesh

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Baoaot Version

105 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

HRRAPT EZ BT H L B FRAPLUHTIHER , TUBEEEALEQMAWLC,

Advanced

Support Bundle

IPwd

17.3.017

MfA

MNIA

MNIA

1.1.24

17.3.07

0.0.0.0

EEFRAPH L BIMAWLCE , RAPREWLCERRLEZEN ML,



Configuration~ > Wireless~ > Access Points Edit AP o

General Interfaces High Awvailability Inventory Mesh Advanced Support Bundle
Vv All Access Points
General Ethernet Port Configuration
Number of AP(s): 1
Block Child @ Ethemet Bridging on the associated Mesh Profile should be
AP - Admin - P enabled to configure this section successfully
AP Mame ~  Model Slots -~ Status Address Daisy Chaining
AP2C33-1106-6866 n. <]
0 APISEE- 2 ] 109.129.499  Daisy Chaining strict- Part id :
E-Kg RAP
1 10 - Mode normal -
Preferred Parent MAC | 0000,0000.0000
i WLAN Trunking MNative 1> 1

5 GHz Radios g
Rale Mesh -

2.4 GHz Radios Root

Dual-Band Radios iemove Eul W

Country Backhaul

LSC Provision Backhaul Radio Type Sghz v
Backhaul Slot ID 1 v
Rate Types auo -

O Cancel - Update & Apply to Device

KiE

aaa new-model
aaa local authentication default authorization default
|

!
aaa authentication dotlx default Tocal
aaa authentication dotlx Mesh_Authentication local
aaa authorization network default Tocal
aaa authorization credential-download default local
aaa authorization credential-download Mesh_Authz local
username 111122223333 mac
wireless profile mesh Mesh_Profile

method authentication Mesh_Authentication

method authorization Mesh_Authz
wireless profile mesh default-mesh-profile
description "default mesh profile"
wireless tag site Mesh_AP_Tag

ap-profile Mesh_AP_Join_Profile

ap profile Mesh_AP_Join_Profile

hyperlocation ble-beacon 0

hyperlocation ble-beacon 1

hyperlocation ble-beacon 2

hyperlocation ble-beacon 3

hyperlocation ble-beacon 4

mesh-profile Mesh_Profile

R HEBR



ETroubleshoot > Radiative Trace Web UITTH , B d7add , AE % AAP macibilt,

B EStart H EFAPE

R MAEEEIRR,

Add MAC/IP Address

MAC/IP Address*

| "2 Cancel

= Apply to Device

TG , B EGenerate AR WE B EN AT EER ( HIINKIE103004 ) -
& HTrace file name ( BRERX A ) MK 28 T &,
R RAPKRIMAW A , BAENaaaR NG EBHREIR

019/11/28 13:08:38.269 {wncd_x_R0O-0}{1}:

2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
289

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncmgrd_R0-03}{1}:

[capwapac-smgr-srvr] [23388]: (info): Session-IP: 192.168.88.4

[ewlc-infra-evq] [23388]: (info): DTLS record type: 23, appli
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.

[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec

[apmgr-capwap-join] [23388]: (info): 00a3.8e95.6c40 Ap auth p
[apmgr-capwap-join] [23388]: (ERR): Failed to initialize auth
[apmgr-capwap-join] [23388]: (ERR): 00a3.8e95.6c40 Auth reque
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get wtp r
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get ap ta
[capwapac-smgr-sess-fsm] [23388]: (ERR): Session-IP: 192.168.
[capwapac-smgr-sess-fsm] [23388]: (info): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-infra-evq] [23038]: (debug): instance :0 port:38932MAC

RERMAWAPE , EWeb URHERFPERZ EEHEHNE. “Ap auth pending” RIEEAPH &

SORIENER



Monitoring~ > Wireless~ > AP Statistics

General Join Statistics

Murnber of AP{s): 2

AP Name

AP2CFg-9B5F=-7D70

NA

ZHIFF3E2:Flex + R

[Stal;s *Is equal to” NOT JOINED x|

oin St CS

General Statistics

DTLS Session request received
Established DTLS session
Unsuecassful DTLS session

Reason for last unsuccessful DTLS
SE55I0N

Time at last successful DTLS sesslon

Time at last unsuccessiul DTLS
session

Join phase statistics

Jain requests received
Successful join responses sent
Unsuccessful join requast processing

Reason for last unsuccessiul join
attermpt

Time at last successiul join attempt

Time at last unsuccessiul join attempt

DTLS Handshake
Success

Mon, 17 Feb 2020
09:15:41 GMT

MA

Ap auth pending

MNA

WA

Configuration requests received

Successful configuration
responses sent

Unsuccessful configuration
request processing

Reason for last unsuccessiul
configuration attempt

Time at last successful
configuration attempt

Time at last unsuccessiul
configuration atternpt

Data DTLS Statistics

DTLS Session request received
Established DTLS session
Unsuccessful DTLS session

Reason for last unsuccessiul
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session

NA

NA

DTLS Handshake
Success

NA

A

AEPERNE1542 APFEFlex+M RN T SEAPE R RIEEWLC EA# T RA AT E,

BE

« SBR1SMIEE > T2 > AAA> AAAE R > R 5 HBITE



Configuration * > Security * > AAP“

+ AAA Wizard
Servers / Groups AAA Method List |AAA Advanced é
Global Config

MAC Address Serial Number
RADIUS Fallback

1 Add
Attribute List Name 4

{Device Authenticatiog MAG Address
002cc8deZb40

« =% : i&EDevice Authentication , AfF%kEAdd
« B=5  BAEMAWLCHAPHIEARLLAFMACHELE | R Attribute List Name&B ZE |, ARGk
#Apply to Device

Quick Setup: MAC Filtering

MAC Address* \ ffFrfeefee

Attribute List Name None v

S

E Apply to Device ]

. BML  SMIERE > £ > AAA > AAARESIR> BHRIE
« £HYP ; EFEAJD , RS E RAAA Authentications® & O



anﬁguratiﬂn' > Security * » AAAo

[

=+ AAA Wizard

Servers [ Groups ‘ AAA Method List ‘ AAA Advanced

| Authenticat c:-b
Add
Authorization ‘ +

Accounting Mame

A

webauth-local-login

S8R | #EMethod List Name @A E#; , MType* F %R Hi£EF802.1x , FGroup
TypeikiZlocal , &/E%EZEApply to Device

Quick Setup: AAA Authentication 1 x

Method List Name™ ‘ mesh-ap| | e

Type* | dotlx v | e
Group Type | local v | o

Available Server Groups Assigned Server Groups

radius

|dap

tacacs+
imarguez-Radius-grp

5
El Apply to Device

FIROb. MREBHWAPEZUMFERNMA , HEAZIEE SRS MKEIRE , FEESR
6 , BEARIAG ZE.
BLE 18 @ A th iy dot1x aaaF 3 1 1E /73 (CLI aaa authentication dot1x default local)

LB 7T.SMEEE > T2 > AAA > AAATESIR> B
SB 8IERAdd , REFFE RAAA Authorization# H & O



Configuration~ > Security = > AAAD

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication

i J§
Authorization o m-‘ o

Accounting Name

default

« S 97EMethod List Name R AZ# , MType* T ¥ & ik #Zcredential download , 7
Group Typei&#local , &x/G1%&#FApply to Device

Quick Setup: AAA Authorization x
Method List Name* | mesh-ap |p
Type* | credential-download | e

Group Type | local v e

Authenticated

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
imarquez-Radius-grp

= Apply to Device

- SO MRBRAPEHEMHFEXTMA (AEFLEEAEARBERXTMA ) |, BEXRIAZIET
# %5 7%(CLI aaa authorization credential-download default local) EE £ %9

« SHRA0SEMEBIEE > Lk > PR > BLEXH

o ST 1M1IERAAD , REFE RAdd Mesh Profiled# & O



Configuration~ > Wireless~ > Mesh|

Global Config Profiles

o S 127EGenerai W+ | 1% E PR B E 34 B 2 #1154 BA

Add Mesh Profile

General Advanced
MName® mesh-profilg|
Description mesh-profile

o B 137 AdvancediET+ T , J¥Method FERIEIEZEAP
- H] 143%$FAuthorizationFl AuthenticationBit B XX 4 ( ELSEOFOBRE N ) |, RFEERApply

to Device



Add Mesh Profile x
General Advanced

Security 5 GHz Band Backhaul

Rate Types | auto v

Method | eap v

Authentication Method | mesh-ap v

a 2.4 GHz Band Backhaul

Rate Types | auto v

Autherization Method | mesh-ap|

Ethemnet Bridging

VLAN Transparent v

Ethernet Bridging [s

Bridge Group

Bridge Group Name Enter Name

Strict Match

| = Apply to Device

« SR 5SMBEE > RicHMEEXH > APHIA > BLE X4
o BB 16IEFEAID , REFERAP Join Profiled# HE A , WAP JoinBl B X 4R E & #r ik A

Configuration~ > Tags & Profiles~ > AP Join |

o

AP Join Profile Name



Add AP Join Profile

General Client CAPWAP AP Management Rogue AP ICap

Name* | mes-ap-join |
Description | mesh-ap-join| |
LED State v

LAG Mode

NTP Server 0.0.0.0 |

« FBATSMBIAPEIF , MMesh Profile Name FHIBI R R E LS B 12F 8l ZHIMesh Profile

- SR 18. 1R 2 3 NEAP TypeHAP Authorization TypeF & EEAP-FASTHICAPWAP
DTLS

o HYEBR19, MBNATHRE

Add AP Join Profile ®

General Client CAPWAP W Management Rogue AP ICap
1

General Hyperlocation BLE Packet Capture

Power Over Ethemet Client Statistics Reporting Interval

Switch Flag 5 GHz (sec) - 90 |
Power Injector State 2.4 GHz (sec) ‘ 90 |
Power Injector Type | Unknown v | Extended Module

Injector Switch MAG | 00:00:00:00:00:00 | —

Co%e ‘ ‘

AP EAP Auth Configuration

Mesh
Profile Name mesh-profilg v |
v | o

EAP Type | EAP-FAST

AP Authorization Type | CAPWAP DTLS v |P

= Apply to Device

- ST 20.SMBIEE > FFiCMBEEXH > #ri >R
o SRR 21.EFAJD , REFE RSite TagEHE QD



Configuration™ > Tags & Profiles~ » Tags

Policy E »RF AP

o HUR 22 Fa A vE QAR R A PR A

Add Site Tag 1

MName™ mesh-ap-site
Description mesh-ap-site
AP Join Profile mesh-ap-join-profile

« PR 23. AP Join Profile TR 5I FRIEFEDS TR 165 I Z VAP HIA BB 34

« HPR 247ESite Tag# HHE O EED , BUHE A Enable Local SiteZ1%£4E LA /3 AFlex Profile T I
LIE S

« 3B 35MFlex Profile T 15| TR ZFE R TAPHFlex Profile



Add Site Tag 2
Narme™® mesh-ap-site
Description mesh-ap-site
AP Jain Profile mesh-ap-join-profile v
Flex Profile imarquez-FlexLocal | » e

Control Plane Name

|Er1ab|e Local Site _n
El Apply to Device |

« SR ITHAPEZEIME HBRAPL T A ER,
- S| ITEBRRAPL FAE | 5K H a5 S capwap ap ap mode local,

AP BIFEHIZR |, ATLAEL2S #8, DHCPi&II43, DNSEHFIHIRE.

- SR 3BAPHIIAWLC , BREFIEAPHIRT , SME|Configuration > Wireless > Access
Points > All Access Points

Configuration = > Wireless~ > Access Points b

W All Access Points

Mumber of AP(s): 2

Total ~  Admin ~ Base Radio ~ AP ~  QOperation
AP Name ~  Slots Status AP Model ~  MAC Mode Status
2 (] Flex+Bridge  Registered

2 (] = e Registered

- S IEERAP , RANERAPEREEN,
« SR 407EAP# H B O P HIGeneral > Tags > Siteit M+ T , #%4FUpdate and Apply to

Device , £ %227 8| Z#Site Tag



Edit AP x

Imerfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Adrmin Status
AP Mode
Operation Status
Fabric Status
LED State

LED Brightness
Level

CleanAir NSI Key

High Awvailability

‘ default location

Registered

Disabled

:

Inventory

Tags

Palicy | imarquez-FlexLocal | » |
Site | Mesh-AP-Tag v |
RF | default-rf-tag v |

Mesh Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
MNext Retry Time

Boot Version

105 Version

Mini I0S Version

IP Config

CAPWAP Preferred Mode  IPv4

DHCP IPv4 Address

Static IP (IPv4/IPvE)
Time Statistics
Up Time

e Controller Association Latency

« S| AAPEF R 3 H B XM EAFlex +MHFEXEEEWLC

FEER , A EERERER ( FMITdotIxFHRIE ) TIAAP | SR T PR ES B SXAH#Y U
RERE , RERAPYHREIMHFE R,

EMAFZEMHT ( HFlex+Bridge ) X HHAP |

default localflaaa authorization cred default local),.

ARG , APREB T BB RIE | BHEJ5 T2 BirZ.

¥ ur

BRAPER & R AFlex + Bridge , 1 FE AT Ro

~

16.12.1.139
N/A

N/A

N/A

1.1.2.4
16.12.1.139

0.0.0.0

4 days 3 hrs 2
mins 6 secs

20 secs

e v

| l'j Update & Apply to Device |

BBt & 2R 1A 75 7% (aaa authentication dot1x



Configuration~ » Wireless~ > Access Points

W All Access Points

Number of AP(s): 2 L\s
Total ~  Admin ) Base Radio ~ AP ~  Qperation ~
AP Name v Slots Status AP Model v MAC Mode Status

- e 2 (v} AIR-AP15421-A-K9 m o e Registered

MWLC 9800 CLIZETiX S HERAPER B M, ©HUMFIHFlex+Bridge

aaa authorization credential-download mesh-ap local
aaa authentication dotlx mesh-ap Tocal

wireless profile mesh default-mesh-profile
description "default mesh profile"

wireless tag site meshsite
ap-profile meshapjoin

no local-site

ap profile meshapjoin
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
mesh-profile mesh-profile

A WN RO

HUBEHEBR

1R 171 aaa authentication dot1x default localflaaa authorization cred default localig ©. IR E

MAPREARMEXTHEMA , MFEEXLRE,
9800 X ZHERE —NETRTEMANAPH M, SREEARETFTEMANAPYIR

Monitoring = > Wireless = > AP Statistics

Join Statistics

Numbsor of AR(s): 2

: mqual to” M N x| ¥

Hatis Basa Radia MAC «  Ethinat MAC « AP Nama ~ P Address
o 1003.c622.5480 2ciB.9621. 1860 APICFR GO 180 476648211
(4] FO70.8604.9200 263311086056 APIC33.110E.6866 87.66.46.211

1 0 v

BHRBEAPUEEARMANERER, EAXHF , RNBINESGHRIEFE (APEHRIEER ) , BH
U RIRE R 2 B EIAP,

Rt , 9800k EF B HHRIUL/ZN A EFTAPH 1T HHWIF :



Join Statistics x

General Statistics

Control DTLS Statistics

Configuration phase statistics

DTLS Session request received 179 Configuration requests received 173
Established DTLS session 179 Successful configuration 4
responses sent
Unsuccessful DTLS session 0
Unsuccessful configuration 0

Reason for last unsuccessful DTLS
session

Time at last successful DTLS session

DTLS Handshake
Success

Thu, 19 Dec 2019

request processing

Reason for last unsuccessful
configuration attempt

Regulatory domain
check failed

13:03:19 GMT
Time at last successful Thu, 19 Dec 2019
configuration attempt 12:36:10 GMT
Time at last unsuccessful DTLS NA
session
Time at last unsuccessful NA
configuration attempt
Join phase statistics
Data DTLS Statistics
Join requests received 179
DTLS Session request received 0
Successful join responses sent 173
o _ Established DTLS session 0
Unsuccessful join request processing 0
Unsuccessful DTLS session 0

Reason for last unsuccessful join
attempt

Ap auth pending

Reason for last unsuccessful

DTLS Handshake

DTLS session Success
Time at last successful join attempt Thu, 19 Dec 2019
12:36:10 GMT
Time at last successful DTLS NA
session
Time at last unsuccessful join attempt NA
Time at last unsuccessful DTLS NA

Session
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cisco
Troubleshooting -~ » Radioactive Trace

+« Back to TroubleShooting Menu
Dashboard
Conditional Debug Global State: Stopped

Ex =1

MAC/IP Address

Monitoring

Configuration

Trace file

Administration

2c33.110e.6b66 debugTrace_2c33.110e.6b66.txt X
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