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+ C9800 WLC
« BROS XE Gibraltar 16.10.1%17.3

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

~ JEE : Prime Infra 3.81X % 3#%17.x 9800 WLC, MNRE=iX{E APrime Infra 3.8&E¥£16.12
WLC , MZEFIRFALE REPrimeEM &M L,

BoE

AT iEPrimeEMiZEEE, EEMEECatalyst 9800R ¥ L& FE MR FHZE , CEEZEBET
CLI. SNMP#INetconfiiE1C9800, JFCO800IF MEIPrimeERHIRMER , EE S Etelnet/SSHAZIE L
RSNMPH K FF &, MRAZ, PHEM IS B IE Ak M H55 £ C9800 WLC, & & FSNMPH# %
FEER , AXFEAQAP)NEFHEHNMEH. B2 , B TUHPIREAPHIZEFHEITER , &
Zf#fNetconf, 7£C9800 WLC LEBRiAk S FiNetconf , EE®E 16.10.14 A L CLIFE S E B
(16.11. 1 EHEGUI ) o

fE AR IwmA
C9800MPrimeE® R E 2 BN BEEATEMNIKO,
« Prime Infra BT B L B MAEMRBELISNMPRICLIB 1TH#%, XEHAUDPE 0161,

« C9800 WLCHA & Hiz 17 ¥ ¥E 83 SNMP3R B, iXf FAUDP% 0162,
« APHIE P imETHER AREN.

PrimeE#ii& e E/WLC: TCP% 0830 - Prime Infraf F itk i O 12 N B B #E3X 19800 A 1% & ( £
Netconf ) o

WLCEIPrimeE % : TCPi%O20828(i& A T Cisco® I0S XE 16.10F116.11)=%20830 ( EA T
Cisco I0S XE 16.12, 17.xHMEZRAK ) .

N s DEIEERENEREN |, Keepaliveth 2E5W K% — K,
N T MEPime BRI IERICI800 2 AR A | BIRRITI X btk O LU B e,

Cat 9800 WLC EHISNMPV2EL &

GUI:

*/Fgﬁ%'] %ﬂﬁ,g Administration > SNMP > Slideto Enable SNMP.



palasls, Cisco Catalyst 9800-CL Wireless Controller

SNMP

T ppe—
SNMP Made ENABLED . ®

= Dashboard

Comrmunity Strings Hos
Monitoring
Configuration
Sk System Location
Administration .
Systern Contact
Troubles SNMP Traps
Available (82)
aaa_server 3 m
adslineg >
alarms 3
atm >
auth-framework >

F =% : R community Strings F 812 REFIEE# X & o

Community Strings

Community Name™ ‘

Access Mode | Read Only

CLI :

(config)#snmp-server community <snmpv2-community-name>
(optional) (config)# snmp-server Tocation <site-location>
(optional) (config)# snmp-server contact <contact-number>

Q Search

Enabled (0)

No Traps Available




Cat 9800 WLC EHISNMPV3EL &

GUI:

N 5E - M17.1 Cisco 10S XEFF#4 , Web UMR A1 4612 Rigvaf S, BEEEFCLITERY
EiiEV?)FﬁFo

CLI :

A vausersHBIEA P, % authpriv, SHA ] AESprotocals , ARFEFRKFE, mps M DES3DES B F
T2, REEA1IR9800F W —MNED , BEXMABEEEN] , EFBXNE#TESLMR,

V3 Users

User Name* SNMpUSET
Security Mode* AuthPriv

Authentication Protocol SHA

Authentication
Password*

Privacy Protocol AES128

Privacy Password*

| Save & Apply to Device

N s SNMPAPREBEFARMAEETRESR. REFSNVPVARE.

CLI :

(config)#snmp-server view primeview iso included
(config)#snmp-server group <v3-group-name> v3 auth write primeview
(config)#snmp-server user <v3username> <v3-group-name> v3 auth {md5 | sha} <AUTHPASSWORD> priv {3des |

9800#show snmp user

User name: Nico



Engine ID: 800000090300706D1535998C

storage-type: nonvolatile
Authentication Protocol:
Privacy Protocol: AES128

active

SHA

Group-name: SnmpAuthPrivGroup

Cat 9800 WLC_E By Netconffit &

GUI (16.11F8 ) :

S/ E Administration > HTTP/HTTPS/Netconf.

Administration ™ >

Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access

HTTP Port

HTTPS Access

HITPS Port

Personal ldentity
Verification

lEMAELED .]

80

[EI‘MBLED .]

443

[. DISABLED ]

HTTP Trust Point Configuration

Enable Trust Point

[. DISABLED ]

Netconf Yang Configuration

Status

SSH Port

CLI :

||EMABLED .|

830




(config)#netconf-yang

/N i mEBC800 L B A T aaa new-model , NE EERE
(config)#aaa authorization exec default <local or radius/tacacs group>
(config)#aaa authentication login default <local or radius/tacacs group>
CQ8OOJ:E’JNetconfR‘Jaaa%ﬁEﬁftﬁ%iFﬂaaa authorization execi’:JfEFH RINFZE ( HEEF
BEE UL 5 3E ) o MREHSSHEEENFRISE , AT linevty i85 1T Netconf4k 2L £ FH 2R
iAHifo

/N SEE - gos00iEEIE R MBI A ZFEE , PrimeE ik it & 78 & B8 & fYaaa authentication
login defaultflaaa authorization exec default’s 7% , HXEREWLC LS ANetconfitfFH 1§
B4 BRI, RPrimeEMiR HERER F ANetconfE % , MASEREE, XELKE , W

1&‘\{EFHTACACS M| 7E 159800/ MNEIPrime G A TF RICLl, ERI A ERE X LA E
we, HEHEIEETACACS (IRXREMEILED ) ,

BE ( PrimeEfZE3.5RE SR )
S HFR Catalyst 9800 WLC L Ft ERY ok E B IPHb L,
GULI:

ERE Configuration > Interface: Wireless.

B .l Cisco Catalyst 9800-CL Wireless Controller
16.10.1e

Cisco

B interface [2] Services

Logical Aire0S Config Translator

E’ Dashboard Ethernet Application Visibility
Wireless Cloud Services

© Monitoring T Layer2 Custom Application

10x
0\ . VLAN :
AN Configuration Multicast

AL NetFlow
i\: Administration Radio Configurations Python Sandbox
2 CleanAir QoS
;1%3? Troubleshooting High Throughput RA Throttle Policy

CLI :



# show wireless interface summary

FS  BREPSAPREIEHEAEBN,
GUI:

E’rﬂﬁi Administration > User Administration.

B .l Cisco Catalyst 9800-CL Wireless Controller

CIsco

16.10.18 -

Welcome sudha ) ﬁ ‘u'
>-] Command Line Interface

Device

H Dashboard DHCP Pools

= DNS . )
P 2 - = w F'ol
@} Monitoring "Mioge “

&

Licensing Admin None

Configuration Admin None

[

Backup & Restore
HTTP{HTTPS

Troubleshooting SNMP
Rolling AP Upgrade

Smart Call Home
Software Upgrade
Time

L2 User Administration

CLI :

# show run | inc username
# show run | inc enable

=L MRER , FRESNMPV2iE X F&F B M/FHSNMPV3A .,



GUI:

X FSNMPv2 , S ZE Administration > SNMP > Community Strings.

Q, Searc : SNMP
SNMP Mode @
B Dashboard
General Community Strings V3 Users
Monitoring — e
.. Configuration + Add
(OB Administration Community Name v Access Mode
snmp-v2-community Read Only

Y’ Troubleshooting

-]

X FSNMPV3 , SfinZE Administration > SNMP > V3 Users.

Q ¢ e SNMP
SNMP Mode ®
= Dashboard
General Community Strings Hosts
(£) Monitoring
+ Add
KOE Administration User Name ~ SecurityMode - Authentication Protocol v Privacy Protocol -
S
v3username AuthPriv SHA AES128
Troubleshooting =
v vow

CLI :

For SNMPv2 community strings
# show run | sec snmp

For SNMPv3 user
# show user



FMP : FEPrimeEMiZRHEGUILE , S Z configuration > Network: Network Devices , & =i THL 5K
+ :&1% Add Device.

asco Prime Infrastructure

A  |Configuration / Network / Network Devices

Device Groups Device Groups

i All Devices

i e Admin State w
: O Add Device

l ity Admin Status
: . Bulk Import

: All Devices

. ¥ Device Type

i » Switches and Hubs L Managed

i » Unified AP ( O Managed

: » Wireless Controller (; ] Managed

i > Location ] Managed

l User Defined (i M Managed

FHE : 1E AddDevice EHEHBE O |, % A9800 L AT EPrimeE AR HEE MBS Dipit it



Add Device
* General Parameters
* General
@® 1P Address Q|
(O DNS Name
* SNMP
License Level | Full v | (2]
™
Telnet/SSH ¢ Credential Profile | --Select- v | (7]
®
. ]
° Device Role | —Select- v | (7
HTTR/HTTPS
Add to Group | --Select- v O
Civic Location

m Verify Credentials Cancel

AT BME snvp I F H IR A snMPv2 Read-Only and Read-Write Community Strings £ C9800 WLC Lt



Add Device X

* SNMP Parameters

* General Version | ¢ v
* SHMP Retries | 2
* SNMP v
* SNMP Timeout | 10 (Secs)
N * SNMP Port | 151
o
Telnet/SSH .
L ]
° * Read Community | ,..eesss o
®
HTTRP/HTTPS * Confirm Read Community | ,..eesss \
Write Community | ,..essss (7]

Civic Location

Confirm Write Community [ —

m Verify Credentials Cancel

SB7MRFEHASNMPY3 |, EMNTHRHIRAIERE v3, HEHSNMPVIAFE. M Auth-Type THIFIER
PLEL eI EL B MY B IR IE SR B A Privacy Type FHIFIZRIEIFCI800 WLC LEL B INER 5 3%,



Add Device

* General

* SNMP

Telnet/SSH

HTTP/HTTPS

Civic Location

* SNMP Parameters

Version

* Username
Mode

Auth. Type
Auth. Password
Privacy Type

Privacy Password

v3 v

* SNMP Retries | 2
* SNMP Timeout | 10 (Secs)

* SNMP Port | 161

snmpusend

AuthPriv v

HMAC-MD5 v
cesssssssssssssssssscces | @

CBC-DES v
——

m Verify Credentials Cancel

BB 8FME TenessH BT AddDevice , RSN ISAF BMNFEBURE AFE, |
Verify Credentials AF{RCLIFISNMPEIFEE T4, REHE T Add.



Add Device
Telnet/SSH Parameters
* General Protocol | Telnet v
*CLI Port | 23
* SNMP v
* Timeout | g0 (Secs)
— o
Telnet'SSH /|| *® Username | 5qmin
®
] Password | _..eesss
[ ]
HTTPMHTTPS Confirm Password | . cease
Enable Password | ,.eeeees 7]
Civic Location
Confirm Enable Password | _,..eeess

* Note:Mot providing Telnet/SSH credentials may result in partial collection of inventory data.

m Verify Credentials Cancel

1OE
WIEEMRTS

SB1: % C9800 L 2F B A T Netconfs

#show run | inc netconf
netconf-yang

MRAFFE , i A“Cat 9800 WLC EHINETCONFELE"ZB 5 -

£ : WIFMC800ZIPrimey i EMEH#E,

#show telemetry internal connection
Telemetry connection

Address Port Transport State Profile

X.X.X.x 20828 cntp-tcp Active



~ EE XXX XEPrlmeEEHilﬁﬁ’rEE’leﬂﬂiﬂ: H BIRD AT N Active, INRIRB T ZActive , BS
53 R PR BEBR BR 50

H17.9% , XAERBETENGT

9800-17-9-2#show telemetry connection all

Telemetry connections

Index Peer Address Port VRF Source Address State State Description

0 10.48.39.25 25103 0 10.48.39.228 Active Connection up

9800-17-9-2#

F=L  EPrimeEMIZHE L , SMMZE Inventory > Network Devices > Device Type: Wireless Controller.

Davice Groups / Device Type / Wireless Controller

Cisco Catalyst 9800 Series Wireless Controllers Selecte
+v /S X Admin State ¥ Sync Groups & Sites ¥ Reboot ¥ Download W Configure w Export Device > Show | Quick
Reachability A A 1P Device Type AP Discova... Talemetry ... Software Var... Inventery Collection Timeas... Last Inventory Collection .

1. (F
. Il . - Cisco Catalyst 8800-80 ... ~ Gompleted Success 16.10.1 12-MAR-19 14:32:51 Completed

EMY  EEEIPrimeEMIRENEZNERNFHAER , FETUTHS :

#show telemetry internal protocol cntp-tcp manager x.x.x.x 20828
Telemetry protocol manager stats:

Con str TOX.X.X.X:20828::
Sockfd : 79

Protocol ! cntp-tcp

State : CNDP_STATE_CONNECTED
Table 1id : 0

Wait Mask :

Connection Retries : 0

Send Retries : 0

Pending events : 0

Source 1ip : <9800_IP_ADD>
Bytes Sent : 1540271694
Msgs Sent : 1296530

Msgs Received : 0

ERSL  RIEKRBECI800RENIT RS URENERN BRHERE,

#show telemetry ietf subscription configured



Telemetry subscription brief

ID Type State Filter type

68060586 Configured Valid transform-na
98468759 Configured Valid tdl-uri
520450489 Configured Valid transform-na
551293206 Configured Valid transform-na
657148953 Configured Valid transform-na
824003685 Configured Valid transform-na
996216912 Configured Valid transform-na
1072751042 Configured Valid tdl-uri
1183166899 Configured Valid transform-na
1516559804 Configured Valid transform-na
1944559252 Configured Valid transform-na
2006694178 Configured Valid transform-na

6% : AIZRITAIDERTAAIUERE , tIUERAATAREEMEITANITAZITESR !

#show telemetry internal subscription { all | id } stats
Telemetry subscription stats:

Subscription ID Connection Info Msgs Sent Msgs Drop Records Sent
865925973 X.X.X.x:20828:: 2 0 2
634673555 X.X.X.x:20828:: 0 0 0
538584704 X.X.X.x:20828:: 0 0 0
1649750869 X.X.X.x:20828:: 1 0 2
750608483 X.X.X.x:20828:: 10 0 10
129958638 X.X.X.x:20828:: 10 0 10
1050262948 X.X.X.x:20828:: 1369 0 1369
209286788 X.X.X.x:20828:: 15 0 15
1040991478 X.X.X.x:20828:: 0 0 0
1775678906 X.X.X.x:20828:: 2888 0 2889
1613608097 X.X.X.x:20828:: 6 0 6
1202853917 X.X.X.x:20828: 99 0 99
1331436193 X.X.X.x:20828: 743 0 743
1988797793 X.X.X.x:20828 0 0 0
1885346452 X.X.X.x:20828:: 0 0 0
163905892 X.X.X.x:20828:: 1668 0 1668
1252125139 X.X.X.x:20828:: 13764 0 13764
2078345366 X.X.X.x:20828:: 13764 0 13764
239168021 X.X.X.x:20828:: 1668 0 1668
373185515 X.X.X.x:20828:: 9012 0 9012
635732050 X.X.X.x:20828:: 7284 0 7284
1275999538 X.X.X.x:20828:: 1236 0 1236
825464779 X.X.X.x:20828:: 1225711 0 1225780
169050560 X.X.X.x:20828:: 0 0 0
229901535 X.X.X.x:20828:: 372 0 372
592451065 X.X.X.x:20828:: 8 0 8
2130768585 X.X.X.x:20828:: 0 0 0



W PEHERR
PrimeE il 1% 6 B = HEBR

« HERBEPrimeEMZRENZIPHUFED, PrimeEMRBEFAZFNEER , EFEHE=

AN O A&

o BEPrimeE IR HE A IAIWLCH IPith 31k AR
B P 3t ik 2420 AT MR B BR IR Y o BB B O 5 W) o
- MREARSRAO (RE%LEMNGIgo/0 ) BHITAI , MIWLCHAPL

, (BWLCHIA R EA KEEN T EEM

- MREFIENRSEPrimeEMRHE LR R,
LUE# %% 0830 LKIWLC 1&?5“:%“%%%5%&%%520830J:E’9Prlme§ﬁﬁlxﬁﬁo

N FEMSNMP R B HIRZEE A2 , FEMPrimeEMIREWRELNTHEE :

cd /opt/CSCOlumos/Togs/
[root@prime-td] Togs]# ncs-0-0.log

Td1.logs

NFEN /MR E , B EERERBIRE

shell

cd /opt/CSCOTumos/coralinstances/coral2/coral/bin
./coral version 1

./coral status 1

./coral stats 1

WMR—LEE , EMNEEMB A EX4RPREXLEH

N 5 BEPrime BRI HERA R B X1 H9Cisco 10S XERRASE | PrimeEatig ML AUAE S

RRAETLERZED NP, PrimeEatig

/|_,\ o

ERERFHNREERS

{EAPITEN0 , M ] 8E—RPrimeE Mt iR e 1]

MNCoral3Efl, BEXEZFMER , BEBMAUEA , Hlm
:https://www.cisco.com/c/en/us/td/docs/net mgmt/prime/infrastructure/3-
7/release/notes/bk Cisco Prime Infrastructure 3 7 0 Release Notes.html



/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html
/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html

SR

cd /opt/CSCOTumos/coral/bin/
[root@prime-tdl bin]# ./coral attach 1
Attached to Coral instance 1 [pid=8511]
Coral-1#cd /tmp/rp/trace/

Coral-1#1s

Collect the “Prime_TDL_collector_RO-"* Tlogs

Coral-1# cd /tmp/rp/trace/
Coral-1# btdecode P* > coralbtlog.txt
Coral-1# cat coralbtlog.txt

LT AEBAELTEZRPHRE

*BREDRY BR R TR AT A lopt/CSCOlumos/cor alinstances/cor al2/cor al/r un/1/stor age/har ddisk
*  adettcd /opt/CSCOIlumos/cor alinstances/cor al2/cor al/run/1/stor age/har ddisk

adett cp coraltrace.txt /localdisk/defaultRepo

F=L EEFHRERXTEACoral , EEEUTNERERIER 5! debug.cont .
MNBBRHRMITUTE—RE -

echo "rp:0:0:tdlcold:-e BINOS_BTRACE_LEVEL=DEBUG;" > /harddisk/debug.conf

& , FEPrime 3.8t , Coral RS AI LA ERBNEH B , FAWT :

"sudo /opt/CSCOTumos/coralinstances/coral2/coral/bin/coral restart 1"

MREFEHTRER , AJLMERAXLERBEERMBKGIHIRFEZ T



sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral stop 1
sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral purge 1

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral start 1

ERMHS , XEEHER. MRBAEXt” , WA ABEITTHMBKSG , K5 -

./coral/bin/coral restart 1

) EE : fEPrime 3.8 , A LAf# A “sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral
restart 1" & 8\ S E#1 /3 2 M3 AR 55

MREBEEREBCoral HEXH , ILAFERALUTABRECoral Bes PR :

btdecode Prime_TDL_collector_*.bin

~ EE . BHACoralVAREBGE , MMEFHF3NCoral,

Catalyst 9800 WLCH FEHERR

E 5 Prime Infra#i%£|C9800 WLCHY BB , T LUZ{TEEM/MNER .

#config terminal

#event manager applet catchall

#event cli pattern ".*" sync no skip no
#action 1 syslog msg "$_cli_msg"

MWLCER & A il BrFr & 2N 1T B

ANEAREIEREWLC EEENAMAENITA. RFERUT e TENAI T RUELERE

WLC#term shell

WLC#function removeall() {

for id in “sh run | grep telemetry | cut -f4 -d' '°
do

conf t



no telemetry ietf subscription $id
exit
done

}
WLC#removeall

ERRARER , BHRITUTERE

# debug netconf-yang level debug

ERIF

WLC#show platform software trace level mdt-pubd chassis active RO | inc Debug
pubd Debug
WLC#show platform software trace level ndbman chassis active RO | inc Debug

ndbmand Debug

EERRERME , BRITUTRE

show platform software trace message mdt-pubd chassis active RO

show platform software trace message ndbman chassis active RO

BEAPEE/MITHID

.15 DB Query. S flitohttps://<Prime IP>/webacs/ncsDiag.do.

1% « M ewlcsubscription ELFFOWNINGENTITYID ( #0“%Controller_IP”H]
CLASSNAME="UnifiedAp' ) -

MWLC:

o

BIFTHEIDEREREEES , H Hentpit BBF LREBEEFR.


https://%3cPrime_IP%3e/webacs/ncsDiag.do

show tel int sub all stats

show telemetry internal protocol cntp-tcp connector counters drop
show telemetry internal protocol cntp-tcp connector counters queue
show telemetry internal protocol cntp-tcp connector counters rate
show telemetry internal protocol cntp-tcp connector counters sub-rate

show telemetry internal protocol cntp-tcp connector counters reset

N 5EE - 0800 WLCHIB17.6:2 BRI 10041EMIT A | 17.6:2J5 §9128-MT F(B N B EARAM
DNARR /AT E A 100MT Ao

MPIER ZIDNAR >
C9800F EERI AT HPIFIDNAAR LERE, MRITRKIFFCIS00EN MEBERMRF RITHEIDNAC , M
E F MPrime E A& 7 F I BRCO800 , REBFMERNIMEIDNAR T MPI 3.5/ BR/Hi BRCO8008

, PHER RETHEEFICO800MFR B BLER T2 ER , FREMNRSGF FIMBRXLERE, BH4ME
, 79C9800 WLCE M #9 A T & i &N B AR HV 1T 11 BIE 2 M BR.

ERRLBERE , BIIATUTRE

#show run | sec telemetry

EMBRUEE , FET o R -

(config) # no telemetry ietf subscription <Subscription-Id>
Repeat this CLI to remove each of the subscription identifiers.

(config) # no telemetry transform <Transform-Name>
Repeat this CLI to remove each of the transform names

N E - B HEEFADNACHIPime A 1R HE & 800124128 | B FPrime®® . DNACHE
EAMMETEA KK,

HERHFARAEF |, PrimeE M IRFEFNDNACER ATREXYWLCHER I ZAVEN T A |, LMER & RS 2B=E A



E1E9800, AW , BT ERF R EADNACHPrimeE AR EEE800 , H BiENMKIHEEIELE
Fo ALt , MPIZIDNACHEB AMRIR#IT , BN PrimeE At iR 1S 980012 H256T , DNACTAE
MOBO0ZR B 1Z M HE
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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)



