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Administration
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Quick Setup: AAA Authorization ®
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Type* | network o |
Group Type | group v |
Fallback to loca
Available Server Groups Assigned Server Groups
radius ISE-KCG-grp
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=) Save & Apply 1 Devics
CLI :
# config t
# aaa new-model
# radius server <radius-server-name>
# address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
# timeout 300
# retransmit 3
# key <shared-key>
# exit
# aaa group server radius <radius-grp-name>

H*

server name <radius-server-name>
exit

H*



# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization network <AuthZ-method-name> group <radius-grp-name>
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# config t



# aaa new-model
# aaa authorization network AuthZ-Tocal Tocal
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Add WLAN
General Security Advanced
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WLAN ID* 3
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= Save & Apply to Device
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Add WLAN x®

General Security Advanced
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Layer 2 Security Mode | None - ' !
Over the DS vd
MAC Filtering vd
Reassociation Timeout 20 |

Authorization List* | AuthZ-method-name v
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CLI :

# config t

# wlan <profile-name> <wlan-id> <ssid-name>
# mac-filtering <authZ-network-method>

# no security wpa akm dotlx

# no security wpa wpa2 ciphers aes

# no shutdown
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CLI :

# config t
# username <aabbccddeeff> mac
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Authentication Authorization Prafiling Fosture  Client Provisioning ¢ Policy Elements
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= System = Backup & Restare = Policy Export Page
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5 v | MAC-rule [ MA.. Select Atiribute = [ Authz Pr..
E tl Add All Conditions Below to Library
= - 9 Condition Name Description : : [anp ]
Radius: Called-5tat... | Ends With  ~ mac-auth | =
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show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>
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# show clock
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# show Togging
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# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:
Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________
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# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BABERSEAR , WA LU ERIZISNEE TFTP ARSS 25,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>



SRR T L B3 IR IR

IR IKITFE £k (always-on) IRER T RE N IR M E BN E R RBEFMAEREMN AR , NAUERA%K
A HBRELEN(RARE , ZRENSEESRNS ( ROIPREFFIHMACHLE ) REMNARAR
RRABARIRIER,. ZEEARGRAR , BRRUTIR,

FhL  BRAREABESEMS,

# clear platform condition all
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# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}
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# no debug wireless mac <aaaa.bbbb.cccc>
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. ra_trace MAC_aaaabbbbcccc HHMM SS. XXX _timezone_DayWeek_Month_Day_year.log

SR 9 E MAC HIETEZIRIS M. BT LU E B Elratrace 10g/A BRBRSS 27 , NEEEERFLER
o
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# dir bootflash: | inc ra_trace
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# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

ERNAE :

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog
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# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r
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TACEER | LAZEE) % M X LIRS,

BT LU & #l Bllrarinterna-FILENAMExiIMNER AR S 28 , RO A EIEERE LE R H.
FXHEFHENERS S -



# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

SN RS

# more bootflash:ra-internal-<FILENAME>.txt

SR 11 BRI SR

# clear platform condition all
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