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ANHPWEEETUTHREMBE4RAE
- Catalyst 980074k #2 %88 R 51l (Catalyst 9800-CL)
« BRHOS® XEEHFPE17.3.x
« BRHISE 3.0

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERTHBERE,

(WS
4% B

RADIUS 9800 WLC
ﬁ

(30000,
—

f R —— .-

Client

WLC Bt &
9800 WLC EHIAAAR B

GUI:

S 1:FBHRADIUSERS 88, SN2 configuration > Security > AAA > Servers/ Groups > RADIUS > Servers> + Add 3
% ARADIUSHRSS 83 E 2.0



Authentication Authorization and Accounting

& AAM Wizard

D Dashboard

) Monitoring

Configuration

RADILIS

1 Administration

' Troubleshooting TACACSs

I MLAE W b

MR RRREAEPAWebH BRI ( REMFERNERCAINZEERE ) , FHEREAXFCOA,

Create AAA Radius Server x

Name* ISE-keg Clear PAC Key
IPV4/IPv6 Server Address™ 172.16.0.11 Set New PAC Key
Shared Secret*

Confirm Shared Secret*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

9 Cancel [ | Save & Apply to Device

®=% : MRADIUSIRE 28 IMEIRADIUSH ., S ZE Configuration > Security > AAA > Servers/ Groups > RADIUS > Server
Groups> + Add. AIEMEREEEHABN B2 ETIRTFOIRMRSEE Assigned Servers.



Create AAA Radius Server Group

Mame® ISE-grp-namel
Group Typs RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
|‘_'| |SE-kcg
|;|

"D Cancel [=] Save & Apply to Device

B=%  QIBEEMARIEAEYIR. SME Configuration > Security > AAA > AAA Method List > Authentication > + Add.

Q, Search Menu Items Authentication Authorization and Accounting

+ AAA Wizard
=l Dashboard
@ Monitoring

5 .
\, Configuration General

. + Add
¢ Administration [ J

Anthnrizatinn MName

mMAMRXEER:



Quick Setup: AAA Authentication

Method List Name?* list-name
T\‘_.':_je" dotlx v
Group Type group v

Fallback to loca

Available Server Groups Assigned Server Groups
radius ISE-grp-nams
Idlap =
tacacs+
|SE-kcg-arp i

D Cancel [=] Save & Apply to Device

CLI :

# config t # aaa new-model # radius server <radius-server-name> # address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813 # timeout 300 # retransn
# aaa server radius dynamic-author

# client <radius-server-ip> server-key <shared-key>

# aaa authentication dot1x <dot1x-list-name> group <radius-grp-name>

BRAAAK MRS B RNASERSE W

EBRADIUSIRSG BR 25 , IR EECEB WU N ALIVE” :
#show aaa servers | s WNCD Platform State from WNCD (1) : current UP Platform State from WNCD (2) : cur
AT BLFEWLCEFEE dead criteria, # deadtime , 435I 27EFEH ZPRADIUSIRE I E R T

#radius-server dead-criteria time 5 tries 3 #radius-server deadtime 5

% R dead criteria R A THRADIUSIR S BBFIE A ENMRME, ©BHF @ 1.8N®) , RIEMNEFIZE EXMRADIUSERS 88
W ERBIBE RS /BN AR ASAZR TN E, 2.—PMiThES , R RERADIUSIRS BARIE R K2 Bl 485 4t
TR E W SR A IR B

% i deadtimelE EEAMFKMHERARLEN KNG , BEB/RIFRABRSHE (ADHNEN ) . —BREXEEH , 24



% BRRRFBRSBRARICHUP (ALIVE) , A BAEMB B IRSER. MRERBIRICHUPERSHRNDARTELR , FEBRE
deadft , MFESEX (B FR A BRSS 25 R BIRFRiC 7y E 5L,

WLANEL & X 4B B

GUI:

SEA1BIBWLAN, SMiZlConfiguration > Wireless> WLANs> + Add , RAEREZTEHEMNE.,

Q Search Menu ltems WIRELESS NETWORKS

E‘" Dashboard

Mame w

“\! Monitoring

TN N o Y

B=F  MATLZREMER

General Security Advanced
Profile Name* | prof-name | Radio Policy A v
ssID | ssid-name ‘ Broadcast SSID
WLAN ID* | 1 ‘

Status evagtep ()

=/ Save & Apply to Device

B=% SMIRE T FHERMENZ LT E. EXRRGIH , WPA2 + 802.1%,




Add WLAN x

-

General Security Advanced

Layer2 ayer3 AAAN

| ayer 2 Security Mode | WRA S WPAZ East Transition | Adaptive Enab... v

MAC Filtering Owver the DS v

Protected Management Frame Reassociation Timeout ‘ 20 |

PME Disabled v

WPA Parameters

WPA Palicy [] M

[= Save & Apply to Device
Add WLAN x

PMF | Disabled v
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ Encryption AES(CCMP128) v
COMP256
GCMP128
GCMP256
Auth Key Mgmt 802.1x v
=| Save & Apply to Device

M5 : M Security > AAA ETI-R 5, JA9800 WLC EMAAAEL BES 2R B35 I B M B B IRIE S %,



General Security Advanced
Layer2 Layer3
Authentication List | list-namg| vl

Local EAP Authentication

| = Save & Apply to Device

CLI :

# config t # wlan <profile-name> <wlan-id> <ssid-name> # security dot1x authentication-list <dot1x-list-name> # no shutdown

KRR EXHEE

EXRBEEXHYF , BUUREREFHIEIHBIVLAN , UREMIEE ( imEEHFIRACL], RSFEQOS. BahHR, it
MERE ) o

BT LAGE FRAR RS BCE XA, th A AR B XXM
GUI:

SBEE>TENMEEXH> REBEEXHY , AREERIARISE B3R 0 2HE E X,

rch Menu ltems Policy Profile
+ Add
Dashboard -
o : g Policy Profile Name ~  Description
<) Monitoring
¥ voice
: Conﬁguration I default-policy-profile I default policy profile

1 10 »

Administration




BREEAEEXH.

B, MREHFAR(APLTABER , FEAEBEEXHCEARPRBNEDH BRI,

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | default-policy-profile ‘ WLAN Switching Policy

Description | default policy profile ‘ Central Switching v

Status Central Authentication v

Passive Client Central DHCP v/

Encrypted Traffic Analytics Central Association Enable vd
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

EIHBRIEET R EFETEFE RO EEHIVLAN,



Edit Policy Profile

General

Access Paolicies

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC Mobility

VLAN/VLAN Group

‘ VLAN2602 v

Multicast VLAN

‘ Enter Multicast VLAN |

Advanced
WLAN ACL
IPva ACL ‘ v
IPv6 ACL ‘ v
URL Filters
Pre Auth ‘ v |
Post Auth ‘ v '

NSRRI SER @8 14 £ Access-Accept like VLAN Assignment™ | &7 Advanced T~ /5 HAAAEE :



Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile | v
Session Timeout (sec) | 1800 | Umbrella | Not Configured v |
| Parameter Map 3 :
Idle Timeout (sec) ‘ 300 | mDNS Service | default-mdns-servict v |
- Policy cauc)
Clear
Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) N | 60 |

VLAN Central Switching
DHCP

Split MAC ACL : v

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | =
aNo nore == )
5 GHz Palicy | - -
AAA Policy )
Allow AAA Override _\/'
NAC State
Palicy Name default-aaa-policy x| v
i'j Update & Apply to Device
CLI :

# config # wireless profile policy <policy-profile-name>
# asa-override # central switching # description "<description>" # vlan <vlanlD-or-VLAN_name> # no shutdown

RIS EE

KPR A TRSSIDE RME B XA XBER, B ERMIRE | B BUEA default-policy #RE5.

% R : default-policy-tage B3FWLAN IDST T 1116 2 [8] 9 Fir 8 SSID AR 5% El default-policy-profile. FEEAS TRk MilBR, MRE
WEBWLANMIDA17THES , M &6 A default-policy-tage

GUI:

MBEEE | FHSMEIConfigugation > Tags & Profiles> Tags> Policy 3 R IN#TiREZ .



Q Search Menu ltems Manage Tags

Palicy Site RF AP
=] Dashboard : N -
& Morilon
£) Monitoring + Add
Conﬁgu ration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

F WLAN Bi B XX R BRI B R BL B XX 4o

Add Policy Tag X

Name* PolicyTagName I

Description Enter Description |

KX

WLAN Profile ~ Policy Profile v

0 10 v | items per page No items to disp

=] Save & Apply to Device




‘

Add Policy Tag

Name* l PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 ) [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

MName* PolicyTaghName

Description Emter Description

WLAN Profile ~  Policy Profile w
[ ] prof-name default-palicy-profile

4 1 [ 10 »

| 2 Cancel

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

REIRIC DB



FFRBEFRE D BLPIRN AP,
GUI:

EFRZE D EA— AP, FHSME Configuration > Wireless > Access Points > AP Name > General Tags, 7 BLHH X REEIRE , RiE =
7 Update & Apply to Device.

Edit AP x

Ethernet MAC

00:42:68:a0:d0:22

O Cancel

Admin Status Enabled

AP Mode Local

Operation Status Registered
Fabric Status Disabled

Tags

Policy default-policy-tag
Site default-site-tag
RF default-ri-tag

Boot Version
105 Version

Mini 105 Version

IP Config

IP Addrass

Static IP

Time Statistics

Up Time

Controller Associated Time

Controller Association Latency

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version e e
Location* default location Predownloaded Status NIA
) Predownloaded Version N/A
Base Radio MAC 00:42:68:c6:41:20
Mext Retry Time NfA

172.16.0.207

Qdays 1 hrs
17 mins 24
secs

0 days 3 hrs
26 mins 41
secs

8 days 21 hrs
50 mins 33
SBCS

(51 Update & Apply to Device

% AR EEE  SAPLHNRBAFICERA |, BRI 59800 WLCHIXE , HERBERMA.




EFHRNRERE S ELZ AP, HSME Configuration > Wireless Setup > Advanced > Start Now > Apply.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_segmentation.html#ID37
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

# show ap tag summary // Tag information for AP'S

# show wlan { summary |id | name| all } // WLAN details

# show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

# show wireless profile policy detailed <policy-profile name>// Detailed information on given palicy profile

R HERR

AR NSRS EENEREY, BR , #FMAcdling-station-id RADIUSE IR S/ e 9 B IR T P IR T, K
UDPRif% A1 2 F#73K H 98008 RADIUSE SR Z 15414,



HERRWL CHE

WLC 9800R R L HIMTERER TN AL, XH T UBMRAHKXCRAMBE M REZAXNER, BESNEARIER , FETUERESHH
HEFRLEEERE,

REURTAERWASE  BEERLT , BTLUREJL/MEELR,

EEFFI800 WLCEEIAER TIREMRER , W LUBIE SSH/TelnetiE #EI9800 WLCH T THER © ( BEFSSFEIRRINXEH
) o

STWIREWLCHAIRTE , SUEET A RIBAR 4 2 6l IR ERE FKAT

# show clock

BoS RERSEENET , N\WLCEHFRKFABREBTRERG R, IHTUREEERFASZTRANER (0F) .
# show logging

B=F RIERBBATEMARERMS.

# show debugging |OSXE Conditional Debug Configs: Conditional Debug Global State: Stop IOSXE Packet Tracing Configs: Packet Infra debugs: Ip Adc

% AR WRBIIE TEARYE  WEKRZESSEARMY (mactbit, ipihitE ) WATEHENBRERBLIEZINB AR,
BXeEMAEE, Rt , BWIEFEFANBRABE RS

FL RN P A mact it RN T RIPHEM |, IR Emactt ik B KIZ L8 K R ER
# show logging profile wirelessfilter { mac |ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>
BOLERABETHAS , B E I B S EBTFTPIRS 88 -

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>



FHRIKAMTLREHIRE

MRKEELRETENECRHEZBNESRBEMBAERNBNMERE | BALEAFFRRHABRELEDRARE , MIAE
BRSNS (APPAFFRMACHY ) REMNAAEREREBRARIRER. BB GUISCLHATTILEAE,

CLI :
EGAZHRR , BITUTER

BHL  BEROKAEBABRRMS.

# clear platform condition all

BAY . RRAERENELEF mmactt it K754,

WA ST RS ERIR A mact 1R300 8 (18008 ) o AT LUE 245 1t At (8] 38 AN F 2085978494 %,

# debug wireless mac <aasa.bbbb.cccc> { monitor-time <seconds>}

% AR ERANEESANEFR , BN E N mactt itz 1T debug wireless mac <aaaa.bbbb.ccce> iR o

% AR BT ELRSEPEIEFREINEE  RARMERARTHERBEHUAZBEESR.

LSBT ENELENRTRITA,

ST SMRERUNS R ENEZR R ER AT , FELFER.

# no debug wireless mac <aaaa.bbbb.cccc>

BRI RFTLMEFAF LT , 9800 WLC LER— P A H , HEHNR ¢

ra_trace MAC_aaaabbbbcccc HHMMSS. XX X_timezone_DayWeek_Month_Day_year.log



SR O WE MAC #h3bERI X, T SUratracelogE HI BN IRS 2R , LA IERERE LE A,

KERARBRXHNABR :

# dir bootflash: | inc ra_trace

MXHEHEINBRS 2R

# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS XXX _timezone DayWeek Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

ERHE

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XX X_timezone_DayWeek_Month_Day_year.log

FRAVMRRAFRADAAE , FREARAS , REATZRRER AEHNEFANE, EXFBRAAEF K, BARIMNEH
ERERENRIF#EIAR RS,

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-filera-interna-<FILENAME>.txt

% AR S TRHREMMERENE BSRIINRE , MAFER, ERTREESNMERSD , KX Cisco TAC,

BT LU rainternal-FILENAME.txt EHIZIAAZBRSEES , b NEEERBE LE ",

MXHEH NGRS 2R

# copy bootflash:ra-internal-<FILENAME>.txt tftp://ab.c.d/ra-internal-<FILENAME>.txt

ERHARE

# more bootflash:ra-internal-<FILENAME>.txt

SI] 11IBRE IR Ao



# clear platform condition all

% AR FEAREREHRSEZFHEANRARSSE,

GUI:

S 1:%:%) Troubleshooting > Radioactive Trace > + Add HiEEEHBRBENFF IHHIMAC/IPibilt,

Troubleshooting - »  Radicactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

o 10 »

BoH  BEFTRK.

=5 EPREEA

FBML . BEHEFL

RS B Generate R4 |, R BRI A XA E B , RG22 T Apply to Device. In this example, the logs for the last 10 minutes
are requested.

Enter time interval

Enable Internal Logs U

Generate logs for last | G 10 minutes

O 30 minutes
O 1 hour

() since last boet

O| 0-4204967205 seconds

BAL  EUHENLTRESFUERT , RFE G download ( TH ) "EBEHHRITRE.



Troubleshooting - » Radioactive Trace

Conditional Debug Global State: Stopped

+ Start
m - / Last Run Result

MAG/IP Address T Trace file + State Successful

(0  aasa.bbbb.ccce debugTrace_aaaa.bbbb.coce.txt | & | B Sa6/bomis
1 10 CET S o MAC/IP Address asaa.bbbb.ccce
hd
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00
Trace file debugTrace_aaaa.bbbb.ccce.txt E

XTI SEME 1T I FEBERR

MREBFNEFEFIHGHORIERZ , BRI LARIEISERRS S EHW HE. % Operations> RADIUS > LiveLogs /& , B EFFHRIEER
Sk URCENERE, SMNERNERE, BEHET Daals EMFTHRAE , IRNESFMES , WEAFRFR

= Cisco ISE Operations - RADIUS iy 1 Q @ 8 @&
Live Logs Live Sessions
—
Miseonfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter
Rafrash Show Within
Newver w Latest 20 records w  Last 3 hours w
i Refresh 5 Reset Repeat Counts T Expart To W Filter
Time Status Details Repea.. Identity Endpoint ID Endpoint... Authenti... Authoriz... Authoriz... IP Address Netwaol
»x v Identity Endpoint ID Endpoint Pr Authenticat Authorizatic Authorizatic 1P Address ~ Networ
Aug 23, 2022 0B:18:42.5... [} EI 0 usert 08:BE:AC:27:85-... Unknown Policy_Set..  Poliey_Set.. Permithce..  10.14.16.112,..

Aug 23, 2022 08:45:48.1... -] a user] BC:DO:74:2B:6D:.. 2800-W



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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