Bt & Catalyst 9800 £k 2 I 23 AP FI &

EE
MAC AP 5% —
MAC AP#&E X5« — AEIRADIUSHRE S 88
9800 WLCHLE

AR XA 4B I B ;B Catalyst 98007 £k LANIZE Hll 8542 A = (AP) B 3 1R iE SR B

ib B /=
B 515 /%\

ERNEAR(AP) , FERTEEFI8007TL M 15 42 Hil 25 7Y 2 it B35 B SHANERIZ A2 & 3 R IEIR A F
P BR%5 (RADIUS) AR 55 28 R IR AP R LA AR MACH#E 31t

EIhBE AR AL RN EA R (AP)F BEHN A Catalyst 9800TE Lk LANIZ HlI8R, AR AN
R (1500%5] ) APHIEIR , RETLEARFEEmaciiEERR B ST EMAZFIZE  EFQRRAR
HAPRBURE (EZHSEHRHE ) o

FRF M
=R
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E AV A L

9800 WLC v16.12

AP 1810W

AP 1700

B 198RS 512 (ISE)v2.2

AXHEPNEERRETREXRENEFNREFEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

BliE
) 4 B

eWLC

[
MAC AP#RAR 5% — ity

RINAPHIMAC iz 31t 17 & £9800 WLC A 3t
SRR BB REIE TR I EFIR,

EMIEE>Z 4> AAA > AAAF EFIFR>ETZ > + Add



T e Authentication Authorization and Accounting

+ AAA Wizard
ES Dashboard

e G AAA Method List Servers [ Groups AAA Advanced
(<) Monitoring |_|

5 o
_ Configuration General
Authenticati l e J
. . utnenticaton
Administration
! Authorization Name v Type
Troubleshooting
default network
Accounting
AuthZ-Netw-1SE network
Quick Setup: AAA Authorization X
Method List Name™ | AP-auth |
Type* | credential-download « |
Group Type | local v |
Available Server Groups Assigned Server Groups
radius
>
Idap
tacacs+ =
ISE-KCG-grp
ISE-grp-name
) Save & Apply to Device

B=S . BAAP MACERL,

S fnE Configuration > Security > AAA > AAA Advanced > AP Policy, 3 FAuthorize APs against
MAC , }i%£#% 5815 F Bl # Authorization Method List.

Authentication Authorization and Accounting

+ AAA Wizard

AdA Method List Servers [ Groups

RADIIS Fallbaci

I Autharize APs against MAG |enveren .]
Atreise List Marmsd - |
Autharize APs against Serial Mumber B o
AP futherication
- |ﬂ..|lr|c:.'-):|‘.o'| Mathod List AP-guth| v |
I B Apply to Device ]

Password Poicy



B=4  HRIAPLLAKMmacibit,

S fnE Configuration > Security > AAA > AAA Advanced > Device Authentication > MAC Address
>+ Add

Configuration~ > Security~ > AAA

+ AAA Wizard

Servers | Groups AAA Method List AAA Advanced

Global Config
o MAC Address Serial Number

RADIUS Fallback

>

Attribute List Name

Device Authentication MAG Address

0 10 »
AP Policy
Password Policy

AAA Interface

Quick Setup: MAC Filtering x

MAC Address* ‘ 00:B0:E1:8C:49:E§ ‘

Attribute List Name | None v |

‘ ) Cancel | =/ Save & Apply to Device |

S EEAPLLARMACHEHE A FE16.12RREIWeb Ul(xx:xx:xx:xx:xx:xx ( %
) XXXXXXXX.XXXX ((BR ) XX-XX-XX-XX-XX) FH AL TR Z —, FE£17.3MF , Ef4AR
XXXXXXXXXXARE, | N ER SRR, EEMRAT , CLIETNIELE J9xxxxxxxxxxxx ( #16.12H
, Web UISHIBRELE Y 2 FE%F ) o Cisco Bug ID CSCvv43870 5 ¥FECLIZWeb UIKI B #t
2= {6 AR 4E =,

CLI :

# config t
# aaa new-model
# aaa authorization credential-download <AP-auth> local


https://tools.cisco.com/bugsearch/bug/CSCvv43870

# ap auth-Tist authorize-mac
# ap auth-1ist method-1ist <AP-auth>

# username <aaaabbbbcccc> mac

MAC AP#EZ X FI& — S ZBRADIUS RS 2%
9800 WLCHL &

B IAPHIMACHE 31 174 £ FAEFRADIUS AR SS88 ( EABIF NISE ) L,

EISEL , B LUHAPHIMACHEUEM N A B/BBH LK, EFRP , RESESEERERAA
P =M,

GUI:
S 1:FBHRADIUSIRS 85

S M ZElConfiguration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add i A
RADIUSHRE 2R 1E B

Q. Soarch Monu hems Authentication Authorization and Accounting

+ A8A Wizard
= Dashboard

':'I:'.':.: Monitoring o . ;

HALHLES

=L Configuration

' Administration

' Troubleshooting TACACSs

| FAD T Akdngss

WMRETTRIFFREA PR Web HHRIUE ( HEM—HHFEE CoA NEZLHER ) , FRRESAX
CoA E’gi?%o



Create AAA Radius Server X

Name* ISE=kcg Clear PAC Key

IPV4/IPvE Server Address* 172.16.0.11 Set New PAC Key

Shared Secret* =000 | e

Canfirm Shared Secret® | e
Auth Port 1812
Acct Port 1813
Sarver Timeout (seconds) 1=1000
Retry Count 0-100

Support for CoA
[ Save & Apply to Device

F=% : MRADIUSHRS A NEIRADIUSA
SREEE>Z$> AAA >R E8/4E> RADIUS >AR$8548> + Add

EiLISENAP MACHHtER AP B # 1T B A RIE , EFMAC-FilteringfR 8 Fnone.

Create AAA RHadius Server Group

'-‘”' gl [ty T
Group Type RADILS
WAAC = Dsdomitar ey -
MAC -Flenng [ e -
Dead-Time (mins] 1=144d
FAvadabie Sarvars Assgngd SOTvars
a SE-kcg 2
)
o
ﬂ I:.:!":I'.| | r_r EE"FI‘L.! E' AF'DIIEII 1|!:| L}‘r'.ril:‘:_':

£ LI FMAC-FilteringZE X A machT , LEISEXSAP MACHE 11t 3 1T & 13 3830 .



Create AAA Radius Server Group x

Name* ISE-grp-name
Group Type RADIUS
MAC-Delimiter none -
MAC-Filtering mac v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
ISE-KCG

9 Cancel | Save & Apply to Device

B=H  HEBENEUETHI EIR
SMEEE>T 2> AAA > AAATTESIR>FT > + Add

Authentication Authorization and Accounting

rch Menu ltems

+ AAA Wizard
&=l Dashboard

L i AAA Method List Servers [ Groups AAA Advanced
(<) Monitoring |_|

S5 "
= Conﬁguratlon General
Authenticati l + Add J
g . entication
Administration
: Authorization Name v  Type
Troubleshooting o o
Accounting
AuthZ-Netw-ISE network




Quick Setup: AAA Authorization =

Method List Name* | AP-ISE-auth |
Type* | credential-download |
Group Type | group - |

Fallback to local

Available Server Groups Assigned Server Groups
radius |SE-grp-name
Idap
tacacs+

<
ISE-KCG-grp

=| Save & Apply to Device

FEME B HAAP MACRI,

£ fnE Configuration > Security > AAA > AAA Advanced > AP Policy, /3 FAuthorize APs against
MAC , Hi&#2 535 F 8] i Authorization Method List,

Authentication Authorization and Accounting

+ AAA Wizard

AAA Methad List Servers | Groups | AAA Advanced |

RADIUS Fallback

I Authorize APs against MAC [ENABLEO [ ] |
Aftribute List Name
Authorize APS against Serial |l oisasLeo |
AP Authentication Number .

- Authorization Method List AP-ISE-auth -
AP Policy |
Password Policy l [E Apply to Device

CLI :

IH*

config t
aaa new-model

IH*

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

H R H W KRR



# aaa group server radius <radius-grp-name>
# server name <radius-server-name>
# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization credential-download <AP-auth> group <radius-grp-name>
# ap auth-Tist authorize-mac
# ap auth-Tist method-Tist <AP-ISE-auth>

ISEEL &

HER1:ERF9800 WLCIRINBNISE |, BEHITU TR

FEISE B9800 WLC

ERRESHRITBEEAPHMACH I H TR ATERN LSRR

TFISER B N IIMACHESHE R L 5317 5 HIE

HE2. (k) NEARCERSHA

T 9800 & % HAPZ N HINAS-port-Type&E 1 Cisco bug IDCSCvy74904
),ISEFTERAPRAURBI AMABI/ERIE , Eit , MRAPHIMACH it FA PRSP |, MToER
APH T B M RIE , BRIFBFIMABIEREIE NN T FEEISE LHINAS-PORT-type/& .

&M EAdministrator > Network device profile H SI 2V R ZFEEXH. SHARADIUS , ¥ hE%
MAB)® fliservice-type=call-check, A UMBEN RIEEENHHEHHRIY , HESEXN TEL
MAB’%& B “nasim O KB &4,


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://tools.cisco.com/bugsearch/bug/CSCvy74904

Administration - Network Resources

= Cisco ISE
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers
* Name  Ciscotemp
Description
o
Icon gkls| Change icon... @

Vendor Cisco

Supported Protocols

RADIUS
TACACS+ (]
TrustSec a

RADIUS Dictionaries
Templates
Expand All / Collapse All
~ Authentication/Authorization

v Flow Type Conditions

Wired MAB detected if the following condition(s) are met :

% Radius:Service-Type v Call Check v w +

REFI9800KYM iR #HRE , FREBEEXFRENFOIEZNRZFEENH.

SERIEESGHEESHS>KRIRFMEHE> + Add.

abalk  |dentity Services Engine Home » Context Visibility ¢ Operations » Palicy I ~ Administration l

cisco

b System | = |[dentity Management I + Network Resources » Device Portal Management pxGrid Services » Feed Servict

b Identities External Identity Sources  Identity Source Sequences  » Seftings

Identity Groups Endpoint Identity Groups
E L]
= . / kit % Delete
» | Endpoint Identity Groups Name a  Description

BE-ANEN , RERTRX.



Endpoint Identity Group List > New Endpoint Group
Endpoint Identity Group

*Name | AccessPoints

Description

Parent Group -

[ ( cancel )

E=D  FAPLLAMMACHE 31E 7 N E H 4 0% & 104,
SIE TR O>MET B> 50 >K k> +

‘tutli Identity Services Engine Home  » Context Visibility  » Operations  » Policy  » Administration [ttt

+ Metwork Access I » Guest Access » TrusiSec » BYOD » Profiler » Posture » Device Administration » PassivelD

b Overview d Groups  Extld Sources  » Network Resources  » Policy Elements  Authentication Policy  Authorization Polic
|

(<]
R L INACTIVE ENDPOINTS @ ) AUTHENTICAT
Identity Source Sequences
<
__________________________ diseonnected: [100%
B-’2?

Last Activity Date

0 Selected Row

= f © ANC - Change Authorization + Clear Threats & Vulnerabilities Ex

MAC Address Status IPv4 Address Username

MAFHRER.



Add Endpoint

= Goeneral Attributes

Mac Address * 00:B0:E1:8C:49:E8

Description Access Point

Statlc Assignment

Policy Assignmant | Unknown =

Static Group Assignment &

Identity Group Assignment | AccessPoants

Cano

EMS  RIERASHRIEAN LERANSHERBTESNEHL R,

A. S E|Policy > Authentication , #}12 F & 113,

‘duehe Identity Services Engine Home ) Context Visibility  » Operations » Administration

Authentication | Authorization  Profiing  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the idei
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (®) Rule-Based

B MAB :If  Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access and
Default :use Internal Endpoints
- Dot1X :If Wired_802.1X OR
Wireless 802.1XAllow Protocols : Default Network Access and
Default :use All_User_|D_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores

B.&MEIEE> S HEE>H0RF5I>F 5 A,



'Ell.:';!uh Identity Services Engine Home » Context Visibility » Operations » Policy + Administration

» System | + |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Identities  Groups  External Identity Sourcesl Identity Source Sequences | » Settings

Identity Source Sequences
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

J Edit <feAdd [fyDuplicate =~ )€ Delete
[] Name 4 | Description Identit
I:l All_User_ID_Stores | A built-in Identity Sequence to include all User Identity Stores Preloac

[l Certificate_Request_Sequence A built-in Identity Sequence for Certificate Request APIs Intern:
[l Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Internz
[l MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Internz
[l sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internz
C.1

RAFLKIHETE , MREFRE , WAMNE,



Identity Source Sequences List > All_User_ID_Stores

Identity Source Sequence

» Identity Source Sequence

* Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

+ Certificate Based Authentication

Select Certificate Authentication Profile |Pre|0aded_Certiﬁcate_P v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
> All_AD_Join_Paints
Guest Users
>
<<

» Advanced Search List Settings

Ifa

=
WA

selected identity store cannot be accessed for authentication

' Do not access other stores in the sequence and set the "AuthenticationStatus" attribute to "ProcessError”

(®) Treat as if the user was not found and proceed fo the next store in the sequence

Save

Reset

HSER BN LA A /2 50X MACH: 1t # 17 & 7 I i

TEWEAESE , RAERERBENEZBRBUAATFERF BEENEDE,

BE,

HIR2.

MRTAERMERERELA , WALUTEIEN —F IR %
(T ) REAKSRSHE

£ finEAdministration > Identity Management > Groups > User Identity Groups > + Add,



cisco  Identity Services Engine Home » Context Visibility » Operations W~ Administration

» System I ~ |dentity Management I » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

b Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User Identity Groups
- )
v/ =~ 53, J Edit |Add || X Delete v | @aImport g Export +
* | Endpoaint Identity Groups Name & Description
[*___ User Identity Groups | OJ S ALL_ACCOUNTS (default) Default ALL_

BE—NEN , RERTRX.

User |ldentity Groups > New User Identity Group
Identity Group

*Name | AccessPoints

Description

[some [£=8

F=4  RIFHRZBDREES AT EFmacib 1R 0A AP & &,

£ finEAdministration > Identity Management > Settings > User Authentication Settings >
Password Policy , #ARZEDZE AL T %I :



‘dsco’ Identity Services Engine  Home  » ContextVisibilty  » Operations  » Policy » Work Conters

» System I ~ [dentity Management I » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

» Identities Groups  External Identity Sources Identity Source Seguences
(<]

User Custom Atfributes Account Disable Policy

User Authentication Settings I

Password Policy

Endpoint Purge *  Minimum Length: characters (Valid Range 4 to 127)
Endpoint Custom Attributes

Password must not contain:

I :I User name or its characters in reverse crder]

:I "cisco" or its characters in reverse order

:I This word or its characters in reverse order: I

|_:| Repeated characters four or more times ocnsecutivelyl

O Dictionary words, their characters in reverse order or their letters replaced with other characters |
» Default Dictionary ;
Custom Dictionary i Choose File No file chosen
The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:

(] Lowercase alphabetic characters

[C]  Uppercase alphabetic characters|

(] MNumeric characters

(] Non-alphanumeric characters

Password History

*  Password must be different from the previous versions (Valid Range 1 to 10)
] Password change delta characters (Valid Range 3 to 10)

= Cannot reuse password within | 15 | days (Valid Range 0 to 365)
Password Lifetime

Users can be required to periodically change password

[] Disable user account aﬁer days if password was not changed (valid range 1 to 3650)
n Display remindar days prior to password expiration (valid range 1 to 3650)

(] Lock/Suspend Account with Incorrect Login Attempts

*#3 (Valid Range 3 to 20)

* Suspend account for minutes (Valid Range 15 to 1440) Disable account

N rnEEEAEY  AETURAEXXKELAAAKSER, BT XEVACK  Fit®
BXETAEY,

FME - RIMAPLLA M macib it
SERIEE>-FHEE>FH>HAF> + Add



cisco  Identity Services Engine Home  » ContextVisiiity ~ » Operations  » Policy ||l |I

» System |  |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Servic

« |dentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

Network Access Users

Users

Latest Manual Network Scan Results i
/ Edit | o= Add [Jchange Status »  @Import g Export v )€ Delete v 5

Status Name a  Description First N

MAFHRER.



Network Access Users List > New Network Access User

» Network Access User

* Name | aaaabbbbccee

Status Enabled =

Email |

v Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | LLLIITIT T | ‘ LTI T ‘ | Generate Password | (i
Enable Password | | ‘ ‘ | Generate Password |

» User Information

First Name ‘ ‘

Last Name ‘ ‘

¥ Account Options

Description |

Change password on next login O

» Account Disable Policy

(] Disable account if date exceeds  2018-11-09 (yyyy-mm-dd)

¥ User Groups

| AccessPoints v

Csuor | 2N

A JEE.: Name FlLogin Password FE A M ZAPH A AKRMACH It , £ R/NE |, THREF.

XYAPHEAT & 43 1 UE Y RAX K B

S/ ZEPolicy > Authorization , Z1EFT R,



‘es Engine Home » Context Visibility b Cperations b Administration

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication Authorization
Profiling Posture

kd Client Provisioning Policy Elements

Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries

dministration = Systerm = Backup & Restore = Policy Export Page conditions

Lies - | Results

wAFAN |, WEFTRo

"c|l's‘l':|°" Identity Services Engine Home Context Wisikility ¥ Operations » A cministration ¥ Wiork Centers Licensze

Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below

Duplicate Abowe
[uplicate Below

B, AANMIFFEASKN B B4 (AccessPoints)iE R — N B . MREREFMACHUER B
FPEZBHTH BRI , Hi%FEUser Identity Groups ; MR ZUEFIFAP MACHE 3118 ) Rk 1T B
BRAE , EEFEEndpoint Identity Groups.

» [[ AP authentication] | Acc.. L=l | Radius:Service-Type EQUALS Cal.. » |
B yninismaiineas] Rad
s Ra |AmPounts I:I = o
Acg User Identity Groups
CTIIETETE Rad | =)
Bom e eimt Wit Qr =~ G
& [GuestType_Weekly (default]
v - - Ral
. Aca 2 OWN_ACCOUNTS (default)
= = Radh. g GROUP_ACCOUNTS (default)
u Employes
Standard Rule 2_copy f  (Radius:Called-Station-1D ENDS_WITH 6827 ;
— — u GuestType_Daily (default)
Access:UseCase EQUALS Guest Flow
Standard Rule 2 '  Radius:Called-Station-ID ENDS_WITH 682T!
B GuestType_Contractor (default)
Wireless Black List Default I Blacklist AND Wireless_Access @ ALL_ACCOUNTS (default)

Zia , EERTENRENEMEYG , FHASHAN, EARTRAG |, tnRTRHEZEFEHservice-
type Call Check B &1 IF 5 Rk & IPH#13£10.88.173.52 , MIBRGHZHS ULHAN,



Radius:Service-Type EQUALS Cal... AuthZ Pr...

[F1 Add All Conditions Below to Library

F Condition Name Description AND

i |Radius:5ervice-Type | Equals - | |Ca|| Check ; O

J =
\Radius:NAS-IP-Ad... )| | Equals  ~| |10.88.173.52 G

RE , RESBEATSZANNEFF KO RNEEXH , EEHDoneeHREFE , MBI R,

Status Rule Name Conditions (identity groups and ather canditions) Permissions

e AP authentication AccessPoints Radius:Service-Type EQUALS Call Check PermitAccess
Radius:NAS-IP-Address EQUALS 10.88.173.52

Nt BMABHBENAPTAKEXE, BR , MREBABRDIIREG , ellakEEEHR
MBEHZRERMA , WE/THERSFHRIELE, MRE/IMImacibit REA T
RADIUSERS 28/ 5L , NEMT EERIMAZSIZR,

oAl

I$iF9800 WLCE A B AAPH R RIFFIR

<tfroot>

# show ap auth-1Ii st

Authorize APs against MAC : Disabled
Authorize APs against Serial Num : Enabled
Authorization Method List : <auth-Tist-name>

I§iFradiusBti& :

<#root>
#

show run aaa

HUEHEER

WLC 980012 A TTIRIMTER ERZhEE. X ATHARIFELICKATE BEAPIIAMXRHEIR, BEMBALBIHE
B, G ARBUNERESHIHERREEEERE.




N e ERHBEEEMAHELRRE,

EEFH9800 WLCHERIARR TWEMRER , W LB L T S RRIBE SSH/TelnetiE # /9800
WLC ( B RIEF RFIE R B A ) o

SRR BIEHIZZ L BIETE |, SAUEER LU R A & 2 5l #Y B B BR R B &

# show clock

B2  BERGEENET , NEFHIFEPXFINBREATRERSERET, IHTUREESR
REBTRRNER (WF ).

# show logging

B=F  RIERBBEATEMERSEMA.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Trace Configs:
Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

. X MRFRIE TEMEZMA , WEKSHAAEBRERAFZANHE (mactbit, ipitut%E ) /Y
RERFFIEREB AR, XLEMBETE, Rt , BUEFEHBHANBBRAERSE

FOL  RREDSTRIFP , KFEEN A mactb it 510 &4 |, ERERETL Bmactb it N IRL T
L BHE R R ERo

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BABERREAR , WA LU ERIZISNEE TFTP ARSS 25,



# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

S RRAMEL BT RER

MR KIZAEL (always-on) RERTBEN BREEZ BN E R KB EMBE RBEMNALRRR , NATER%
AR HBIRT LD (RARER | ZIRENEEERY ( RFIH AT/ HRMACHLE ) RER AR
RR AR AR B RER.

SRS BEKREABEHAZRMN.

# clear platform condition all

BARYL  REUENTEEFIRMACH I E AR &4,

i SRS RR N macith 1t iR300 ¥ (18008 ) . B SUEREKGZENTRE , B KR
2085978494 #,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

~ EE-RERSANEFE , BEXNE M mactt b= 1Tdebug wireless mac <aaaa.bbbb.cccc>1
A
T o

N EBLFLBENRBATE LNESBEDNGE | BHFERSHERRED  HUSEE

S]|7EPEEZRARBEHITRH
SR SMRERURBENLIZEFNEATF B ERRE , WELFR.

# no debug wireless mac <aaaa.bbbb.cccc>

B RIERFTLMERAFLLS , 9800 WLC ER — A H , HERNR ¢



ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

S o E MAC HEEZHI U, BT LU ra trace.log EHIZIN RS RS , t TN EEERE
EEREE

K ERARER AR AT

# dir bootflash: | inc ra_trace

X EHIBIANELARSS 25

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.
ERARE :

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

53% 10&”%*&7"&E%$Eﬂﬂ_ 1ﬁ W%Wﬁﬂﬂlm y thH/u\IEﬂﬁté&%u H/u\ElJE1$éH$)L.o :{&39:%
BRARERE , EARINRAFH —SHEAEECREHANBIEEN AR BE,

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N B HeARHERFARENTAEEIRANEE  MEANBMANA. ERFREE
BEtanE#BY | 158X Cisco TAC,

&) LA ra-internal-FILENAME.txt E#IZIAAZ RS ES , TN ERERELE REaid,
T2 H BN EBIRS 2T -

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt
ETRAR :

# more bootflash:ra-internal-<FILENAME>.txt



HIR 11 BR IR A

# clear platform condition all

N e ERREHERRAEERANBREREY,

IRAPE #£%]9800 WLC


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
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