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Cisco BB THUTER :

- BRITLF/E M 2R (WLC) 9800
« XEFWi-Fi 6ERY B RHEA K (AP).

« |IEEE#R/E#802.11ax,

« MK ITE : Wireshark

£ FRY4E ¢+
AXEPHERETUTREGFE IR

« T Cisco IOS® XE 17.9.39WLC 9800-CL,
« AP C9136. CW9162F1CW9166,
« Wi-Fi 6EZE i :
- Lenovo X1 Carbon Gen11 , % 45/RAX211 Wi-Fi 6 MI6E&EHL 85 , T W2 FIRAS
22.200.2(1)s
- HwIKzhFEFVv1(0.0.108)BINetgear AS000 Wi-Fi 6FN6EZEHL 2T ;
- Android 1389 F#lPixel 6a ;
- KERZRE13NFN=ES23,
* Wireshark v4.0.6

AXEPHNEENRETHERREREFNEZFREN, AXEPEANFMAERERVEXAR
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BFREER

ZETHHAXRB—R2 , Wi-FicEXTR—IMN2FHHRE  MRE—INTEB. EHERL | WI-Fi
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oAE  EEXEMFCCEN , BHME1200 MHzHY M ISR IE 59N E1E . #TAY6 GHZIRER R A + M
N80 MHzA£1M60 MHzEE, HMEZR/MX A AWIiFi eEL BEAFAEMNMERE. BTEFERMKX
#£6 GHz (Wi-Fi 6E) T /2 AWi-Fi , 7 ##EXE R/ XRAWIFi 6ENEFHE S

AfSEfEe : Wi-Fi 6EIRM T — M AEZR RN AT FUNEIRE | BT EENEBLEZZBNEE
o 6 GHz E R X35 MWi-Fi 1 (802.11b)EIWi-Fi 6 (802.11ax)KIi% & .

o4 : Wi-FifR# 1583 (WPA3)ZWi-Fi GEME M A ZER |, H B L AF AT r % 2B F 1F 1 4R 37
&, BTRAEWI-FicFmmERZNGSG , AEEEENZERBEELE, WPASH MR
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6 GHz Band - Total Spectrum 1200 MHz

59 x 20 MHz

29 x 40 MHz . - | | | . . A A
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5 GHz Band - Total Spectrum 500 MHz (180 MHz without DFS)

2.4 GHz Band - Total Spectrum 80 MHz

3 x 20 MHz

1 x 40 MHz

2.4, 5516 GHz wifisfiit #1458

EXWi-FIGENEZEREER , BEFWI-FIHEBFH“WI-Fi 6E : The Next Great Chapter” ( Wi-
Fi6E : Wi-FiF—T11 ) ,

EWi-Fi BER AR MEBEMER, EAXHENRIEESF , BB ENE - TIXLERBEHEARE
BRERSR AR Y IR IE

Wi-Fi 6BEZ &

Wi-Fi 6E3@I Wi-Fi Protected Access 3 (WPA3)F1Opportunistic Wireless Encryption (OWE)fR2 A%
2 | HFEFE5OpenFMIWPA2Z £ M EEHRB.

WPA3FEEE T L 2 MERWi-Fi 6BEINEN S ELRHF , HAWi-Fi eEREERAPHNEZE~isd(E
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« WPA3 L2% % , TTOWE, SAE802.1x-SHA256
- EEAZRFAVEEM ;
- TRAEREMEML2Z25E , BITEERRESER,

E 7 A xCisco WLANFWPA3SEENFMAER ( BREFRZSHRBAMIR ) , FHNES
WPA3Z 2155,

B HR}Catalyst Wi-Fi 6E AP

Mission Critical,

Ideal for Small to Medium-sized deployments Best In Class, Flexibility

Performance
& & &
= = &
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CW9162 CW9164 CW9166 C9136
o 22 + 2%2 + 2x2 + 2x2, 4x4, 4x4 s 4x4 + 4x4 + 4x4 (XOR 5/6) » Axd4, 8x8, 4x4 (or) 4x4, dx4+4x4,
e L GRS el ol . 3):; 5 Gbps mGig, active fail over
. Eower Options: PoE, DC * Power Options: PoE, DC * Power Options: PoE, DC Power o = Redun;l’ancy '

ower Power + loT ready + Bluetooth 5.x « loT ready
+ |oT ready + Bluetooth 5.x * |oT Ready + Bluetooth 5.x « Environmental Sensor « Bluetooth 5.x
+ Partial iCAP * Partial IiCAP » Full Packet Capture (iCAP) » Environmental Sensor
+ USB-45W + USB-45W + Zero-Wait DES* * Full Packet Capture (iCAP)
# Available with 10S-XE 17.9.2 SRl 5353__“;35%9*

*Available in Future

Full radio capability (6 GHz @ LPI) on single 30W PoE+

Dedicated Radio for CleanAir Pro | Same Bracket, Industrial Design AP Power Optimization

Wi-Fi 6E#EA R

[

AEHBrBRTEARHWLANEE, ANXHEEEID B R T WMAEEZSANWIi-Fi 6E 7T & LA K i iE
EEFMFHIT R,

R 45 B


https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html

CO200CK

9800-CL

Wired PC with iperf3

-l

C9136 (Sniffer Mode);, C89136 (FlexConnect Mode) CWo162 (FlexConnect Mode) CW9166 (FlexConnect Mode)

® ® @
\—r’ N/ N\
L~ L~ L~
e e e
>

Windows 11 with Intel AX210

Windows 11 with MetGearAS00 Pixel 6a Samsung 523

P 4% B

BLE

EAXHESR , YIRWLANE AR Z £ F B R RAH2ERYWPA3+AES+SAE |, I FFI7R :



e @ TR rad = WA = Fraeras

T st o] Pl pee-waid, Frar—a
Y500

==
.-. E = - D121

|

[ =5

f' 0 tomes s me

WLANEL & M e AP#E X 2 R #ECisco Catalyst 9800 R B Tk IR HI2F S B E 8/ , Cisco IOS® XE
Cupertino 17.9.xH iy 20 AL EWLANEB 3 BV SR TR AT o

WLANETS 32 # M & 43 30U SR BE AR 5T B AN 1t SR 49 SR BE BB XX , TP



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_wlan_9800.html#d317719e1110a1635
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Edit Policy Profile x

M Disabling a Policy or configuring it in ‘Enabled” state, will rasult in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q0S5 and AVC Mobility Advanced
Name* Policyd TiagoHome WLAN Switching Policy
Description ProductionPolicy Central Switching

Status ENABLED . Central Authentication

asshve L
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Legacy HT/VHT Information Element Removed

Wi-Fi 6 Beacon

DS Parameter
Set

HE
Operation

Reduced Beacon Size

Wi-Fi 6 f1Wi-Fi 6E{S#R i Eb 8
7::AAN

LTRENZEOTAFERNAR :

Frame 10: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits) on interface \Device\NPF_{D457895-2998-3456-8C33-34316]| [ Frame 5: 358 Dytes on wire (2864 bits), 358 bytes Captured (2864 Dits) on interface \DeviCe\NPF_{D457895-2998-5A56-5C33-C343166)
Ethernet II, Src: Cisco dd:7d:37 (@8:df:1d:dd:7d:37), Dst: Universa b7:cfiee (88:3a:82:b7:cf:e6) > Ethernet I1, Src: Cisco_dd:7d:37 (88:df:1d:dd:7d:37), Dst: Universa_b7:cfi@6 (P8:3a:88: :06)
Internet protocol version 4, Src: 192.168.1.15, Dst: 192.168.1.121 > Internet protocol version 2, Src: 192.168.1.15, Dst: 192.168.1.121
User Datagram Protocol, Src Port: 5555, Dst Port: 5888 > User Datagram Protocol, Src Port: 5555, Dst Port: 5080
AlroPeek/OmniPeek encapsulated IEEE 862.11 > AiroPeek/OmniPeek encapsulated IEEE 282.11
82

Data rate: 12.8 Wb/s
Channel: g4
signal strength (percentage): 67%
signal strength (dem): -28 dem
Noise level (percentage): 67%
Noise level (dEm): -85 dém
signal/noise ratio (de): &7 de
TSF timestamp: 6343665788472

> [Duration: 292ps] >

> TIEEE 882.11 Beacon frame, Flags: ........ c

~ IEEE 282.11 Wireless Management

Fixed parameters (12 bytes)

Tegged parameters (382 bytes)

> Tag: SSID parameter set

channel: 5
signal strength (percentage): sex

signal strength (dém): -35 dém
Noise level (percentage): £o%
Moise level (dem): -95 dem
signal/noise ratio (ds): 6@ d8
TSF timestamp: 62165356724611
[ouration: s2aps]
> IEEE 8@2.11 Beacon frame, Flags: ...
™ IEEE 882.11 Wireless Management

> Fixed parameters (12 bytes)

v Togged parameters (256 bytes)

> Tag: SSID parameter set: “WifisE_test®

Cw

ifigE_test”

> Tag: supported Rates 6, 9, 12(8), 18, 24, 36, 48, 54, [Mbit/sec] > Tag: Supported Rates 6(B), 3, 12(8), 13, 24(8), 35, 48, 54, [Mbit/sec]

> Tag: DS Parameter set: Current channel: 4 > Tag: Traffic Indication Map (TIM): DTIM 2 of 3 bitmap

> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap » Tag: Country Information: Country Code na, Environment Global operating classes
> Tag: country Information: Country Code PT, Environment Global operating classes > Tag: Pomer Constraint: &

> Tag: Power Constraint: 3 > Tag: TPC Report Transmit Poser: 17, Link Margin: @

> Tag: TPC Report Transmit Power: 18, Link Margin: @ > Tag: RSN Information

> Tag: RSN Information > Tag: QBSS Load Element 282.1le CCA Version

> Tag: QBss Load Element 802.11e CCA Version > Tag: RM Enabled capabilities (5 octets)

> RM Ensbled Capabilities (5 octets) 5

Tag: Extended capabilities (11 octets)
> Tag: Tx Power Envelope
> Tag: Tx Power Envelope

Ext Tae: Multigle assrn confisuration

t VHT Capabilities
i VKT Operation

n
S Tagt Tx Power Emvelope S EXE Tag: spatial Reuse Parameter Set

> Tag: Reduced Neighbor Report > Ext Tag: MU EDCA Parameter Set

> Ext Tag: WE Capabilities > Ext Tag: WE & GHz Band Capabilities

> Ext Tag: HE Operation > Tag: RS extension (1 octet)

> Ext Tag: spatial Reuse Parameter Set > Tag: vendor Specific: atheros Communications, Inc.: Unknown

> EXt Ta MU EDCA Parameter set > Tag: vendor Microsoft Corp WMM/WME : Parameter Element
> Tag: RSN extension (1 octet) 3 Tag: vendor ic: Cisco Systems, Inc: Aironet Unknown (24)

> Tag: vendor Specific: Microsoft Corp.: WWW/WME: Parameter Element Tag: wendor specific: Cisco Systems, Inc: Aironet unknown (11) (11)

Tag: Vendor Specific: Cisco Systems, In
Tag: Vendor Specific: Cisco Systems,
: wendor Specific: Cisco Systems,
Tag: vendor Specific: cisco systems,

Afronet unknown (44)
Aironet Unknown (11} (11}
afronet Client MFF Disabled
: aironet cox version = 5

Cisco Systems, Inc: Alronet Client MFP Disabled
Cisco Systems, Inc: Aironet CCX version = 5

>
> Tag: vendor Specifi
> Tag: Vendor Specifi

o
7

Packets: 233 - Displayed: 192 (82.4%) Profile: Defauit | Packets: 364 * Displayed: 72 (19.8%) Profile: Default




AR DSZHWERWIETFTR , TRREESEERMAP,

SNERREFERIRFF(BSSID)

%BSSIDRAIRES02.1MIVHIEEN IR, EHEENMEMMALASZSANSSIDER , EREY , ©F
RIEDEETBSSIDH ENMER , M AR ENSSIDEYEHR,

Wi-Fi BERST LT T M , TERHEH A TR A,
A28 % BSSIDE & X4 (GUI)

51 -1%EZE Configuration > Tags & Profiles > Multi BSSID,
2% -REHRIN(AJd). REHFE RAdd Multi BSSID Profile T M.
5835 -4 ABSSIDEL B XA & # M7 A,

$F45-BHALLT802.11ax3 3K :



T {TEEEROFDMA
E 1T858 OFDMA
T {TEEERMU-MIMO
E1TEEEEMU-MIMO
B FrMR B2 A A
TWTT X

E5L-JENATRE

B Jule Cisco Catalyst 9800-CL Wireless Controlier # © A B O

© » Muli BSSID

Ml BSSE0 Profile Hame T D

(m] MISSDprabie_ et

Fi & £BSSIDE & X #(CLI)

Device# configure terminal
Device (config)# wireless profile multi-bssid multi-bssid-profile-name
Device (config-wireless-multi-bssid-profile)# dotllax downTink-mumimo

£ 5450 B B S (GUI) H B B £BSSID

% 15-1% ¥ Configuration > Tags & Profiles > RF/Radio,
F2H-ERFIRTFH , RERM. REFFERAID RF Profile WE,
F3L-1E#E802.11axiE T+,

S84 -EMulti BSSID ProfileERH , M THRIFIRPIEFE BN,
FET-RENAFNRRE

MESSIOpoofis_sst

prim

:
L]




n "Cil's';'g" Cisco Catalyst 9800-CL Wireless Controller W # T ASDS RO Q = i

s RF/Radio Edit RF Profile =

802 11ax

Sute T RF Profie Name T Baed

dulaus-ri-protbe-Gghs B GH

Spatial Reuse

Oo0o0O00O0O0
CCO0O0QCO0

&2

.
L]

-B2

FERFEL & S 44 (CLI)H B B 2BSSID

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax multi-bssid-profile multi-bssid-profile-name

B ZASSID

ERKMBSSIDINEE , BA4HE AEFSSIDHFHMEIAFIAP, FELWBIEF , £ T =4SSID :

n "c'.!c"o" Cisco Catalyst 9800-CL Wireless Controlier Welcome agim # © ABRS T Q,

o
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T Securty 17

WIlGE _best WINGE _test

F & F F § §F & A

Ooo0o0O0OO0O0 O
eco©0CO00

HiA

ERUTREREIN , BRHMNTARNGS

<#root>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.11lax

802.11ax
OBSS PD : Disabled



Non-SRG OBSS PD Maximum :
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82
SRG OBSS PD Maximum : -62
Broadcast Probe Response
FILS Discovery : Disabled
Multi-BSSID Profile Name

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval :
PSC Enforcement :

800ns
DisabTed

WLC9800#
WLC9800#

show wirel ess profile multi

Multi bssid profile name :

MBSSI Dprofil e_test

-62 dBm

dBm
dBm
: Disabled

-bssid detail ed MBSSI Dprofil e_test

Description :

802.1l1lax parameters
OFDMA Downlink : Enabled
OFDMA UpTink : Enabled
MU-MIMO Downlink : Enabled
MU-MIMO Uplink : EnabTled
Target Waketime : Enabled
TWT broadcast support :

WLC9800#

AT 2 A £BSSIDAY

Enabled

BEOTAHRPEINAR !
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FERFEE X4 (CLI)FEEFILS K B

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax fils-discovery

1IN

ERTREREIMN , HRHshowds T , MTFFIR

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.11lax

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm
Broadcast Probe Response : Disabled

FILS Di scovery : Enabl ed

Multi-BSSID Profile Name :

MBSSI Dprofil e_t est

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled

UTREREPTLARERBINFRIBEINEGR -
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n "cll's'£|" Cisco Catalyst 9800-CL Wireless Controller

Swte T RF Proflo Name T Band

thabaus < probse - Sghz & GHr

ODO0OO00OO00
C0O0OO0OCQCOO0

FERFEL & XA (CLI) B & S~ #E5R M W 5

Device# configure terminal

#

. RF[Redio Edit RF Profile

]

i
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g

(7]

-
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BOZ.11ax

Spatis] Reuse

Device(config)# ap dotll 6ghz rf-profile rf-profile-name

Device(config-rf-profile)# dotllax bcast-probe-response

Device(config-rf-profile)# dotllax bcast-probe-response time-interval 20

1IN

ERIIRERTIMY , FRHshowdn T , TR :

<#root>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm

Br oadcast Probe Response : Enabl ed
Br oadcast Probe Response Interval : 20 nsec

FILS Discovery : Disabled
Multi-BSSID Profile Name :

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled

b 802. 11ax
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ESLT-EHDFESES D , EDCAGEB D EEAFMNFE.
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BT JLENATIRE .

n "c||'s'c'|°" Cisco Catalyst 9800-CL Wireless Controlier Vi # © A B SG We (o} = Pl
RF/Radio Edit RF Profile x
RF ! —
DcA
Dynamic Channel Assignment

® Bas (DES)

O0OO0OO0OO0OO0OO

0000000000
5000600000
pqobponooo 2
0000000000
Dpééoéapga=
gooooooogn ;

B
)

ERFEEX#(CL)FPEEEEAHEE

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# channel psc

A

ERIREREEHN , BRHMTATRN®GT :

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b DCA

DCA Channel List : 1,5,9,13,17,21,25,29,33,37,41,45,49,53,57,61,65,69,73,77,81,85,89,93,97,101,105,109,
Unused Channel List :

PSC Channel List : 5,21, 37,53,69, 85,101, 117, 133, 149, 165, 181, 197, 213, 229

DCA Bandwidth : best

DBS Min Channel Width : 20 MHz

DBS Max Channel Width : MAX ALLOWED
DCA Foreign AP Contribution : Enabled
[...]
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Cisco Catalyst 9800-CL Wireless Controller W # - AB O T"eC Q = k| o @

shaw s tiow () ©© > Advanced

& GHz Client Steering

6 G ot Stoarng @ =3

EEREEZEN(CL)TEES6 GHzE w5

Device# configure terminal

Device(config)# client-steering client-count 3

Device(config)# client-steering window-size 5

Device(config)# wireless client client-steering util-threshold 25
Device(config)# wireless client client-steering min-rssi-24ghz -70
Device(config)# wireless client client-steering min-rssi-5ghz -75

FZEWLAN (GUI) LB B6 GHzZ %5 &

15 - R %k Configuration > Tags & Profiles > WLANSs,

0% mHFM(A), REFERFRIWLAN (Add WLAN) T H .
EIF-KREEmPETF,

F#44-1%£%6 GHz Client SteeringEEEUEEWLAN LS AE PGS,
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FZEWLAN (CLI) L B6 GHzZ F %5 &

Device# configure terminal
Device(config)# wlan wlan-name id ssid-name
Device(config-wlan)# client-steering

1IN

ERTRERETCIMY , BRHMTATHSGT :

<tfroot>

WLC9800#

show wi rel ess client steering

Client Steering Configuration Information
Macro to micro transition threshold : -55 dBm
Micro to Macro transition threshold : -65 dBm
Micro-Macro transition minimum client count : 3
Micro-Macro transition client balancing window : 3
Probe suppression mode : Disabled
Probe suppression transition aggressiveness : 3
Probe suppression hysteresis : -6 dB
6Ghz transition minimum client count : 3
6Ghz transition minimum window size : 3
6Ghz transition maximum channel util difference : 20%
6Ghz transition minimum 2.4Ghz RSSI threshold : -60 dBm
6Ghz transition minimum 5Ghz RSSI threshold : -65 dBm

WLAN Configuration Information

WLAN Profile Name 11k Neighbor Report 11v BSS Transition
5 wifi6E_test Enabled Enabled

6 wifi6E_test_01 Enabled Enabled

7 wifi6E_test_02 Enabled Enabled

WLC9800#

showwan id 5| i Cdient Steering

6Chz Client Steering : Enabled

& im
o EREEFWLANNENE P IRAVHEZOTA,

AXBFEUATRY
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WLCHIEFIRFEAEES !

<ffroot>

#show wireless client mac-address 9418.6548.7095 detail

Client MAC Address : 9418.6548.7095

[...]
Client IPv4 Address : 192.168.1.163
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 1207 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

[...]
Current Rate : mll ss2
Supported Rates : 54.0

[...]
Policy Type : WPA3

Encryption C pher : CCW (AES)

Aut henti cati on Key Managenent : SAE



AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 1026751751
Number of Bytes Sent to Client : 106125429
Number of Packets Received from Client : 793074
Number of Packets Sent to Client : 184944
Number of Policy Errors : O

Radi o Signal Strength Indicator : -44 dBm

Signal to Noise Ratio : 49 dB

[...]

Device Classification Information:

Devi ce Type : Mcrosoft-Wrkstation

Devi ce Nane : CSCO W XXXXXXX

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device 0OS : Windows NT 10.0; Win64; x64

B%6a
WLCHWEFIRmifMAEER -

<ffroot>

#show wireless client mac-address 2495.2f72.8a66 detail

Client MAC Address : 2495.2f72.8a66

[...]
Client IPv4 Address : 192.168.1.162
[...]

AP MAC Address : 7411.b2d2.9740
AP Name: AP9166_0E.6220
AP slot : 2



Client State : Associated

Policy Profile : Policy4TiagoHome

Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 329 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa000000a

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 61.0

[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171BC51FF477
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local
FlexConnect Dhcp Status : Local



FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 603220312
Number of Bytes Sent to Client : 72111916

Number of Packets Received from Client : 461422
Number of Packets Sent to Client : 107888

Number of Policy Errors : O

Radi o Signal Strength Indicator : -45 dBm

Signal to Noise Ratio : 48 dB

[...]

Device Classification Information:

Devi ce Type : Androi d- Googl e- Pi xe

Devi ce Nane : Pixel -6a

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device OS : X11; Linux x86_64

=&823

WLCHMEFIRFEAEES :

<#froot>

#show wireless client mac-address 0429.2ec9.e371 detail

Client MAC Address : 0429.2ec9.e371

[...]
Client IPv4 Address : 192.168.1.160
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 117 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000002
Association Id : 33



Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 54.0

[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Prot ected Managenent Frane - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 0000000000001713C518E305
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 550161686
Number of Bytes Sent to Client : 5751483

Number of Packets Received from Client : 417388
Number of Packets Sent to Client : 63427

Number of Policy Errors : O

Radi o Signal Strength Indicator : -52 dBm

Signal to Noise Ratio : 41 dB



[...]

Device Classification Information:

Devi ce Type : Androi d-Device

Devi ce Nanme : Gal axy- S23

Protocol Map : 0x000029 (OUI, DHCP, HTTP)

Z4FI/RAX211

WLCHMEFIRFEAEES :

<ffroot>

#show wireless client mac-address 286b.3598.580f detail

Client MAC Address : 286b.3598.580f

[...]
Client IPv4 Address : 192.168.1.159
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 145 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000001

Association Id : 35

Authentication Algorithm : Open System

[...]

Current Rate : 6.0

Supported Rates : 54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : (kbps)

QoS Realtime Average Data Rate Upstream : (kbps)
QoS Burst Data Rate Upstream : (kbps)

QoS Realtime Burst Data Rate Upstream : (kbps)
QoS Average Data Rate Downstream : (kbps)

QoS Realtime Average Data Rate Downstream : (kbps)
QoS Burst Data Rate Downstream : (kbps)

QoS Realtime Burst Data Rate Downstream : (kbps)
[...]



Policy Type : WPA3

Encryption Ci pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PVWE Method : Hash to El enent (H2E)

[...]

Protected Managenent Frame - 802.11w : Yes

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171CC520478F
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

ResuTltant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 335019921
Number of Bytes Sent to Client : 3315418

Number of Packets Received from Client : 250583
Number of Packets Sent to Client : 38960

Number of Policy Errors : 0

Radi o Signal Strength Indicator : -54 dBm

Signal to Noise Ratio : 39 dB

[...]

Device Classification Information:

Devi ce Type : LENOVO 21CCS43WT



Devi ce Nane :

Protocol Map :
Device 0S : Windows 10

EXE |, BAUNRENEF IR

CSCO W XXXXXXXX

0x000429 (OUI,

DOT11, DHCP, HTTP)

RENMEZFAER

NetGearA8000

§%6a

=E8S23

FAFI/RAX211

MName:

Description:
Physical address (MAC)

Status:

Maximum transmission unit:
Link speed (Receive/Transmit):
DHCP enabled:

DHCP servers:

IPv4 default gateway:
IPvE default gateway:

DNS servers:

DNS domain name:
DNS connection suffix:
DNS search suffix list:

Network name:

NetGearA8000% f~ i

HAER

Network details

A 4

B

SN

Pixel6aZ P = [S23F P imiFMIE S

g [AX211E 1

Manme:

Description:

Physical address (MAC):
Status:

Maximum transmission unit
Link speed (Receive/Transmit): 2402/2402 (Mbps.
DHCP enabled:
DHCP servers

DHCP lease obtained:
DHCP lease expires:
IPv4 address:

IPvé address:

IPv4 default gateway:
1Py default gateway:

DNS servers:

DNS domain name:
DNS connection suffix Home
DNS search suffix list:

Metwork name: wifiSE_test

mIFHER

U HEER

AR R R R

Bl E’\Jﬁﬂﬁﬁﬁﬁkﬁfﬁﬂﬂ‘_f EHIAYF P iR 4 E B R

BN HELRBAREE LERTFEFIRIRERS, Windows R IFREMEHBEEEZICAEIKZ
T RNRIRE M EIAPIRER 7 BRLE H 4ih

B T6GHz BSSID. BXNEEMNAPHERS MR R iE

BSSID,

C:\Windows\System32>netsh wlan show networks mode=Bssid

Interface name :

A8000_NETGEAR

There are 4 networks currently visible.

...

SSID 3 : Darchis6
Network type
Authentication

: Infrastructure
: WPA3-Personal

Encryption : CQvpP
BSSID 1 : 10:a8:29:30:0d:07
Signal 1 6%
Radio type : 802.11ax
Band : 6 GHz
Channel : 69

7 B HERMEEXREBRWLAN BRIZN —KES , MARRHEERAREFE




Hash-to-Element: : Supported

Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3
BSSID: 10:a8:29:30:0d:01, Band: 2.4 GHz, Channel: 1
BSSID: 10:a8:29:30:0d:0f, Band: 5 GHz , Channel: 36
BSSID: 10:a8:29:30:0d:0e, Band: 5 GHz , Channel: 36

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 2 : 10:28:29:30:0d:0f
Signal 1 57%
Radio type : 802.11ax
Band : 5 GHz
Channel : 36
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 9 (3 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: 1
BSSID: 10:a8:29:30:0d:07, Band: 6 GHz , Channel: 69

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 3 : 18:f9:35:4d:9d:67
Signal 1 79%
Radio type : 802.11ax
Band : 6 GHz
Channel : 37
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3
BSSID: 18:f9:35:4d:9d:6f, Band: 5 GHz , Channel: 52
BSSID: 18:f9:35:4d:9d:6e, Band: 5 GHz , Channel: 52

BSSID: 18:f9:35:4d:9d:61, Band: 2.4 GHz, Channel: 11
Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54
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https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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