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WA (mon¥ )
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SEFHETR BEIDE

BFP&s

show subscribers full

show subscribers ( fXHSGW ) [{Xpgw | ggsn-only {XMME |[{Xsgw |{Xsgsn)full
show active-charging sessions full
show active-charging firewall statistics
show subscribers data-rate [high/low]
show subscribers debug-info

show subscribers aaa-configuration
show subscribers activity

show active-charging flows ip-address
show subscribers policy

show [mipfa | mipha] full

show [mipfa |mipha]it #k25

show ppp [full]

show rp full

show [2tp sessions full

show rsvp counters

show ims-authorization sessions full
FAFBERS

XK BN ZiHHXitie

fasr

E

AXNEINAERATHREERAFRBHNCL, TEREANEANR—HAFBRRE , EERA
(&) WAFPA  BETZCLITHEBERRE, EHEHREIES , Fels (ERFPEEN
),,bfrcuéfaé.\ﬁmo ER, HIEMAEXEGSEHERTHERBR , EH Eh— RS 245 E F Y
B, ms— ltbﬁ%%%,'i’nﬁﬁmﬁ AN AFRERF, *ﬁ‘ﬂbfﬁﬁlﬂi%?»‘fﬁ(%?%mﬂiﬁzrﬁﬂ%
B % 3 B 42 ), ﬁﬂ_bm%?ﬂ?uu?%uffﬁ (IREMFW )  BENTRATFHE,

EZMIERETRAFER , UEPEREI, MAIPHIENIRAERHEENR,

PN
AP 1



AP (mon¥)

XARERFALR FAANGTZ— , MELERNBRAEANEENNERS, REMER
B, CHRERFERFNMAREAD., RS, DUSEHNESESTMABKE. STt MERH L
R —ELESENERE

- BREIEITERNAE , IRNEFERE , BEEMEEAFEARNEFERE , N=iAE
TR H#EIR ( TREZEZR ) TRSBERREE (WRABEHHE ) . MREFAREL
, ML 75 AT RER AT 1T o

- X T E AR (HHARP, FTHARP, SE#HBIEML(EVDO), 1X-EVDO, SB2RBREMIN
(L2TP). REME(HA), KEPEH(LTE)S) , AEHRBESLFRET D EBREMNFIRE | =
BENE D ARFIRE(PCR)HNFL2TPEAEFR(LAC)RMREFERENMS , REKEH
PREEDMAVFRFELEFEN T —AFUHTRE , XHEERETHR, MRTRLEHFT
AFUMETE—RE , NS ERRINEME (RS RIS SFEEIRARERA ) |, BA
XA RREAT RN

- FARERTENRD 125, MRFFE , FAETARSRINFARE , BAXKEIRE
RER (BRIR ) EMRME. BE , BMBIE200 (FMINME=1) REB T,

CBABRT , RSB (BHELE ) EEEFNMUSIRINITT

- BRTERBESHE  ANEL2EREHRANCONTROLER |, AIMBREHE T EEXEMT4R
F—kEERBERER, XER/EFULERNERNFUSEITHER, UTEE2FHERA

***CONTROL*** 00:25:27:054 Eventid:11813
No LMA address available for APN <apn2> in subscriber profile, PDN connection failed

- MREMXTR]LEE T #BE RS (ECS) , MITIF L34 ( CSSEHIE ) AFEFRIEE
MMECSEREKEMABERES , XA THRESHN M FHRNAT)HE. Hlm, X
R P EBRMIZHE S (CMP)B#ER , ERECSMFARIP 10.251.88.68F 1 HIP
209.165.201.16INAT

=
=

<<<<OUTBOUND 23:57:08:943 Eventid:77000(9)
CSS Uplink Output PDU to ACS- slot:2 cpu:17 inst:4369
10.251.88.68 > 192.0.2.1: icmp: echo request (ttl 62, id 13840, len 84)

** *CONTROL*** 23:57:08:943 Eventid:77202
Rule matched : icmp-pkts for uplink packet of subscriber MSID :

INBOUND>>>>> 23:57:08:943 Eventid:77001(9)
CSS Uplink Input PDU from ACS- slot:3 cpu:34 inst:8738
209.165.201.1 > 192.0.2.1: icmp: echo request (ttl 62, id 13840, len 84)

- MEMBREHPTEEHR L EHASRAMARANEBFESTH , WEEBRAFWRBLETEESE ( #
BREERSHNEESNALERME  BEUUBEIIRESN ) K AEwUEZREERERERSHA
FERREGS (BEiTL).

- BTN EBAEYER B2 BTSN ERBINEARE , R ENR B EE RO
FEINIRFRBIE S EERABIRF |, B e,

- EDEBREREME(PDSN)R SRS ABERSMHSCGW) TR AOW , R TEEMA
AMTEE (MNMREREHRZEFFEEEFTX—K , WAERRE ) , BIBIHIEFRIR(MSID)M
FAFPRHTEE , RAAFBEAEH (B ) HARET), AT ZEE R, MEMSIDARA
, MREARERE , WBRE , ARBXFHBRHRIZMSIDERE,



LURRBIH | BIMSIDR TR A HREEEF LTS (A11EA ) BiFR , MBIZAFS#TE
ET%Z&’JIP(MIP) ﬂﬂlﬁ'}?EERadlusEfﬁBﬂEE’Jf‘/ﬂo ERPAERT , WU EFARRS SB
, MAEMSIDis 2R+ , WILIEPDSNARS SRR R,

[local] PDSN> mon sub msid 111119782577072

(Switching Trace) - New Incoming Call:

MSID/IMSI : 111119782577072 Callid : 45482432

IMET : n/a MSISDN : n/a

Username : n/a SessionType : unknown (0x00000000)
Status : Dormant Service Name: ORP-1x

Src Context : source

Wednesday June 17 2015
<<<<OUTBOUND 16:47:57:310 Eventid:29001(3)
All Tx PDU, from 10.208.144.30:699 to 10.211.17.206:699 (75)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetime: 0x0708

[local] PDSN> mon sub user 9782577072@cisco.com

MSID/IMSI : 111119782577072 Callid : 110b36ad

IMET : n/a MSISDN : n/a

Username : 9782577072@cisco.com SessionType : unknown (0x00000010)
Status : Dormant Service Name: FA_service-1

Src Context : destination

Wednesday June 17 2015

<<<<OUTBOUND 17:11:53:987 Eventid:23901(6)
RADIUS AUTHENTICATION Tx PDU, from 10.208.148.133:24912 to 198.51.100.1:1645 (401) PDU-
dict=custom9

Code: 1 (Access-Request)

Id: 81

Length: 401

Authenticator: CB 94 F3 4B 04 77 9F 4A 7A 44 FA 13 C9 7A 60 3C

Calling-Station-Id = 111119782577072

- EFZBERTITARPLI)FTAFA L EMBERTHRANEEESHNEE  MEASrTr£FS
BIEENES.,

- BRAREEHMCRSBESENHRES , 4l , RTFBHP , MIPEIBEE RFX , BIRF KL
(PPP)FIMIP,

A IELEBIF 4R ( Mcourier ) WIREVMREF S , RASIHEYIESIEFEEST , FIAERAKX
FhF R 1T o ATt R a0k,

BB EEONGENSZED LNBESHRARE -, EXETYEERAFRFAENE—
F& , ERIPEBEBEIFHIIESNFREBLETR , lﬂjﬁﬁtﬁ%ifﬁ%miﬁiﬁsﬁq%—iifﬁ%o £ 20
IP?E%EFE’Jj(%%l—T—Eﬁ%‘BTLT\O MEFEXEFE , BEITFHEX/ASCIED,

-ﬁ%ﬁitﬂﬁmﬁh,ﬁﬁﬁﬁ% IZcIJtt%\JLTL/T\*BT\E'J%ﬁE METMZENXEARR. 3T
Fri¥{E B3R/t <3t Fl/ascike g LLE T RBHKIE.



UTREAEEIE2NHE R , EHEREMEBIEEZHHEX/ASCI:

Application Sub Type: 0x01 (Radius)
Radius Attr: Attribute Type: 26 (Vendor-Specific)
Length: 12
Vendor Id: 5535 (ThreeGPP2)
Vendor Type: 40 (3GPP2-Airlink-Record-Type)
Vendor Length: 6
Value: 00 00 00 02
(Active-Start)

Application Sub Type: 0x01 (Radius)
Radius Attr: 3GPP2-Airlink-Record-Type = Active-Start

0x0000 010a 0708 0000 0000 0adO0 90le 0ad0 9158 ... ... X
0x0010 d92c 509a 0265 af7e 2715 8881 ecba aed8 L, Poie~t oL
0x0020 0000 0001 0006 0811 1111 4290 4988 6126 . ......... B.I.a&

0x0030 0000 4800 0015 9£01 0lla 0cO0O0 0015 9f28 ... ... .. ..., (
0x0040 0600 0000 021a 0c00 0015 9f29 O6ec baae  ........... ) o

0x0050 d8la 0c00 0015 9f2a 0600 0000 0lla 1600 ....... o
0x0060 0015 9£74 1041 3030 3030 3034 4444 3045 ...t.A000004DDOE
0x0070 4535 331a 1400 0015 9f0a 0e30 3031 3230 E53........ 00120
0x0080 3030 3330 3131 34la 0c00 0015 9f0b 0600 0030114.........

0x0090 0000 00la 0c0O00 0015 9f0c 0600 0000 00la ...,
0x00a0 0c00 0015 9£0d4d 0600 0000 00la 0cOO0 0015 ...,
0x00b0 9f£10 0600 0000 211la 0c00 0015 9f11 0600 R
0x00c0 0000 00la 0c0O00 0015 9f12 0600 0000 00la ...,
0x00d0 0c00 0015 9£13 0600 0000 00la 0cOO 0015 ...,
0x00e0 9f14 0600 0000 00la 0c0O00 0015 9f15 0600 ... ...,

0x00£0 0000 00la 0c0O0 0015 9£32 0600 0000 001la  ......... 2000,
0x0100 0c00 0015 9£27 0600 0000 0020 1400 0001 ..... e
0x0110 00b3 c5f0 257e 8e93 c719 1b79 3ef9 30be N T y>.0.
0x0120 07

- HIEFMEDBNBIREHLE R , BNMELERR 2 T(INPU)ENMNERIZWRN 2 RIZHAL
BERUNSEEESHEUARKERAF AHEERNNEZH , 29 XETREAESE—E, [
B, WFHESE , FERNPURITEI 2 B,

- EHAAHREBFAMHANEL , NEREF—TNAFSFENRE. Al , MEEFALEZ
RADIUSE BRI , N EFA2E REMWUMNHAS D, MRTHE , X LR T 6EH KRS
REBE Mo

- EHEBRTT R ( BIFARIHA ) Z BRIMV M FERT | R HEBEH M B RX MBI T HREL
ATEEME , B AN ILFEI 1T IRER,

il |, LT RMFAXIZZIHARN B HRES -

PDSN/FA:

<<<<OUTBOUND 23:57:08:941 Eventid:27001(0)

MIP-TUNNEL (IPv4-IPv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icmp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

HA:

INBOUND>>>>> 23:57:08:943 Eventid:27000(0)
MIP-TUNNEL (IPv4-IPv4) Rx PDU



203.0.113.1 > 203.0.113.2:

84)

10.251.88.68 > 192.0.2.1: len

len 104)

icmp: echo request (ttl 62, id 13840,

(ttl 251, id O,

- NBIRERIEM L (PDN)RY B OB O A MBRNBES ( IFSFEFAREO , flan, B

O2RFA-HA IPRRE ) , THERAERBERZD LERBESNRERUE R, WRBEIHAA
A, AEMNAORERE , WEREHESIXHEE AT RE (WRENBENELS ),
BR  MRAMNAAREBNY , AEHMBLKRE@E , WREBECEREHEIMEARIEL
HERASRIENFIE , MR R , REEHA LKRBIMWA ? XXFELERATHN @, BIEITREF
FUTEAMNEFENAOTHABZEOMEMR[L SR EFREERTFERLER (AFPKRE
B/ EHRMESER ) NEMNRLE , TRES TEARBNNERE,

X RFAFMHALEWICMPERMIBA , HPHEFESNEREHANAD ( FA-HARRE ) i% , MEEE R

EFANAONE O ,
FERE(TTLE , ZEEEHMET 6T :

RAFm N EOHERBEERHR, FIE , FANHAZRERNE —FREL

INBOUND>>>>> 23:57:08:941 Eventid:25000(0)

PPP Rx PDU (85)

IP 85: 10.251.88.68 > 192.0.2.1: icmp: echo request (ttl 63, id 13840, len 84)

<<<<OUTBOUND 23:57:08:941 Eventid:27001(0)

MIP-TUNNEL (IPv4-IPv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icmp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

INBOUND>>>>> 23:57:08:943 Eventid:27000(0)

MIP-TUNNEL (IPv4-IPv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icmp: echo request (ttl 62, id 13840, len
84) (ttl 251, id 0, len 104)

<<<<OUTBOUND 23:57:09:029 Eventid:27001(0)

MIP-TUNNEL (IPv4-IPv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icmp: echo reply (ttl 42, id 27830, len 84)
(ttl 255, id 0, len 104)

Monday May 18 2015

INBOUND>>>>> 23:57:09:030 Eventid:27000(0)

MIP-TUNNEL (IPv4-IPv4) Rx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icmp: echo reply (ttl 42, id 27830, len 84)
(ttl 251, id 0, len 104)

Monday May 18 2015

<<<<OUTBOUND 23:57:09:030 Eventid:25001(0)

PPP Tx PDU (88)

IP 88: 192.0.2.1 > 10.251.88.68: icmp: echo reply (ttl 41, id 27830, len 84)

*BFALULEMASRED LR AN ENBIEERRES  ETACELXEERR LI , B4AEURT

M ( AP BBEBLERBECLHIRK )

DT F R A BERUTER

L RERYD
B4 )

TR AT AV BRAR S ( fIHnSk B AL SN ERRY W R SR B ALY B R ok B MR F R B

- AR IREEAARN T EEE ( LBANED - FEEETHE)
- RIRTI R B FR SR A M/SAR FE AR/ EC B AV 1 BY SR E ROE RV IR S



- RIERBIMUHTEIG 7 K&/ BES (B HETEEXEFNES )

- ERREEVPEEER/FEE (KOS, IPHiLEE ) WENFE.

. SHFTCP/P , SiEEM EWEBAM T, KT ERNTCPAFEMAFINEIES(SYN). - FE
Ack online(Acknowledgement), S/gERAck later online(SYN Ack), P(Push), R(Reset),
F(FIN)

- BBEREELELRREIAE

- APEMEEERE, AFID ( AFPA. msid, imsi& ). FABINAT IPisitiut e E .,
UDP/TCPix A&, MRS ER (L ) ik, APRERE (HTTP, SMS, FTP., UDP#
)« XTSI ST Sk (Blan - FA, HA, PCF, RE&HITZHZANIHEE(PCRF), BRFZMx
(SGW), ERRFHRFFE— T,

- ABBRSRERUFHEXHENVANMBELDVATH , XETAHARERA/IHEE , AT RA/HEE
— RRHEE N

H& ki

EXGFREREREESRT , MARATERBEAFNETHITR S, FAKGTERMR

- TRREFCLISEHT , ARAMARESBAEFE RES

- EAFNAFREMERENFHAEFIEE  SRBEEEEZEAF-EERNHEH, AR
AR ENEZSS , ERXFEREMEE , HEEFRATMERSE , RATFEFIERS
BEPICRHN ERE (AAXHBENEAZRRRENAMAEAFRIES ) -

- REAURETREERAPERNBEBERS/MRE, BE , TACN/RIERIEEMRFEME,

- BRSSP ERN D ICE B MEME R (logging monitor RIRFAEMIBICE B BT SLIT
), BRENETEERAFSE , ARRESMATCREERHENNFESI AR ; E
, T B RIL R M TR EHF HFEE (global config command "logging display event-verbosity
fule E—RMAEFFTEUNGEMEAIE ENEREHECELZARTE,

H &S FRRER

SRFEREESEMEL , AZEERAPTEINESTERE , BERNtEERREEERE. XX THRA
FPBEHRE (/R TS E0NE —SHUEHSESG ) ERUEVER , EAFUSECSLRES
REEIHE (BVNREESEFUSEERGEER , MAEXIETMELR ) . SAKRICREIREEFERL
, “show logs” & R PT B 3R HY 5048

SRR

Lt e B IR AL IR E MY ( FPALRE], BURFE ) WATAMURGR | B BRI A RREA
B

- XRANREFIELNSEERE | BN ATEEMN AR T U NBESE,

- REEEACLIVRRRF BEIETT
- ERREERAFNEE  FEEYRAIGERRE (MAFAB/MSID, HWHEF ) RIIEZHH

(o]



ER BT AFIC R

i THREERF EEERENEE ( AMEREIAER )

— X BRI R G AR A L D TR (RLEAE )

— AREFEGT/EERSG BERSHR , EARRTRE, BHAAINNRERERNEE , SNHE
Az ENE LRIV EEBSE,

RPaw

NFUATHERAFGS , TMUBEAFNEETA , MEmHIRITUEREERENIFER /DT —
AP, Bl ATE A AL S AR SS(PDSN, FA, HA, LAC, L2TPRI4EARS28(LNS),

ECS. LTEZ)REEBER /R ( PCF, FA, HA, LAC, LNS, SGW% ), E&EIoAHKRF
(PSC), EEHZENERABERIREE (AKAF/INF) ., BRIBEENKREE (KF/IINF) . XK
WIPHERR, KERSEDNSHE  EEXENTFZHMSBNERNES., FRELSBIEHE A6
M, RAEHTEREZINLEES R,

WMEIATR , TRERKANEZERENEERS, Ak , TERAFAERNXS , BMAEREZEINTHA
PSR , NRAIBIE—SE /N2 el , ARBRERFRITON. BSRCLIE3I TR

. T f#“show subscribers”s

HWXFELARBERALN  FEERAAFR. BRBIAF 54 (MSI). MSID, B3k
ISDN(MSISDN)FX @7z —#TREFH,

show subscribers full

RURRFENE-— I RAFST , NEXNEMNAFRERRZST. EESEEAFNTONER
, NTHERAFRBEERMA. ERAVRLKLNBNINZERATHT , EREFZREARLHEMFERE
FHRENSIABESZ , RESNMZRAMIRNKEMFE., FEFICHRE

REZEEFUFEARTR. 0 : - HAEHE B RS EF(DNS) it RAEX , K ADNSEM
PDSN/FA% H#Y.

REREZATRLELEENL , HERAKENX LIRERNED

- R EAILZ IR

REFRARER I —ME , BEXREZ—MEREALSBER, 6, MREXRIF[EEERE
B, NEARADIUSIRS R A RESE X

- RFLTEMHAMLTE , SMNAFPWENEZAZRBER—NMad, fln , MRAFEET =M
ARBFRAPN) , HB—NMAPNEFNEE , M2EEN 2B EH,

- BONFERREESEMCLINA LY ( BRELENEE ) EXEK,

PDSN/FA ( AT R ) MHA (HARMXKEN TR ) TREERNEXTFR , 8T EERTHRER
A | IHE



R — REESES .
CEAKRR/EAR — A OmRPEAR
- PR — A OwA R
. AP A, MSID, IP#isit, NAT IPtbit — #RiRFAF 5,
AEE  msidATE2msid, Bl , EPGW L , ©&IMSI,

UG — 8N T AREBIFID , ATREENXENMEES . BIFESHIFEMEZMK(PGW)H

LR E B KR (MME) £ S MNAPNRTE E — fy FE0Y
. Sessmgr3kfl — B & iFEMsessmgrs=fil ( ERESHBEFIHLTE)
. F/ICPU — &£ EEE R F BHPSCH I IELE+(DPC)
. PCF. HA, FA, DNS#h3t% — St
. EERTE — FRILEER
. PRI S SRRt R — PRAU & AR Rl

AR WMRAFERE , MFANMHAZ B AT8ERRE , BAFFAT ST AERRF U S 5w

- ZEREE — RRIGAFPHE (ZBHBESTITE ) fIatE
- FIRSEFERE — 2FELXLEZ A UUBEESKINE ( HEFBEEES. E50RIEHRE

IRIET ]2 B )
- MIP FA/MIP HA - MIP& &I & T {E
- Input Pkts/Bytes — MAFPEE A ORZERE AR BESB/FTE
. Output Pkts/Bytes — B A Ok AP RIEW AR HESHFZ T,

AE

— XEFHEERATAOQR. HOMWEE TR !
— XETHMEE/ XBECSHEREIZENEZEVNXE , BagsETE i

- BEEANRABES/CEFNRAERES — 1818  BESXRLARASEECSZABESR

, BREERPWIHEEFIZIRACLER (Flt , TERIEFMEHIESTEFEEECSH ),

PR R

. ip pool name — M\H R ZRIP# it IPh, {NEML LR (k) EMBx , BREMT S (8D
PDSN ) TEHEME R , RA&E i,

- ECSHINE — AT RRFZACS)FHHANE , 32ENA TR BRESHRN

- NAT IPH#siit — A /A FFEEAHIPHAE | NATR AP FAE 2 B IPH 3k

- NATSUE — ECSARS £ A RYRBERNAT IPth Y 542

- (EE) — NATHH R KA S EE R P EARF (EBEE )

- (NATIP#EFR ) — NATHER

- F—BkIPshat — IPSHAY T —Bkitbat | RO BUER S X Bzt ut

- B EHNATIROR — AT AMERANROLK , URFEANAT IP#HTNATH R OSEE

- F{THEBECSSE R/ L1TH#RCSSERE — ECSIRSABHEIEIHN LT (A ) M7
B (R ) FEiti

LA RPDSNAIHA £ — A P BBt 3RER A “show sub full BV B H ( IR T RLEFARAEEFR
), EETUBRAER ML (( 2RBES TR ) <EEX,

PDSN> show sub full username 9782577072@cisco.com
Monday May 18 23:56:20 UTC 2015

Username: 9782577072@cisco.com Status: Dormant
Access Type: pdsn-mobile-ip Network Type: Mobile-IP
Access Tech: CDMA 1xRTT Access Network Peer ID: n/a

callid: 3ee822d2 msid: 111119782577072



Card/Cpu: 15/0 Sessmgr Instance: 212

state: Connected PCF address: 10.211.17.207
connect time: Mon May 18 23:45:54 2015 call duration: 00h10m35s

idle time: 00h02m30s idle time left: 02h02m30s

session time left: 23h44m25s ip address: 10.251.88.68

Primary DNS Address: 209.165.200.225
Secondary DNS Address: 209.165.200.226
home-agent: 203.0.113.2

fa-service name: FA9 (context destination)

source context: source destination context: destination
AAA context: source AAA domain: cisco.com

AAA start count: 1 AAA stop count: 0

AAA interim count (RADIUS+GTPP): 0 Acct-session-id: 69A9CDEB
AAA RADIUS group: aaa-cisco.com

RADIUS Auth Server IP: 198.51.100.1

RADIUS Acct Server IP: 198.51.100.1
NAS IP Address: 10.208.148.133

MIPFA Session: Care-of-Address: 203.0.113.1
Home-Address: 10.251.88.68 HA-Address: 203.0.113.2
Lifetime: 02h00mO0OOs Remaining Life: 01h49m25s
Revocation Negotiated: yes Revocation I Bit Negotiated: Yes

input pkts: 254 output pkts: 229
input bytes: 24088 output bytes: 129012
input pkts dropped: 0 output pkts dropped: 0

dormancy total: 11 handoff total: 0
Num Auxiliary AlOs:1

PCF Address SR_ID
10.211.17.207 1

[local]HA> show sub full username 9782577072@cisco.com
Monday May 18 23:56:14 UTC 2015

Username: 9782577072@cisco.com Status: Online/Active
Access Type: ha-mobile-ip Network Type: IP
Access Tech: Other Access Network Peer ID: n/a
callid: 4a6aed’5 msid: n/a
Card/Cpu: 2/0 Sessmgr Instance: 329
state: Connected FA address: 66.174.112.72
connect time: Mon May 18 23:45:54 2015 call duration: 00h10m28s
idle time: 00h02m23s idle time left: n/a

session time left: 23h49m32s
ip address: 10.251.88.68

ip pool name: MIP_Private
ha-service name: HAl

source context: HA destination context: XGWout

Acct-session-id: A414F3F6

RADIUS Auth Server IP: 198.51.100.1 RADIUS Acct Server IP: n/a

NAS IP Address: 10.208.148.135 Nexthop IP Address: 209.165.200.230

active input acl: ECS_ACL active output acl: ECS_ACL

ECS Rulebase: 201 Firewall-and-Nat Policy: MIP

Nat Realm: MIP_NAT_Int Nat ip address: 170.200.132.0 (on-demand) (MIP_NAT_Int04)

Nexthop ip address: 209.165.200.230
Nat port chunks allocated[start - end]: (1 chunk) [6464 - 6495]
Max NAT port chunks used: 1
HA binding care-of-addr(s): 203.0.113.1
MIPHA binding 1: Care-of-Address: 203.0.113.1
FA Address/Port: 203.0.113.1/434

Home-Address: 10.251.88.68 HA-Address: 203.0.113.2
Lifetime: 02h00mO0O0s Remaining Life: 01h49m32s
Revocation Negotiated: Yes Revocation I Bit Negotiated: Yes
MN-HA-Key-Present: TRUE MN-HA-SPI:300

FA-HA-Key-Present: TRUE FA-HA-SPI:8832

Proxy DNS Intercept List: ROAMINGDNS
Downlink CSS Information
Service/ACL Names: /ECS_ACL



downlink pkts to svc: 229
Uplink CSS Information
Service/ACL Names: /ECS_ACL
uplink pkts to svc: 254
input pkts: 254
input bytes: 24088

downlink pkts from svc: 229

uplink pkts from svc: 252
output pkts: 229
output bytes: 129012

RFFARIHAT R Z B H LT ICMPE R/Id IR D3 ( SRER L B4NICMPRIR |, AL NE R—1
) , FER"show sub fulERERRYBE /G IR /7T 118K -

[local] PDSN> show sub full username 9782577072@cisco.com

Monday May 18 23:56:20 UTC 2015

input pkts: 254
input bytes: 24088
input pkts dropped: 0

output pkts: 229
output bytes: 129012
output pkts dropped: 0

[local] PDSN> show sub full username 9782577072@cisco.com

Monday May 18 23:57:25 UTC 2015

input pkts: 258
input bytes: 24424

INBOUND>>>>>
MIP-TUNNEL (IPv4-IPv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1:

84) (ttl 251, id 0, len 104)

<<<<QOUTBOUND
MIP-TUNNEL (IPv4-IPv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icmp:

(ttl 255, id 0, len 104)

output pkts: 233

output bytes: 129348

23:57:08:943 Eventid:27000(0)

23:57:09:029 Eventid:27001(0)

[local]l]HA> show sub full username 9782577072@cisco.com

Monday May 18 23:56:14 UTC 2015

Downlink CSS Information
downlink pkts to svc: 229

Uplink CSS Information
uplink pkts to svc: 254

input pkts: 254
input bytes: 24088

downlink pkts from svc: 229

uplink pkts from svc: 252

output pkts: 229
output bytes: 129012

[local]HA> show sub full username 9782577072@cisco.com

Monday May 18 23:57:34 UTC 2015

Downlink CSS Information
downlink pkts to svc: 233

Uplink CSS Information
uplink pkts to svc: 258

input pkts: 258
input bytes: 24424

downlink pkts from svc: 233

uplink pkts from svc: 256

output pkts: 233
output bytes: 129348

echo reply (ttl 42, id 27830,

icmp: echo request (ttl 62, id 13840, len

len 84)

UTROIKBEATLTEES (VoLTE)R M, #RARSRRT , ANERNAFEIIE | A aH]

Z BB X 3 5 75 B



- FRPINE — N RBRINPSEAERA(IMS) AR , E-/N2TH(VoLTE)EE , REHE TR —
APN
. Acct-session-id: 2 — MNR4FMEE
ANEFEZBNEAMES/FTRE , HEBRTERAARFLAEES (BF ) BES, Fikw
DRBRIZEEERBITBNAFRRETAAE , AR.... ITFHEMNEE (BRINEHEERANRE
) , ECSHEE ST MR
- MEMEENE L RERRINERSEZNE |, BIETREEEUE.
- JRERPGWIFIMEE R, B, ERREEN T ERMER show pgw-only full” ( G112 )

[local] PGW> show sub full imsi 300420060496012
Monday September 16 21:50:07 UTC 2013

Username: 0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org Status: Online/Active

Access Type: gtp-pdn-type-ipv6 Network Type: IPv6

Access Tech: eUTRAN Access Network Peer ID: n/a
callid: 22075719 msid: 300420060496012
Card/Cpu: 7/1 Sessmgr Instance: 115
state: Connected SGW Address: 203.0.113.3
connect time: Mon Sep 16 21:44:28 2013 call duration: 00hO5m42s
idle time: 00hOOmOOs idle time left: 02h05m00s
session time left: 08759h54m

long duration time left: n/a long duration action: n/a

always on: Disabled

ip address: 2001:db8::1

ip pool name: ims61-03

source context: XGWin destination context: XGWout

AAA context: XGWin AAA domain: XGWin
Acct-session-id: 42AE2B922619E10F

active input acl: n/a active output acl: n/a
active input ipvé6 acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6
ECS Rulebase: PGW

P-CSCF address
Primary: 2001:db8::£fd
Secondary: 2001:db8::fe
Tertiary: n/a

Downlink CSS Information
Service/ACL Names: /ECS_ACL_V6
(Active Charging Optimized Mode)
downlink pkts to svc: 658 downlink pkts from svc: 658
Uplink CSS Information
Service/ACL Names: /ECS_ACL_V6
(Active Charging Optimized Mode)

uplink pkts to svc: 675 uplink pkts from svc: 675
Collapsed cscf subscribers: none
input pkts: 29 output pkts: 45
input bytes: 10578 output bytes: 10763
input bytes dropped: 0 output bytes dropped: 0
input pkts dropped: 0 output pkts dropped: 0
pk rate from user (bps): 1375 pk rate to user(bps): 1699
ave rate from user (bps): 458 ave rate to user (bps): 566
sust rate from user (bps): 456 sust rate to user (bps): 564

pk rate from user (pps): O pk rate to user(pps): 1



CAE Server Address:
Username: 0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org Status: Online/Active

Access Type: gtp-pdn-type-ipv6 Network Type: IPv6

Access Tech: eUTRAN Access Network Peer ID: n/a
callid: 22075719 msid: 300420060496012
Card/Cpu: 7/1 Sessmgr Instance: 115
state: Connected SGW Address: 203.0.113.3
connect time: Mon Sep 16 21:44:28 2013 call duration: 00hO5m42s
idle time: 00hOOmOOs idle time left: 02h05m00s
session time left: 08759h54m

long duration time left: n/a long duration action: n/a

always on: Disabled
ip address: 2001:db8::1
ip pool name: ims61-03

source context: XGWin destination context: XGWout
AAA context: XGWin AAA domain: XGWin
AAA start count: O AAA stop count: O

AAA interim count (RADIUS+GTPP): 0
Acct-session-id: 42AE2B922619E18D

active input ipvé acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6

ECS Rulebase: PGW
P-CSCF address : Primary: 2001:db8::fd Secondary: 2001:db8::fe Tertiary: n/a ... Downlink CSS

Information Service/ACL Names: /ECS_ACL_V6 (Active Charging Optimized Mode) downlink pkts to
svc: 658 downlink pkts from svc: 658 Uplink CSS Information Service/ACL Names: /ECS_ACL_V6
(Active Charging Optimized Mode) uplink pkts to svc: 675 uplink pkts from svc: 675 Collapsed
cscf subscribers: none input pkts: 643 output pkts: 617 input bytes: 58421 output bytes: 55925

. pk rate from user(bps): 1375 pk rate to user(bps): 1699 ave rate from user (bps): 458 ave
rate to user(bps): 566 sust rate from user (bps): 456 sust rate to user(bps): 564 pk rate from
user (pps): 0 pk rate to user(pps): 1

show subscribers ( {XHSGW ) HXpgw | ggsn-only [{XMME |{Xsgw [{Xsgsn)full

Hp—LEEFEFANGE  XEEERTMNAFUXREE S EFN , MANNRE B show
subscriber full ( XE—#x , ¥ SFREATAEFWUEE BELFZRMEBETELHLRA )

. £{XhsgwHlggsn-onlyf¥ER T , S SZEH ‘show sub ful & B X3 , AERERF B N®
RHIRBHEAIEEXRENEA,
- MSISDNER S H 1R & BIFESH
- ZEREFIMSIE B B EH 5 H
- EEE , RBE—APNRAF EGHE R
- R RBFAFID — X0 T RAR
- QCl — REFAEFRRAF (BEM1F9 ), EXHBERT , QCI1ATIEE , QClI 5ATFIMSHE
%l
. c-teid, u-teid — ATFEFIAAF FEHALIKLHIMRAGTN TRESHIES S BN R B E X
=)
. S5/S8/S2b-APN. SGi-APN — F&EHAPN
- input pkts/output pkts — BIESIT A TR ELE
- MBR/GBR_E1T#ER&/ T 1T858 — BN AR RAFRIELLEFR, FEVoLTERN 38000 /B ( &
VOLTE/RMEMBEMWLLIEEEX ),
AT REIBERA TS LE show sub ful’ i R ABRILTEIEE & (VoLTE)AY , KAER —AtE (S
WEtEE ) #1T , UEXNAEHRHITEANLER (NREXB ), ©ETIEIH tiEZEN FEEBRMAPN:



[local] PGW> show sub pgw-only full imsi 300420060496012
Monday September 16 21:50:25 UTC 2013

Username: 0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org
Subscriber Type : Home

Status : Online/Active

State : Connected

Connect Time : Mon Sep 16 21:44:28 2013

Idle time : 00h00Om00s

MS TimeZone : +5:00 Daylight Saving Time: +1 hour
Access Type: gtp-pdn-type-ipv6 Network Type: IPv6
Access Tech: eUTRAN pgw-service-name: PGW1
Callid: 22075719 IMSI: 300420060496012
Protocol Username: MSISDN: 19126757869

Interface Type: S5S8GTP

Emergency Bearer Type: N/A

S6b Auth Status: Enabled

Acct-session-id (Cl): 42AE2B922619E10F
ThreeGPP2-correlation-id (C2): 3939BA30 / hOWKcCZS

Card/Cpu: 7/1 Sessmgr Instance: 115

Bearer Type: Default Bearer-Id: 5 Bearer State: Active IP allocation type: N/A IPv6 allocation
type: local pool IP address: 2001:db8::1 Framed Routes: N/A Framed Routes Source: N/A ULI: TAI-
ID: MCC: 300 MNC: 420 TAC: 0x8504 ECGI-ID: MCC: 300 MNC: 420 ECI: 0x207b201 Accounting mode:
None APN Selection Mode: Subscribed MEI: 9900015028325700 Serving Nw: MCC=300, MNC=420 Charging
id: 639230223 Charging chars: normal Source context: XGWin Destination context: XGWout
S5/S8/S2b-APN: IMSAPN SGi-APN: IMSAPN APN-OI: mnc420.mcc300.gprs IMS Auth Service : IMS-GX
active input ipv4 acl: active output ipv4 acl: active input ipv6 acl: ECS_ACL_V6 active output
ipv6 acl: ECS_ACL_V6 ECS Rulebase: PGW Bearer QoS: QCI: 5 ARP: 0x069 PCI: 1 (Disabled) PL : 10
PVI: 1 (Disabled) MBR Uplink(bps): 0 MBR Downlink(bps): 0 GBR Uplink(bps): 0 GBR Downlink (bps) :
0 P-CSCF address : 1: 2001:db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N/A pgw cC-
teid: [0x8d11c073] 2366750835 pgw u-teid: [0xc20d40073] 3255631987 sgw c-teid: [0x00160880]
1443968 sgw u-teid: [0x00160885] 1443973 ePDG c-teid: N/A ePDG u-teid: N/A pgw c-addr:
203.0.113.4 pgw u-addr: 203.0.113.4
2001:db8::1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N/A ePDG u-addr: N/A
Downlink APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 29 output pkts: 45 input
bytes: 10578 output bytes: 10763 input bytes dropped: 0 output bytes dropped: 0 input pkts
dropped: 0 output pkts dropped: 0 ... pk rate from user(bps): 27699 pk rate to user (bps): 24879
ave rate from user (bps): 9691 ave rate to user(bps): 8859 sust rate from user(bps): 9720 sust
rate to user (bps): 8885 pk rate from user(pps): 37 pk rate to user(pps): 34 ave rate from
user (pps) : 12 ave rate to user(pps): 11 sust rate from user (pps): 12 sust rate to user(pps): 11
link online/active percent: 100 ... CAE Server Address: Username:
0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org Subscriber Type : Home Status
Online/Active State : Connected Connect Time : Mon Sep 16 21:49:53 2013 Idle time : 00hOOmO0Os MS
TimeZone : +5:00 Daylight Saving Time: +1 hour Access Type: gtp-pdn-type-ipv6 Network Type: IPv6
Access Tech: eUTRAN pgw-service-name: PGW1 Callid: 22075719 IMSI: 300420060496012 Protocol
Username: MSISDN: 19126757869 Interface Type: S5S8GTP Emergency Bearer Type: N/A S6b Auth
Status: Enabled Acct-session-id (Cl): 42AE2B922619E18D ThreeGPP2-correlation-id (C2): 3939BA30 /
hOWKcCZS Card/Cpu: 7/1 Sessmgr Instance: 115 Bearer Type: Dedicated Bearer-Id: 7 Bearer State:
Active IP allocation type: N/A IPv6 allocation type: local pool IP address: 2001:db8::1 Framed
Routes: N/A Framed Routes Source: N/A ULI: TAI-ID: MCC: 300 MNC: 420 TAC: 0x8504 ECGI-ID: MCC:
300 MNC: 420 ECI: 0x207b201 Accounting mode: None APN Selection Mode: Subscribed MEI:
9900015028325700 Serving Nw: MCC=300, MNC=420 Charging id: 639230349 Charging chars: normal
Source context: XGWin Destination context: XGWout S5/S8/S2b-APN: IMSAPN SGi-APN: IMSAPN APN-OTI:
mnc420.mcc300.gprs IMS Auth Service : IMS-GX active input ipv4 acl: active output ipv4 acl:
active input ipvé acl: ECS_ACL_V6 active output ipv6 acl: ECS_ACL_V6 ECS Rulebase: PGW Bearer
QoS: QCI: 1 ARP: 0x06d PCI: 1 (Disabled) PL : 11 PVI: 1 (Disabled) MBR Uplink(bps): 38000 MBR
Downlink (bps): 38000 GBR Uplink(bps): 38000 GBR Downlink (bps): 38000 P-CSCF address : 1:
2001:db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N/A pgw c-teid: [0x8d11c073]
2366750835 pgw u-teid: [0xclf20073] 3253862515 sgw c-teid: [0x00160880] 1443968 sgw u-teid:
[0x00160887] 1443975 ePDG c-teid: N/A ePDG u-teid: N/A pgw c-addr: 203.0.113.4 pgw u-addr:
203.0.113.4
2001:db8::1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N/A ePDG u-addr: N/A



Downlink APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 1640 output pkts: 1614 input
bytes: 149478 output bytes: 146930 input bytes dropped: 0 output bytes dropped: 0 input pkts
dropped: 0 output pkts dropped: 0 ... pk rate from user(bps): 27699 pk rate to user (bps): 24879
ave rate from user (bps): 9691 ave rate to user(bps): 8859 sust rate from user(bps): 9720 sust
rate to user (bps): 8885 pk rate from user(pps): 37 pk rate to user(pps): 34 ave rate from

user (pps) : 12 ave rate to user(pps): 11 sust rate from user (pps): 12 sust rate to user(pps): 11

CAE Server Address:
Username: 0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org
Subscriber Type : Home

Status : Online/Active

State : Connected

Connect Time : Mon Sep 16 21:44:33 2013

Idle time : 00h02m04s

MS TimeZone : +5:00 Daylight Saving Time: +1 hour
Access Type: gtp-pdn-type-ipv4-ipvé Network Type: IPV4+IPv6
Access Tech: eUTRAN pgw-service-name: PGW1
Callid: 2207571f IMSI: 300420060496012
Protocol Username: MSISDN: 19126757869

Interface Type: S5S8GTP

Emergency Bearer Type: N/A

S6b Auth Status: Enabled

Acct-session-id (Cl): 42AE2B922619E115
ThreeGPP2-correlation-id (C2): 3939BA36 / hOWKEBYt

Card/Cpu: 7/1 Sessmgr Instance: 115

Bearer Type: Default Bearer-Id: 6
Bearer State: Active
IP allocation type: local pool
IPv6 allocation type: local pool
IP address: 2001:db8::2, 10.174.230.156
Framed Routes: N/A Framed Routes Source: N/A
ULT:
TAT-ID:
MCC: 300 MNC: 420
TAC: 0x8504
ECGI-ID:
MCC: 300 MNC: 420
ECI: 0x207b201

Accounting mode: None APN Selection Mode: Subscribed
MEI: 9900015028325700 Serving Nw: MCC=300, MNC=420
Charging id: 639230229 Charging chars: normal

Source context: XGWin Destination context: XGWout
S5/S8/S2b-APN: INTERNET

SGi-APN: INTERNET

APN-OI: mnc420.mcc300.gprs

IMS Auth Service : IMS-GX

active input ipv4 acl: ECS_ACL_V4 active output ipv4 acl: ECS_ACL_V4
active input ipvé acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6

ECS Rulebase: 0OCS

Bearer QoS:
QCI: 9
ARP: 0x069
PCI: 1 (Disabled)

PL : 10

PVI: 1 (Disabled)
MBR Uplink(bps): 0 MBR Downlink (bps): 0
GBR Uplink(bps): 0 GBR Downlink(bps): 0

P-CSCF address
1: NA
2: NA



3: NA

Access Point MAC Address: N/A

pgw c-teid: [0x8c298073] 2351530099 pgw u-teid: [0xc20b8073] 3255533683
sgw c-teid: [0x31580880] 827852928 sgw u-teid: [0x31580886] 827852934
ePDG c-teid: N/A ePDG u-teid: N/A

pgw c-addr: 203.0.113.4 pgw u-addr: 203.0.113.4

2001:db8::1f

sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3

ePDG c-addr: N/A ePDG u-addr: N/A

Downlink APN AMBR: 75000 Kbps Uplink APN AMBR: 75000 Kbps
input pkts: 21 output pkts: 23

input bytes: 2687 output bytes: 6457
input bytes dropped: 0 output bytes dropped: 0
input pkts dropped: 0 output pkts dropped: 0

CAE Server Address:
Total subscribers matching specified criteria: 3

show active-charging sessions full

XAgER ‘show sub full 2 GE—EENAF ST , MRIEBRECSHKRET(MEZ, HELITHE.
IMS(PCRF)ZR)HE , MM AREEE,

. ETHEERR A T TR BIEEMET R 5 show sub pgw-only” R #E3R % /5 EECSHI IR S Tl

. THRERERFBEINENFE

AN L #H KB BPCRFEMNBMIFLEPCRFREMBEGXR EREIRIMN, 15| SH 0
CERENBESITTHREEX

R FUBRANEN (EABFRERVOLTERE, ) |, E5IH TEM. FHME

RREF—B , LT REKRBER TS EE “show sub full’Fl“show sub pgw-only full’Ff 7R K #8 [E]
LTEEZE (VOLTE)F W , RAER—&E (S AEE ) #17 , MEEEXBRFETERANEEHLER

o

AN RERT HRELIT RBEN EBRNAPN
- rule 0_OF TEF(CRAMERM(RTP)) 47 , 0_1 A TRat2FIM(RCP) — A T REaT R #E%8
BB ERNESRE. SITHCLIE , REHIETBIRCPER,

[local] PGW> show active-charging sessions full imsi 300420060496012
Monday September 16 21:50:18 UTC 2013

Session-ID: 115:12023212 Username:
0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org

Callid: 22075719 IMSI/MSID: 300420060496012
MSISDN: 19126757869
ACSMgr Instance: 115 ACSMgr Card/Cpu: 7/1
SessMgr Instance: 115
Client-IP: 2001:db8::
NAS-IP: 0.0.0.0

Access-NAS-IP(FA) :
NAS-PORT: 0 NSAPI: 5



Acct-Session-ID:

NAS-ID:
Access-NAS-ID(FA) :
3GPP2-BSID:
Access-Correlation-ID(FA) :
3GPP2-Correlation-ID:
MEID:

Carrier-ID:

Uplink Bytes:

Uplink Packets:

Injected Uplink Bytes:
Injected Uplink Packets:
Buffered Uplink Packets:
Buffered Uplink Bytes:
Uplink Packets in Buffer:

n/a
10778
32

ESN:

Downlink Bytes:
Downlink Packets:
Injected Downlink Bytes:
Injected Downlink Packets:
Buffered
Buffered

Uplink Bytes in Buffer:

Downlink Packets:
Downlink Bytes:

393A43B1
n/a

n/a

n/a

n/a

n/a

n/a

n/a
10411

41

Downlink Packets in Buffer:
Buff Over-limit Uplink Pkts:
Buff Over-limit Downlink Pkts:
Processed Uplink Packets:

Dropped Uplink Packets:
Uplink Out of Order Packets:

Dyn
ITC
ITC
ITC
ITC

FUI Redirected Flows:
Terminated Flows:
Dropped Packets:
Dropped Upl Pkts:
Dropped Upl Bytes:

Flow action Terminated Flows:

PP Flow action Terminated Flows:
CC Dropped Uplink Packets:
CC Dropped Downlink Packets:

NRUPC
NRUPC

Reqg Made:
Req Failed:

Dynamic Rule Limiting: Enabled

O O O O O O O O O O o o o o o o

o B O O

Bearer Bandwidth Limiting: Enabled

Uplink MBR
Uplink GBR
Uplink Burst

(bps) :
(bps) :
(bytes) :

Dropped Uplink Pkts:
Dropped Uplink Bytes:

Current Readdressed Sessions:

Total
Total
Total
Total
Total

Non

Readdressed Uplink Pkts:
Readdressed Uplink Bytes:
Readdressed Downlink Pkts:

Readdressed Downlink Bytes:

o O O O o

Readdressing Failure Packets:

Syn Flow:

Dropped Pkts:

Creation Time:
Last Pkt Time:
Duration:

Active Charging Service name:

Rule Base name:

URL-Redir First-Request-Only:
Bandwidth Policy:

FW-and-NAT Policy:

NAT Policy NAT44:

NAT Policy NAT64:

TPO Policy:

CF Policy ID:

0ld CF Policy ID:

Downlink

Bytes in Buffer:

Buff Over-limit Uplink Bytes:

Buff Over-limit Downlink Bytes:

Processed Downlink Packets:

Dropped Downlink Packets:

Downlink
Dyn
ITC
ITC
ITC
ITC

Out of Order Packets:

FUI Discarded Pkts:
Redirected Flows:

ToS Remarked Packets:
Dropped Dnl Pkts:
Dropped Dnl Bytes:

CC Dropped Uplink Bytes:

CC Dropped Downlink Bytes:
NRUPC Reqg Success:
NRUPC Reqg Time Out:

Downlink MBR (bps):
Downlink GBR (bps):
Downlink Burst (bytes):

Dropped Downlink Pkts:

Dropped Downlink Bytes:

Duplicate Key:

O P O O O O O O O OO0 OO0 oOoO oo oo o o o

O O O O O O O o o o o o

Monday September 16 21:44:28 GMT 2013
Monday September 16 21:50:20 GMT 2013
00h:05m:52s

LTE
PGW
n/a
n/a
n/a

Not-required

Not-required

n/a
n/a
n/a

Dynamic Charging:
Dynamic Chrg Msg Received:
Installs Received:

3
3

Rule Definitions Received:
Removes Received:

Enabled
3
0



Installs Succeeded: 3 Installs Failed: 0
Removes Succeeded: 0 Removes Failed: 0
Uplink Dynamic Rule Packets: 32 Uplink Dynamic Rule Bytes: 10778
Downlink Dynamic Rule Packets: 41 Downlink Dynamic Rule Bytes: 10411
Dynamic Charging Packet Drop statistics:

PCC Rule BW Limit Upl Pkts: 0 PCC Rule BW Limit Dnl Pkts: 0
PCC Rule BW Limit Upl Bytes: 0 PCC Rule BW Limit Dnl Bytes: 0
PCC Rule Gating Upl Pkts: 0 PCC Rule Gating Dnl Pkts: 0
PCC Rule Gating Upl Bytes: 0 PCC Rule Gating Dnl Bytes: 0
RuleMatch Fail Upl Pkts: 0 RuleMatch Fail Dnl Pkts: 0
RuleMatch Fail Upl Bytes: 0 RuleMatch Fail Dnl Bytes: 0
Credit-Control: Ooff
Event-Triggers:

QoS Renegotiate Up: 0 QoS Renegotiate Dn: 0
TCP Proxy Flows Requests: 0 TCP Proxy Flows Request Success: 0
Disable TCP Proxy Flows Requests: 0 Disable TCP Proxy Flows Success: 0
Current TCP Proxy Flows: 0 Total TCP Proxy Flows: 0
TCP-proxy reset for non-SYN flows: 0
Current IP Flows: 0 Current ICMP Flows: 0
Current IPv6 Flows: 2 Current ICMPv6 Flows: 0
Current TCP Flows: 1 Current UDP Flows: 1
Current HTTP Flows: 0 Current HTTPS Flows: 0
Current FTP Flows: 0 Current POP3 Flows: 0
Current SMTP Flows: 0 Current SIP Flows: 1
Current RTSP Flows: 0 Current RTP Flows: 0
Current RTCP Flows: 0 Current IMAP Flows: 0
Current WSP-CO Flows: 0 Current WSP-CL Flows: 0
Current MMS Flows: 0 Current DNS Flows: 0
Current PPTP-GRE Flows: 0 Current PPTP Flows: 0
Current P2P Flows: 0 Current H323 Flows: 0
Current TFTP Flows: 0

Current UNKNOWN Flows: 1

Max (L3) Flows: 6

Max Flows Timestamp:

CAE-Readdressing:

GET Requests redirected:

POST Requests redirected:

Other Requests redirected:

HTTP Responses redirected:

Requests having xheader inserted:

Total
Total
Total
Total
Total
Total
Total
Total

Uplink Bytes:

Uplink Packets:

Downlink Bytes:

Downlink Packets:

request charging action hit:
response charging action hit:
Charging action hit - Reg. Readdr.:
Charging action hit - Resp. Readdr.:

CAE Readdressing Err. Conditions:

Total connection failed to video server:
Skipped Reg. Readdr. - pipelined req:
Skipped Reqg. Readdr. - persistent case:
Skipped Reqg. Readdr. - zero copied buf:
Skipped Reg. Readdr. - buf limit exceed:
Reg. Readdr. - Socket Mig. failed:

Skipped Flow. - pipelined req.:

Skipped Resp. Readdr. - pipelined req:

Skipped Resp. Readdr. - persistent case:
Skipped Resp. Readdr. - partial resp hdr:
Skipped Resp. Readdr. - zero copied buf:
Skipped Resp. Readdr. - buf limit exceed:

Resp.

Readdr. - Socket Mig. failed:

Monday September 16 21:44:39 GMT 2013

O O O O O O O o o o o o o
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Total load balancer failed:
Total MVG xheader insertion failed:
Rulebase configuration missing:

Transrating:

Total Transrated Video Connections:
Total GZIP'd Video Connections:
Total MP4 Video Connections:
Total FLV Video Connections:
Transrated Sorenson H263 Connections:
Transrated H264 Connections:
Failed Sorenson H263 Connections:
Failed H264 Connections:

Failed Video Codec not supported
Total Input Video Data Bytes:
SH263 Input Video Data Bytes:
H264 Input Video Data Bytes:

GZIP Input Video Data Bytes:
Total Output Video Data Bytes:
SH263 Output Video Data Bytes:
H264 Output Video Data Bytes:
GZIP Output Video Data Bytes:
Average Input Video Bit Rate:
SH263 Input Video Bit Rate:

H264 Input Video Bit Rate:
Average Output Video Bit Rate:
SH263 Output Video Bit Rate:

H264 Output Video Bit Rate:
Average Bit Rate Reduction:

SH263 Bit Rate Reduction:

H264 Bit Rate Reduction:

O O O O O O O O O O O O OO0 OO0 oo oo oo o o

TCP-Proxy Session Stats: n/a
WiMAX Hotlining Status: n/a
Link Monitoring Average Throughput: 0 kbps
Link Monitoring Average RTT: 0 ms
Charging Updates: n/a
Dynamic Charging Rule Definition Statistics:
Dynamic-Rule-Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
IMSDefault 41 10411 32 10778 73
Total Dynamic Rules:
Total Predefined Rules: 0
Total Firewall Predefined Rules: 0
Charging-Updates Statistics: n/a
Dynamic Charging Rule Definition(s) Configured:
Name Prior Content-Id Chrg-Type Rule Parameters
IMSDefault 950 100 Offline Gate Status: Allow All
QoS Class Identifier: 5
ARP Priority Level: 10
Reporting Level: Rating Grp
Metering Method: Duration
Uplink MBR: 75000000
Downlink MBR: 75000000
Filter 1:
Direction: Uplink
Dst Addr ::/0
Filter 2:
Direction: Downlink
Src Addr ::/0

Predefined Rules Enabled List: n/a



Session-ID:

Callid:

MSISDN:

ACSMgr Instance:

SessMgr Instance:
Client-IP:

NAS-IP:
Access-NAS-IP(FA):
NAS-PORT:
Acct-Session-ID:

NAS-ID:
Access-NAS-ID(FA) :
3GPP2-BSID:
Access-Correlation-ID(FA) :
3GPP2-Correlation-ID:
MEID:

Carrier-ID:

Uplink Bytes:

Uplink Packets:

Injected Uplink Bytes:
Injected Uplink Packets:
Buffered Uplink Packets:
Buffered Uplink Bytes:
Uplink Packets in Buffer:

Downlink Packets in Buffer:
Buff Over-limit Uplink Pkts:
Buff Over-limit Downlink Pkts:

Processed Uplink Packets:
Dropped Uplink Packets:

Uplink Out of Order Packets:

Dyn FUI Redirected Flows:
ITC Terminated Flows:

ITC Dropped Packets:

ITC Dropped Upl Pkts:

ITC Dropped Upl Bytes:

Predefined Firewall Rules Enabled List:

115:12023218
0300420060496012@nai.epc.mnc420.mcc300

2207571f

115

n/a
2887
24

O O O O O O O O O O o o o o o o

Flow action Terminated Flows:

PP Flow action Terminated Flows:

CC Dropped Uplink Packets:

CC Dropped Downlink Packets:

NRUPC Req Made:
NRUPC Reqg Failed:

o B O O

Dynamic Rule Limiting: Enabled

Bearer Bandwidth Limiting: Enabled

Uplink MBR (bps):
Uplink GBR (bps):
Uplink Burst (bytes):
Dropped Uplink Pkts:
Dropped Uplink Bytes:

o O O O o

Current Readdressed Sessions:

Total
Total
Total
Total
Total

Non

Readdressed Uplink Pkts:
Readdressed Uplink Bytes:
Readdressed Downlink Pkts:

Readdressed Downlink Bytes:

Readdressing Failure Packets:

Syn Flow:

Dropped Pkts:

n/a

Username:

.3gppnetwork.org

IMSI/MSID:

300420060496012

19126757869

ACSMgr Card/Cpu:

2001:db8::

NSAPT:

ESN:

Downlink Bytes:

Downlink Packets:

Injected Downlink Bytes:
Injected Downlink Packets:
Buffered Downlink Packets:
Buffered Downlink Bytes:
Uplink Bytes in Buffer:
Downlink Bytes in Buffer:

Buff Over-limit Uplink Bytes:
Buff Over-limit Downlink Bytes:
Processed Downlink Packets:

Dropped Downlink Packets:

Downlink Out of Order Packets:

Dyn FUI Discarded Pkts:
ITC Redirected Flows:

ITC ToS Remarked Packets:
ITC Dropped Dnl Pkts:

ITC Dropped Dnl Bytes:

CC Dropped Uplink Bytes:
CC Dropped Downlink Bytes:
NRUPC Reg Success:

NRUPC Reqg Time Out:

Downlink MBR (bps):
Downlink GBR (bps):
Downlink Burst (bytes):
Dropped Downlink Pkts:
Dropped Downlink Bytes:

Duplicate Key:

7/1
115

,10.174.230.156
0.0.0.0

6

393A43B7

n/a
n/a
n/a
n/a
n/a
n/a
n/a

6105

19
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Creation Time:
Last Pkt Time:
Duration:

Monday September 16 21:44:33 GMT 2013
Monday September 16 21:48:33 GMT 2013

00h:05m:47s



Active Charging Service name:

Rule Base name:

URL-Redir First-Request-Only:

Bandwidth Policy:

FW-and-NAT Policy:

NAT Policy NAT44:

NAT Policy NAT64:

TPO Policy:

CF Policy ID:

0ld CF Policy ID:

Dynamic Charging:

Dynamic Chrg Msg Received:
Installs Received:

Installs Succeeded:

Removes Succeeded:

Uplink Dynamic Rule Packets:
Downlink Dynamic Rule Packet

Dynamic Charging Packet Drop statistics:

PCC Rule
PCC Rule
PCC Rule
PCC Rule
RuleMatch Fail Upl Pkts:
RuleMatch Fail Upl Bytes:
Credit-Control:

cC
cC
cC
cC
cC
CCR-I Server Unreachable Han

BW Limit Upl Pkts:
BW Limit Upl Bytes:
Gating Upl Pkts:
Gating Upl Bytes:

Peer:

Group:

Mode:

Failure Handling:
Session Failover:

CCR-U Server Unreachable Han

Total CCR-U

Current Server Unreachable S
Interim Volume in Bytes
Interim Time in Seconds
Server Retries

QoS Renegotiate Up:

TCP Proxy Flows Requests:

Disable TCP Proxy Flows Requ

Current TCP Proxy Flows:

TCP-proxy reset for non-SYN

IP Flows:

IPv6 Flows:

TCP Flows:

HTTP Flows:

FTP Flows:

SMTP Flows:

RTSP Flows:

RTCP Flows:

WSP-CO Flows:

MMS Flows:

PPTP-GRE Flows:

P2P Flows:

TFTP Flows:

UNKNOWN Flows:

Flows:

Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
(L3)
Max Flows Timestamp:

Max

Charging Updates:

Rating-Group:
Service-Identifier:
State:

0
Charging

LTE
ocs
n/a
n/a
NATPOLICY
Required
Not-required
n/a
n/a
n/a
Enabled
1 Rule Definitions Received: 1
3 Removes Received: 0
3 Installs Failed: 0
0 Removes Failed: 0
22 Uplink Dynamic Rule Bytes: 2763
S: 17 Downlink Dynamic Rule Bytes: 5879
0 PCC Rule BW Limit Dnl Pkts: 0
0 PCC Rule BW Limit Dnl Bytes: 0
0 PCC Rule Gating Dnl Pkts: 0
0 PCC Rule Gating Dnl Bytes: 0
0 RuleMatch Fail Dnl Pkts: 0
0 RuleMatch Fail Dnl Bytes: 0
On
PHLARTRMASO03
DCCA-GY
DIAMETER
Retry & Terminate
Enabled
dling: Continue
dling: Continue
0
tate: n/a
(used / allotted): na/ na
(used / allotted): na/ na
(attempted / configured) : na/ na
0 QoS Renegotiate Dn: 0
0 TCP Proxy Flows Request Success: 0
ests: 0 Disable TCP Proxy Flows Success: 0
0 Total TCP Proxy Flows: 0
flows: 0
0 Current ICMP Flows: 0
1 Current ICMPv6 Flows: 0
1 Current UDP Flows: 0
0 Current HTTPS Flows: 0
0 Current POP3 Flows: 0
0 Current SIP Flows: 0
0 Current RTP Flows: 0
0 Current IMAP Flows: 0
0 Current WSP-CL Flows: 0
0 Current DNS Flows: 0
0 Current PPTP Flows: 0
0 Current H323 Flows: 0
0
1
6
Monday September 16 21:44:40 GMT 2013
n/a
3300



Checkpoint State: Current

Pending Update: No
Last Answer: 0h05m47s
Validity-Time: 42853
Volume Threshold: 255852544
Quota Usage Total Usage
CC-Time: - 347 347
CC-Total-Octets: 524288000 8992 8992
CC-Input-Octets: - 2887 2887
CC-Output-Octets: - 6105 6105
CC-Service-Specific-Units: - 36 36
Quota-Consumption-Time: - -
Quota-Hold-Time: - -
Quota-Validity-Time: 43200 347
Ruledef Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
Hand1eDNS3300 2 226 2 124 4
Firewall-Ruledef Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
int_apn_src 2 226 2 124 4
Dynamic Charging Rule Definition Statistics:
Dynamic-Rule-Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
RTRRule3300 17 5879 22 2763 36
Total Dynamic Rules:
Total Predefined Rules: 2
Total Firewall Predefined Rules: 0
Charging-Updates Statistics: n/a

Dynamic Charging Rule Definition(s) Configured:
Name Prior Content-Id Chrg-Type

RTRRule3300 950 3300 Both

Rule Parameters

Gate Status: Allow All
QoS Class Identifier: 9
ARP Priority Level: 10

Reporting Level: Rating Grp
Metering Method: Durn + Vol
Uplink MBR: 75000000
Downlink MBR: 75000000
Filter 1:

Direction: Uplink
Dst Addr 0.0.0.0/0

Filter 2:

Direction: Downlink
Src Addr 0.0.0.0/0

Filter 3:

Direction: Uplink
Dst Addr ::/0

Filter 4:

Direction: Downlink
Src Addr ::/0

Predefined Rules Enabled List:
Hand1leTCP3300
Hand1leDNS3300
Predefined Firewall Rules Enabled List: n/a
Session-ID: 115:12023409 Username:

0300420060496012@nai.epc.mnc420.mcc300.3gppnetwo

rk.org



Callid: 22075719 IMSI/MSID: 300420060496012

MSISDN: 19126757869
ACSMgr Instance: 115 ACSMgr Card/Cpu: 7/1
SessMgr Instance: 115
Client-IP: 2001:db8::
NAS-IP: 0.0.0.0
Access-NAS-IP(FA) :

NAS-PORT: 0 NSAPT: 7
Acct-Session-ID: 393A43B1
NAS-ID: n/a
Access-NAS-ID(FA) : n/a
3GPP2-BSID: n/a
Access-Correlation-ID(FA) : n/a
3GPP2-Correlation-ID: n/a
MEID: n/a
Carrier-ID: n/a ESN: n/a
Uplink Bytes: 94041 Downlink Bytes: 83406
Uplink Packets: 1033 Downlink Packets: 922

Dynamic Rule Limiting: Enabled
Bearer Bandwidth Limiting: Enabled

Uplink MBR (bps): 38000 Downlink MBR (bps) : 38000
Uplink GBR (bps): 38000 Downlink GBR (bps): 38000
Uplink Burst (bytes): 9500 Downlink Burst (bytes): 9500
Dropped Uplink Pkts: 0 Dropped Downlink Pkts: 0
Dropped Uplink Bytes: 0 Dropped Downlink Bytes: 0
Current Readdressed Sessions: 0
Total Readdressed Uplink Pkts: 0
Total Readdressed Uplink Bytes: 0
Total Readdressed Downlink Pkts: 0
Total Readdressed Downlink Bytes: 0
Total Readdressing Failure Packets: 0

Non Syn Flow: 0 Duplicate Key: 0

Dropped Pkts: 0
Creation Time: Monday September 16 21:44:28 GMT 2013
Last Pkt Time: Monday September 16 21:50:20 GMT 2013
Duration: 00h:05m:52s
Active Charging Service name: LTE
Rule Base name: PGW
URL-Redir First-Request-Only: n/a
Bandwidth Policy: n/a
FW-and-NAT Policy: n/a
NAT Policy NAT44: Not-required
NAT Policy NAT64: Not-required
TPO Policy: n/a
CF Policy ID: n/a
0l1d CF Policy ID: n/a
Dynamic Charging: Enabled
Dynamic Chrg Msg Received: 0 Rule Definitions Received: 0
Installs Received: 0 Removes Received: 0
Installs Succeeded: 0 Installs Failed: 0
Removes Succeeded: 0 Removes Failed: 0
Uplink Dynamic Rule Packets: 1033 Uplink Dynamic Rule Bytes: 94041
Downlink Dynamic Rule Packets: 922 Downlink Dynamic Rule Bytes: 83406

Dynamic Charging Packet Drop statistics:

PCC Rule BW Limit Upl Pkts: 0 PCC Rule BW Limit Dnl Pkts:

PCC Rule BW Limit Upl Bytes: PCC Rule BW Limit Dnl Bytes:

PCC Rule Gating Upl Pkts: PCC Rule Gating Dnl Pkts:

PCC Rule Gating Upl Bytes: PCC Rule Gating Dnl Bytes:
RuleMatch Fail Upl Pkts: RuleMatch Fail Dnl Pkts:

RuleMatch Fail Upl Bytes: RuleMatch Fail Dnl Bytes:
Credit-Control: of
Event-Triggers:

o O O O o
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QoS Renegotiate Up: 0 QoS Renegotiate Dn: 0
TCP Proxy Flows Requests: 0 TCP Proxy Flows Request Success: 0
Disable TCP Proxy Flows Requests: 0 Disable TCP Proxy Flows Success: 0
Current TCP Proxy Flows: 0 Total TCP Proxy Flows: 0
TCP-proxy reset for non-SYN flows: 0
Current IP Flows: 0 Current ICMP Flows: 0
Current IPv6 Flows: 1 Current ICMPv6 Flows: 0
Current TCP Flows: 0 Current UDP Flows: 1
Current HTTP Flows: 0 Current HTTPS Flows: 0
Current FTP Flows: 0 Current POP3 Flows: 0
Current SMTP Flows: 0 Current SIP Flows: 0
Current RTSP Flows: 0 Current RTP Flows: 0
Current RTCP Flows: 0 Current IMAP Flows: 0
Current WSP-CO Flows: 0 Current WSP-CL Flows: 0
Current MMS Flows: 0 Current DNS Flows: 0
Current PPTP-GRE Flows: 0 Current PPTP Flows: 0
Current P2P Flows: 0 Current H323 Flows: 0
Current TFTP Flows: 0
Current UNKNOWN Flows: 1
Max (L3) Flows: 0
Max Flows Timestamp: n/a
Charging Updates: n/a
No Charging ruledef(s) match the specified criteria
No Firewall ruledef(s) match the specified criteria
Dynamic Charging Rule Definition Statistics:
Dynamic-Rule-Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
0_0 83406 1033 94041 1955
Total Dynamic Rules:
Total Predefined Rules:
Total Firewall Predefined Rules:
Charging-Updates Statistics: n/a
Dynamic Charging Rule Definition(s) Configured:
Name Prior Content-Id Chrg-Type Rule Parameters
0_0 400 102 Offline Gate Status: Allow All
QoS Class Identifier: 1
ARP Priority Level: 11
Reporting Level: Rating Grp
Metering Method: Duration
Uplink MBR: 38000
Downlink MBR: 38000
Uplink GBR: 38000
Downlink GBR: 38000
Filter 1:
Direction: Uplink
Protocol: UDP
Src Addr 2001:db8::12/128
Dst Addr 2001:db8::13/128
Dst Port 59536
Filter 2:
Direction: Downlink
Protocol: UDP
Src Addr 2001:db8::13/128
Dst Addr 2001:db8::12/128
Dst Port 53626
0_1 401 102 Offline Gate Status: Allow All
QoS Class Identifier: 1
ARP Priority Level: 11



Reporting Level: Rating Grp

Metering Method: Duration
Uplink MBR: 0
Downlink MBR: 0
Uplink GBR: 0
Downlink GBR: 0
Filter 1:

Direction: Uplink
Protocol: UDP

Src Addr 2001:db8::12/128
Dst Addr 2001:db8::13/128
Dst Port 59537

Filter 2:
Direction: Downlink
Protocol: UDP

Src Addr 2001:db8::13/128
Dst Addr 2001:db8::12/128
Dst Port 53627

Predefined Rules Enabled List: n/a

Predefined Firewall Rules Enabled List: n/a

Total acs sessions matching specified criteria: 3

show active-charging firewall statistics

X f&“show active-charging sessions full’fy/N % , ATIRMUEXRESEENIFHAER.

[XGWout] PGW> show active-charging firewall statistics callid 0000513a
Thursday June 18 17:01:20 UTC 2015

Firewall Statistics for Callid 0000513a in Context: XGWout.

Data Stats:

Total Packets Received: 8745
Total Bytes Received: 5296353
Total Packets Sent: 8704
Total Bytes Sent: 5291193
Total Packets (NAT64 Translation) : 0
Total Bytes Reduced (NAT64 Translation) : 0
Total Packets Injected: 0
Total Bytes Injected: 0
Uplink Packets Dropped: 37
Uplink Bytes Dropped: 5000
Downlink Packets Dropped: 4
Downlink Bytes Dropped: 160
Total Malformed Packets: 0
Total DOS Attacks: 0
Total Flows Processed by Firewall: 0
Total NAT Flows Processed by Firewall: 171
Total NAT44 Flows Processed by Firewall: 171
Total NAT64 Flows Processed by Firewall: 0
Total Bypass-NAT Flows Processed by Firewall: 0
Total Bypass-NAT44 Flows Processed by Firewall: 0
Total Bypass-NAT64 Flows Processed by Firewall: 0
Current Flows Processed by Firewall: 0
Current NAT Flows Processed by Firewall: 1
Current NAT44 Flows Processed by Firewall: 1
Current NAT64 Flows Processed by Firewall: 0
Current Bypass-NAT Flows Processed by Firewall: 0
Current Bypass-NAT44 Flows Processed by Firewall: 0
Current Bypass-NAT64 Flows Processed by Firewall: 0



show subscribers data-rate [high/low]
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[local] PGW> show sub data-rate high callid 22075719
Monday September 16 21:51:07 UTC 2013

Total Subscribers 1

Active 1 Dormant : 0
peak rate from user (bps): 27699 peak rate to user (bps) : 24879
ave rate from user(bps) : 16663 ave rate to user (bps) : 16433
sust rate from user (bps): 16692 sust rate to user (bps) : 16459
peak rate from user (pps): 37 peak rate to user (pps) : 34
ave rate from user (pps) : 22 ave rate to user (pps) : 22
sust rate from user (pps): 22 sust rate to user (pps) : 22

show subscribers debug-info

T EENABsEEUREHTTACRIERIAT/A REXE  BltE-EER LT
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[local] PGW> show sub debug-info msid 300420060496012
Monday September 16 21:50:51 UTC 2013

username: 0300420060496012@nai.epc.mnc420.mcc300.3gppnetwork.org

callid: 22075719 msid: 300420060496012 Card/Cpu: 7/1 Sessmgr Instance: 115 Primary callline:
Redundancy Status: Original Session Checkpoints Attempts Success Last-Attempt Last-Success Full:
8 6 63300ms 63300ms Micro: 661 661 Oms Oms GR Checkpoints Sent 2 Full Checkpoints, last 63
seconds before 56 Micro Checkpoints, last 3 seconds before Invalidate-CRRs: 0 Call Statistics: 1
Current number of NAT flows checkpointed: 0 Current state: SMGR_STATE_CONNECTED FSM Event trace:
State Event Num Occurances Time SMGR_STATE_OPEN SMGR_EVT_ NEWCALL (1) 2013-09-16:21:44:28
SMGR_STATE_NEWCALL_ARRIVED SMGR_EVT_IPV6ADDR_ALLOC_SUCCESS (1) 2013-09-16:21:44:29
SMGR_STATE_NEWCALL_ARRIVED SMGR_EVT_ANSWER_CALL (1) 2013-09-16:21:44:29
SMGR_STATE_NEWCALL_ANSWERED SMGR_EVT_LINE_CONNECTED (1) 2013-09-16:21:44:29
SMGR_STATE_LINE_CONNECTED SMGR_EVT_LOWER_LAYER_UP (1) 2013-09-16:21:44:29 CLP State Trace: State

EBI's Associated Time CLI_MAPPED_SGX_ EVT_POLICY_STATUS_IND - - - - - - - - - - - 2013-09-
16:21:49:53 CLI_MAPPED_SGX_EVT POLICY_CHANGE_ REQ - - - - - - - - - - - 2013-09-16:21:49:53
CLI_MAPPED_SEF_EVT_ POLICY_CHANGE_REQ - - - - - - - - - - - 2013-09-16:21:49:53
CLI_MAPPED_SEF_EVT_ POLICY_CHANGE_RSP - - - - - - - - - - - 2013-09-16:21:49:53
CLI_MAPPED_SGX_EVT_POLICY_CHANGE_REQ - - - - - - - - - - - 2013-09-16:21:49:53
CLI_MAPPED_SGX_EVT_POLICY_STATUS_IND - - - - - - - - - - = 2013-09-16:21:49:53
CLI_MAPPED_SEF_EVT_SESS_SETUP_RSP - - - - - - - - - - - 2013-09-16:21:44:29

CLI_MAPPED_SGX_EVT_POLICY_STATUS_IND - - - - - - - - - - = 2013-09-16:21:44:29



SMGR_CLP_EVT_PGW_UPDATE_BEARER REQ - - - - - - - - - - - 2013-09-16:21:44:29

CLI_MAPPED_SEF_EVT_BEARER_BINDING_RSP - - - - - - - - - - - 2013-09-16:21:44:29
SMGR_CLP_EVT_PGW_CREATE_SESSION_RSP 5 - - - - - - - - - - 2013-09-16:21:44:29
CLI_MAPPED_SGX_EVT_POLICY_CHANGE_REQ - - - - - - - - - - - 2013-09-16:21:49:52
CLI_MAPPED_SEF_EVT_ POLICY_CHANGE_REQ - - - - - - - - - - - 2013-09-16:21:49:52
CLI_MAPPED_SEF_EVT_ POLICY_CHANGE_RSP - - - - - - - - - - - 2013-09-16:21:49:52
CLI_MAPPED_SGX_EVT_POLICY_CHANGE_REQ - - - - - - - - - - - 2013-09-16:21:49:52
CLI_MAPPED_SGX_EVT_POLICY_STATUS_IND - - - - - - - - - - = 2013-09-16:21:49:52
SMGR_CLP_EVT_PGW_CREATE_BEARER REQ - - - - - - - - - - - 2013-09-16:21:49:52
CLI_MAPPED_SEF_EVT_BEARER_BINDING_RSP - - - - - - - - - - - 2013-09-16:21:49:53
SMGR_CLP_EVT_PGW_CREATE_BEARER_RSP - - 7 - - - - - - - - 2013-09-16:21:49:53
CLI_MAPPED_SEF_EVT_ POLICY_STATUS_IND - - - - - - - - - - = 2013-09-16:21:49:53 Sub Session State

Trace: EBI ID State TimeStamp 5 SMGR_STATE_NEWCALL_ARRIVED 2013-09-16:21:44:28 5
SMGR_STATE_CONNECTED 2013-09-16:21:44:29 7 SMGR_STATE_CONNECTED 2013-09-16:21:49:53 NAT Policy
NAT44: Not-required NAT Policy NAT64: Not-required Data Reorder statistics Total timer expiry: 0
Total flush (tmr expiry): 0 Total no buffers: 0 Total flush (no buffers): 0 Total flush (queue
full): 0 Total flush (out of range):0 Total flush (svc change): 0 Total out-of-seqg pkt drop: 0
Total out-of-seq arrived: 0 IPv4 Reassembly Statistics: Success: 0 In Progress: 0 Failure
(timeout): 0 Failure (no buffers): 0 Failure (other reasons): 0 Re-addressed Session Entries:
Allowed: 2000 Current: 0 Added: 0 Deleted: 0 Revoked for use by different subscriber: 0 TCP
Proxy DNS Info entries 0 IPv4 ACL applied: active input acl: number of rules: 0 active output
acl: number of rules: 0 ACL caching statistics: input packets: 2206 input cache hits: 0 output
packets: 2183 output cache hits: 0 IPv6 ACL applied: active input ipv6 acl: ECS_ACL_V6 number of
rules: 8 active output ipvé6 acl: ECS_ACL_V6 number of rules: 8 IPv6 ACL caching statistics:
input cache hits: 1787 output cache hits: 739 Total number of ACL reload: 0 Total number of ACS
session deleted on ACL reload: 0 NEMO Mode: N/A ; Peer bond: NO ; Peer Callid: 00000000 sessmgr
NPU Flow Details: Flow Id Flow Type Nat Realm VPN Id 8079786 IPV6_FLOW n/a 5 Private IP NPU flow
timeout (Seconds) : n/a ACS PCP Service: n/a

show subscribers aaa-configuration
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show subscribers activity
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show active-charging flows ip-address
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show subscribers policy

XRFFIH B 2 B A P RY S BT SR

show [mipfa | mipha] full

S EAEXAFNFEAMIPHEXESR

[local] PDSN-FA> show mipfa full username 9786045176Q@cisco.com
Tuesday May 12 16:08:05 UTC 2015

Username: 9786045176@cisco.com Callid: 1120££97

MSID: 311289786045176

Num Agent Advt Sent: 1 Num Agent Solicit Rcvd: 0

Home Address #1: 10.235.121.62 NAI: 9786045176@cisco.com

FA Address: 203.0.113.1 HA Address: 203.0.113.2
Lifetime: 02h00mO0Os Remaining Lifetime: 01h56m04s
Reverse Tunneling: On Encapsulation Type: IP-IP
GRE Key: n/a IPSec Required: No
IPSec Ctrl Tunnel Estab.: No IPSec Data Tunnel Estab.: No
MN-AAA Removal: No Proxy MIP: Disabled
DMU Auth Failures: 0 Send Terminal Verification: Disabled
Revocation Negotiated: YES Revocation I Bit Negotiated: YES
MN-HA-Key-Present: FALSE MN-HA-SPI: n/a
FA-HA-Key-Present: TRUE FA-HA-SPI: 8832
MN-FA-Key-Present: FALSE MN-FA-SPI: n/a
HA-RK-KEY-Present: FALSE HA-RK-SPI: n/a
HA-RK-Lifetime: n/a HA-RK-Remaining-Lifetime: n/a

Send Host Config: Disabled

show [mipfa |mipha]it %8s

LEFR & A P B &R MIPAE R T 825 -

[local] PFDN> show mipfa counters username 9786045176@cisco.com
Tuesday May 12 16:08:12 UTC 2015

MSID: 311289786045176

Username: 9786045176@cisco.com

Callid: 1120££97

Num Agent Advt Sent: 1 Num Agent Solicit Recvd: 0

Home Address: 10.235.121.62 NAI: 9786045176Q@cisco.com
FA Address: 203.0.113.1 HA Address: 203.0.113.2
Registration Request Received:
Total Received Reg: 1 Accepted Reg: 1
Rejected Reg: 0
Denied Reg: 0 Discarded Reg: 0
Relayed Reg: 1 Auth Failed Reg: 0
FA Denied Reg: 0 HA Denied Reg: 0



Rcvd with MIP Key Data&colon;

Init RRQ Received:
Init RRQ Rejected:
Init RRQ Denied:
Init RRQ Relayed:
Init PMIP RRQ Xmit:

Init RRQ Denied by FA:

Renew RRQ Received:
Renew RRQ Rejected:
Renew RRQ Denied:
Renew RRQ Relayed:
Renew PMIP RRQ Xmit:

Renew RRQ Denied by FA:

Dereg RRQ Received:
Dereg RRQ Rejected:
Dereg RRQ Denied:
Dereg RRQ Relayed:
Dereg PMIP RRQ Xmit:

Dereg RRQ Denied by FA:

Denied by FA:
Unspecified error:
Admin Prohibited:
MN Auth Failure:
Lifetime too long:
Poorly formed Reply:
Invalid COA:

Missing Home Agent:
Unknown Challenge:
Stale Challenge:
Encap Unavailable:
Rev Tunnel Mandatory:

Delivery Style Unavailable:

HA Port Unreachable:
Unknown CVSE Rcvd:
AAA Authenticator:

Discarded by FA:
Invalid Extn:

Denied by HA:
FA Auth Failure:
Mismatched ID:
Unknown HA:
MN Auth Failure:
Admin Prohibited:
Encap Unavailable:
Unknown CVSE Rcvd:

Registration Reply Rcvd:

Total:
Errors:

Init RRP Rcvd:
Renew RRP Rcvd:
Dereg RRP Rcvd:
RRP with Dyn HA Rcvd:

Registration Reply Sent:

Total:
Accepted DeReg:

O O O O o o o o O o K

O O O O o o

O O O O O O O O O O o o o o o

O O O O O O o

o

o o o

Init RRQ Accepted:

Init RRQ Discarded:
Init RRQ Auth Failed:
Init PMIP RRQ Re-Xmit:
Init RRQ Denied by HA:

Renew RRQ Accepted:

Renew RRQ Discarded:
Renew RRQ Auth Failed:

Renew PMIP RRQ Re-Xmit:
Renew RRQ Denied by HA:

Dereg RRQ Accepted:

Dereg RRQ Discarded:
Dereg RRQ Auth Failed:

Dereg PMIP RRQ Re-Xmit:
Dereg RRQ Denied by HA:

Reg Timeout:

No Resources:

HA Auth Failure:
Poorly formed Request:
MN Too Distant:
Missing NATI:

Missing Home Addr:
Missing Challenge:

Rev Tunnel Unavailable:
HA Network Unreachable:

HA Host Unreachable:
HA Unreachable:
MIP Key Request:
Public Key Invalid:

Invalid UDP Checksum:

Poorly formed Request:

Simul Bindings Exceeded:
Rev Tunnel Unavailable:

No Resources:
Rev Tunnel Mandatory:
Unspecified Reason:

Relayed:

Init RRP Relayed:
Renew RRP Relayed:
Dereg RRP Relayed:

RRP with Dyn HA Denied:

Accepted Reg:
Denied:

o O O o o o O O o o o O O o

O O O O O O o o

O O O O o o O O O O o o

o O o



Send Error:

Tunnel Data Received:

Total Packets
IPTP:

Total Bytes
IPTP:

Errors:
Protocol Type Error:
GRE Checksum Error
No Session Found

Tunnel Data Sent:
Total Packets
IPTP:
Total Bytes
IPTP:

show ppp [full]

3383
3383
3850296
3850296

2905
2905
346228
346228

IR EB R AN EFHAPPPHEXESR
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GRE:

GRE:

GRE Key Absent:
Invalid Pkt Length:

GRE:

GRE:

[local] PDSN-HSGW> show ppp username 9786045176@cisco.com
Tuesday May 12 16:08:18 UTC 2015

PPP Summary:

1 PPP Sessions In Progress

Layer Info:

1 LCP Up 1 IPCP Up 0 IPv6CP Up
Compression:
0 VJ Compressed Sessions (loc to rem)
0 VJ Compressed Sessions (rem to loc)
0 ROHC Compressed Sessions (loc to rem)
0 ROHC Compressed Sessions (rem to loc)
0 Normal PPP Compressed Sessions
0 Stateless PPP Compressed Sessions
1 NONE 0 STAC 0 DEFLATE (
1 NONE 0 STAC 0 DEFLATE (
Errors:
In errors 0 In discards 0
Out errors 0 Out discards 0
Bad address 0 Bad control 0
Bad Length
Echo req rcvd 0 Echo rsp rcvd 0

Echo rsp sent

Decomp errors

O O O O O O O o o o o

Comp errors

Data Stats:

0 Invalid magic-number rcvd

LCP Vend Ext req sent
LCP Vend Ext rsp rcvd
LCP Vend Ext req max-retried

0 Comp Reset sent

0 Comp expansion 0

294366 In octs (unframed)
307 In ctrl octs
0 In comp octs

2059 In pkts
8 In ctrl
0 In comp

0 CCP Up

loc to rem)
rem to loc)

In unknown proto
Pkt too long
Bad FCS

Echo Reqg sent

0 LCP Vend Ext reqg resent
0 LCP Vend Ext protocol rejected

Comp Reset rcvd

pkts
pkts



0 In uncomp octs
307522 In framed octs
3798297 Out octs (unframed)
139 Out ctrl octs
0 Out comp octs
0 Out uncomp octs
3840820 Out framed octs

3400 Out pkts
6 Out ctrl pkts
0 Out comp pkts

[local] PDSN-HSGW> show ppp full username 9786045176Q@cisco.com

Tuesday May

12 16:08:23 UTC 2015

Username: 9786045176@cisco.com Callid:1120£f£f97 Msid: 311289786045176

LCP State:
mtu (Nego
auth algo
PFC (loc
ACFC (loc
async map

IPCP State:
IP Header

Local Add
Primary D
Primary N

IPV6CP Stat

CCP State:

294701
3798574
307

139
307883
291333
291471

O O O O O O O O O o o o o o

Opened

tiated/Enforced): 1500/1500 mru: 1500

rithm (loc to rem): none (rem to loc): none
to rem): enabled [ignore] (rem to loc): enabled
to rem): enabled [ignore] (rem to loc): enabled

(loc to rem): 0x00000000

Opened
comp. (loc to rem): none
(rem to loc): none
ress: 203.0.113.1
NS: 209.165.200.225
BNS: 0.0.0.0

e: Not Opened

Not Opened

In octs (unframed)

Out octs (unframed)

In ctrl octs

Out ctrl octs

In framed octs

In data (unfr/data-cmp) octs
In data (iphdr-cmp) octs

In data (iphdr-cmp-fail) octs
In data (iphdr-rohc) octs

In data (iphdr-rohc-fail) octs
In discards

Out discards

Bad address

Pkt too long

Bad pkt length

Echo req rcvd

Echo reqg sent

LCP Vend Ext req sent

LCP Vend Ext rsp rcvd

LCP Vend Ext reqg max-retried
Invalid magic-number rcvd

(rem to loc): 0x00000000

Remote Address: 0.0.0.0
Secondary DNS: 209.165.200.226
Secondary NBNS: 0.0.0.0

2063 In pkts
3404 Out pkts
8 In ctrl pkts
6 Out ctrl pkts
3841113 Out framed octs
3784675 Out data (unfr/data-cmp) octs
3784843 Out data (iphdr-cmp) octs

0 In data (iphdr-cmp-fail) pkts
0 Out data (iphdr-rohc) octs

0 In data(iphdr-rohc-fail) pkts
0 In errors

0 Out errors

0 Bad control

0 Bad FCS

0 Echo rsp rcvd

0 Echo rsp sent

0 LCP Vend Ext req resent

0 LCP Vend Ext protocol rejected

Total PPP sessions matching specified criteria: 1

show ppp counters

[local] PDSN-HSGW> show ppp counters username 9786045176@cisco.com
Tuesday May 12 16:08:52 UTC 2015
Username: 9786045176@cisco.com Callid:1120£f£f97 Msid: 311289786045176

296894
3800156
307

139
310124

In octs (unframed)
Out octs (unframed)
In ctrl octs

Out ctrl octs

In framed octs

2083 In pkts
3412 Out pkts
8 In ctrl pkts
6 Out ctrl pkts
3842736 Out framed octs



293517
293655

data
data
data
data
data
discards

In unfr/data-cmp) octs

In iphdr-cmp) octs

In

(
(
(iphdr-cmp-fail)
(

In iphdr-rohc) octs

In (iphdr-rohc-fail)
In
Out discards
Bad address
Pkt too long
Bad pkt length
Echo reqg rcvd
Echo reqg sent
LCP Vend
LCP Vend
LCP Vend

Invalid magic-number rcvd

Ext reqg sent
Ext rsp rcvd
Ext req max-retried

O O O O O O O O O o o o o o

octs

octs

3786225
3786393

O O O O O O o

o O O o

Total PPP sessions matching specified criteria: 1

show rp full

WIREEXAFWIESNA11 (RPED ) AXER
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Out data (unfr/data-cmp) octs
Out data (iphdr-cmp) octs

In data (iphdr-cmp-fail) pkts
Out data (iphdr-rohc) octs

In data(iphdr-rohc-fail) pkts
In errors

Out errors

Bad control

Bad FCS

Echo rsp rcvd

Echo rsp sent

LCP Vend Ext req resent

LCP Vend Ext protocol rejected

[local] PDSN-HSGW> show rp full username 9786045176@cisco.com
Tuesday May 12 16:07:52 UTC 2015

Username:

9786045176@cisco.com Callid:

Al10 Connection #1: (Main)

PCF Address:

10.207.6.67

MN Sess Ref ID: 1
Service Option: 59

Flow Control State XON
Lifetime: 00h30m00s
GRE Receive:
Total Packets Rcvd: 2017
GRE Send:
Total Packets Sent: 4722

Data Over Signaling Packets: 0

IP Header compression:

Forward: ROHC not negotiated

Reverse:

ROHC not negotiated

GRE Flow Control:

Total
Total
Total
Total
Total

SPTI:

Packets Received with XOFF:
Packets Received with XON:
XON->XOFF Transitions:

Output Packets Dropped on XOFF:
Output Bytes Dropped on XOFF:

257

Prev System Id: 0
Prev Network Id: O
Prev Packet Zone Id: 0

BSID:

001C00030015

Registration Request/Reply:

1120££97 Msid:

PDSN Address:

GRE Key:

Remaining Lifetime:

Total Bytes Rcvd:

Total Bytes Sent:

311289786045176

10.211.28.132

1864769

00h28m59s

367426

3988706

Data Over Signaling Bytes: 0

o O O O o

Current System Id: O
Current Network Id: 0
Current Packet Zone Id: 0

GRE Segmentation

Disabled



Renew RRQ Accepted: 0

Intra PDSN Active H/O RRQ Accept:
Inter PDSN Handoff RRQ Accepted:

Reply Send Error: 0

Registration Update/Ack:
Initial Update Transmitted: 0
Denied: 0
Reg Ack Received: 0
Update Send Error: 0

Registration Update Send Reason:
Lifetime Expiry: 0
Other Reasons: 0
Session Manager Exited: 0

Registration Update Denied:
Reason Unspecified: 0
PDSN Failed Authentication: 0
Poorly Formed Update: 0

Session Update/Ack:
Initial Update Transmitted: 1
Denied: 0
Sess Update Ack Received: 1
Update Send Error: O

Session Update Send Reason:
Always On: 0
TFT violation: 0
Traffic Policing: 0

Session Update Denied:
Reason Unspecified: 0
Admin Prohibited: 0
PDSN Failed Authentication: 0
Identification Mismatch: 0
Poorly Formed Update: 0
Profile Id Not Supported: 0

GRE Receive:

Total Packets Received: 2017

Total Bytes Received: 367426
GRE Send:

Total Packets Sent: 4722

Total Bytes Sent: 3988706

Total Packets Sent in SDB:O0
Total Bytes Sent in SDB: O

GRE Segmentation:

Total Packets Received with Segmentation Indication:
Total Packets Sent with Segmentation Indication:

Total Successful Reassembly:

Total packets processed without proper reassembly:

GRE Flow Control:

Total Packets Received with XOFF:
Total Packets Received with XON:

Total XON->XOFF Transitions:

Discarded: 0

Intra PDSN Dormant H/O RRQ Accept:

Update Retransmitted: 0
Not Acknowledged: 0
Reg Ack Discarded: 0

Upper Layer Initiated: 0
Handoff Release: 0

Admin Prohibited: 0
Identification Mismatch: 0

Update Retransmitted: 0
Not Acknowledged: 0
Sess Update Ack Discarded: 0

QoS Info: 1
Traffic Violation: O
Operator Triggered: 0

Insufficient Resources: 0
Parameter not updated: 0

Handoff In Progress : 0

Protocol Type Error:
GRE Key Absent:

GRE Checksum Error:
Invalid Packet Length:

o O O o

o O O o



Total Output Packets Dropped on XOFF: 0
Total Output Bytes Dropped on XOFF: 0

Total RP sessions matching specified criteria: 1

show 12tp sessions full

WIREBXAFWEM2ipHEXER
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[local] PDSN-LAC> show 12tp sessions full user 0020000648@Qcisco.com
Wednesday June 17 23:34:13 UTC 2015

Username:
Peer IP Address:
Context Name:

Session State:

Local Tunnel ID:
Peer Tunnel ID:
Call Type:

Rx Connect Speed:
PPP Proxy-Auth:
Bearer Type:
System ID:

Cell Number:

Data
Data
Data
Data

Rx
Tx
Rx
Tx

Sequence
Sequence
Sequence
Sequence

Pkts:
Octs:

Rx Data
Rx Data

0020000648@cisco.com
203.0.113.11
destination

LAC_ESTABLISHED

7

88
LAC-INCOMING
57600
CHAP_MD5
DIGITAL

0

0

Num Enabled:
Num Enabled:
Num:
Num:

Rx Discard Data Pkts: 0

Handoffs:

Callid: 161df87f
Service Name:
Service Type:

Local Session ID:

Peer Session ID:
Call Serial Num:

Tx Connect Speed:

Tunnel Key:
Framing Type:
Network ID:
Service Option:

DISABLED
DISABLED
0
0

Tx Data Pkts:
Tx Data Octs:

Msid: 311280020000648
LAC-Servicel
LAC

2471

2471
371062911
64000

n/a
ASYNC

0

0

[local]HA-LNS> show 12tp sessions full username 0020009112@cisco.com
Wednesday June 17 23:33:01 UTC 2015

Username:
Peer IP Address:
Context Name:

Session State:

Local Tunnel ID:
Peer Tunnel ID:
Call Type:

Rx Connect Speed:
PPP Proxy-Auth:
Bearer Type:

Data Rx Sequence
Data Tx Sequence

0020000648@cisco.com
203.0.113.10
LNSINGRESS

LNS_ESTABLISHED

88

7
LNS-INCOMING
57600
CHAP_MD5
DIGITAL

Num Enabled:
Num Enabled:

Callid: 0a30f2ac
Service Name:
Service Type:

Local Session ID:

Peer Session ID:
Call Serial Num:

Tx Connect Speed:

Tunnel Key:
Framing Type:

ENABLED
DISABLED

Msid: 311280020000648
SIP-LNS

LNS

2471

2471
371062911
64000

n/a
ASYNC



Data Rx Sequence Num: 15
Data Tx Sequence Num:

Rx Data Pkts: 15 Tx Data Pkts: 6
Rx Data Octs: 953 Tx Data Octs: 424
Rx Discard Data Pkts: 0

show rsvp counters

L5 A P8 iEF Arsvpit BiEs

show ims-authorization sessions full

L2 S B XPCRFAFENFAE L
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[local] PGW> show ims-authorization sessions full imsi 300420160377232
Wednesday June 17 23:47:00 UTC 2015

CallId: 4d9f33cbh Service Name: IMS-GX
IMSI: 300420160377232
Session ID: 0007-diamproxy.PHLA.Gx.ims.com;1302279115;926061183;55810c5d-17£02
Bearer Type: GTP
SGSN IP-Addr: 203.0.113.3
APN: APN1
Bearer Control Mode: UE/NW
State: Connected

Negotiated Supported Features:
3gpp-rl0
Bound PCRF Server: ohcisO4mraOl.cisco.com
Primary PCRF Server: ohcisO4mralOl.cisco.com
Secondary PCRF Server: njbbs04mrall.cisco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA
Outstanding CCR-U: 0
UE IP Address:
UE IP Session Type: IPv6
IPv4 Address: NA
IPv6 Prefix: 5555:1000:8010:a9%9a4::
Auth Decision:
Event Triggers:
QoS-Change
PLMN-Change
RAT-Change
IP_CAN-Change
Usage-Report
Successful-Resource-Alloc
UE-Timezone-Change



Resource-Modification-Request

UE-IP-Address-Allocate

UE-IP-Address-Release

Default-EPS-Bearer-Q0S-Change

APN-AMBR-Modification-Failure

Default-EPS-Bearer-Q0S-Modification-Failure
Event Report Indication: None

Negotiated QoS:

Default-Bearer-QoS:
QCI: 5
ARP:
PL: 10 PCI: 1
PVI: 1
APN AMBR Uplink(in bps): 600000 APN AMBR Downlink (in bps): 600000

CallId: 4d9f5163 Service Name: IMS-GX
IMSI: 300420160377232
Session ID: 0007-diamproxy.PHLA.Gx.ims.com;1302286691;929479551;55814953-17£02
Bearer Type: GTP
SGSN IP-Addr: 203.0.113.3
APN: APN2
Bearer Control Mode: UE/NW
State: Connected

Negotiated Supported Features:
3gpp-rl0
Bound PCRF Server: ohcisO4mraOl.cisco.com
Primary PCRF Server: ohcisO4mraOl.cisco.com
Secondary PCRF Server: njbbs04mrall.cisco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA
Outstanding CCR-U: 0
UE IP Address:
UE IP Session Type: IPv4_IPv6
IPv4 Address: 100.107.226.26
IPv6 Prefix: 5555:1000:b029:a82d::
Auth Decision:
Event Triggers:
QoS-Change
PLMN-Change
RAT-Change
IP_CAN-Change
Out-0Of-Credit
Reallocation-0Of-Credit
Usage-Report
Resource-Modification-Request
UE-IP-Address-Allocate
UE-IP-Address-Release
Default-EPS-Bearer-Q0S-Change
APN-AMBR-Modification-Failure
Default-EPS-Bearer-Q0S-Modification-Failure
Event Report Indication: None

Negotiated QoS:

Default-Bearer-QoS:

QCI: 8

ARP:
PL: 10 PCI: 1
PVI: 1

APN AMBR Uplink(in bps): 150000000 APN AMBR Downlink(in bps): 150000000
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