BEBRAAAAccSrvUnreachableHl
AAAAuthSrvUnreachable P} B it &

H 3%

T

B Bt ik % 25
EAAAMGRIRTE A ELE KW
REFEESZE

RS HEBRAE B/ 5 E

Radiusfi & E i

show task resources facility aaamgr all
show radius counters { { all |BR% 88

show session subsystem facility {aaamgr | sessmar} {all |3= 4
ping

traceroute

radiusJi# 35 65lx auth {radius group
radius Uik 3£ flx accounting {radius group
show radius info [radius group

BERF

BIE IR

bk

S AN

XM BB Xitie

SNMPAAAAccSrvUnreachableAAAAuthSrvUnreachable(RADIUS)
RADIUS//
LABIP

//RADIUS

AAAMGR

aamgraaamgrradiusradiusaaamgrsessmgr‘show task resources’aaamgraaamgrradiusaaamgr —
“show radius counters”™Access-Request Timeout”

“Access-Request Current Consecutive Failures in a mgr’“show radius counters”show radius
accountingauthenticationservers detail’lRADIUS"Active”Not Responding”’SNMP RADIUS



[ sour ce] PDSN> show radi us accounting servers detail
Friday Novenmber 28 23:23:34 UTC 2008

ER Type (A) - Authentication
| (C© - Charging

| (M - Mediation

I

| +----Preference: (P) - Primary

'l

|| +---State: (A) - Active

[ (D) - Down

[ 1] () - Initializing
1] (a) - Active Pending
[1]

[ ]]+--Admin (E) - Enabl ed

||| Status:

[T

| ]1]]+-Adm n

|11]] status (O - Overridden
|1lI] Overridden:

[T

vvvvv | P PORT GROUP

PNE. 198.51.100.1

1813 defaul t

Event History:

2008- Nov- 28+23: 18: 36 Active
2008- Nov-28+23: 18: 57

2008- Nov- 28+23:19: 12 Active
2008- Nov-28+23: 19: 30

2008- Nov- 28+23: 19: 36 Active
2008- Nov- 28+23: 20: 57

2008- Nov- 28+23: 21: 12 Active
2008- Nov-28+23: 22: 31

2008- Nov- 28+23: 22: 36 Active
2008- Nov-28+23: 23: 30

A C DT

(a) - Accounting

(c) - Charging Accounting
(m - Mediation Accounting
(S) - Secondary
(N) - Not Responding

(W - Waiting Accounting-On

(w) - Waiting Accounting-Of
(U - Unknown

(D) - Disabled

(.) - Not Overridden

Not Respondi ng
Not Respondi ng
Not Respondi ng
Not Respondi ng

Not Respondi ng

(MiAE=4) , EMNREE , NRABE :

(FEE , FES[IATER

ERER , EXEERT , 2HRBESRICHK (WRAEECK , MEINEAFHRIE )

radius [accounting] detect-dead-server secuntive-failures 4

RIE  ERBOMEE (58 ) K, RS BEITIZN KM

radius [accounting] deadtime 10

SNMPFARHM B S b AR | HIan5 B4 3 & 3 R IE /SIS K

Fri Jan 30 06:17:19 2009 Interna
address 172.28.221.178

Fri Jan 30 06:22:19 2009 Interna
172.28.221.178

Fri Nov 28 21:59:12 2008 Interna
address 172.28.221.178

Fri Nov 28 22:28:29 2008 Interna
172.28.221.178

2008- Nov- 28+21: 59: 12. 899 [radi us-acct 24006 war ni ng]

trap

trap

trap

trap

notification

notification

notification

notification

[8/0/518 <aaangr:

39 (AAAAut hSvr Unreachabl e) server 2 ip

40 (AAAAut hSvr Reachabl e) server 2 ip address

42 (AAAAccSvrUnreachabl e) server 6 ip

43 (AAAAccSvr Reachabl e) server 6 ip address

231> aaangr_confi g. c: 1060]



[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 unreachabl e

2008- Nov- 28+22: 28: 29. 280 [radi us-acct 24007 info] [8/0/518 <aaangr: 231> aaangr_config.c: 1068]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 reachabl e

fEBHE RIRS R ELR,. IETAMERER. il , ERREE—BRSHLERT —BRFHFL
, ERREEFIERSSRL ? BRAVIREZ D ?

SEER  MAKEMAFENRAR - EHRR , Bt , kMO RFLET , ERRTEREN
BE., EURRFEI ZIEBMH , XEURTEREA R VKN, MASCR TR MARIIESR.

show snmp trap statistics¥$3R &5 B /B33 AKRAR A 908k , BIER IBAYFE B R E8MIBR. ROIER
1Bk alIA R

[ source] PDSN> show snnp trap statistics | grep -i aaa
Wednesday Septenber 10 08:38: 19 UTC 2014

Trap Name #Gen #Di sc Disable Last Cenerated
AAAAccSvr Unr eachabl e 833 0 0 2014:09:10:08:36:54
AAAAccSvr Reachabl e 839 0 0 2014:09:10:08:37:00

BEE , LOlhRENaaamgrE#231, XEREEREEE F(SMC) LMASR 5000 LW &
aamgr. HIHPEEREENR , H¥ MaamgrlaaamgriB B oA M B A |, B EFIREHIEH)
"5 Emanagement aamgr3:fl |, MARBENZRABHIFERS, XRRN , MRFZEFES T
EEMEE  BANMRENHBIREAN TEELEEE , BEIERLRIRERF , RIRITRE — Rtk
EEXH , MRFHE , EELHWMAS . EHEHERT Y , FEAEXNAHEER Naamgrk £
HWENEZFMES, MStarOS 17FVIS+HIELEMAT A , WITHEEXR , Fit |, EEEZE R
( ZLASNMPFEBFARIRE R ) BIXS Raamgr3E 45 EE B % EID(Cisco CDETS CSCum84773)H B
EHRE , BEMNIRELBERAE —IRKRE (EZPaamgr ) .

EFaamgrRERASEEESRXMI&ES+ 1, FASR 5500 , ©R2385 ( A FHELEF ) R
1153 ( AFDPC2) ,

WEFR , EHaamgrA T ERER/EEREF , URAEMNRADIUSERS 2824 & KB RNIE
RWEK,

#4E | “show radius accounting ( Bauthentication ) servers detail’ap 58 '~ 5B B B A3 M AR
SE XK EBDown(IREE : 2 B E X AINot Responding R & — 4N aamgrik 888t , MiDownZ2 &4
aamgrik S8/ B B 2 B kY ELLHE AT LA & Down)

vvvvv | P PORT GROUP

aSDE. 172.28.221.178 1813 default

Event History:

2008- Nov- 28+21: 59: 12 Down

2008- Nov- 28+22: 28: 29 Active

2008- Nov- 28+22: 28: 57 Not Respondi ng
2008- Nov- 28+22: 32: 12 Down

2008- Nov- 28+23: 01: 57 Active

2008- Nov- 28+23: 02: 12 Not Respondi ng

2008- Nov- 28+23: 05: 12 Down



2008- Nov- 28+23: 19: 29 Active
2008- Nov- 28+23: 19: 57 Not Respondi ng
2008- Nov- 28+23: 22: 12 Down

MRRABET —8kSaH WA HHER , RAXNRNELFUEXREER,

HEE—RWRE , Edetect-dead-serverft E1T L LA E B — NS , N “response-timeout’s 1§
ERT , ARSS BN TE 5] AsF 7 S T 455 U P2 0 i) 2 68 A SR B F 24 BR 2. response-timeoutds TE K E|
KAFSERSF[OMEERONOWBA R, (FFEE , HWBMAN , it ENTHERE
o ) HBRFSHB/AMKIERETLXA , MEBDZHR/MERN , 2HIXTER.

XMEANERABER  RERRKSBERABMME , EFFELIRERSHFIFCARA. Hk
, AEERENRRAREREEEN T 2 FRSSRER , XXFERREENRSRT TiE,

NN e R FIRADIUSIR S HLE R S EBUR T EE FiBaamgrif BN EHR AR B AW B
IR, XM EZHEBIMENZE T RERNMERNE X, BEEERRI , £H A
FIERAHEHRFNERT , XEQTLH™,

RIFERRTE

KMRADIUSIRSZ 2SR MN S —f A Z2FEAELRENRER, XBEFERIEBRHRADIUSH
B MARKEZIEMRE. WAZENS —MBREHRALTENRS , MEaamgrsEd , HE
AIREFEE R ZERADIUSTHEME , Rt MEXEREBFREEFEERT , NIEZRFF AR
SHHELERM, A | YRS I/EERAT |, X EkeepaliveS BEE K% | LUME RS B58EH RIRBIARIC
Hup. WAEZENRAZE , CRK T EWEAEI R BN S EaaamgrEflfixmE  FACERAER
aaamgr3E 53k = E 2.

UTRERGEEXRNERHITEERE

radi us (accounting) detect-dead-server keepalive

radi us (accounting) keepalive interval 30

radi us (accounting) keepalive retries 3

radi us (accounting) keepalive tinmeout 3

radi us (accounting) keepalive consecutive-response 1

radi us (accounting) keepalive username Test-Username

radi us keepalive encrypted password 2ec59b3188f 07d9b49f 5ead4cc44d9586
radi us (accounting) keepalive calling-station-id 000000000000000
radi us keepal i ve valid-response access-accept

B “radius(accounting)detect-dead-server keepalive”£ 3T Frkeep-alive 5 3% , M aamgris &

WIELEHE, £LOlF  REFIOVWEE—FNAHEE , EP AP E HTest-Username , BB H
Test-Username , SIR AW EI@R , MEWEIR—K , FLZEIR3INX , REHRSB[IRICHKA,
—BEIE-XER , EREBIXFRIL.

AR 2 B iR E /Y & 0 101 7 R/ RUR B

<<<<QUTBOUND 17:50: 12: 657 Eventi d: 23901(6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (142) PDU-
di ct =starent-vsal

Code: 1 (Access-Request)

Id: 16

Lengt h: 142



Aut henticator: 51 6D B2 7D 6A C6 9A 96 0C AB 44 19 66 2C 12 0OA
User - Nane = Test - User nane
User-Password = B7 23 1F D1 86 46 4D 7F 8F EO 2A EF 17 Al F3 BF
Calling-Station-1d = 000000000000000
Servi ce- Type = Franed
Fr anmed- Pr ot ocol = PPP
NAS- | P- Address = 192. 168. 50. 151
Acct - Session-1d = 00000000
NAS- Port - Type = HRPD
3GPP2- M P- HA- Addr ess = 255. 255. 255. 255
3GPP2-Correlation-1d = 00000000
NAS- Port = 4294967295
Cal |l ed-Station-1D = 00

| NBOUND>>>>> 17: 50: 12: 676 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
1d: 16
Length: 34
Aut henticator: 21 99 F4 4C F8 5D F8 28 99 C6 B8 D9 F9 9F 42 70
User - Password = test password

HaamgrA ZFRNEESE—# , SNMPREBA T RART Wik/< AM AR/ EERBRE

Fri Feb 27 17:54:55 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 1 ip
address 192.168. 50. 200

Fri Feb 27 17:57:04 2009 Internal trap notification 40 (AAAAut hSvr Reachabl e) server 1 ip address
192. 168. 50. 200

“show radius counters all’ & H — 2 AT RERESHRIEMIZIKkkeepalivei’®BR — L TR E#H
WUEITEES -

Server-specific Keepalive Auth Counters

Keepal i ve Access- Request Sent: 33
Keepal i ve Access- Request Retried: 3
Keepal i ve Access- Request Ti meouts: 4
Keepal i ve Access- Accept Recei ved: 29

Keepal i ve Access- Rej ect Received:

Keepal i ve Access- Response Bad Aut henticator Received:
Keepal i ve Access- Response Ml f orned Recei ved:

Keepal i ve Access- Response Mal forned Attribute Received:
Keepal i ve Access- Response Unknown Type Recei ved:

Keepal i ve Access- Response Dropped:

YR T/ &

BEAR B4 ﬁﬁ#?AAAT‘ILBﬁB#E’JﬁEZvZI% T—RET BB MHREELER G U ER I H =
HHBRARRE, T—IJI’I“.{E NERTTHARE. CTRRERTAMERNSE, BHERASRHMA
B, flm, REAEXLIRS Enﬁﬁ'ﬁ*&kﬁ'?ﬂliél%%% YEIER? EREBEMEAL T HR, WARE
%‘ﬁﬁi’ilﬁlﬂASR , ﬂﬂ%m , EMNRERNEREE (B ) EAEHEFN, ATEHEBNMAEE
X LR R

Radiusiit i E

O OO O oo



BE , BREART —LHXRADIUSEENEA AR, RADIUSHAZHEERE —NEIIomEMNA
B, FEFREBRBE—ITRAE , TURUNTAARITERE, RSBERT , BERE—1T4E , B
BRINA,

[l ocal ] CSE2# config

[l ocal ] CSE2(config)# context aaa_ctx

[ aaa_ct x] ASR5000( confi g-ctx)# aaa group defaul t
[ aaa_ct x] ASR5000( confi g- aaa- group) #

MRERFERENaaal , WAFBEEXHHNARBRAPN)PEEN A TER ( BURT L
#EAR ) 2E@EAN , Hlw

subscri ber name <subscri ber nane>
aaa group <group nanme>

AR REBERESBAEAFNEEaaadl , RAEREAAAARINE , UERRERELPENX
R EAb AR S

LTR-EEANGS , BT LEPEEEMaaadBEF AR ERENAEE. XAFRE
EFUEMNEEANAAITEERE  MERFFIRERE , A EURAEHTERERRELR
BEfHE. ATHTHRERBRER

show aaa group al
show aaa group name <group name>

REEMNTE EZRADIUSTHRIFICKRSSZAE, REAWT :

radi us server 209.165.201.1 key testtesttesttest port 1645 priority 1 max-rate 5
radi us server 209.165.201.2 key testtesttesttest port 1645 priority 2 max-rate 5
radi us accounting server 209.165.201.1 key testtesttesttest port 1646 priority 1
radi us accounting server 209.165.201.2 key testtesttesttest port 1646 priority 2

HEERGTRENaamgrkix 2 RS 871 1E R BHY & KRR I RE

e EEEEUNAS P | Ziruk 210 £ &R IXRADIUSTE SR 15 W 0e B7 69 FR 45 o 49 1Pt ik
WMRREX , WAREER , HELRZAFPRERATEFT2AHAEHEIR ( RRERADIUSTER |, t
KIETER )

radius attribute nas-ip-address address 10.211.41.129

FER , ATHORIEMICKEEHE —RSFLE , HIEERADIUSERS 3 LERA TR RASK
X5 S HRIEMICIKRE, X TASRSKEG , KIEEUDPRIEAS , AYLFERRAENNIRFERE (18
FER#—FNA ) .

BE , ATRENEES MR MICKRS SR, FTARER @M LINF

radius [accounting] & & {first-server |31}

B-NMBRSFEMSHAEERBREINEEHREALRNERESH. REEERIBIELREN
BRT , REBWERN , T2HEAT M ERNERS R/ TERAN R,

HRIERADIUS (k= iFE ) HReY , 2BIEE, EENHE (¥ ) ARKSINER



radius [accounting] timeout 3
ENRIEBERNRBZZSAEERY
radius [accounting] max-retries 5

XEWRE , BRAURELEFEAEHRE+ 1R, EFER AN ERADIUSERS 88 L F. et
, E2EINFZRE—F5E T -1 RADIUSERS 28, MRBERSHHZH THEREH RS+ 1R
TURBEWERL , PSS | RIRBL AN IR EEMRERRE,

WEMR , BMESBRIENICIKETARERSSHFERMANR , AR NUELTEBREHITIHR
, (Bl EBFE N AR RIRESKAE A TR F -

radius allow [accounting] authentication-down

A, R -LEARBRFAURHBEFSRENFERERSHFENLERMELH , FEMRIA
BRTERAXERE :

radius [accounting] max-transmitions 256

plan , MRpIREN=1, MEEEHBRSSRE , tMNFZHE , RAIRZRA-RBERAFRESZA

show task resources facility aaamgr all

B aamgritESXEKNSFEESHEEN A ITE (ARBAFULE ) , AU TTFRNKES
BR%+ (PSC)=i iz BB+ (DPC) L , BEAMEBEMNESID, A , EARTRHRBED , FEEEASR
500089 KL &+ (SMC)(RASR 550080 B4 A% 4 (MI0)) LiE 17 # # Braamgrse 231 , ©F
LERAFER , B2AFradiusiRes (BXZNEZEMAER , BSRGHENET ) ANDRE
RCLIZFAE,

TEHRBEF , (L TFPSC 13 E#aaamgr 107 AL ENL TPSC 1 LRI Xtsessmgr 107 Fr B
RADIUSA 28, aaamgr 107 #9 AI3A 14 (8] B &2 M sessmgr 107 L A9 L0,

t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status
1/0 sessnyr 107 1.6% 100% 119. 6M 155.0M 26 500 83 6600 | good
13/ 1 aaangr 107 0.3% 94% 30.8M 77.0M 18 500 -- -- - good
8/ 0 aaangr 231 0.1% 30% 11.6M 25.0M 19 500 -- -- - good

EUTROIF , FIE , E2E TN EMSFRL | aaamgr 9289 8] 7 IE £ 200 55T B 21F
EEE K XREZFD :

t ask cputine menory files sessi ons

cpu facility inst used allc used alloc used allc used allc S status

12/ 0 sessnyr 92 1.2% 100% 451. 5M 1220M 43 500 643 21120 | good
16/ 0 aaangr 92 0.0% 95% 119.0M 315.0M 20 500 -- -- - good
12/ 0 sessnyr 95 6.9% 100% 477.3M 1220M 41 500 2626 21120 | good
12/ 0 sessnyr 105 7. 7% 100% 600. 5M 1220M 45 500 2626 21120 | good
12/ 0 sessngr 126 3.4% 100% 483.0M 1220M 44 500 2625 21120 | good
12/ 0 sessnyr 131 8.1% 100% 491.7M 1220M 45 500 2627 21120 | good



show radius counters { { all | server <server IP>} [instance <aaamgr #>] | &}

BEEREN S 2 “show radius counters”fy 4k

s S IREIFZ A THEERRADIUSHBER B A it %85, “show radius counters all'as 3 FE RS
BERERIIMAMIEEENE , MEMXNTHEARLEGTHNERITHRENEL , AACTEHAT
BE, ZooXNLETXEE , RS REENAAALENE—LETXHET.

EEHR  EARKENNBEEREAN , REMNTHRRERITHRSI AN RRZPEHIME L, ESHE
HWER  RESFLEREBITHSEHERERENN —RNEREEE .

EUTaES , FEEEBLEEBEER =1, MEBRFRER =3, Bt , 4 ERADIUSIRSE 25
WEMAERBERRIT—X , HEAMBEERAKEMITE, EXFF , XEHEI + 1 =KENIN
BHEER. BEEZ 1T B Access-Request Timeouts” = 1, NEPEEIRAME , TLHI B KRB
B, @At , EXFERT , SXRERMEMANSBER (MIE4R ) . ERIBAAEZIREL
M2dl , FEEERENRSSBLLEXMER. Hit , BIENTERSS[LIMBENITTES.
LTR—ANRE, B

radi us max-retries 3
radi us server 192.168.50.200 encrypted key 01abd002c82b4a2c port 1812 priority 1
radi us server 192.168.50. 250 encrypted key 01abd002c82b4a2c port 1812 priority 2

[desti nation] CSE2# show radi us counters all

Server-specific Authentication Counters
Aut henti cati on server address 192.168.50. 200, port 1812:

Access- Request Sent:

Access- Request with DMJ Attributes Sent:

Access- Request Pendi ng:

Access- Request Retried:

Access- Request with DMJ Attributes Retried:

Access- Chal | enge Recei ved:

Access- Accept Recei ved:

Access- Rej ect Recei ved:

Access- Rej ect Received with DMJ Attri butes:

Access- Request Ti meout s:

Access- Request Current Consecutive Failures in a ngr:

Access- Request Response Bad Aut henticator Received:

Access- Request Response Mal fornmed Recei ved:

Access- Request Response Mal fornmed Attribute Received:

Access- Request Response Unknown Type Recei ved:

Access- Request Response Dropped:

Access- Request Response Last Round Trip Time:

Access- Request Response Average Round Trip Tine:
Current Access-Request Queued: O ... Authentication server address 192.168.50.250, port 1812:
Access- Request Sent: 1 Access-Request with DMJ Attributes Sent: O Access-Request Pending: O
Access- Request Retried: 3 Access-Request with DMJ Attributes Retried: 0 Access-Chall enge
Recei ved: 0 Access-Accept Received: 0 Access-Reject Received: 0 Access-Reject Received with DVJ
Attributes: 0 Access-Request Tinmeouts: 1 Access-Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0 Access-Request Response Ml fornmed
Recei ved: 0 Access-Request Response Mal formed Attribute Received: 0 Access-Request Response
Unknown Type Received: 0 Access-Request Response Dropped: 0 Access-Request Response Last Round
Trip Time: 0.0 ns Access- Request Response Average Round Trip Tine: 0.0 s
Current Access-Request Queued: O

O OO0 O0OO0OO0OO0OFRPPFPOOOOOWOOoLHRr

.0 ns
.0 ns

SEIE , BNFITARE , ERR2 , WRBE , #UWAAccess-AcceptfAccess-RejectiI &
AR & nE|Access-Request Sent,

NXEHHRBN DT ARAT T E, w0, YTBIHPMIPHL , BT HFHRIERK , it



REEMIPEMNZ(RRP) , #BBEFARKEIMIP RRP , B3hi& & 0] AL & 2 EFHIMIPEME K
(RRQ)o B/MNFTMIP RRQEPDSNAEFH N HHRIEER , ZiBEREAGUUEEBACH —RIER
o XEHFETREMIBWIIFEFAITN —SAEHHREE—HN., ERI2ERE", “Eil"NEMNH
TTHER AR LB B TEES RS, TR —NMETCRS/IMUXEFAF R , HE
AT ATEANSRIE(FA)(EFREERERIE(HA)) RS IR E : "authentication mn-aaa <ibibik#FE>
optimize-retries"

Hitt— LB AT #Es -

“Access-Request Response Dropped” — 1R I E&53 B A RIUEE RPN REERE , e
R,

“Access-Request Response Last Round Trip Time” ( 7 11& R M & R FiRAETE ) — RRLW®Z
B EMZER |, BE AT RREER A RETEMLL,

“Access-Request Current Consecutive Failures in a mgr’S1EAAA Unreachablef8 B it & 25 #9558 —
Lo LA BRER, ERMELBN TSRS Waaamgr.

“YHBITA RS IE R 2 HERN R R AR IR B IR EERASIFHER (iStk AFE S AR IER NS
R T TCPR AR R ST RS )

REAAATRTIAR , RERANBERZHRENN/RMEEFBELLE , MiFEPAERREER,

MBALLFREAFRARZZFER | N FaaamgrEflR BI#TH —FHiFE | UBE - MRS NS
Faagr2B RS HEA TR ITBUEMNERER, fln , ERMATHEPSC/DPC EMWaaamgr , B 1t
e B NaaamgreifElaaamgriE ME B IER — BERER, WRFAAERAKZSHE HEH IR
J%W\U**Egﬁlﬂﬁ}ﬁ'éﬁfgﬂﬂ , BN RN L HIARERE, EXFHBERT , BIRTERZT
RARE,

AT RAIETRT S EaamgraVictik @) B, (LR #47IE A RASRSKFIRADIUS RS 858 2 8] B K 1
FE—NBug , ZBHF A IER B 4S5 EaamgrE=Hl(114)is OBRE. ) E=AA , [RUKEI48N[ 51
, {84833 100,000NEBE ( T EBRBEFEH ) -

[ source] PDSN> show radius counters server 209.165.201.1 instance 114 | grep -E "Accounting-
Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meout s"
Wednesday COctober 01 18:12:24 UTC 2014

Accounti ng- Request Sent: 14306189
Accounti ng- Response Recei ved: 14299843
Accounti ng- Request Ti neout s: 6342

[ source] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounting
server address| Accounti ng- Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meout s"
Wednesday COctober 22 20:26:35 UTC 2014

Accounting server address 209. 165.201.1, port 1646:

Accounti ng- Request Sent: 15105872
Accounti ng- Response Recei ved: 14299891
Accounti ng- Request Ti neouts: 158989

[ source] PDSN> show radius counters server 209.165.201.1 instance 114 | grep Accounting
Wednesday COctober 22 20:33:09 UTC 2014

Per - Cont ext RADI US Accounting Counters

Accounti ng Response

Server-specific Accounting Counters

Accounting server address 209. 165.201.1, port 1646:

Accounti ng- Request Sent: 15106321
Accounting-Start Sent: 7950140
Accounti ng- Stop Sent: 7156129
Accounting-Interim Sent: 52
Accounti ng-On Sent: 0
Accounting-Of Sent: 0

Accounti ng- Request Pendi ng: 3



Accounti ng- Request Retri ed: 283713

Accounting-Start Retried: 279341
Accounting-Stop Retri ed: 4372
Accounting-InterimRetried: 0
Accounting-On Retried: 0
Accounting-Of Retried: 0
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti meout s: 159000
Accounti ng- Request Current Consecutive Failures in a nmgr: 11
Accounti ng- Response Bad Response Received: 0
Account i ng- Response Mal f orned Recei ved: 0
Accounti ng- Response Unknown Type Recei ved: 0
Account i ng- Response Dropped: 21
Accounti ng- Response Last Round Trip Time: 52.5 ns
Account i ng- Response Average Round Trip Tine: 49.0 s
Accounting Total Gl (Acct-Qutput-Cctets): 4870358614798
Accounting Total & (Acct-Input-Cctets): 714140547011
Current Accounting- Request Queued: 17821

B2, BEREMLITHRIFEEE  BLERSH[EDE , U LARERE,
show session subsystem facility {aaamgr | sessmgr} {all |3 fll<instance #>}

SRRBEUDTHAESRAHCEHAXNTEE  BANLANRHIESES. SEMEMHRERER
—#  ERIANREFNRFEBROXF AN AEBEERETREEFERAEER. XTURERR

EERBH. KMEDR, FHRIUEBUES. RER , BELERIFEFRE ( —IROATEBER
, BMEERRR ) |, BUBRAsERE L PRSEM Em MM H L iE K.

PP ERIWERENaamgrictk KMV AEE FE |, b4t ERREE—RBHFET LB f

, BERENLESRPIZ6RN, FEEBRaamgriVATIEHEXFER , SIRIXEEMAREE R THFIX

WIRMZH M, FEat , KBI37/Y % HE RN THEaamgriy =B,

[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36
Wednesday Septenber 10 08:51: 18 UTC 2014

AAAMgr: I nstance 36

39947440 Total aaa requests 17985 Current aaa requests
24614090 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15171628 Total aaa acct requests 17985 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20689536 Total aaa auth success 1322489 Total aaa auth failure

86719 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15237 Total aaa auth DMJ chal | enged
17985/ 70600 aaa request (used/ max)
14 Total diameter auth responses dropped
6960270 Total Diameter auth requests 0 Current Diameter auth requests
23995 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9306676 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
8500275 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernanme auth requests (rejected)
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Total aggregation responses dropped

Total aaa acct conpl eted 79763 Total aaa acct purged <== |f
this may not have yet started incrementing
Total acct keepalive success 0 Total acct keepalive timeout

Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged

No Radi us Server found aaa acct purged
No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed

InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?7

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Tri gger

Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17985 Current radius acct requests
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried
Total radius acct responses dropped
Total radius sec acct requests 0 Current radius sec acct requests
Total radius sec acct cancelled

Total radius sec acct purged

Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged

Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 21473 Current aaa acct sessions
Total aaa acct archived 2 Current aaa acct archived
Current recovery archives 4724 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened

Total aaa requests pend socket opened

Current aaa requests pend socket open

Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate

Max radius auth req queued server max-rate

Current radius auth req queued server nmax-rate
Total radius acct req queued server nmax-rate

Max radius acct req queued server max-rate

Current radius acct req queued server nmax-rate
Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate

i ssue started
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[ sour ce] PDSN> show sessi on subsystem facility aaangr
Wednesday Sept enber

Total radius charg acct
Max radius charg acct

Current radius charg acct req queued server
Total aaa radius coa requests 0
Total aaa radius coa acks 0
Total aaa radius coa naks 0
Total radius charg auth 0
Total radius charg auth success 0
Total radius charg auth purged 0
Total radius charg acct 0
Total radius charg acct success 0
Total radius charg acct cancell ed
Total gtpp charg 0
Total gtpp charg success 0
Total gtpp charg cancell ed 0
Total gtpp sec charg 0
Total prepaid online requests 0
Total prepaid online success 20392
Total prepaid online retried 102

Current prepaid online purged

10 08:51:28 UTC 2014

req queued server
req queued server

max-rate
max-rate
max-rate

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks
Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged
Current gtpp charg

Total gtpp charg failure

Total gtpp charg purged

Total gtpp sec charg purged
Current prepaid online requests
Current prepaid online failure
Total prepaid online cancelled

i nstance 37

AAAMgr: I nstance 37
39571859 Total aaa requests 0 Current aaa requests
24368622 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes
0 Total aaa aggregation requests
0 Current aaa aggregation requests
0 Total aaa auth keepalive 0 Current aaa auth keepalive
15043217 Total aaa acct requests 0 Current aaa acct requests
0 Total aaa acct keepalive 0 Current aaa acct keepalive
20482618 Total aaa auth success 1309507 Total aaa auth failure
85331 Total aaa auth purged 968 Total aaa auth cancelled
0 Total auth keepalive success 0 Total auth keepalive failure
0 Total auth keepalive purged
0 Total aaa aggregation success requests
0 Total aaa aggregation failure requests
0 Total aaa aggregation purged requests
15167 Total aaa auth DMJ chal | enged
1/ 70600 aaa request (used/ max)
41 Total dianeter auth responses dropped
6883765 Total Diameter auth requests 0 Current Dianmeter auth requests
23761 Total Dianmeter auth requests retried
37 Total Dianmeter auth requests dropped
9216203 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
927 Total radius auth responses dropped
15 Total |ocal auth requests 0 Current |ocal auth requests
8420022 Total pseudo auth requests 0 Current pseudo auth requests
8637 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15043177 Total aaa acct conpleted 0 Total aaa acct purged
0 Total acct keepalive success 0 Total acct keepalive timeout
0 Total acct keepalive purged
0 CLI Test aaa acct purged
0O IP Interface down aaa acct purged
0 No Radius Server found aaa acct purged
0 No Response aaa acct purged
14358245 Total acct sess alloc
14356293 Total acct sess delete
1952 Current acct sessions
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Auth No Wit
Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed

InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Tri gger

Recovery Stop Acct Session Suppressed

Suppr essed

Total aaa acct cancel |l ed

Total Diameter acct requests 0
Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 0
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried
Total radius acct responses dropped
Total radius sec acct requests 0
Total radius sec acct cancelled

Total radius sec acct purged

Total radius sec acct requests retried
Total gtpp acct requests 0
Total gtpp acct cancell ed 0
Total gtpp sec acct requests 0
Total null acct requests 0
Total aaa acct sessions 4253
Total aaa acct archived 0
Current recovery archives 4249
Total aaa sockets opened 1
Total aaa requests pend socket opened

Current aaa requests pend socket

Total radius requests pend server
Current radius requests pend server
Total radius auth req queued server
Max radius auth req queued server
Current radius auth req queued server
Total radius acct req queued server
Max radius acct req queued server
Current radius acct req queued server
Tot al

open

Current
Total radius charg acct
Max radius charg acct
Current radius charg acct

Total aaa radius coa requests 0
Total aaa radius coa acks 0
Total aaa radius coa naks 0
Total radius charg auth 0
Total radius charg auth success 0
Total radius charg auth purged 0
Total radius charg acct 0
Total radius charg acct success 0
Total radius charg acct cancell ed

max-

max-

max-

radi us charg auth req queued server
Max radius charg auth req queued server
radi us charg auth req queued server
req queued server
req queued server
req queued server

Current Dianeter acct requests

Current radius acct requests

Current radius sec acct requests

Current gtpp acct requests
Total gtpp acct purged

Total gtpp sec acct purged
Current null acct requests
Current aaa acct sessions
Current aaa acct archived
Current valid recovery records
Current aaa sockets opened

out st andi ng

max- out st andi ng
max-rate

rate
max-rate

max-rate

rate

max-rate
max-rate
max-rate
max-rate
max-rate
max-rate
max-rate

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks

Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged



Total gtpp charg

Total gtpp charg success
Total gtpp charg cancell ed
Total gtpp sec charg Total gtpp sec charg purged
160020 Total prepaid online requests Current prepaid online requests
139352 Total prepaid online success 20551 Current prepaid online failure

Current gtpp charg
Total gtpp charg failure
Total gtpp charg purged

O O O o
O O O oo

[ sour ce] PDSN> show sessi on subsystem facility aaanmgr instance 36
Wednesday Septenber 10 09:12: 13 UTC 2014

AAAMgr: I nstance 36

39949892 Total aaa requests 17980 Current aaa requests
24615615 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15172543 Total aaa acct requests 17980 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20690768 Total aaa auth success 1322655 Total aaa auth failure

86728 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15242 Total aaa auth DMJ chal | enged
17981/ 70600 aaa request (used/ max)
14 Total dianmeter auth responses dropped
6960574 Total Diameter auth requests 0 Current Dianmeter auth requests
23999 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9307349 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
8500835 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15074358 Total aaa acct conpl eted 80159 Total aaa acct purged
Total acct keepalive success 0 Total acct keepalive timeout
Total acct keepalive purged
CLI Test aaa acct purged
I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged
14441768 Total acct sess alloc
14423455 Total acct sess delete
18313 Current acct sessions
Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No WAit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4
Acct OnOFf Cust ong?
Acct OnOF f
Recovery Str Suppressed
Recovery Stop Suppressed

O oOoh~MOOo
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0 Med Chrg G pp Suppressed

0 Med Chrg Radi us Suppressed

0 Radius Probe Trigger

0 Recovery Stop Acct Session Suppressed
46 Total aaa acct cancel |l ed

0 Total Dianeter acct requests 0 Current Dianmeter acct requests

0 Total Dianeter acct requests retried

0 Total dianeter acct requests dropped

0 Total dianmeter acct responses dropped

0 Total dianeter acct cancelled

0 Total dianeter acct purged

15172543 Total radius acct requests 17980 Current radius acct requests
46 Total radius acct cancelled
80159 Total radius acct purged
11317 Total radius acct requests retried
49 Total radius acct responses dropped

0 Total radius sec acct requests 0 Current radius sec acct requests

0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests
16219251 Total aaa acct sessions 21515 Current aaa acct sessions

8496 Total aaa acct archived 0 Current aaa acct archived
21515 Current recovery archives 4785 Current valid recovery records
1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened

0 Current aaa requests pend socket open
133639 Total radius requests pend server max-outstanding
17977 Current radius requests pend server nax-outstanding

1& Bz {Tshow task resources , REFMESEFEREEFEEFMFTHIEHEN ST I (FHNS ), m
REIEM , BEALSGIREXESFENE Naamgr, ABEERBETMZREHIT — R[AH
2 HRADIUSS|ER , NRETERIELRNR,

£ £ —T8show task resources’"fil# | sessmgr 2 L LB HREBRE , Zo2BITHE
aaamgr 928t X}, show sessionF RS i tH & RE ARG E T HMaaa authBRITHESR BN E
EEM, UARFFHFARLCEBITHRNWES, S ENFE R/ Notepad++R H 158 KAV IE RYmiET
L ERAgrephBERIRED T EIE. ZXRETHT , EEMLEEEENIRFEH -

[ 1 ngress] PGM show sessi on subsystemfacility aaangr al
Tuesday January 10 04:42:29 UTC 2012
4695 Total aaa auth purged
4673 Total radius auth requests 16 Current radius auth requests
4167 Total radius requests pend server max-outstanding
76 Current radius requests pend server max-outstanding
[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:51:00 UTC 2012
4773 Total radius requests pend server max-outstanding
67 Current radius requests pend server max-outstanding
[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:56:10 UTC 2012
5124 Total radius requests pend server max-outstanding
81 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 04:57:03 UTC 2012



5869 Total aaa auth purged
5843 Total radius auth requests 12 Current radius auth requests
5170 Total radius requests pend server max-outstanding

71 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 05:10:05 UTC 2012
6849 Total aaa auth purged
6819 Total radius auth requests 6 Current radius auth requests
5981 Total radius requests pend server max-outstanding
68 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 05:44:22 UTC 2012
71 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
61 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

7364 Total radius requests pend server max-outstanding <== i nstance #92
68 Current radius requests pend server max-outstanding

89 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
74 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

[ 1 ngress] PGMradi us test instance 92 auth server 65.175.1.10 port 1645 test test
Tuesday January 10 06:13:38 UTC 2012

Aut hentication from aut hentication server 65.175.1.10, port 1645
Conmuni cation Failure: No response received

ping
traceroute

ICMP Ping2 M ERiERE , LEFAAARSSRERETLFR, ping TeEFEEFEAsrckBFRIR

, BEBURTRE , HEFEEMNAAARRER TR , TEERBE. MR RFZEFHNITpingiREXK

, MZiRXpingh B TE , BEBESHN T —Bitbit | BN RpingiREAMK , MFEEE T — Bkt
HFMIARP% B . Tracerouteir & B TR A RIE,

[ sour ce] CSE2# pi ng 192. 168. 50. 200

PI NG 192. 168. 50. 200 (192. 168. 50. 200) 56(84) bytes of data.
64 bytes from 192. 168.50. 200: icnp_seq=1 ttl =64 time=0.411
64 bytes from 192. 168.50. 200: icnp_seq=2 ttl =64 time=0.350
64 bytes from 192. 168.50. 200: icnp_seq=3 ttl =64 time=0.353
64 bytes from 192. 168.50. 200: icnp_seq=4 ttl =64 time=0.321
64 bytes from 192. 168.50. 200: icnp_seq=5 ttl =64 time=0.354

3333 P

--- 192.168.50. 200 ping statistics ---
5 packets transmitted, 5 received, 0% packet |oss, time 4000ns
rtt mn/avg/ max/ ndev = 0.321/0.357/0.411/0.037 s

radius test instance x auth {radius group <group> |2 3B | server <IP> port <port>}
<username> <password>

radius test instance x accounting {radius group <group name> |2 &P | server <IP>
port <port>}



BB RERZFENRGS , B — SN R4S EaamgrR B 8% 15 R {EMRADIUSIR S 85, *
FEARADIUSIEZEN R , EEALGSHERRE , ZRATEEEMEEXG# , BRIAMERAE
BEHl, IRAM , NAIEERE IR T ERFINES ZRE,

WS EKEEREHRRIEEFERNICKBFEILEER  AEFON, NXFEHRRIE , BERETAA
PEMNZE , EXMEIT , HEEELIA , BIARADIUSEEKRRITIE , RETUERACH
TERFPR/ZB , EXMERT , MEWEZ RN

BT R R, AESSBRAE LETR SN S ORIERE

[ source] CSE2# radi us test authentication server 192.168.50.200 port 1812 test test

Aut hentication from authentication server 192.168.50.200, port 1812
Aut henti cati on Success: Access-Accept received
Round-trip time for response was 12.3 ns

<<<<QUTBOUND 14: 53: 49: 202 Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1812 (58) PDU

di ct =starent -vsal

Code: 1 (Access-Request)

ld: 5

Lengt h: 58

Aut henticator: 56 97 57 9C 51 EF A4 08 20 E1 14 89 40 DE 0B 62
User - Nane = test
User-Password = 49 BO 92 4D DC 64 49 BA BO OE 18 36 3F B6 1B 37
NAS- | P- Address = 192. 168. 50. 151
NAS- | dentifier = source

| NBOUND>>>>> 14:53: 49: 214 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
Id: 5
Length: 34
Aut henticator: D7 94 1F 18 CA FE B4 27 17 75 5C 99 9F A8 61 78
User - Password = test password

BT 23k B3Rt AL/ R A

<<<<QUTBOUND 12: 45: 49: 869 Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.209. 28. 200: 33156 to 209. 165. 201. 1: 1645 (72) PDU-
di ct =cust oml50
Code: 1 (Access-Request)
Id: 6
Length: 72
Aut henticator: 67 C2 2B 3E 29 5E A5 28 2D FB 85 CA OE 9F A4 17
User - Name = test
User - Password = 8D 95 3B 31 99 E2 6A 24 1F 81 13 00 3C 73 BC 53
NAS- | P- Address = 10. 209. 28. 200
NAS- | dentifier = source
3GPP2- Sessi on- Term Capabi lity = Both_Dynam ¢c_Auth_And_Reg Revocation_in_MP

I NBOUND>>>>> 12: 45: 49: 968 Eventi d: 23900( 6)

RADI US AUTHENTI CATI ON Rx PDU, from 209. 165.201. 1: 1645 to 10.209. 28. 200: 33156 (50) PDU-
di ct =cust oml50

Code: 3 (Access-Reject)

Id: 6

Length: 50

Aut henticator: 99 2E EC DA ED AD 18 A9 86 D4 93 52 57 4C 2F 84
Repl y- Message = | nvalid usernane or password

T RIS ICKRANf i RE, TREZW,



[ source] CSE2# radi us test accounting server 192.168.50.200 port 1813 test
RADI US Start to accounting server 192.168.50.200, port 1813

Accounting Success: response received

Round-trip time for response was 7.9 ns

RADI US Stop to accounting server 192.168.50.200, port 1813
Accounting Success: response received
Round-trip time for response was 15.4 ns

<<<<QUTBOUND 15: 23: 14: 974 Eventi d: 24901(6)
RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62) PDU
di ct =starent -vsal
Code: 4 (Accounting- Request)
ld: 8
Length: 62
Aut henticator: DA OF A8 11 7B FE 4B 1A 56 EB 0D 49 8C 17 BD F6
User - Nane = test
NAS- | P- Address = 192. 168. 50. 151
Acct - St at us- Type = Start
Acct - Session-1d = 00000000
NAS- | dentifier = source
Acct-Session-Tinme = 0

| NBOUND>>>>> 15: 23: 14: 981 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 8 Length: 20
Aut henticator: 05 E2 82 29 45 FC BC D6 6C 48 63 AA 14 9D 47 5B <<<<QUTBOUND 15: 23: 14: 983
Eventid: 24901(6) RADI US ACCOUNTI NG Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1813 (62)
PDU- di ct =st arent -vsal Code: 4 (Accounting-Request) Id: 9 Length: 62 Authenticator: 29 DB F1 0B
EC CE 68 DB C7 4D 60 E4 7F A2 DO 3A User-Nane = test NAS-IP-Address = 192.168.50. 151 Acct-

St at us- Type = Stop Acct-Session-1d = 00000000 NAS-Identifier = source Acct-Session-Tine = 0

I NBOUND>>>>> 15: 23: 14: 998 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 9 Length: 20
Aut henticator: D8 3D EF 67 EA 75 EO 31 A5 31 7F E8 7E 69 73 DC

LU 5 & A TN = 1R 28 545 ERADIUS1E K AR 55 27 9 1 52 P T B9 48 B aamgr3k 451 36:

[ source] PDSN> radi us test instance 36 accounting all test
Wednesday Septenber 10 10: 06: 29 UTC 2014

RADI US Start to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 51.2 ns

RADI US Stop to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 46.2 ns

RADI US Start to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 89.3 ns

RADI US Stop to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 87.8 ns

RADI US Start to accounting server 209.165.201.3, port 1646
Communication Failure: no response received



RADI US Stop to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Start to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 81.6 ns

RADI US Stop to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 77.1 ns

RADI US Start to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Stop to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Start to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 79.6 ns

RADI US Stop to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 10113.0 ms

show radius info [radius group <group name>] instance { X |

o SRE S E B RINAS IPH#it B FiEEERADIUSIRS 8589 M &AL I 85 2 T (NPU)FRIDFUDP% O
o IX7EHI i Waaa group defaultifo FikE. HAR , IRFTEFHFESHRPHRADIUSHIE LS54
EWaaamgrfl#E | s OS5 NEEEH. (BEE , NPURFEEELR , TEAGHENAR

, MEXHIRMEEHR - FENZE, ) EERENBREH[NALEER, EAXFERANE
— RBlRE G | AEHEERADIUSIRSE 85<==> NAS IP / UDPix AX X £ #FE , tnRH I R R

[ sour ce] PDSN> show radi us info radius group all instance 114
Wednesday Cctober 01 11:39:15 UTC 2014

Cont ext source:

AAAMGR i nstance 114: cb-list-en: 1 AAA G oup: aaa-roam ngprovider.com

Primary authentication server address 209.165.201.1, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.2, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers

Primary accounting server address 209.165.201.1, port 1646



state Active

priority 1

requests outstanding O

max requests outstanding 3

consecutive failures O
Secondary accounting server address 209.165.201.2, port 1646

state Active

priority 2

requests outstanding O

max requests outstanding 3

consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: aaa-nai ngroup.com

Primary authentication server address 209. 165.201.3, port 1645
state Active

priority 1

requests outstanding O

max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.4, port 1645

state Active

priority 2

requests outstanding O

max requests outstanding 3
consecutive failures O

Accounting servers

Primary accounting server address 209.165.201.3, port 1646
state Down
priority 1
requests outstanding 3
max requests outstanding 3
consecutive failures 7
dead time expires in 146 seconds
Secondary accounting server address 209.165.201.4, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: default
socket nunber: 388550648

socket state: ready

l ocal ip address: 10.210.21.234

| ocal udp port: 25808

flowid: 20425379

use nmed interface: yes

VRF context ID 2

Aut henti cati on servers:

Primary authentication server address 209. 165.201.5, port 1645
state Active

priority 1

requests outstanding O

max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.6, port 1645



state Not Responding
priority 2

requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers:
Primary accounting server address 209.165.201.5, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.6, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

[ sour ce] PDSN>

BEAPF

BEAFTATHERSEDZR THEARIEURRAEAENSHEAFULENE, THRE
SessmgrX - AEERIETS” — BERIRE EEAEHXEE Wsessmgraamgrkflms. AT =2
HA_EMIPE A &9 Rl i #22|sessmgr / aamgr3E 451132,

Inconmng Call:

MBI D/ | MBI : Callid . 2719af b2

I MEI : nla VSl SDN : nla

User nane : 6667067222@i sco. com Sessi onType : ha-nobile-ip
St at us . Active Servi ce Nane: HAService

Src Context : source

*** Sender Info (ON) ***
Thur sday June 11 2015
I NBOUND>>>>> From sessngr: 132 sessngr_ha.c:861 (Callid 2719afb2) 15:42:35: 742 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.11:434 to 203.0.113.1: 434 (190)

Message Type: 0x01 (Registration Request)

Fl ags: 0x02
Lifetinme: 0x1C20
Home Address: 0.0.0.0
Home Agent Address: 255.255.255. 255

Thur sday June 11 2015

<<<<QUTBOUND From aaangr: 132 aaangr_radius.c:367 (Callid 2719af b2) 15:42: 35:743
Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.1:59933 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®

Code: 1 (Access-Request)

ld: 12

Lengt h: 301

Thur sday June 11 2015
I NBOUND>>>>> From aaangr: 132 aaangr_radi us.c: 1999 (Callid 2719af b2) 15:42:35: 915
Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 3: 1645 to 203.0. 113. 1: 59933 (156) PDU
di ct =cust on®

Code: 2 (Access-Accept)



Id: 12

Thur sday June 11 2015
<<<<QUTBOUND From sessngr: 132 m pha_fsmc: 6617 (Callid 2719afb2) 15:42:36: 265 Eventi d: 26001( 3)
MP Tx PDU, from 203.0.113.1:434 to 203.0.113. 11: 434 (112)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x1C20
Home Address: 10.229.6. 167

RN BEEEHT —MNMERM,
WiE TR

B, ASREWEETE , TEBEAMASHINEBEET  EXMERT , EEHRBIES.
BERREANAFEERN |, EFREPIRISNBEENZERESZ. &N , MRRESESERO
Jaaamgr3=HIAB<Ex , M| T FRUDP% A 7 4 Eaamgr3kfil# <==> RADIUS R85 X U E — iw 1]
BEREHRE, WURHEZEEZRENENZMERREES , LBERESHREFNNVE. EAXFT
ﬁ;;*ﬁﬁ@g%ﬂ?}; , BIE O HIRRASRFMRADIUSIRS S BB RPRINEN KBS HIR , 2%
; |E.IEE ‘% I:Io

#h R

R — B RMHE-LEEERADIUSEERBMNEE, XEJINRTEEIABEMFER , MRABEK
FEHERRE R EE RN FI&K,

MRRADIUSHRS 233 £ , AT LUEN 79 “radius(accounting)max-outstanding” Bl E I {E ( BRIAE
256 ) BRARAEL , ZEMNEML Eaamgrit BRI RLE ( RNE ) BRERERS, NRAEIRH

, BEWEELIETR | "LENRADIUSH B REIEARSFESx.x.x.x:18127 B JH £1D",

4% E RS BT IR R PR AIAIRADIUSH B th 7T LUE IS 48 B AR 5 2R BL B 1T M rate-limit< 8 2 & Bh AL
DA,

B, XAREERE , MELSITREEMED , XFZRADIUSEHEAMNRA , mMEE@mS —1
X , MW pppEFMNE , FLSHESIHRARINEL., Hit , BEFEEZRRADIUSZH
MWHME , UERAUEINERNRES AL SE.

R EHRFE BRI AR R E H T R R M S B BR 35 25 51 3= M BRRADIUS & 43 30 1E 50 12 0K AR 55 25
,MEE (FERE ) it , G TRHERSHRERPFELERS  ENFTENERERS . XXM
FHMEEFMBREERE

{ | enable} radius [accounting] server xX.x.X.X

[ sour ce] CSE2# show radi us authentication servers detail

Fommm - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

'l

|| +---State: (A) - Active (N) - Not Responding

| 11 (D) - Down (W - Waiting Accounting-On
| 11 (1) - Initializing (w) - Waiting Accounting-Of
| 11 (a) - Active Pending (U - Unknown

[1]

[1]

||| Status

[1]

[1]

+--Adm n (E) - Enabl ed (D) - Disabled
I
I
I



| status (O - Overridden (.) - Not Overridden
| Cverridden:
I

APNDO 192. 168. 50. 200 1812 defaul t

PSCHDPCEBRL FYIMRBBEALUEREE K AAEIBRXSHFLNHEENRRD , 1
npumgr , npumgrNPUR B 2 A @Y R .

BR , 5 ifaaamgr 2 RHINEBIEITR , AMTEREHFESSFR L RETRPSCERI B3I

o XRHTPSCEBTHAMNPUREARMAMAKR , EPSC 1MATERRS, —/IEfE, SEBHE
B, aamgr 2E KR KBREMAMIF AT . MPRBEHARZISWAR |, K EBFRMEDERR,

[1 ngressc] PGM show rct stat

RCT stats Details (Last 6 Actions)

Action Type From To Start Tinme Duration
M gration Pl anned 11 16 2012-Jan-09+16: 27: 38. 135 36.048 sec
M gration Pl anned 3 11 2012-Jan-09+17:28:57.413 48.739 sec

Mon Jan 09 17:31:11 2012 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Mon Jan 09 17:31:16 2012 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

ZEBES s AR E R R , SBPSCH ( X Faamgr 928 DNPUTR ) THEERZEEI L+,

Tue Jan 10 06:52:17 2012 Internal trap notification 93 (CardStandby) card 27

Tue Jan 10 06:52:17 2012 Internal trap notification 1024 (PortDown) card 27 port 1 ifindex
453050375port type 10G Et hernet

Tue Jan 10 06:52:17 2012 Internal trap notification 55 (CardActive) card 28

Tue Jan 10 06:52:17 2012 Internal trap notification 1025 (PortUp) card 28 port 1 ifindex
469827588port type 10G Et hernet

&Ja — MR

Tue Jan 10 06:53:11 2012 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165. 201. 3

[ ngress] PGM radius test instance 93 authen server 209.165.201.3 port 1645 test test
Tuesday January 10 07:18:22 UTC 2012

Aut henti cation from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 38.0 ns

[ 1 ngress] PGM show session subsystemfacility aaanmgr instance 92
Tuesday January 10 07:39:47 UTC 2012
12294 Total aaa auth purged
14209 Total radius auth requests 0 Current radius auth requests
9494 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

Bt EFfME FENWRERGEAEMAREE , B2 , ATEAXESRIRNEAXEFGRS
, B AT SES) . fERIE RYshow task resourcesEf o Mt B Miaaamgr 927~ ¥+ | X 22iAH
B EHB , ANRAREREETR Baaamgr 92 , Mi2aaamgr 92FTFERIRANPUR ( B 2&NPURIE



, T A Baaamgrid]@ ) . U TREEHNMEXEE. E1T7 show task table” A& Rt F2id ME S = fl#
921y KBk,

5 2012-Jan-10+06: 20: 53 aaangr 16/ 0/ 04722 12.0(40466) PLB27085474/ PLB38098237

[1 ngress] PG show crash number 5
R I S I O CRASH #05 EE R O I S o I S O O
Bui | d: 12.0(40466)
Fatal Signal 6: Aborted
PC. [b7eb6b90/X] _ poll ()
Note: User-initiated state dunp w/ core.

*kkkkkk*k showtask table *kkkkkk

t ask par ent
cpu facility i nst pid pri facility i nst pid
16/ 0 aaangr 92 4722 0 sessctrl 0 2887

ML RO

XEXEGMERREXGHENRE NI, BILETAT N TS HEHRRGTMAE. &
AR, BT [RAIE3G MIPHMAGKERER (LTE) LAKE I RY 53R 5540 2 3E (eHRPD) FEAL SR AL,

show snmp trap history

OB IEH , TUBIARB A SEFIREN19:25 UTCEE, Z4 , FE=TRESSH
209.165.201.389AAAAuUthSvrUnreachable B EBUN R AR R E(FRRRER , XK ; B
= iokToE T R Z AR SS B L BN TR 4R)

Sun Dec 29 19:28:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 5 ip
address 209. 165. 201. 3

Sun Dec 29 19:32:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:33:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 43 (AAAAccSvrReachabl e) server 5 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:35:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165.201. 3

Sun Dec 29 19:38:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 209. 165. 201. 8

Sun Dec 29 23:12:13 2013 Internal trap notification 39 (AAAAuthSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:13:03 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165.201. 3

Sun Dec 29 23:54:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:54:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165.201. 3

Sun Dec 29 23:58:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:58:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165.201. 3

B RS H



# R RDPC 81 LMW UHED B S, MR\ , MRFHTEME—L DM , AT SUEWUDPC
SLEFEMA , HIRHITB IR ADPCHILET., BR , XAMWINKFEAFEWRM A — EXLEER
T, AFBESEREZ WP AERE , RtNAFRZEAAK , F Bt frcaREERE
FEAER , RREWKBREAF FPEHEE ( XEURTHERRL ) -

7/1 sessnyr 230 27% 100% 586.2M 2.49G 43 500 4123 35200 | good
7/ 1 aaangr 237 0.9% 95% 143.9M 640.0M 22 500 -- -- - good
7/ 1 sessngr 243 22% 100% 588. 1M 2.49G 42 500 4118 35200 | good
7/ 1 sessngr 258 19% 100% 592.8M 2.49G 43 500 4122 35200 | good
7/ 1 aaangr 268 0.9% 95% 143.5M 640.0M 22 500 -- -- - good
7/ 1 sessngr 269 23% 100% 586.7M 2.49G 43 500 4115 35200 | good
7/ 1 aaangr 274 0.4% 95% 144.9M 640.0M 22 500 -- -- - good
7/ 1 sessngr 276 30% 100% 587.9M 2.49G 43 500 4123 35200 | good
7/ 1 aaangr 285 1.0% 95% 142.7M 640.0M 22 500 -- -- - good
7/ 1 aaangr 286 0.8% 95% 143.8M 640.0M 22 500 -- -- - good
7/ 1 sessngr 290 289% 100% 588.2M 2.49G 41 500 4115 35200 I good
8/ 0 sessnyr 177 23% 100% 588. 7M 2.49G 48 500 4179 35200 | good
8/ 0 sessnyr 193 24% 100% 591.3M 2.49G 44 500 4173 35200 | good
8/ 0 aaangr 208 0.9% 95% 143.8M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 211 23% 100% 592. 1M 2.49G 45 500 4173 35200 | good
8/ 0 sessnyr 221 27% 100% 589.2M 2.49G 44 500 4178 35200 | good
8/ 0 aaangr 222 0.9% 95% 142.0M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 225 25% 100% 592.0M 2.49G 43 500 4177 35200 | good
8/ 0 aaangr 238 0.9% 95% 140.0M 640.0M 22 500 -- -- - good
8/ 0 aaangr 243 1.0% 95% 144.9M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 244 31% 100% 593.3M 2.49G 43 500 4177 35200 | good
8/ 0 aaangr 246 0.9% 95% 138.5M 640.0M 22 500 -- -- - good
8/ 0 aaangr 248 0.9% 95% 141.4M 640.0M 22 500 -- -- - good
8/ 0 aaangr 258 0.9% 95% 138.3M 640.0M 22 500 -- -- - good
8/ 0 aaangr 259 0.8% 95% 139.2M 640.0M 22 500 -- -- - good
8/ 0 aaangr 260 0.8% 95% 142.9M 640.0M 22 500 -- -- - good
8/ 0 aaangr 262 0.9% 95% 145.0M 640.0M 22 500 -- -- - good
8/ 0 aaangr 264 0.9% 95% 143.4M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 270 249% 100% 592.2M 2.49G 44 500 4171 35200 | good
8/ 0 sessnyr 277 20% 100% 593.7M 2.49G 43 500 4176 35200 | good
8/ 0 sessnyr 288 23% 100% 591.9M 2.49G 43 500 4177 35200 | good
8/ 0 sessnyr 296 24% 100% 593.0M 2.49G 42 500 4170 35200 | good
8/ 1 sessnyr 186 2.0% 100% 568.3M 2.49G 48 500 1701 35200 | good
8/ 1 sessnyr 192 2. 0% 100% 571. 1M 2.49G 46 500 1700 35200 I good
8/ 1 aaangr 200 1.0% 95% 147.3M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 210 2.1% 100% 567.1M 2.49G 46 500 1707 35200 I good
8/ 1 aaangr 216 0.9% 95% 144.6M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 217 2.0% 100% 567.7M 2.49G 45 500 1697 35200 | good
8/ 1 sessnyr 231 2.2% 100% 565. 7M 2.49G 45 500 1705 35200 | good
8/ 1 sessnyr 240 2.0% 100% 569.8M 2.49G 45 500 1702 35200 | good
8/ 1 aaangr 242 0.9% 95% 148.5M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 252 1.8% 100% 566.5M 2.49G 44 500 1704 35200 I good
8/ 1 aaangr 261 0.9% 95% 142.0M 640.0M 22 500 -- -- - good
8/ 1 aaangr 263 1.0% 95% 144.1M 640.0M 22 500 -- -- - good
8/ 1 aaangr 265 1.0% 95% 146.4M 640.0M 22 500 -- -- - good
8/ 1 aaangr 267 1.0% 95% 144.4M 640.0M 22 500 -- -- - good
8/ 1 aaangr 269 1.0% 95% 143.8M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 274 1.9% 100% 570.5M 2.49G 44 500 1704 35200 | good
8/ 1 sessnyr 283 2.0% 100% 570.0M 2.49G 44 500 1708 35200 | good
8/ 1 sessnyr 292 2.1% 100% 567.6M 2.49G 44 500 1703 35200 I good
9/ 0 sessnyr 1 30% 100% 587.2M 2.49G 48 500 4161 35200 I good
9/ 0 di anpr oxy 1 5.2% 90% 37. 74M 250. OM 420 1000 -- -- - good
9/ 0 sessnyr 14 25% 100% 587.4M 2.49G 48 500 4156 35200 | good



9/ 0 sessnyr 21 20% 100% 591.5M 2.49G 47 500 4156 35200 | good

9/ 0 sessnyr 34 23% 100% 586.5M 2.49G 48 500 4155 35200 | good
9/ 0 aaangr 44 0.9% 95% 145.1M 640.0M 21 500 -- -- - good
9/ 0 sessnyr 46 29% 100% 592. 1M 2.49G 48 500 4157 35200 | good
WA

#£DPC 9/1 Lt , DPC 9/1 E#ysessmgr 24289 F209.165.201.389 B P I UEE R AR R AT |, 33K B P
WHgE |, ZFPUNEERIFREEDPC 8/1L , WIAT BT 8/1 LMAAAT 1B S BMIGHE, ©iF
#aiA , BNE5%4E209.165.201.3aaaauthSrvUnreachable &Rt | {BiX AR =R BB IZ RS S H I
RiE & BERB (WL, BMEXISES , BILNEE ).

8/1 aaamgr 242 0.9% 95% 148.5M 640.0M 22 500 -- -- - good
9/1 sessnyr 242 20% 100% 589. 7M 2.49G 43 500 4167 35200 | good

MBI D/ | MBI : Callid : 4537287a

I MEI : nla VS| SDN : nla

User name : 6664600074@i sco. com Sessi onType : ha-nobile-ip
St at us : Active Servi ce Nane: HAService
Src Context : Ingress

I NBOUND>>>>> From sessngr: 242 sessngr_ha. c:880 (Callid 4537287a) 23:18:19: 099 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (190)
Message Type: 0x01 (Registration Request)

<<<<QUTBOUND From aaangr: 242 aaangr_radius.c:370 (Callid 4537287a) 23:18:19:100
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113. 3:27856 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®
Code: 1 (Access-Request)
Id: 195
Lengt h: 301
Aut henticator: CD 59 0C 6D 37 2C 5D 19 FB 60 F3 35 23 BB 61 6B
User - Name = 6664600074@i sco.com

I NBOUND>>>>> From sessngr: 242 mi pha_fsmc: 8438 (Callid 4537287a) 23:18:21: 049 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (140)
Message Type: 0x01 (Registration Request)
Fl ags: 0x02
Lifetinme: 0x1C20

<<<<QUTBOUND From sessngr: 242 m pha_fsmc:6594 (Callid 4537287a) 23:18:22:117 Eventi d: 26001( 3)
MP Tx PDU, from 203.0.113.3:434 to 203.0.113.1:434 (104)
Message Type: 0x03 (Registration Reply)
Code: 0x83 (Mobile Node Fail ed Authentication)

*** CONTROL*** From sessngr: 242 sessngr_func.c: 6746 (Callid 4537287a) 23:18:22:144 Eventid: 10285
CALL STATS: <6664600074@i sco.com>, nsid <>, Call-Duration(sec): 0O

Di sconnect Reason: M P-auth-failure

Last Progress State: Authenticating

show sub [summary] smgr-instance X

BB R , sessmgr 242 S FITHERMTELFERL, #H—FREER , 4G (LEE T
ML) seiEsE |, R e1nshTIGEIIPHIW T EEZENRZE, TUBRE 6 EEINFBEs)
BT, thsessmgr 2425 EMIPRELY | M EAIFREI9/NET |, BiEZE LY



[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 28800 (8 hours)
Monday Decenber 30 03:38:23 UTC 2013

Total Subscribers: 1504

Active: 1504 Dor mant : 0
hsgw-i pv4-i pv6: 0 pgw- pmi p-i pv6: 98
pgw pmi p-i pv4: 0 pgw- pmi p-i pv4-i pv6: 75
pgw- gt p-i pv6: 700 pgw- gt p-i pv4: 3
pgw- gt p-i pv4-i pv6: 628 sgw- gt p-i pv6: 0
ha- nobi | e-i p: 0 ggsn- pdp-t ype- ppp: 0

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 32400 (9 hours)
Monday Decenber 30 03:38:54 UTC 2013 ...
ha- nobi | e-i p: 63 ggsn-pdp-type-ppp: O

MIPLTEeHRPDMIP

[l ocal ] PGM show sub sum sngr-instance 272

Monday Decenber 30 03:57:51 UTC 2013

hsgwi pv4-ipv6: O pgw pm p-ipv6: 125 pgw pmi p-ipv4: O pgw pm p-ipv4-ipv6: 85 pgw gtp-ipv6: 1530
pogw gt p-i pv4-ipv6: 1126

ha- mobi [ e-i p: 1103

[l ocal ] PGM show sub sum sngr-instance 242

Monday Decenber 30 03:52:35 UTC 2013

hsgwi pv4-ipv6: O pgw pmi p-ipv6: 172 pgw pmi p-ipv4: O pgw pm p-ipv4-ipve: 115
pgw gt p-i pv6: 1899

pogw gt p-i pv4-i pv6: 1348

ha- nmobi | e-i p: 447

radius Uiz 355 X B 15 1 UF BB 55 8%

8/1 LM FrBaamgrsig B XM — & Bradius iz L6l ap 5 3& A T E[aaamgrs , B8/0FFHE A+ £
HaaamgrsEE X :

9/1 sessnyr 242 22% 100% 600. 6M 2.49G 41 500 3989 35200 | good
4/ 1 sessngr 20 27% 100% 605. 1M 2.49G 47 500 3965 35200 I good
4/ 0 sessngr 27 25% 100% 592.8M 2.49G 46 500 3901 35200 I good
8/1 aaamgr 242 0.9% 95% 150. 6M 640.0M 22 500 - - -- - good
8/1 aaamgr 20 1.0% 95% 151.9M 640.0M 21 500 - - -- - good
8/ 0 aaangr 27 1.0% 95% 146.4M 640.0M 21 500 - - -- - good

[ ngress] PGM radius test instance 242 auth server 209.165.201.3 port 1645 test test
Monday Decenmber 30 01:03: 08 UTC 2013

Aut henti cation from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[1 ngress] PGOM radius test instance 20 auth server 209.165.201.3 port 1645 test test
Monday Decenmber 30 01:08: 45 UTC 2013

Aut henti cation from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[1 ngress] POM radius test instance 27 auth server 209.165.201.3 port 1645 test test
Monday Decenmber 30 01:11:40 UTC 2013



Aut hentication from authentication server 209.165.201.3, port 1645
Aut hentication Failure: Access-Reject received
Round-trip time for response was 16.8 ns

show radius counters all

HEBRRADIUSHENEM BT S R AEREN |, A SMIEEH :

[ ngress] PGA» show radius counters all | grep -E "Authentication server
Ti meout s”
Monday Decenber 30 00:42: 24 UTC 2013

Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400058
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26479
[ ngress] PGA» show radius counters all | grep -E "Authentication server
Ti meout s”

Monday Decenber 30 00: 45:23 UTC 2013
Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400614
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26679

[ 1 ngress] PGA» show radi us counters all
Monday Decenmber 30 00:39: 15 UTC 2013

Aut henti cati on server address 209.165.201.3, port 1645, group default

Access- Request Sent: 233262801
Access- Request with DMJ Attributes Sent: 0

Access- Request Pendi ng: 22
Access- Request Retried: 0

Access- Request with DMJ Attributes Retried: 0

Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 213448486
Access- Rej ect Recei ved: 19414836
Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 399438
Access- Request Current Consecutive Failures in a ngr: 3

Access- Request Response Bad Aut henticator Received: 16187
Access- Request Response Mal formed Recei ved: 1

Access- Request Response Mal fornmed Attribute Received: 0

Access- Request Response Unknown Type Recei ved: 0

Access- Request Response Dropped: 9039
Access- Request Response Last Round Trip Time: 267.6 s
Access- Request Response Average Round Trip Tine: 201.9 s
Current Access-Request Queued: 2

addr ess| Access- Request

addr ess| Access- Request

Aut henti cation server address 209.165.201.5, port 1645, group default

Access- Request Sent: 27731
Access- Request with DMJ Attributes Sent: 0
Access- Request Pendi ng: 0
Access- Request Retried: 0
Access- Request with DMJ Attributes Retried: 0
Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 1390
Access- Rej ect Recei ved: 101
Access- Rej ect Received with DMJ Attri butes: 0
Access- Request Ti meout s: 26240
Access- Request Current Consecutive Failures in a ngr: 13
Access- Request Response Bad Aut henticator Received: 0

Access- Request Response Mal fornmed Recei ved: 0



Access- Request
Access- Request
Access- Request
Access- Request Response
Access- Request Response
Current Access- Request

#h

Response
Response
Response Dropped:

Last

Queued:

Round Trip Time:
Average Round Trip Tine:

Mal formed Attribute Received: 0
Unknown Type Recei ved:

0
0
227.5 s
32.3 ns
0

E4IPRTER , DPCMSIER R0 R T R , AAAAuthSrvUnreachablef@B= 1t , DPC 82
RMAd , RARFERBFEFEENDPC S LM HME (HTAXHEW , ZHENFAEEHTEE

) o

Mon Dec I nt er nal notificati
addr ess
Mon Dec

addr ess

30 05:58:14 2013
209. 165. 201. 3

30 05:58:14 2013
209. 165. 201.5

30 05:58:27 2013
.201.5

30 05:58: 27
.201.3

30 05:59:14
.201.5

30 06:01: 14 2013
209. 165. 201. 3

30 06:01:27 2013
201.3

trap

Internal trap notificati

Internal trap notificati

2013 Internal trap notificati

2013 Internal trap notificati
209.
Mon
addr ess
Mon Dec

209. 165.

Internal trap notificati

Internal trap notificati

Mon Dec 30 06:01:28 2013 Internal trap notificati

Mon Dec I nt er nal notificati
Card

Mon Dec 30 06: 01:
Card : 10 operati
Mon Dec 30 06: 01:
Card
Mon Dec

10

30 06: 01:49 2013 trap
50 2013 Internal trap notificati
onal status changed to Active

50 2013 Internal trap notificati
50 2013 Internal

30 06:01: trap notificati

08 2013 Internal
08 2013 Internal

cati
cati

Mon Dec
Mon Dec
War ni ng
Mon Dec
Card

30 06:02:
30 06:02:

trap notifi
trap notifi
08 2013 Internal cati

30 06:02: trap notifi

Mon Dec 30 06:08:
Card : 08 operati
Mon Dec 30 06:08:
Card

Mon Dec 30 06:08:41 2013 Internal
Severity: Critical

cati
ne
cati

41 2013 Internal trap notifi
onal status changed to O fli
41 2013 Internal trap notifi

trap notificati

Mon Dec 30 06:09: 24 2013 Internal
Card : 08 Power OFF

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 operational status changed to Enpty
Mon Dec 30 06:09:24 2013 Internal trap notificati
Card

Mon Dec 30 06:09: 24 2013 Internal
renoved

Mon Dec 30 06:09: 24 2013 Internal
Card : 08 Power OFF

trap notificati

trap notificati

trap notificati

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

39 (AAAAut hSvr Unreachabl e) server 4 ip

39 (AAAAut hSvr Unreachabl e) server 2 ip
40 (AAAAut hSvr Reachabl e) server 2 ip address
40 (AAAAut hSvr Reachabl e) server 4 ip address
43 (AAAAccSvr Reachabl e) server 5 ip address
39 (AAAAut hSvr Unreachabl e) server 4 ip

40 (AAAAut hSvr Reachabl e) server 4 ip address

16 (PACM grateStart) fromcard 8 to card 10

60 (CardDown) card 8 type Data Processing

1504 (Ci scoFruCardsSt at usChanged) FRU entity
55 (CardActive) card 10 type Data Processing
17 (PACM grateConplete) fromcard 8 to card
5 (CardUp) card 8 type Data Processing Card

1502 (Ent St at eOper Enabl ed) Card(8) Severity:

93 (CardsStandby) card 8 type Data Processing

1504 (Ci scoFruCardsSt at usChanged) FRU entity
60 (CardDown) card 8 type Data Processing

1503 (Ent St at eOper Di sabl ed) Card(8)

1505 (Ci scoFruPower St at usChanged) FRU entity
1504 (Ci scoFruCardSt at usChanged) FRU entity
7 (CardRenoved) card 8 type Data Processing
1507 (Ci scoFruRenoved) FRU entity Card : 08

1505 (Ci scoFruPower St at usChanged) FRU entity



Mon Dec 30 06:09:50 2013 Internal trap notification 1505 (C scoFruPower St at usChanged) FRU entity
Card : 08 Power ON

Mon Dec 30 06:09:53 2013 Internal trap notification 1504 (C scoFruCardStatusChanged) FRU entity
Card : 08 operational status changed to Ofline

Mon Dec 30 06:09:53 2013 Internal trap notification 8 (Cardlnserted) card 8 type Data Processing
Card

Mon Dec 30 06:09:53 2013 Internal trap notification 1506 (C scoFrulnserted) FRU entity Card : 08
inserted

Mon Dec 30 06:10: 00 2013 Internal trap notification 1504 (C scoFruCardStatusChanged) FRU entity
Card : 08 operational status changed to Booting

Mon Dec 30 06:11:59 2013 Internal trap notification 1504 (C scoFruCardStatusChanged) FRU entity
Card : 08 operational status changed to Standby

Mon Dec 30 06:11:59 2013 Internal trap notification 5 (CardUp) card 8 type Data Processing Card
Mon Dec 30 06:11:59 2013 Internal trap notification 93 (CardStandby) card 8 type Data Processing
Card

[l ocal ] PGM show rct stat
Wednesday January 01 16:47:21 UTC 2014

RCT stats Details (Last 2 Actions)
Action Type From To Start Time Duration

M gration Pl anned 8 10 2013-Dec- 30+06:01: 28. 323 21.092 sec
Shut down N A 8 0 2013-Dec-30+06:08:41.483 0.048 sec
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