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1. EFHERA"(Summary Status)NH , TRATLHR : ST RE. %5 Security, ¥ Radio
Data Encryption (WEP), f£WEP Key 1 ( WEPZ4A1 ) i AREHIWEPZE4R ( 261N 1<
i&%ﬂ?ﬁ ) o )ngey Size ( RN ) iﬁiﬂg128ﬁo iEE AppIYO

BR350-CLEAR Root Radio Data Encryption (1560 SYSTEMS

Cisco 350 Series Bridge 12.03T

Map | Help Uptime: 01:45:05
IfVLANSs are #of enabled, set Radio Data Encryption on this page. If VLANs are enabled, Radio
Data Encryption 1s set independently for each enabled VLAN through VLAN Setup.

Use of Data Encrypton by Statons 1s: Mot Available
Must set an Encryption Key or enable Broadcast Key Rotation first

Open Shared Network-EAP
Accept Authentication Type: ! [ M
Requre EAP: A [
Transmit
With Key Encryption Key Key Size
WEP Key 1: - | 128 bit =
WEP Key 2. - | |nu1 sel »
WEP Eey 3 - | |nul set
WEP Eey 4: - | not set|=

Enter 40-bit WEF keys as 10 hexadacimal digits (0-9, a-f ot A.F)
Enter 128-bit WEF keys as 26 hexadecimal digits (0-9, a-f, or A-F).
This radio supports Encryption for all Diata Rates.

Apply QK Cancel Restore Defaults
[Map][Login][Help]
Cizco 350 Series Bridge 12.03T & Copyright 2002 Cizco Syctemns | b cresdits

Click OK. E it I Use of Data Encryption by Stationsy : ZI5SE£IN®, %+ Accept
Authentication Type T L #OpenHINetwork EAP &£ 4E,




BR350-to-Radius Root Radio Data Encryption C1SCO SYSTEMS

Cisco 350 Series Bridge 1203T

Map | Help | 20030710 09:30:53

FVLANs are not enabled, set Radio Data Encryption on this page. If VLANs are enabled, Eadio
Data Encryption is set mdependently for each enabled VLAY through VLA Setup

TUse of Data Encryption by Stations 1s: | Full Encryption =

Open Shared Network-EAP
Accept Authentication Type: i~ O V1
Require EAD: n m
Transmit
With Key Eneryption Eey Key Size
WEP Eey 1 W 128 bit =
WEP Eey 2: - ' not set v
WEP Eey 3: - ' not set
WEP Eey 4: - - not set =

Enter 40-bit WEP keys as 10 hexadecimal digits (D-2, a-f, or A-F).
Enter 122-bit WEP kevs as 26 hexadecimal digits (0-9, a-f, or A-F),
This radio supports Encryption for all Data Rates.

Apply (0]4 Cancel Restore Defaults
[Map][Login][Helg]
Cieco 350 Serier Bridgs 12037 & Copyright 2003 Cieco Syrteme e cradifs

Click OK.
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BR350-to-Radius Authenticator Configuration Cisco SysTEMS
Cisca 350 Series Bridge 1 203T
Map | l:h'._| 0030 094511
al2. 1.x Protecol Version (for EAFP Authenbcabon) (802 1%-2001 =
Primary Server Reattennpt Peniod (Idin.) 1]
Max
Server Name/TP Server Type Port Shared Secret Hetran Int (sec) Retran
172.30.1.124 [RADIUS = [1812 | [rererem— 5 3
Dge server for F‘ EAF Authentication |_| MAC Address Authentication rl User Authendscation |_| MIF Authentication
RADIS |+ 1812 I — 5 3
Use server for. [WIEAP Authentication [ | MAC Address Authentication [ | User Authentication [ | MIP Authentication
[RaDIUS = 1812 3 &)
Wee server for:  [WIEAP Authentication [ | MAC Address Authenticabion [ | User Authentication [ | MIF Authentication
[RADIIS = [1892 3 3
Dew sgerver for:  [WIEAF Authentication [ | MAC A ddress Authentication. [ | User Authentication [ | MIF Authentication
Mate: For each authenticahon funchon, the most recently used server 15 shown in green tead
Apply (] .4 Cancel Restore Defaults
[Mepllogn]Helg]
Cipos 350 Seried Bridgs 12037 & Copymsght 2003 Ciico Sy o cridits
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1. #ERAS Clients¥ & £ | iﬁiAddMﬁUL%ﬁE’JRAS Cliento
Add New RAS Client X

Client name: I

[ anw BAS client

] Cancel

2. MEFFHRER, PN E/ESHSHR. BRNEHRHABRASIMFNER. IP
Address: i A ST ¥ RBENEALIIMFTA L. FR : RADIUSERS EBRFHEA RN

HM ARADIUSE Fif, #li/RE:i£ZCisco AironetiEA K.
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&7 steel-Belted Radius Enterprise Edition (CISCO-FHAO¥DGEF! =] 3
File Help
™ Servers Client name: ||:|5|:|:| AP j Add
(¢ RASClents | P address  [172301.103 Rremave
oy
b b ak.e/model; I Cizco Aironet Accezs Point j
" Profiles
 Prow YWendor [nfo
= Tunnels Edit authentization shared secret
" IP Paols [T Use different shared secret for accounting
" 1P Pools Edit aczounting shared semret |
" Access
_ _ [ Azzume down if no keepalive
" Configuration packets after [zeconds): I
" Statistics
IF addresz poaol: I{r'u:une} j
Sawe
Hezet
Enter shared secret |
Enter zhared secret: [|
[ Urmask shared secret
Set Yalidate | Cancel
3. Bi'mE S RIEHFERA fi
AN FRRERN RSBV BARINGT LN FRFE, £dSetiRE L —/MNiEHE, Click
Save.
4. EPNFTHERN LR XHRPEKREAP.INIX4H(FEE T WindowsHIPC L |, WX HBEM T
C:\Radius\Services).
5. WIFLEAPREAPKR!,, REIXHUW TR :
[ Native- User]
EAP-Only = 0

Fi rst-Handl e- Vi a- Aut o- EAP = 0
EAP- Type = LEAP, TTLS

6. RIFIEWHIEAP.INIST 4,
7. E It HEFHEHRADIUSIRSS -

ERMHEEPoRA

I B A 5 A Funk Software , Inc.7= fa Steel-Belted RadiusSIZEF A A ( Aitb ) A, MR
FERMBRIEALARF , H5Funk SoftwareBA R LAF R#BY, Kb A& B ERENT
RADIUSA BB FF R AR P BN ED, N TRAEMEENATRE , Steel-Belted
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Radiusf 5 5 — MR FE SR UL A 7~ BV R AL

&2 steel-Belted Radius Enterprise Edition (CISCO-FHAOYDGEF)

=10f x|

File Help
i Servers User narme: |TEST - Add
" RAS Clients User tupe: M ative Llser Set pazsword ... | Remaove
% Uszers
™ Profiles Check, list attributes I Return ligt attributes I
™ Proxy .
™ Tunnels ~
r —
[P Poolz Y
™ IP¥ Pools
" Access
™ Configuration
™ Statiztics Ins | E dit | Del |
[ Masimum concurent connections: I S ave
Prafile narme: I{r'u:u profile: j Reset

TR T SRUENTFEPEERN AL

1. EAPFREL | BB ARIZIA,




M ative I Cramain SecurlD

Enter user name:

] Cancel

2. B “Native(&ith)" £+ , EFRPAMARAFLE , AEEEOK (HIE ) "o “NIF A/ XE
FER o

3. K A EES Jﬁ?%ﬂ%)*‘#iﬁ RIERBRE",

X

Enter password:

™ Unmask password

&+ Allow PAP or CHAP
™ allow PAP only [encrypt password in databaze)

Set Walidate Cancel

A MARFNEDL K RAREEHRRE,
5. B AFXEESR , RERE, HIECRIZAF.
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