HEERCOS APHFE

9800 WLCHZH|AP Ui BR R

IR REE1E X THIAP Catalyst 91xx

Flexconnect5 &
AP EY

AP

EEWEAPK
AireOS CLI
AireOS GUI
Cisco I0S® CLI
Cisco 10S® GUI

UBRAES

B

faigr
A RSB —L65E A F Cheatah OS AP ( t8#ACOS AP ) iBEHERR T &,

TR



2R
RNHEHZBEMRENER,
EdEEL: PR

AXHERITACOS AP, 112800, 3800, 1560F14800RFIMVAPE S | LAK AV 11ax AP
Catalyst 91xx,

ANHERNBAIreOS 8.8 RESRAFTIIFZINEE, LK Cisco IOS® XE 16.2.2s R E & R4,
EZRHRAS | eI A xEEThaen AR,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
(RN ) BRE. MRENMELTEIRS , FHRRETBAERSHBERNE,

BRBUE SR (RRRRE)
APixm O _EMEZ%PCAP

FEAPLLA MmO EH A Tpcap R ATAERY ( M8.77F48 |, 8.8 R T HiERS ) » BABMECLI LR RS
TER (NEBELENBESFACE ) LI LNERENAPRAEFEFHEEpcap,

BékpcapfIRELAMR ( BERX/Tx ) ENFBERAZR , F# EAPAN 2B R EEBIBEIEL 8,

B2 , SU#HIRAP CPUYERE , XEKRERANRLHAPHIRE ( AP DHCP, AP capwapiz bz
E...... ) ,;:FE-T—U—H_\gFJﬁU“:EO

FER, KDFEEEAR (ZRAKDRENSMB ) |, Btk 7] 5eF B E IR R A MUBRERBBRR

=
==N

EEREREHFHERIK 2T |, FERMEA no debug traffic wired ip capture”=t R {# f“undebug
al’>RFLLRERHR (BN , EFTF2EEHFEINEANER ) o

e
S 1: /B 3pcap ; A “debug traffic wired ip capture”iEF R ELXH

<ttroot>

AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC_capt ur e. pcap0"

AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)



F=H  ERHRERY , ABRFEA® S no debug traffic wired ip capture”=} & # #y“undebug all’{%
IEFEER

AP70DB.98E1.3DEC#no debug traffic wired ip capture

B=F /X HEH Ftftp/scpBRS5 R ¢

<#root>
AP70DB.98E1.3DEC#copy pcap
AP70DB. 98E1. 3DEC _capt ur e. pcap0

tftp 192.168.1.100
HARHR AR AR AR R R R R BB R R R R R R R R AR R R R R R R R R R R R R R R R R
AP70DB.98E1.3DEC#

FOL . WELET LA Ewireshark P F1ZX . X Hpcap0. EApcap , FHEZHS
wireshark><Bx,

T IET

debug traffic wired@n BB JLNET B A B B R HRIFERE

APC4F7.D54C.E77C#debug traffic wired
<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip EnabTle wired ip traffic dump
tcp Enable wired tcp traffic dump
udp Enable wired udp traffic dum

B ] LAfEdebugin B R ERM“verbose” ABE B HIE T +RE Bl kM. HEE , MREHTIREZMG
TBEE , XRBRREECLISE,

FRANIEREXIMBLPCAP

TE 2 X Etcpdump IR T FE RS & XY Bl o

13 3% 28 R A DU

EH |"E£41192.168.2.5" XFSEBEHER , RIREHRASKEEN




192.168.2. 5B BHE 2o

XRSRBE MR | NENRE192.168.2. 5HHIES

o

"REH.192.168.2.5"

RSB HE IR | RINEEFR192.168.2. 50 %iE

o

"dst host 192.168.2.5"

s , XS EHE SR, NWEIRS B Rk A N44309 B4R
0 443 o
ﬁﬁ;_l D NS L " = Ll il — R
JRi% 01055 IR B O 105507 &,
"B bRiw 443" XA AR A T 04430 FE,

LTRE—1MRA, B EREREA L, BHAZ2TTEUNEEZECAPWAPEHES :

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.Tan.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.1an.5264: UDP, length 97

APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"
APC4F7.D54C.E77C#Kiled
APC4F7.D54C.E77C#

St R

APC4AF7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap0"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4AF7.D54C.E77C#copy pcap APC4F7.D54C.E77C_capture.pcap0 tftp 192.168.1.100

HAHHRBRHHAHH R BB RRAAAA BB R R R AR R BB BB R R BB B AR BRI AR R AR BB H#
APC4F7.D54C.E77C#

EfEwireshark E3ITF 3R |, BHITUUTEE -



| Ml APC4FTDSACETTC capture peapd - 23 e
| File Edit View Go Capture Anslyze Statistics Telephony Waeless Took Help

|l4mie REes=FiSEaqas
(AT f t =R
Ho. Delta Source Destinaton Lenglf trify Payload Type  Differey
1 9.000000 192.168.1.82 192.168.1.15 €51 Application Data Clos:
2 9.001525 192.168.1.15 192,168.1.82 123 Applicaticn Dats Clasd
3 9.601152 192.168.1.4 255.255.155,255 305 CAPMAP-Control - Primary Discovery Reguest[Malformed Packet) Clas:
4 9.638243 192.168.1.82 192.168.1.15 98T Applicaticn Data Clasy
£ 9.891637 192.168.1.1% 182.168.1.82 123 Application Dsta Clas:
6 ©.010493 192.168.1.82 182.168.1.15 171 Application Data Clas
7 0.001087 192.168.1.1% 152.168.1.82 123 Applicaticn Data Clasq
8 9.909787 192.168.1.82 192.168.1.15 187 Applicaticn Data Clas
9 0.000810 192.168.1.1% 162.168.1.82 125 Application Data Clasy
18 28.384381 192.158.1.82 192.168.1.15 123 Application Data Clos:
11 9.001214 193.168.1.15 152.168.1.82 138 Application Data Clacy
12 21.065522 192.168.1.82 157.168.1.15 651 Application Data Clos:
13 9.001215 192.168.1.15 192.168.1.82 123 Application Data Clazg
L 3
Frame 1: 651 bytes on wire (5208 bits), 651 bytes captured (5208 bits)
Ethernet II, Src: Clsco 4cie7:7c (c8:F7:05:4c:e7:7¢), Dst: Ciseo lc:o2:ff (09:le:ba:lciod:ff)
Internet Protocol Version 4, Sre: 192.168.1.82, Dst: 192.168.1.1%
User Datagram Protocol, Src Port: 5264, Dst Port: 5346
Control And Provisioning of Wireless Access Points - Control
Datagram Transport Layer Security

ToLx BB IR
AUELL BRI TEH EEREES, ATHERRE , TEHRELEBIEFE LHBE,

XEREFFIHREAR (FN, BHKIE, KB, eap. arp. dhcpBIEE LA KipveiZHIEIEZ,
icmpHndp ) AN , EEFIRERIIEZRSEABENEERT L,

SR
SRR ZF P iwmacibit, ATEURMNZ Mmacitit. WA ANABEREFREITZHS |, B
ARV

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.
config ap client-trace all-clients <enable | disable> -- Al1l clients debugging. Not recommended.

BTE O RHFIERRE N ISR EE MU ATE IFWHIL

Az
KK

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

£=%  RBEREHALETHE (RS )

configure ap client-trace output console-log enable

FML  FIREER,



config ap client-trace start

-

<{froot>

APOCDO.F894.46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C: 4A

0 1 1 testewlcwlan -41 MCS92SS No

APOCDO.F894.46E4#config ap client-trace address add

A8: DB: 03: 08: 4C: 4A

APOCDO.F894.46E4#config ap client-trace filter

all Trace ALL filters

arp Trace arp Packets

assoc Trace assoc Packets

auth  Trace auth Packets

dhcp Trace dhcp Packets

eap Trace eap Packets

icmp  Trace icmp Packets

ipv6  Trace IPv6 Packets

ndp Trace ndp Packets

probe Trace probe Packets
APOCDO.F894.46E4#config ap client-trace filter all enable
APOCDO.F894.46E4#configure ap client-trace output console-Tog enable
APOCDO.F894.46E4#configure ap client-trace start
APOCDO.F894.46E4#term mon

BEFEIERER  BHTUATRE

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear

ISr
RIFTEFImERE :
<{froot>

AP70DB.98E1.3DEC#



show ap client-trace status

Client Trace

Client Trace

Client Trace

Status

ALL Clients

Address

: Started

: disable

: a8:db:03:08:4c:4a

a8:db:03:08:4c:4a

Remote/Dump Client Trace Address :
Client Trace Filter : probe
Client Trace Filter : auth

Client Trace Filter : assoc
Client Trace Filter : eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpvb
Client Trace Filter : dicmp

Client Trace Filter : icmpvb
Client Trace Filter : ndp

Client Trace Filter ;oarp

Client Trace Output : eventbuf
Client Trace Output : console-Tog
Client Trace Output : dump

Client Trace Output : remote
Remote trace IP : 192.168.1.100
Remote trace dest port : 5688

NOTE -

Dump packet 1

Only VIP packets are

ength

: 10

Client Trace Inline Monitor :

Client Trace Inline Monitor

R IEY % P i R

Apr & kernel: [*04/06/2020 10:45:21.5351]
Apr & kernel: [*04/06/2020 10:45:21,.5352]
hpr & kecnel: [*04/0642020 145:21.5361)
Apr 6 kernel: [*04/06/2020 10:45:21.5416]

r & kernel: [+04/06/2020 10:45:21.5441)
Apr & kernel “04/06/2020 45:21.5501)

L keznel: [+04/06/2020 10:45:21.5778)

r & kernel: [*04/06/2020 10:45:21.5784]

c & kernel: [+04/06/2020 L10:45:21.53955]
aApr & kernel: [*04/06/2020 10:45:21.6003]
Apr & kernel: [*04/06/2020 10:45:21.6028]
Apr & kernel: [*04/06/2020 10:45:21.6475]
Apr & kesnel: [*04/06/2020 10:45:21,6475]
Apr 10:45:21 kernel: [*04/06/2020 45:21.863€)

keenel:
kernel:
kernel:
kecael:
kerasl:
keznel:
kernel:
keznel:
kernel:
kernsl:
kernel:

10:45:21
145121

kernel: |

"
B o A A = M

“04/06/2020

[*04/06/2020
[*04/06/2020 L
[*04/08/2020
[*04/06/ 2020

04 062020
“04/06/2020 L

| *04/ 0672020
[*04/06/2020
[*04/06/2020
[*04/ 06/ 2020

:45:21.8685]

04 /062020

5 keznel: [*04/06/2020
Apr kernel: [*04/06/2020
Apr kernel: [%04/06/2020
Apr kernel: [*04/06/2020
Apr kecnel; [*04/06/2020 45:232.16471

pkt-attach :

seen on remote if VIP is enabled

disable
disable

[1586169921:535000] [APOCDHD.Pa04.4684) [aB:db: <apele0s | [ DOTLL_AUTHENTICATION : (.}

[158616992 [APOCDD.FE94.46E4] [aB:db: <aprlel> N DOTLL_AUTHENTICATION : (.}

[156616592 [APOCDO.F3%4.46E4) [aB:db: cuprﬁ't@):im | DOTLL1_AUTHEWTICATION : (.}

[156616592 [APOCTO, FEG4 . 46E4] [aG:db: <aprdvi> | BOTLi_ASS0C_REQUEST : (.}

[158816552 [APdcTd . P44 . 46E4) [af:db: <apeiviy> DoTll ASS0C RESPONSE : (.

[158616552 [APOCDE . POG4 . 4€24) [aB:db <apelvis moL:uY.uT DeacType 0x02 ReyInfo OxO08h
[158616552 [APOCDD . FEG4 . 46E4) [aB:db <aprlvis ERFOL_KEY M2 : DescType Ox02 ReyInfe Ox010b
(156616952 [APOCDO.FE54.46E4) [aB:db: caprlvis | EAFOL_KEY.M3 : DescType Ox02 ReyInfo Oxlich
[158616852 [aPOCDO . FED4 . 4€24) [aB:db: EAFOL_KEY.M4 : DescType Oxl2 ReyInfo Ox030b
[158616882 [ABOCDD. PE04, 4624] [aB: BOTLL_ACTION )

[158616092 [APOCDO . FBO4 . 46E4]) [aB: DOTLL_ACTION

[15B616992
[1566165921:647594)

[1586165921:B63610)

[1586165921:863644)
[1586169921:863700}

I15B616992 14

[156616992.
[158616%52

[APOCDO . P94 .46E4]
[APOCDD . FE59.46E4]

[APOCTO. FI04. 4624)
[AROCDO . FB 94 . 4EE4]
[APOCDH . FAO4 . 46E4]
[APQCDD . FESY . 46ES
[ABOCDD . FAGS .

[APOCDO
[ardcDd
[AROCTO
[apdcDd
[APOCDO
[ABOCDO . FE9Y . 46E4]

[aB:
[aB:db:03:

DOTLI_ACTION
| DOTLLI_ACTION

Tranald
Tranald
Tranald
Tranald

capelvis
capelvis
<aprivis
<aprivi>
<nascapwapl>
<aaasapuapls

[U=w]
[u=C]
[Uzc]
[w:c]
[UzE] DHCP_DISSOVER : Transld OxadBcOlds

DHCP_DISCOVER

rl Oxa3Bedlds
DHCP_DISCOVER =

OxalBedlds
OxadBodldé
OxadBclldé

DHCP_DI SCOVER
DHCP _DISCOVER

[U:E] DHCP_DISCOVER : Tramsld OxadBellds
<ngacapwapl> [D:E] DHCP OFFER : Tranald OxalSelldé
casscapwapl> [D:C] DECF_OFFER : Tranald Oxa38e0idé
<nascapwapl> [D:C] DECF_OFFER : Tranald (xal@chldé
<aprlv0> [D:W] DHCP OFFER : TranaTd Oxad3c0ldé
<nascapwapl> [D:E] DHCP_OFFER : Transld Oxal8c0ldé
<nsscapwapl> [D:C] DHCF_OFFER : Transld Oxa3@clldé
<nascapwapl> [D:C] DHCP_OFFER : Tronsld Oxa3@clldé
<spefrl> [D:W] DHCP OFFER : Trenald Oxa3dclhide
<apefvl> [U:W] DHCP REQUEST : TransId Oxa3fec0lds
capriv0s [U:C] DHCP_REQUEST : TransId Oxalfedlde
<aprlvi> [U:C] DHCP_REQUEST : Tranald OxalBoclldé
<aprivl> [U:C] DHCP_REQUEST : Transld Oxaldfcdldé
<nsscapwapl> [U:E] DHCP REQUEST : TransId OxalfcOide
cnascapwapls [UrE] uucp:aze’.:.:s': 1 Transld OxadBcOlde
<nsscapwapl> [DiE] DHCE_ACK : Transid Oxa3Bcoldsé
<nascapwapls> [D:C] DHCE_ACK ansld Dxadfcllde
<nsacapwapl> [D:C] DACP_ACE : TransId OxadBclldé
<spelvl> [D:W] DHCP ACK : Teamsld Oxwalfellds
cnsscapwapl> [D:E] DHCP_ACR : Transld Oxa3fedlds
<nascapwapl> [D:C] DHECF_ACK : TransId OxalfBcdlde
<nzzcapwapl> [D:C] DHCP_ACK : Transld Oxalfcllds
<aprlvl> [D:¥] DHCP ACE : TransId OxalBclldé

<aprlvl> [U:H] ARP_EUHW : Seader 192.168.101.13 Targlp 192.168.101.1

<aprlv0> [U:zC] ARP_QUERY : Sender 192.163.101.13 Targlp 192.168.101.1
-FAG4.46E4] <aprirl> [U:C] ARF_QUERY : Sender 192.168.101.13 TargIp 192.165.101.1
SFhG4.46E4]) <nascapwapl> [U:E] ARFP_QUERY : Sender 192.168.101.13 vargIp 152.168.101.1
.POG4.4€24) ] <nascapwapl> [D:E] ARF REPLY : Sender 182.168.101.1 Muhddr 54:Tc:E8:b7:3£:42
«FO04 . 46E4] [aBrdb:03:08:4c:4a) <nsscapwapls> [DiC) ARP:R!TLY : Sender 192.168.101.1 Bwaddr 54:To:60:b7r3f142
-FR04.46E4] [aB:db:03:0Ez4cida] <nascapwapl> [D:C] ARP_REPLY : Sender 192.168.101.1 Mwhddr 54:Tci69:b7:3£:42

[aB:idb;03:08:4ci4a]l <aprlv0> [DiW] ARP_REFLY : Sender 192.168,101.1 HwAddr 5%:7ci69:b7:3£:42



FHEESRNFRAARE
, AR IEBANIE ( LEHTER)

Click#gt )

BT HEMEIEML (ERTUAR , WRREL , CRINEAPHIREY

THR-K/I &K, LEIHTIX

U— LT8RBES (REEFR)
D— TTHBHEE (£1)

— BRELBHREF
E— BRUAMIEKZI R F
— BERR]E
HL 35 1
RIEEHE

RIE , ATLAER

PAN.NT
ap T

all” ) R&EF BE&

<#froot>

APOCDO.F894.46E4#

show ap client-trace events mac a8:db

*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020

Lt I e T s TN s A s T s N sy Y s TN s N s TN s Y sy I s N s Y e T s Y s T s Y s Y s N sy Y T s Y s N s Y s I s Y sy Y s B s By |

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

11

11:
11:

11

11:
11:

11

11:
11:

11

11:
11:

11

11:
15:
15:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

:54.
54.
54.
:54.
54.
54.
:54.
54.
54.
:54.
54.
54.
:57.
57.
36.
36.
24.
24.
.129303]
.133026]
24.

24

24

24

24

24

24

287675]
288144]
289870]
317341]
341370]
374500]
377237]
390255]
396855]
416650]
469089]
469157]
921877]
921942]
123119]
127731]
128751]
128870]

136095]

.138732]
24,
24,

257295]
258105]

.278937]
24,
24,

287459]
301344]

.327482]
24,
24,

327517]
430136]

.430202]

FRHNE N :

[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO. C.
[APOCDO. C.
.F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_ACTION : (.

C.

C.

I

[APOCDO

[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.

show ap client-trace events mac xx:xx:xx:xx:xx:xx:xx:xx” ( BffmacE# 1

03: 08: 4c: 4a

F894.46E4] [a8:db:03:08:4c:4a] <aprlvl> [U:W] DOT11_AUTHENTICATIO
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_AUTHENTICATIO
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] DOT11_ASSOC_REQUEST
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_ASSOC_ RESPONS
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] EAPOL_KEY.M1 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] EAPOL_KEY.M2 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] EAPOL_KEY.M3 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] EAPOL_KEY.M4 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] DOT11_ACTION : (.)

F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] DOT11_ACTION :

F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [U:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_ACTION

F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_ DEAUTHENT CAT
F894.46E4] [a8:db:03:08:4c:4a] <aprlvO> [D:W] DOT11_DISASSOC : (.
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_AUTHENTICATIO
F894.46E4] [a8:db:03:08:4c:4a] <aprOvl> [U:W] DOT11_AUTHENTICATIO
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_AUTHENTICATIO
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_ASSOC_REQUEST
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_ASSOC_ RESPONS
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] EAPOL_KEY.M1 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] EAPOL_KEY.M2 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] EAPOL_KEY.M3 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] EAPOL_KEY.M4 : Desc
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_ACTION : (.)

F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_ACTION :
F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_ACTION :
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[*04/06/2020 10:19:08.075326] [APOCDO.F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [U:W] DOT11_PROBE_REQUEST
[*04/06/2020 10:19:08.075392] [APOCDO0.F894.46E4] [a8:db:03:08:4c:4a] <aprOvO> [D:W] DOT11_PROBE_RESPONS
[*04/06/2020 10:19:08.075437] [APOCDO.F894.46E4] [a8:db:03:08:4c:4a] <aprOvl> [U:W] DOT11_PROBE_REQUEST
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Ml “Ethemet yetlowCable - b X
File Edit View Go Capture Analyze Statetics Telephony Wireless Tools Help
dn i@ IOBBe=E2TL5
(LI 5
o Delta Source Destinaton Lengt Info -
| 59 0.00D000 Samsungt_BBiécisa o 251 Probe Request, SWeS77, FNed, Flagse C, 55ID=testenlowlan .  }
60 ©.003416 Cisco_36:40:00 Mk Hhnmark Packet 192 Probe Response, SWed16, Fils8, Flogss ..C, BI=100, SSIDstestewlcwlon -
61 8.038245 Somsungf_88:4c:da Ignere/Unigmore Packet 187 Authentication, SMe578, Fis@, Flagss enial
62 ©.000001 Cisco_36:4d:00 Set/Unset Time Reference 107 Authentication, SWedll, FN«@, FLogs=........C
63 0.900000 Samsungf_BB:dcida : 262 Association Request, SNa579, FNs@, Flags: -+.C, SS5IDstestewlcwlan
B4 0021832 Cisco_36:d4d:ad Tieme Shift... 322 Association Response, Sh=dl12; FN=@, Flagse........C
65 0.000003 Cisco_36:4d:ad Packet Comment.. 221 K Msou
66 ©.830097 Samsungf_8B:dcida 347 x| M Waeshark - Decode As... ? b #sDU
67 ©B.010008 Cisco_36:4d. Edit Resobred Neme 391 ¥ 50U
65 ©.009681 Sessungf_88:4cida Apply s Fiter o AFF K | Field Value Type Default  Currert HsDU
69 0,009985 Semsungf_088:4cida 187 A neger,
78 0.930106 Cisco_36:4d:od Prepade a Filter. 3 93 A gm m :mml: wm 'EWM?.’:
72 0.009817 SomsungE_BB:dcidd oo p v 99 4
73 ©.020078 Cizco_36:4diad it Ly
74 ©.000000 :: Coloeie Conversation x 207 o msou
83 0.3080824 0.8.0.0 SCTP v 463 D HSDU
87 0.020237 Cisco_36:4d:ad Follow » 99 A
&5 0.000001 192.168.101.1 426 D) HSDU
B9 ©.000000 192.168.101.1 Copy v 46 0 HS0U
$0 ©.000001 Semsungf _BB:dc:da o A
91 6.000000 0.0.0.9 475 0| 50U
93 6.025855 192.168.101.1 o 50U
54 0.000001 192.168.101.1 - H5DU
97 8.275545 Samsungf_BB:dc:da 2 ' 163 W 50U
98 0.009931 Cizeo_b7:3F:42 SamsungE_0B:4c:da 146 1 HSDU
99 0.020095 ShesuncE BB:dc:da Broadcast 239 P o
< »
» Frome 58: 251 bytes on wire (2898 bits), 251 bytes coptured (2088 bits) on Interfay
» Ethernet II, Src: Cisco_el:3d:zec (M9:db:98:el:3d:ec), Dst: CoodWoyI_b7:bB:af (98:5(
>
» AfraPeek/OmniPeek encapsulated IEEE 892.11
7 802.11 racio information ]
» IEEE §02.11 Prove Request, FIags: ........C
» NEEE §02.11 wireless LAM
@z _20200406150701_a 1634+ prapng || Packets: 299 - Displayed: 168 (56.2%) || Profie: Default
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config term
wireless profile ap trace



filter all no filter probe output console-Tog

HIR2 FAPIREREL B AR INE B ARAVAPHE VAP I A BB M 1,

ap profile < ap join profile name>
trace

T RUILAPIIABL B XX AR A T B FRAPE A BV 35 RARIE

FASHMERBHMFIL

ap trace client start ap

client all/

ap trace client stop ap

client all/

ap trace client start site



client all/

ap trace client stop site

client all/

RiFf 5

show wireless profile ap trace summary

show wireless profile ap trace detailed PROF_NAME detail
sh ap trace client summary

show ap trace unsupported-ap summary
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An 0 IBRBAc=sTiEEaqan

W Judp.port == 5000

No. Delta Source Destination Lengti Info Channel B55 Color
o 8.832866 SamsungE_08:4c:4a Cisco_97:03:ef 167 Authentication, SH=37, FH=®, Flags=........ c 188

2= e.000001 192.168.1.15 19z2.168.1.189 76 Acknowledgement [Malforsed Packet] p L]

s 2.801720 Cisco_57:03:ef SamsungE_88:4c:4a 187 Authentication, SN=@, FMs@, Flagss........ C 1@

2= 9.900381 192.158.1.15 192.168.1.10@ 76 Acknowledgement[Malformed Packet] 188

- 2.008791 SamsungE_B8:4c:4a Cisco _97:03:¢f 36@ Association Request, SN=28, FN=@, Flags=........C, S5ID=testenlcwlan 1@

2 9.980238 192.168.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet] 18e

= 8.904269 Cisco_97:03:eF SBmsuUngE_B8:4c:48 398 Association Response, SN=1, FN=8, Flags=........ € 180 exel
ke 9.000750 192.168.1.15 152.168.1.188 76 AcknowledgementMalformed Packet] 1ee

2. B.018966 Cisco_97:03:ef SamsungE B8:4c:da 188

2 @.000001 152.168.1.15 152.168.1.160 76 Acknmowledgement[Malformed Packet] 12

- 28 ©.921911 SanmsungE_08:4c:4a Cisco_97:03:ef 342 Key (Message 2 of 4) 18e

i 9.0000802 192.158.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet] loe

2a B.002186 Cisco_57:03:ef SamsungE_88:4c:4a 391 Key (Message 3 of 4) 1ee

2= 8.98@935 192.168.1.15 192.168.1.188 76 Acknowledgement [Malformed Packet] 108

2 @.913825 SamsungE_@8:4c:4a Cisco_97:83:ef 199 Key (Message 4 of 4) 188

2 2.800174 192.1658.1.15 192.168.1.168@ 76 Acknowledgement[Malforned Packet] 1@

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 58, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc.: Alronet Unknown (44)
Tag: HT Capabilities (882.11n D1.198)
» Tag: HT Information (882.11n D1.18)
Tag: Exténded Capabilities (8 octets
Tag: VHT Capabilities
» Tag: VHT Operation
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag: RM Enabled Copsbilities (5 octets)
Tag: BSS Max Idie Period
v Ext Tag: HE Capabilities (IEEE Std 882.11ax/D3.8)
Tag HWumber: Element ID Extension (255)
Ext Tag length: 45
Ext Tag NMumber: HE Capabilities (IEEE 5td 882.11ax/D3.8) (35)
HE MAC Capabilities Information: BxE@Pe9210e8e9
HE Phy Capabilities Information
* Supported HE-MCS and NS5 Set
~ Rx and Tx MCS Maps <= B@ MHz
v Rx HEX-MCS Map <= 8@ MHz: ©xaaaa
= Max HE-MCS for
= Max HE-MCS for
= Max HE-HC5 for
= Max HE-MCS for
= Maw HE-HCS for
= Max HE-HCS for
= Max HE-HCS For
Hax HE-HC5 for
: Bxassn

S5: Suppert fer HE-MCS @-11 (ex2)
55: Support for HE-MCS @-11 (@x2)
55: Support for HE-MCS @-11 (@x2)
$5: Support for HE-MCS B-11 (@x2)
55: Support for HE-MCS @-11 (@x2)
55: Support for HE-MCS @-11 (Bx2)
55: Support for HE-MCS ©-11 (@x2)
S5: Support for HE-MCS @-11 (@x2)

R

8. weue ea

Tx HEX-MCS Map <= B@

PPE Thresholds
~ Ext Tag: HE Operation (IEEE Std 802.11ax/D3.@)

Tag Number: Element ID Extension (255)
Ext Tag langth: 9
Ext Tag Mumber: HE Operation (IEEE 5td 862.11ax/03.8) (36)
HE Operation Parameters: @x@83ff4
BSS Color Information: @x@1
Basic HE-MCS and MSS Set: @xfffc

N5 BIELIWIFI 6BURER R RN , BR | BT peekremotetE Wireshark - T 2 B ¥t
, At EMNMEL R N802.11ax phyZKE,, & EWireshark 3.2.4H , Wireshark £ 7R i&E H #Y
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(EEBHERELE ), HOATLENMU-OFDMARE ( R&H ) UREF BB L
.

HEHERRER
HEEMTU

SRBEMTURI AR IIAPHREMTU , BT AFHESIRE,

f£AireOS 8.10.130 WLC L , @55 config ap pmtu disable <ap/all>} — MNRFTEAPIRBE#ES
MTU , MAREB S EIANE,

EHSISHERBR , FHITUATRE



& 0] LATE T )X B 3h B 3& 1T config boot debug capwapll /3 Flcapwap, DTLSHIDHCPiEIR , EZEg
ERZERIHERERFZH

1&1& B “config boot debug memory xxxx” A F JLNRNEFEFRH,

A LUEE “show boot'EE TR EFMB AR =R ERA T 515,

AT LUEN 7 R B fndisable< 8= ( #l#n“config boot debug capwap disable” ) RZEHE11,
B ELH

A LUBEIE T T i B HERR S B P i #9177 BE SR

debug client trace <mac address>

&P imQos

ERIFRAB 2 MAQOSHRIE , AILLE1T“debug capwap client qos”s

TERELE i HEZHIUPE,

M8.8FF s , EF AR ITMACKTE I8 (185818 R Cisco bug IDCSCvm08899
&,

TabAP#debug capwap client qos

[*08/20/2018 09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:
[*08/20/2018 09:43:45.0051] chatter: set_qgos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:
[*08/20/2018 09:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78
[*08/20/2018 09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:(C7:
[*08/20/2018 09:43:47.0982] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:(C7:

1858 A LA IEAP £ B9Qos UP to DSCP&R AKX Qostric,. BFEMEANBES LI

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

36:8
36:8
136:8
CD:3
CD:3


https://tools.cisco.com/bugsearch/bug/CSCvm08899

total packets:
dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[eNeNololNolNo)

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[eNeNelolNolNo)

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

EWLC L ZE M QosZE I H 7EFlexconnect AP L T & |, AT LAE A ITIRALF :

AP780C-F085-49E6#show policy-map
2 policymaps
Policy Map BWLimitAAAClients type:qgos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS



set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

X FQosiEERH :

AP780C-F085-49E6#show rate-1limit client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0
SENHE

EHBRBMIFR NS ER ( RIEAPRENMANHEAZHHENBERE ) FIRAPHEENTHIEESR
A, BEREREENEGHRER ThEER , MRBREKERAM RN , NAREENHEIEER



debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 09:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:39.0550] noise measurement channel 5 noise 89

[*06/11/2020 09:45:43.5490] wcp/rrm_userspace_l/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:43.6570] noise measurement channel 140 noise 97

= 7w
TRERARE —NEHRABIHERREARBESHRIENE S :

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 09:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 09:52:14 2018 00:AE:FA:78:36:89 9 4
Mon Aug 20 10:31:54 2018 00:AE:FA:78:36:89 9 4

EE—hdd , RERBRICESHRIERRNE , M T#ZERL

https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-
802-11-deauth-reason-codes/ta-p/3148055

vap AP K EBWLANKIFRREF(FE FWLCE B 38 EHIWLAN 111),
B LVEEHSHMEFMAERN H b H R X KREK , XEHHBRARERKREF wmvap.
& 7] LA Fl “show controllers Dot11Radio 0/1 wlan”&& VAP ID%I 3,

HEFPWMAKREKEN | SEAURIEXHERNFAES -

LabAP#show dotll clients
Total dotll clients: 1

Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB
00:AE:FA:78:36:89 1 10 1 TestSSID -25 MCS82SS No

BXEFHFENESFMAES , THUET :


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

LabAP#show client summ

Radio Driver client Summary:

wifi0

[*08/20/2018 11:54:59.5340]

[*08/20/2018 11:54:59.5340] Total STA List Count 0
[*08/20/2018 11:54:59.5340] | NO| MAC|STATE|
[*08/20/2018 11:54:59.5340] ------------———-———-ommm -
wifil

[*08/20/2018 11:54:59.5357]

[*08/20/2018 11:54:59.5357] Total STA List Count 1

[08/20/2018 11:54:59.5357] | NO| MAC | STATE |
[08/20/2018 11:54:59.5357] —---------------ooooooooo-
[¥08/20/2018 11:54:59.5357] | 1| 0:ffffffae:fffffffa:78:36:FFffff89| 8|

Radio Driver Client AID List:

wifio

[*08/20/2018 11:54:59.5415]

[*08/20/2018 11:54:59.5415] Total STA-ID List Count O
[*08/20/2018 11:54:59.5415] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5415] -------------—---mmmmmmm
wifil

[*08/20/2018 11:54:59.5431]

[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1

[%08/20/2018 11:54:59.5431] | NO| MAC| STA-1D|
[%08/20/2018 11:54:59.5432] ===-mmmmmmm oo oo
[%08/20/2018 11:54:59.5432] | 1| O:ffffffae:fffffffa:78:36: FFFFffa9] 6

WCP cTient Summary:

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 1 9 1 FwD AES_CCM128 MCS82SS false 00:00:00:00:00:00

NSS client Summary:

Current Count: 3

| MAC | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC|
|F8:0B:CB:E4:7F:41]00000000]| 3] ol 1| 1|1 o] 2] 3] 1]
|F8:0B:CB:E4:7F:40]|00000000 | 3] ol 1|1 1|1 o 2| 3] 1|
[00:AE:FA:78:36:89|00000003 | 1] ol 1] 1|1 o] 9] 1] 0]

Datapath IPv4 client Summary:

id vap  port node tunnel mac seen_ip hashed_ip sniff_a
00:AE:FA:78:36:89 9 aprlv9 192.0.2.13 - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client mac seen_ip6 age scope port
1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 Tink-Tocal aprlv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes



SERBAME R BIMT S ER P iR EEE

test dotll client deauthenticate

ALERRT AR BN T IRREURE TR

LabAP#show client statistics wireless 00:AE:FA:78:36:89
Client MAC address: 00:AE:FA:78:36:89

Tx Packets ;621

Tx Management Packets )

Tx Control Packets : 153

Tx Data Packets 1 462

Tx Data Bytes : 145899
Tx Unicast Data Packets : 600

Rx Packets : 2910
Rx Management Packets ;13

Rx Control Packets 1 943

Rx Data Packets : 1954
Rx Data Bytes : 145699
LabAP#

EREBRI L | RBRZEETLTEshow controllers’ 3k, RINEF P iwmacititit | HERX#E
WEBIRER, YARECIERE, PHYIREUR BRI B L BURER -

<#root>
LabAP#show controllers dotllRadio O client O0:AE:FA:78:36:89

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 0 9 1 FwD AES_CCM128 M15 false 00:00:00:00:00:00

Configured rates for client 00:AE:FA:78:36:89

Legacy Rates(Mbps): 11

HT Rates(MCS):M0 M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M1l M12 M13 M14 M15
VHT Rates: 1SS:M0-7 2SS:M0-7

HT:yes VHT:yes HE:no 40MHz:no 80MHz:no 80+80MHz:no 160MHz:no

1llw:no MFP:no 11lh:no encrypt_polocy: 4

_wmm_enabled:yes gos_capable:yes WME(11le):no WMM_MIXED_MODE: no

short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes

short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU:yes AMSDU_Tong:no
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 00:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: 0 Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: 0O

CCX Ver: 4

Statistics for client 00:AE:FA:78:36:89
mac intf TxData TxMgmt TxUC TxBytes



TxFai |

00:AE:FA:78:36:89 aprOv9

Per TID packet statistics for client 00:AE:FA:78:36:

1

Priority Rx Pkts Tx Pkts Rx(last 5 s) Tx (last 5 s)

0

NO VTR WN

89

5

9
0
0

O O O O

4

60
0

O OO O oo

Legacy Rate Statistics:

(Mbps :

11 Mbps :

6 Mbps :

2,
0,

0,
9,

0
0

HT/VHT Rate Statistics:
(Rate/SS/Width :
0/1/20 :
6/2/20 :
7/2/20 :

webauth done:

false

Rx,
4,
4,
5,

Rx, Tx, Tx-Retries)

1

O OO O OOoOOo

1

O OO O OO Oo

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt
1038

89

1

0

0

QID Tx Drops Tx Cur Qlimit

144
145
146
147
148
149
150
151

Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries)

NTEFERRE P imBIEEERN/SHRSSIE

<mac>" , ki

MidF—IREER

0
0
0

| SR

el A 11

1z 17“debug dot11 client rate address

LabAP#debug dotll client rate address 00:AE:FA:78:36:89

Lo S I s T s T s N s Y s TN s N s I s N sy Y s N s Y s T s Y sy I s N s Y s N s T Y s B s Y |

*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018
*08/20/2018

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

17

17:
17:
17:
17:
17:
17:
133,
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

28.
28.
29.
30.
31.
32.

34,
35.
36.
37.
38.
39.
40.
41
42.
43.
44
45.
46.
47
48.
49.
50.

0928]
0928]
0931]
0934]
0937]
0939]
0942]
0988]
0990]
0993]
0996]
0999]
1002]
1004]

.1007]

1010]
1013]

.1015]

1018]
1021]

.1024]

1026]
1029]
1032]

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:

FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:

78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

MAC
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89

Tx-Pkts

0

OO NOOOONOUORNNNWORNNDNWN

0

[eNeNeloNelNolNo)

Rx-Pkts

0
18
18
20
20
21

4
23

7

6
14
10

6
20

o

=
OO0V OO OO ™

0

O OO OO OoOOo

1024
1024
1024
1024
1024
1024
1024
1024

Tx-Rate

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

Rx-Rate
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.

31

2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s

RSS
-45
-45
-45
-45
-45
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46

RxRt idle_counter stats_ago expiration

1

I

1599

SNR Tx-R
53
53
53
53
53
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52



*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89
*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89
*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89
*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89
*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89
*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89
*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89
*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89

L T T s T s T s Y s B s I |

=

NNRNNROR

17
19
17
22
18
18
37

12
12
12
12
12
12
12
12

a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.

2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s

-46
-46
-46
-46
-45
-45
-45
-45

52
52
52
52
53
53
53
53

Hltat e, TXMRxBFESITHERR B LTSRN E =N EREFERNEES , ETXERAR
o {BR , RSSI, SNRM#HFEELXRZHBHN&E - M HEINE (MARZERBHHAEHREZN T

HE).

Flexconnects &

B LAESARUEE ( HIINCWA ) S HRIEEFRPRIEHFINATEFIHAACL:

AP#show client access-1lists pre-auth all f48c.507a.b9ad
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIRECT
rule 0: allow true and 1ip proto 17 and src port 53
rule 1: allow true and 1ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255

rule 4: deny true
No IPv6 ACL found

AP#show client access-1ists post-auth all f48c.507a.b9ad

Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD
IPv4 ACL: IPv6 ACL:
ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth

rule 0: deny true and dst 192.0.0.0mask 255.0.0.0
rule 1: deny true and src 192.0.0.0mask 255.0.0.0
rule 2: allow true

No IPv6 ACL found

APX R4t
COS APR AW HunixF & LIIHNHRENABERNE.



& $“show filesystems” {2 Y 710 X L Z= A FEAER M2 FHFMAER -

2802#show filesystems

FiTesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage
2802#

S “show flash’%| i T APIN1FE LB =304, S&IE AT LART hlsyslogsicorex i 7 LA Bl HHIX L 4% 7E S
%,

ap_2802#show flash
Directory of /storage/

total 84

-rw-r--r-- 1 root root 0 May 21 2018 1111

-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT
-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT.reserve
-rw-r--r-- 1 root root 29 Apr 15 11:09 RELOADED_AT_UTC
drwxr-xr-x 2 root root 160 Mar 27 13:53 ap-images
drwxr-xr-x 45 root 2016 Apr 15 11:10 application
-rw-r--r-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-rw-r--r-- 1 root root 20 Apr 26 10:31 bigacl

-rw-r--r-- 1 root root 1230 Mar 27 13:53 bootloader.log
-rw-r--r-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-rw-r--r-- 1 root root 18 Jun 30 2017 config

-rw-r--r-- 1 root root 8116 Apr 26 09:32 config.flex
-rw-r--r-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-rw-r--r-- 1 root root 0 Apr 15 11:09 config.Tlocal
-rw-r--r-- 1 root root 0 Jul 26 2018 config.mesh.dhcp
-rw-r--r-- 1 root root 180 Apr 15 11:10 config.mobexp
-rw-r--r-- 1 root root 0 Jun 5 2018 config.oeap
-rw-r--r-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-xr-x 2 root root 160 Jun 30 2017 cores

drwxr-xr-x 2 root root 320 Jun 30 2017 dropbear
drwxr-xr-x 2 root root 160 Jun 30 2017 images

-rw-r--r-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-xr-x 2 root root 160 Jun 30 2017 Tists

-rw-r--r-- 1 root root 215 Apr 16 11:01 partl_info.ver
-rw-r--r-- 1 root root 215 Apr 26 09:29 part2_info.ver
-rw-r--r-- 1 root root 4096 Apr 26 09:36 random_seed
-rw-r--r-- 1 root root 3 Jun 30 2017 rxtx_mode
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNGO
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xr-x 3 support root 224 Jun 30 2017 support

drwxr-xr-x 2 root root 2176 Apr 15 11:10 syslogs

Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

EHNERERGERE
syslog Xk 176k S BI EF B B Wsysloghi H. i Hshow logiRERE EXEFBHENREAE



o

EBNMNEFNBEIEHD , REBELBEAEEX.

artaki# show flash syslogs
Directory of /storage/syslogs/

total 128

-rw-r--r-- 1 root root 11963 Jul 6 15:23 1

-rw-r--r-- 1 root root 20406 Jan 1 2000 1.0
-rw-r--r-- 1 root root 313 Jul 6 15:23 1.Tlast_write
-rw-r--r-- 1 root root 20364 Jan 1 2000 1l.start
-rw-r--r-- 1 root root 33 Jul 6 15:23 1.watchdog_status
-rw-r--r-- 1 root root 19788 Jul 6 16:46 2

-rw-r--r-- 1 root root 20481 Jul 6 15:23 2.0
-rw-r--r-- 1 root root 313 Jul 6 16:46 2.Tlast_write
-rw-r--r-- 1 root root 20422 Jul 6 15:23 2.start
Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage
artaki# show flash cores

Directory of /storage/cores/

total 0

Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage

MREHEHNE-—MREHEXMH1.0, MR1.0BK , WetlBXH1.1, ENEHE , FOIE -
MH2.0 , At H,

yu%%tﬁAP'{%E%db /u\/‘ﬁ /h\i%ﬁ\ Uﬁ}r‘fﬂﬁ%%ﬁ ) WJ’X}‘}\WLCEE %\ajb /l.,\ E *To

HIAMERT , AP Hsyslog KX ARES ML 2N EBX RN Hiit | A iERAEE
syslogR &5 28

KINBERT , APBTsyslog & A HEH & H EITENERRE,

1£9800#2 4188 £ |, & A LAEManagement T~ 89 Configuration -> AP Joint & 3 4 B dUX £S5 3,



Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPv4/IPv6 Address | 0000 | Telnet
Image File Name | Enter File Name | SSH v
System Log AP Core Dump
Facility Value | KERN - | Enable Core Dump
Host IPv4/IPv6 Address | 192.168.1.12 |
Lag Trap Value | Information v |
Secured (i)

B LAE B Log Trap Value , ME @ syslogZiXFiR. ARG , BALEAP CLIEEARER , X
L8R A BT syslogil B R A B B M RS 85

B FCisco Bug ID CSCvu75017


https://tools.cisco.com/bugsearch/bug/CSCvu75017

, AEY B FsyslogiRHEIRENKERN ( BRIAE ) B , APF £ KiEsyslogiE .

MRS EEBEBRAP I BER EM TS (Sl , EWGBLE ) WEE , MRE B ST MEAPKRE LT
BEERIE R RIS HE AT,

Hit , ENFRFERORS AESXNHRARNFRAPASMEAEREEN &R HHNETE %,

APXIEH
—LEEFRENSHRENCHEETEE MBI REY | ETUMEALLE,
T ESERATHNLHES 2

AP show tech

APRE HE

AP Capwapd X i B &
APEZHFEE A&
AP ST

ERIAPXIFHRSE |, B0 LU AAP CLIF 5 A @5 “copy support-bundle tftp: x.x.x.x"o

2a , BA LK ER NAPEFRFHM N T support.apversion.date.time.tgz8 X4 , M TFAFR :

APCAF7.D54C.E77C#copy support-bundle tftp: 192.168.1.188
LCry
APCAF7.D54C.E77C#copy support-bundlie tftp: 192.168.1.180
Creating support bundle, please wait...ifconfig: wiredl: error fetching interface information: Device not found
Unit systemd-journald.socket could not be found.
tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors
tar: *.tgz: No such file or directory
tar: error exit delayed from previous errors
+=== Support file APCAF7.D54C.EV7C_support.17.2.1.11.202088408.145526.1tgz created ===+

---------- $ass FEESHSEasaaag sRsFsdssdsdasal FERRRRSRERsdSaRssNanag SRsEssRasdassaEaas 100 8%

Successful file transfer:
APCAF7.D54C.E77C_support.17.2.1.11, 20200408 .145526. tgz
APCAF7.D54C.E77CH]]

S BERZXME , TUESRENET S

rimages + APCEFTOSCETTC support ITL111.20200408. 145526

O APCEFTIAEC L _support T2 11120200208, 145526 bram.ermar log.ge 1ErA020 4:55 3L File B
APCAF TR ETTC _suppon V2 0 V20000204, 14535 26, bram . legugs 1 £03:55 Fid L File 1 KE
APCAFTIDALL ETTC suppon. 1720 1120200208, 1455 26.inda ! 455 Pl
APCEFTIDEEC ETTC _juppon. 172 11120000208, 145526, mettagege 4080 200 4 !

APCAFTIDALC ETTC suppon 1T 1, V120000808, 1455 8. stankag g 4 204 3!

APCAFTDEC EVTC _suppon. T 1 VL0200:808. 14552 6.9y slogige i 2:55 P 3 File

APCAFTIDALC ETTC _support, TT.LLT1.20200808. 145526 tech_suppoitge ER T 55 P " File 34 EE
APCEF LIOSEL BT _suppa. 1L LV 20200808, 1455 owea_infoguonge LAELA020 & 55 P 1L File

APCAF TSR ETTC_suppord. 112 1.1 20200808, 145520 waa_status pongs 1Fer 2020 4:55 P L File B

IR AP



EERBKEAPK LY  BFEAESEEXIHRA TR OEE , RAEMPLAXFESS
, REELIZEEIpIRSER. FERHIEAttpAR$E5192.168.1.100,

AireOS CLI
(c3504-8]1) »config ap core-dump enable 192.168.1.19@ aplores uncompress ?
£Cisco AP> Enter the name of the Cisco AP.

all Appliez the configuration to all connected APs.

AireOS GUI

Saye Confiquration  Bing  Logowd  Befresh

SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK Usersadenin{Readwiite) M Homs

'All APs > Details for AP70DB 98E1.3DEC emsse| e
| General | ~ Interfaces | High | | Ay d | B

Reguatory Domains S0Z1thgrE  BOZ.I%ard Fower Qver tthernet Settmgs

Country Code 1L (Terwel) S PoE Status Pl Pormr

s .

oy Pralecit Pre-standsrd 802.3af switches

AP Growp Kame defauitrgrons ¥ Pewes Inpeetsr State

Habatics Timer 188

AR Core Duma

Miesh Data Encrytion
al D # e
¥ AP Group NTP PRBIVE Délaction; bl Sl
P TFTP Seroar 1P 192,168.2.100

A 2 Teinet Glabal Config 7

L 5 Fila Mame asCones
okl Config 7 |
RF Profiles = Skl Corlly Fie Compression & Bnable
i v
FlexConnect Groups ST Ports State Gizzal Config ¥ =
TCP Adjust MSS (1Pvd: 536 - £363, IPv6: 1220 - 3338) |, 1350

 Fetueas-thet TCP M55 i Globally Enabled 4P Retramsmit Count 5

FlasConnect VLAN 190 Sk Eratie ¥ 4P Retrassmit Ircerval 3

Templates

1 - VLAN Tagging

Network Lists 0 Sug s __ e
¥ 802.11afmjac/ax L% T 7R ! -AG00] Snchmula VLAN Tagging Erabied
¥ 802.11bfg/n/ax Indefinte NTF Server Status

. ——
» wedia Stream Ditable Status  Dussbled
USE Madule D U8 Madule

» Application Visibitty miis Configuration

And Control Overide mONS Snooping Enabled

Lync Server WS Hodule Status ‘

VLAN List
Country USE Madule Operatioeal State Mot Detected :
Trustine
Timers Hypertocation Configuration
Trusiies Sonfig
Ll Z gnatie Hyperiozation Glgbal Config ¥
: CMX Sorvices

L3 Hypeciosation BLE Module Presect

Services Sub-Services OMX Server Ip

Cisco IOS® CLI

<#root>
eWLC-9800-01(
config

d#ap profile TiagoOffice
eWLC-9800-01(

confi g-
ap
-profile

d#core-dump tftp-server 192.168.1.100 file apCores uncompress



Cisco |IOS® GUI

B il Cisco Catalyst 9800-CL Wireless Controller # B & 0O Q CJ

=3 AP Join ] l Edit AP Join Profile x
1 YA : Management s
—

#  TFTP Downgrade Telnet/SSH Configuration

TiagoOfhice

0.0.00

AP Core Dun
System Log T

192.168.1,100
295.255.255.255

detault

MCisco I0S® XE 17.3.1 , BB —MXIFRHZET+ , AFUMWLC GUIT AP SB,

TR R 2EAP LH1T“copy support-bundle’is = HBESCPFHE KX FIWLC ( R AWLCH B2
SCPARSER ) -

%E /u\—.I-L/{MlXIJ %%-Fﬁ .

i
7800~ AR- et eSS
‘0B5-49E6  APZBO2I- 2 {] B81.244.9.50 502{.a83¢
di A-KD General Interfaces High Availability Inventory ICap Advanced Support Bundle
1 0 - : =
Destination © This Device Last Export Status
External Server
i State
5 GHz Radios A ’ EETaET
Server IP e Transfer Mode
2.4 GHz Radios Destination File Path* @ ! Server IP
File Path
Usarname™
Dual-Band Radios Time.of Export
Password*

Country

LSC Provision
XERE , B TE17.3.1 2B HeWLCRRA F Fah M ATHREIRY TS
MREEEAEESAPHTFTPIRS 8 , BEISCPRXZFHEH S ITMAPEFIEleWLC IP,
eWLCEREBIESSHMAPEA | FX F17.3 2 BIMAFRHX 2 — N FENET,

#H¥R1:1£9800 v17.2.1 £ /5 FASSH

% : £Cisco |I0S® XE v17.2.1 - EFSCP

Ite 7R3 BE AT B B SCPRY BR S5 2R Zh BB b RAIE R ANt E LY A P B MRS


/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html

1 | . L = e ~ b L ' = . - L = ek % o — = g
Adl puthentication and authorization =ust be configured properly in order fo

Devices configure terminal

Device{config)s aaa new-model

Device(config)s aaa authentication login default local

Device(config)s aaa authorization exec default local

Device(config)s username userl privilege 15 password € lab
LeH must be ':h:'."'.Eu--'.:I and "..".:I:'.-:":.".-l_'_ progerly.

Device(config)s ip scp server enable

Device(config)s end

¥E=% . A Scopy support-bundle , A EEIBEESCPIRFZ P CIENXHAE,
BR:BULET XSS URRNEELNXHE , RAEEGSFEH/ AW IZXHE

AP7@DB.98E1.3DEC#copy support-bundle scp: admingl92.168.1.15:/

Creating support bundle, please wait...!tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: ®.tgz: No such file or directory

tar: error exit delayged from greevigye sceore

+===.Support file] AP7GDB.98E1.3DEC_support.17.2.1.11.208200586.118086.tgz
Warning: Permanently added "192.108.1.15" ( known hos
Password:

Connection closed by 192.168.1.15 port 22

lost connection

AP78DE.98E1.3DECEcopy support-bundle scp: admin@192.168.1.15:/
Creating support bundle, please wait...!tar: ./*.tgz: No such
tar: error exit delayed from previous errors

tar: *.tgz: Mo such file or directory

tar: error exit delayed from previous errors

+==m Support file AP780B5.98E1.30EC_support.17.2.1.11.20200506.110400.tgz created mmm+

Password:

AP7@DB.98E1.3DEC_support.17.2.1.11.20280586.118400.tgz 188% 5O0KB 3.3MB/s ©0:00
Connection to 192.168.1.15 closed by remote host.

Ap7eps.o8e1. 3pecz]

reated ===+

P7808.98E1.3DEC_support.17.2.1.11.28200506.110006.t82
ile or directory

I)_s

-+

FL : RfE , BRI AeWLC GUIFEL T EFREI M : Administration > Management >
File Manager:

B J. Cisco Catalyst 9800-CL Wireless Controller

€15€0

Access Points

n nhall - Cisco Catalyst 9800-CL Wireless Controller L
. Admin
Siots Status
* » Flle Manager
L]
i & O bootmn L] a
sict 18,1 o P
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AP# show grpc server Tlog

time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
37:
37:
37:
37:

522"
522"
522"
522"
522"
522"
522"
522"
522"
522"
02z"
02z"
02z"
02z"

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

A £ IR UE S DNAZE A E B3R AV £2

AP# show cloud connector key access

Token Valid :
Token Stats :

Yes

Connection Retry Interval

Number of Attempts
Number of Failures

Last Failure on

Last Failure reason :

Last Success on
Expiration time

: 44
1 27

msg=" Calling startDNASpacesConn routine

msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]

spaces conn url 10.22.243.33:8000"

entering stopDNAspacesTmpTokenRoutine"

exiting stopDNAspacesTmpTokenRoutine"

entering startDNAspacesTmpTokenRoutine"

Taunching token request cycle"

exiting startDNAspacesTmpTokenRoutine"

spaces token expiration time 2020-04-02 01:36:52 +00
Receive Success status"

Connection not in ready state sleeping for 10 second
Setup Stream for the gRPC connection"

Connect RPC Succeeded."

RX routine got enabled "

TX routine got enabled "

: 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576

curl:

SSL connect error

: 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625
: 2020-04-02 00:48:37 +0000 UTC

: 30

AP# show cloud connector connection detail
Connection State
Connection Url
Certificate Available

Controller Ip

Stream Setup Interval
Keepalive Interval
Last Keepalive Rcvd On
Dials

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of

Tx
Rx

Pkts
Pkts

Dropped Pkts

Rx
Tx
Rx
Tx
Tx
Tx

Keepalive
Keepalive
Cfg Request
AP Cfg Resp

APP Cfg Resp
APP state pkts

: READY

10.22.243.33:8000

true

10.22.243.31

30
30

2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246

2

2788175

11341
0
11341
11341
0

0
0
5



Number of Tx APP data pkts i 2776829

EEBAPHHAIBLES EEE :

AP# show controllers ioTRadio ble 0 broadcast

BLE Profile Config

Active profile : v-iBeacon

Profile 0 (iBeacon)

uuib : 00001000000000000000000000000000
Interval (ms) : 100

Power (dBm) =21

Advertised Power (dBm) T -65

Minor : 0

Major : 0

TxPower byte : bfbfbfbfbfbfbfbfbfbfbfbfbf
Profile 1 (Eddystone UID)

Namespace (hex) : 0000000000005446089c
Instance-ID (hex) : 7f0000001f00

Profile 2 (Eddystone URL)
URL : http://www.

BEEFRHEER , BHITUTRERE

AP# show controllers ioTRadio ble 0 scan brief

Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard
Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:01S
iBeacon 18:04:ED:04:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:04:1C:5F 78 65 0000D:00H:00M:01S
Unknown 04:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:0F:92:9A 91 65 0000D:00H:00M:01S
iBeacon E0:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EOQ:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

Unknown 04:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon E0:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EOQ:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Eddystone URL 04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

HAPERHENANBRBLEMKRENR T TIER , BRI SMERRE XM ARIRE



AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_bTle_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token : 02fb3e98-ac02-4356-95ba-c43e8alf4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App 1 3878345
Tx Pkts To App : 6460
Tx Pkts To Wlc : 0

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App : 11480

Dropped Pkts : 0

App keepAlive Received On : Mar 24 05:56:49

BULERU T TERIOXNA , REEREEHEEMNHLEZERS

AP#connect iox application

/ #

/# tail -F /tmp/dnas_ble.log

Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-al28-80683eal7bl?2
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-al28-80683eal7b12
Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run metrics

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive

Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel

Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages

Tue Mar 24 06:55:21 2020 [INFO]: Running BLE scan thread

218
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