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AXEEHET Wi-Fi R TFR (WPA) W RBIEE |, X2 Wi-Fi BREBRK 5 8 F B — fhiis i 2 £ ¥R 4
SEREH
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ZHBATHEEZR , FRRBEATER :

- 2E T BELEMEMTL T2 FE
- THEAUY RS ORIENN (EAP) R275E

{E FIRY 4B #F
XN ERET AT REMBEARE :

. EF Cisco I0S® BHHIEAR (AP)

. Cisco |0S BHFRZA 12.2(15)JA RE SMRAZERE | ZFFERAKHHICisco IOSERHFRRA |, BIfE
Cisco IOSEHFRA12.2(11)JAR BB RAZIHFWPA, EFREEFMAH Cisco 10S i | &
SR T (RAEMAL) o

- 5EWPA #AMMEZEOF (NIC) AR E WPA #FBMHENEF w4
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AXHEPNEEHRRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BE, MRBEANREIMEG  FRARKELTHMEGTHEERN,

BERER

TEMEZE RN L2 INEE (Bl WEP ) ]R85, Wi-Fi BB ( Bl WECA ) T A RRIT 7T AT RLME
BT -G ZEtrfE, £ IEEE HRIEX#LE 802.11i #r/E 2B , LLAR AR E B X T 2 ERFA R A
ik iz

XFFT A REB I EHFIEAP/SO2AXNIEF I SZRAEE L |, HANMESENZBNE, EFF %
RESHHRBIIRS 3[R EAP/802.1x XEk/5 , AP fl WPA AR FIRIRE 2B 4&X WPA %4
EEHITHE,

Cisco AP = miE R T REERE A EXMEES , MMESHNET WEP W EAP B iR ( HA#&
SENEERLRNEE ) BAUE WPA BFRESER, INEEMHIBER, BILTBE
X ARAT M BRHNGEIBE WPA, AXHFTIEEBER |, N4 WPA RIF M E#THIR,

BRTZEIDUHRATRINEZLRB I, WPA FEBETAFNELALE, REHL (SOHO)
RRETLEMENTALZZARAE (WPA-PSK), Cisco Aironet ZFimkARERF (ACU) T
WPA-PSK, Microsoft Windows E&EREXARFXBFEASHELLENFH WPA-PSK , A T2H
BEFHEEMY

. Meetinghouse Communications By AEGIS Client¥ ¥ : 5 xMeetinghouse AEGISF= 4k . &
ZHEOSHEOLANE,
- Funk Software B Odyssey & FiniE® : {5 @ Juniper Networks B P XA o
- —LHERRENRBERZFHIERS (OEM) BERmXARRF
EUTEES | &0 LB E WPA-PSK :

- #&7£ Encryption Manager £~ A BRI E LN BB In ot 243 ST B AL (TKIP),
. #&7£ GUI B9 Service Set Identifier (SSID) Manager i+~ L EX B HRIIER | 5 HRIFH4A
EENEAUARMLZESR,
. TETE Server Manager T+ F#HTHE .
EEL®SITRE (CL) BA WPA-PSK , B AU T®S. NEBEXFH

config) #interface dotllRadio 0
config-if) #encryption mode ciphers tkip
config-if)#ssid ssid name
config-if-ssid) #authentication open

AP (
AP (
AP (
AP (
AP (config-if-ssid) #authentication key-management wpa
AP (

config-if-ssid) #wpa-psk ascii pre-shared key

AR AT NRHEEWPA-PSKXNEE, A2 RHUNEBERIRN TR T BUFAER WPA-
PSK , FEANHENERAR, AXEERT MABEE WPA.

A

BXXHEAENESEER , B5%E Cisco RARRRAE,

EE
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WPA ET X488 EAP/802.1x FiE. AN BELERNMEEUE A WPA 2R ELRBEEEN
HER & EAP (LEAP), EAP 32 {R{"# EAP (PEAP) BL&.,

LEH D FEEREEEARXHRA RS,
AR FRABTERT B (RIEMES)TRMEXARTHEANDTHEAER.

P4k EAP SRE A EAP TR 54K UE

HET EAP/802.1x B MIIESER , B REL RN EAP MR A EAP T KA & B KIEZF
BAXH, XEMESETEENMKKESSRAFINEEZZRINRE. KSBTLLES mH
EEFZFBRNEREN O (FTFAXSHRIE ) , RAREEMENNVBLEE , MEEXRKIEG
1T EAP B IRIE, Cisco X ZERRERBATE ( NGRS EAP FRERIXERTT AT ) o

MRENMEEFim A ATRE | FERATEANS RS HRIESE

. Cisco &/ i - fEFIM 4 EAP,

. B=HEFI (‘25 Cisco Compatible Extensions [CCX] &AM~ m ) - XA EAP B FF
)i == 2y L AT N

. Cisco BEFWmEE=AFFRNAE - BRTIEERMNLE EAP XA EAP WA B & 4%,

CLI i
AXREERUTERE :
B2 BEMMN LEAP BB

. Cisco 10S B #HhR7 12.2(15)JA ( AT E T Cisco 10S {4 AP )
AP

apl#show running-config
Building configuration...

aaa new-model
!
aaa group server radius rad_eap
server 192.168.2.100 auth-port 1645 acct-port 1646

aaa authentication login eap_methods group rad_eap

1
bridge irb

!
interface DotllRadio0

no ip address

no ip route-cache

!

encryption mode ciphers tkip

!--- This defines the cipher method that WPA uses. The
TKIP !--- method is the most secure, with use of the Wi-
Fi-defined version of TKIP. ! ssid WPAlabapl200



//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

authentication open eap eap methods

!--- This defines the method for the underlying EAP when
third-party clients !--- are in use. authentication
network-eap eap methods

!--- This defines the method for the underlying EAP when
Cisco clients are in use. authentication key-
management wpa

!--- This engages WPA key management. ! speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 rts threshold 2312
channel 2437 station-role root bridge-group 1 bridge-
group 1 subscriber-loop-control bridge-group 1 block-
unknown-source no bridge-group 1 source-learning no
bridge-group 1 unicast-flooding bridge-group 1 spanning-
disabled . . . interface FastEthernet0 no ip address no
ip route-cache duplex auto speed auto bridge-group 1 no
bridge-group 1 source-learning bridge-group 1 spanning-
disabled ! interface BVI1l ip address 192.168.2.108
255.255.255.0 !--- This is the address of this unit. no
ip route-cache ! ip default-gateway 192.168.2.1 ip http
server ip http help-path
http://www.cisco.com/warp/public/779/smbiz/prodconfig/he
lp/eag/ivory/1100 ip radius source-interface BVI1 snmp-
server community cable RO snmp-server enable traps tty
radius-server host 192.168.2.100 auth-port 1645 acct-
port 1646 key shared_secret !--- This defines where the
RADIUS server is and the key between the AP and server.
radius-server retransmit 3 radius-server attribute 32
include-in-access-req format %$h radius-server
authorization permit missing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con 0
line vty 5 15 ! end ! end

GUI BB
ERE WPAK AP, BRI TSR

1. iR & Encryption Manager , BRI TH R : B A TKIP B Cipher, i&BR Encryption Key 1
FH{E. f¥ Encryption Key 2 I®E& 7 Transmit Key, # i Apply-Radio#.



Eivee Svarims ﬁ
-- Cisco 1200 Access Point \a S

(1 AT B2 11 it EADHI1-002.114 i
Howmanpe Labagp | FooipieF o T T g © F084
Secudlly; Encryptien Managed - Radio) 837118
Limrgptivn Medes
) Mams

) WEFP Encrypilan | Mendalon =

Locsl RADIUS Senmes Coinco Comphan| T-OP Festuies. [ Emabily MIC ] Erable Per Packi Keyieg
Atz i Do unily
Encryptien Ky
Taagmmil Key Lovirgptiva Key iHosadedimal Hey Shtw
Encoyplion Koy 1 18 bl =
Epcrypilon Key I F 138 ki |
Einciyplian Kejy 42 d 1eH i =
Glsbal Propamies
Bireadlcasd Koy Bolal on |wtersak = Dokl Refatios
) Bagtin Fotabion with etara: DISADLED | (30- 13000000 sec)
WFA Gioap Key Wpdata: T Exsbin Group ey Usdae Or Membeeshia Term rabion
| Eashie Geni n Eay Usdats D Marmba="s C :r:hl!] Ck g

dppy-Fad o0 Appyedl
Cance

Cade Windess | 1 1 1 1 1 1 Coparighl e | 8002008 by Crin Ryl ne

2. % & SSID Manager , BRI T : M Current SSID List FIERFTEMN SSID, %FE
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A REOELTATHRERTREHR,
H R HERR S TR

XEFREZEEMRX. EHFREEHE  BXRUATIR

1. W0tk LEAP, EAP = PEAP BlE7E WPA SEFIARAZTSMEN R , BAMERATER . &
FEEA WPA NZER., EFEAEISMN EAP, BIAGHRIETELEE,

2. RIEIEFHNEERRS AP WEEMITHE ., #la0 , 2 AP &R WPA M TKIP B , EH#IA
XERESEFmPHIZEHELTE,

i 30 Sk

AR : EEMAdebugii T 2Bl EZHEBXDebugin THEERE R,

WPA ZAEE S R EAP B ORIER I TEREHIT—NEGEF. LR E debug v TRHFE
FXMSKEE, MR EAP RARDTEANE/mETHSHRIE , HEMRLIBERIXLHER
, BB THR

1. GV A WPA,
2. BB FEYM EAP,
3. WA RIETELERE,
T &3 debug & HH# HHT TR -

- debug dot11 aaa manager keys - i debug £ RERXN G40 (PTK) 54K B4 (GTK)
HITHER AP 5 WPA BEFRZBEENEF. X/NdebugfECisco IOSE MR
12.2(15)JANM BT, WMREE LI debug MERNE , FRIELATIE : LK term mon &2
AEBR (MREMHEH Telnet £ ) . debug REERBH. BEFHEEHX WPA #{TTEY
&, WR debug £R PTK /=X GTK BEF 2 , BRELIRIE , TRE WPA BEREH
HERERESEBURER AR,

. debug dot11 aaa authenticator state-machine - iZ debug & R& F iR 1E# 1T} B M & 4 0 A
ZENEMIHERES. RSB TRRERE. XNdebuglECisco IOSE MR
12.2(15)JANTB3S, 7 Cisco I0S FEFRAS 12.2(15)JA RESIRAF | i% debug s ST
debug dot11 aaa dot1x state-machine #5 %

- debug dot11 aaa dot1x state-machine - iZ debug & R&E FIRfEH TR B BRI 2S K
BRBDERS. RSBHAARREMIRS. EEKT Cisco 10S BHERA 12.2(15)JA By Cisco
|OS BHFRRAH |, % debug B HEERT WPA B EEIHE.

- Widdot11 aaailt A AR F--—Z @A T2 M EmERE R EAREHE. HFAGEERTEDN
WESEEMRENNE , HERTHMSEEN WA, BH 0% debug i H 5 debug
radius authentication 854 & # M. XN debugfECisco |IOSEHIRA12.2(15)JANT BT, £
Cisco 10S B R4 12.2(15)JA REEMRAH , % debug a5 7#A T debug dot11 aaa dot1x
process o

. debug dot11 aaa dot1x process-—-Z B RAX FiZ WiiHhHERE RBERERB, HEFEMAEEERT
BIMIESEEMRENAS , HERTHMUESEENNE, SHEALUFZ debug iR &
debug radius authentication Sf & & #EA. KT Cisco 10S B#HMRA 12.2(15)JA B Cisco
|OS BHFRRAH |, % debug ISR ERT WPA B EEIHE.

HXER
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