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%516 : LDAP_t Y& i & 17 36 1F 26 I

5217 - B FWLC EH| DAPE B iR S BB /= X B 8

#5223 : FH802. 110 F RIFZR £ 85 (FSR)

faigr
AN FEE I A ( BE Ndebug client <macibit> ) M ERELBDBNEZTE,

TR

TR
AXEEEEARFENER,
EAA G
AXHPHESE T BAIreOSIEHIEE,

« $2HIBR- 440x, 5508, 5520, 75xx. 85xx. 2504, 3504FVWLC , LLRWISM,
« BRBESEAIOS® XERHIBRNMIN S REEAN , EAXHTERTXERS , B
AL AR ERATE,

ANHEHPHEEHRETREXRRENEFHNRFZEEN, AXEFEANARRZRANERAR
(BN ) BE. MRENMELTEIRS , FERRETRAERTHBERRE,

Show Client#i Hi A By fE] EPEMIR

Ei@EiIshow clientfldebugi#t 177047 , BEAFTE 7HELBFRA AER(PEMRESFAPFIRZ

« START — $iEZFimsk B AR

« AUTHCHECK - WLANE B Er& HIHITHL2 B 1710 IE SR BE

« 8021X_REQD -Z& F i 71 58 X 802. 1xTAIE

« L2AUTHCOMPLETE -EF w2 RN TRL2FKEE, ZIEIME AT USSR ITLIREE (bt
3, MEEHRRIE ), NRXEE—BHATRNERET K , BN EAEBIBSUNE
i HIBFIRENEE 3R B

« WEP_REQD — E g% 5K WEP AiE,



« DHCP_REQD -#Z#I88 M\ EF P imdRBL3tb it | XBEJARPER, DHCPERSHEFH TR , il
EMNZBEPHEMEFERRINERTH. MR WLAN £#5i2F DHCP Required , MI{X
/8 DHCP SBHEL.

« WEBAUTH_REQD — EF iR Web TAIE, (L3 KB )

« CENTRAL_WEBAUTH_REQD -EF iz MR CWAE FK, WLCEHFEUWCoA,

« RUN-EFIHERITRATENL2ALIKEE | et Al LA W& ERmRE,

LEDRETR T ALREPELHREENXBART , REFREENEEREERKESH.

ZE1 BEFEEATWPA/WPA2 PSKE 4K A5 E B4R

<tfroot>

(Cisco Controller) >show client detail 24:77:03:19:fb:70

Cient MAC AdAress. . ....c it e e 24:77:03:19:fb: 70
Client Username ........ouieiiennennennennnennenns N/A

AP MAC AddressS. ... ivi it ittt it tetnanannennas ec:c8:82:a4:5b:c0
AP NamB. . . Shankar _AP_1042
AP radio sTot Id......uiiiiiiiiinnnnrnnnennennnan 1

Adient State.........c e Associ at ed

Client NAC OOB State......cviiinrnnrnnennnnnnenns Access

Wireless LAN Id......oiiiiiiiiiiiiiiiiennnnennnnns 5

Hotspot (802.10U) .. i ittt i e ennnns Not Supported
BSSI D, . oo e ec: c8:82:a4:5b:ch
Connected FOr . ..iiiii ittt ittt s et e snnennennn 0 secs

(8 5 =11 s =T 44

TP AdAresS. v ittt ittt ittt e st san s Unknown

Gateway Address.........c.iiiiiiiinnnnnnnnnnnnnnns Unknown

T o1 F= ] < Unknown
Association Td.......ouiiiiiiiiin e nnennennnnns 1

Authentication Algorithm............. ... ..., Open System



2 == K0 o Yo 1

Status Code. ..ot e e 0
SeSSToN TimMeOUL . .o oot i it e e aaeee e 0
Client COX VErSTON. .ot vttt e i iae e e ananns 4
Client E2E VersSioN. .. ..iuiiii e iiiiae e ennannanns 1
QOS LeveTl. .. it i et e e et e Silver
Avg data Rate.....viiiiii i e e 0
Burst data Rate...... oot iiiiaeee e 0
Avg Real time data Rate.........ccvviiiiinnnnnn. 0
Burst Real Time data Rate............iiiiunnnnn.. 0
802.1P Priority Tag. . «eueeeersnnnnneeennnnnnnens 2
CTS Security Group Tag....vvvrrrrnennnnnennnnnnns Not Applicable
KTS CAC Capabidity .o e e e iiiiii i i ieeennns No
L Y T o o o J ol EnabTed
APSD ACS. ittt e it e et BK BE VI VO
Power Save. ... ...t s OFF
Current Rate.......viiiiiiiii ittt et e e e e e e e ml5
Supported RatesS......cuiiiiiiii ittt eainnea 6.0,9.0,12.0,18.0,24.0,36.0,
............................................. 48.0,54.0
MobiTlity State.......uviiiiiiiii ittt i i i i ieiennnns None
MobiTlity Move Count........ovviiinrnnnnnnnnnnnnns 0
Security Policy Completed........ ... No
Policy Manager State............... ... ... ... 8021X REQD

***This proves client is struggling to clear Layer-2 authentication.
It means we have to move to debug to understand where in L-2 we are failing

Policy Manager Rule Created..........cuvvuvuvnnn. Yes

Audit Session ID......c.ueisiinnnnnirinnnnnneens none
AAA ROTE TYPO. t ittt ittt ettt ennnnns none
Local Policy Applied. ... .o none
IPVA ACL Name. ittt i ittt s anes none

FlexConnect ACL Applied Status................... Unavailable



IPv4 ACL Applied StatuS......viiiiinnnnnnnnnnnnnn Unavailable

IPVOE ACL Name. ..ottt ittt sa e none

IPv6 ACL Applied StatuS......viiiiiinnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ... iii it eeananeenns none

Layer2 ACL Applied StatuS.......ouiiiinnnnnnnnnnn Unavailable
MDNS StatusS. ... uviiiii ittt et e e e e e e e e Enabled
MDNS Profile Name......... .o iiiiiiiiiiiiinannnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt e, WPA2
Authentication Key Management...............c..... PSK
Encryption Cipher.. ...ttt CCMP (AES)
Protected Management Frame ............ouuuuvunnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
Interface. ..o e e vlan2l

VAN . e e 21
Quarantine VLAN. ... ...ttt i e eaaanens 0

Access VLAN. ..ttt it sttt 21

Client Capabilities:

CF Pollable.......ovvii e e i e e e e e Not implemented
CF Poll Request......vviiriiiiiiinnnnnnns Not implemented
Short Preamble...... ... ..., Not implemented
2 Not implemented
Channel Agility. ..ot iaee e Not implemented
Listen Interval......c.oouiiiiiiinnnnrnnnnnn 10

Fast BSS Transition...........cciuiiiinnnnnn Not implemented

Client Wifi Direct Capabilities:

WFD capable. ...ttt nnnn No
Manged WFD capable....... ... No
Cross Connection Capable................... No

Support Concurrent Operation............... No



Fast BSS Transition Details:

Client Statistics:

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

Bytes Received.........
Bytes Sent.............
Packets Received.......
Packets Sent...........

Interim-Update Sent....

EAP Id Request Msg Timeouts......

EAP Id Request Msg Failures......

EAP Request Msg Timeouts.........

EAP Request Msg Failures.........

EAP Key Msg Timeouts...
EAP Key Msg Failures...
Data Retries...........

RTS Retries............

Duplicate Received Packets.......

Decrypt Failed Packets.
Mic Failured Packets...
Mic Missing Packets....
RA Packets Dropped.....

Policy Errors..........

Radio Signal Strength Indicator..

Signal to Noise Ratio............

Client Rate Limiting Statistics:

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

Data Packets Received..
Data Rx Packets Dropped
Data Bytes Received....

Data Rx Bytes Dropped..

Realtime Packets Received........

Realtime Rx Packets Dropped......

Realtime Bytes Received



Number of Realtime Rx Bytes Dropped........ 0

Number of Data Packets Sent................ 0
Number of Data Tx Packets Dropped.......... 0
Number of Data Bytes Sent.................. 0
Number of Data Tx Bytes Dropped............ 0
Number of Realtime Packets Sent............ 0
Number of Realtime Tx Packets Dropped...... 0
Number of Realtime Bytes Sent.............. 0
Number of Realtime Tx Bytes Dropped........ 0

Nearby AP Statistics:
Shankar_AP_1602(sTot 0)
antennal: 0 SeCS aQg0. .. uunnvnnrnrrnnnn -25
antennal: 0 SECS AQ0. .. uunnvnrnrnrrnnnn -40
Shankar_AP_1602(sTot 1)
antennal: 1 SeCS aQg0. ... uunnvnrnrrrrennn -41
antennal: 1 SeCS AQ0. ... uuunvnrnrnrrennn -27
Shankar_AP_3502(sTot 0)
antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn -90
antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -83
Shankar_AP_1042(sTot 0)
antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn -32
antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -41
Shankar_AP_1042(slot 1)
antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn -50
antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -42

DNS Server details:

DNS server IP ...ttt i i iiieennnnn 0.0.

DNS server IP ...ttt i i iiieennnnn 0.0.

Assisted Roaming Prediction List details:

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

0.0

0.0



Client Dhcp Required: False

Allowed (URL)IP Addresses

IR E w2 AT

<{froot>

(Cisco Controller) >debug client 24:77:

*apf MsConnTask_4: My 07 17:03:56. 060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:
*apfMsConnTask_4: May 07 17:03:56.060:
*apfMsConnTask_4: May 07 17:03:56.060:
*apfMsConnTask_4: May 07 17:03:56.061:
*apfMsConnTask_4: May 07 17:03:56.061:
*apfMsConnTask_4: May 07 17:03:56.061:
*apfMsConnTask_4: May 07 17:03:56.061:
*apfMsConnTask_4: May 07 17:03:56.061:
*apfMsConnTask_4: May 07 17:03:56.061:

*apfMsConnTask_4: May 07 17:03:56.061:

03:

24.

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

19:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

fb:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

70

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

Associ ation received fromnpbile on BSSID 08: cc

Global 200 Clients are allowed to AP radio

Max Client Trap Threshold: 0 «cur: O

Rf profile 600 Clients are allowed to AP wlan

Applying Interface policy on Mobile, role Unas

Re-applying interface policy for client

0.0.0.0 START (0) Changing IPv4 ACL 'none' (AC
0.0.0.0 START (0) Changing IPv6 ACL 'none' (AC
apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:4795 setting Central switched
In processSsidIE:4798 apVapIld = 5 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag

STA - rates (8): 140 18 24 36 48 72 96 108 0 O



*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apf MsConnTask_4: My

**%*Client entering L2

*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May

*spamApTask3: May 07
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

07

07

07

07

07

07

07

07

07

17:

17:

17

17:

17:

17:

17:

17:

17:

03:

03:

:03:

03:

03:

03:

03:

03:

03:

56.

.061:

.061:

.061:

.061:

.061:

.061:

.061:

.061:

061:

24:

177

177

177

177

177

177

177

177

77:

authentication stage

07

07

07

07

07

07

07

07

07

07

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

56.
56.
56.
56.

56.

56.
56.

56.

56.

56.

17:03:56.065:
May 07 17:03:
May 07 17:03:
May 07 17:03:

May 07 17:03:

061:

061:

061:

062:

062:

062:

062:

062:

062:

062:

24:

24:

24:

24:

24:

24:

24:

177

177

177

77:

77:

77:

77:

77:

77:

77:

03:

03:

:03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

suppRates statusCode is 0 and gotSuppRatesETel
Processing RSN IE type 48, length 22 for mobil
pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2.
0.0.0.0 START (0) Deleted mobile LWAPP rule on
Updated location for station old AP ec:c8:82:a
Updating AID for REAP AP Client 08:cc:68:67:1f
0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2

0.0.0.0 AUTHCHECK (2) Change state to 8021X REC(

Central switch is TRUE

Not Using WMM Compliance code qosCap 00
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:333) Changing sta

apfPemAddUser2:session timeout forstation 24:7
Stopping deletion of Mobile Station: (callerId

Func: apfPemAddUser2, Ms Timeout = 0, Session

Sending Assoc Response to station on BSSID 08:

apfProcessAssocReq (apf_80211.c:8292) Changing

24:77:03:19:fb:70 Sent 1x initiate message to multi thread task for

56.065:

56.066:

56.066:

56.066:

24:77:03:19:fb:70 Creating a PKC PMKID Cache entry for statio

24:77:03:19:fb:70 Resetting MSCB PMK Cache Entry O for statio

24:77:03:19:fb:70 Removing BSSID ec:c8:82:a4:5b:cb from PMKID

24:77:03:19:fb:70 Setting active key cache index 0 ---> 8



*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Setting active key cache index 8 ---> 0
*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Adding BSSID 08:cc:68:67:1f:fb to PMKID cac

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: New PMKID: (16)

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Initiating RSN PSK to mobile 24:77:03:19:fb
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAP-PARAM Debug - eap-params for Wlan-Id :5
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlx - moving mobile 24:77:03:19:fb:70 1int
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAPOL Header:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 00000000: 02 03 00 5f

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Found an cache entry for BSSID 08:cc:68:67:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066:

24:77:03:19:fb: 70 Found an cache entry for BSSID 08:cc:68:67:1f:fb in PWID cache at index 0 of station

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: Including PMKID in ML (16)

*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Starting key exchange to nobile 24:77:03: 19:

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24:77: 0
state INITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24:;77: 0

state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Allocating EAP Pkt for retransmission to mo
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappLradNhMac = b0O:fa:eb:b8:f5:

08:cc:68:67:1f:f0 mscb-

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsBssid

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlxcb->snapOrg = 00 00 00 dotlxcb->eapol

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappMwarPort = 5246 mscb->apfM
*Dot1x_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:
*Dot1x_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Ignoring invalid EAPOL version (1) 1in EAPOL

*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key in PTK_START state (mess



*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTinmer: May 07 17:03:56.364: 24:77:03:19:fb: 70 802.1x 'tinmeoutEvt' Tiner expired for station 24:

#%%|___ MIC error due to wrong preshared key

*dot 1xMsgTask: My 07 17

*dotlxMsgTask: May 07 17:
*dotlxMsgTask: May 07 17:
*dotlxMsgTask: May 07 17:

*dotlxMsgTask: May 07 17:

*Dotlx_NW_MsgTask_0: May
*Dotlx_NW_MsgTask_0: May
*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

03:

03:

03:

03:

03:

07

07

07

07

56.

56.

56.

56.

56.

17:

17:

17:

17:

364: 24:77:

364: 24:77:

364: 24:77:

365: 24:77:

365: 24:77:

03:56.366:

03:56.366:

03:56.366:

03:56.366:

03:

03:

03:

03:

03:

24:

24:

24:

24:

19: f b:

19:fb:

19:fb:

19:fb:

19:fb:

77:03:

77:03:

77:03:

77:03:

70 Retransmt 1 of EAPCL-Key ML (length 121) for nob

70 mscb->apfMsLwappLradNhMac = bO:fa:eb:b8:f5:12 msc

70 mscb->apfMsBssid = 08:cc:68:67:1f:f0 mscb->apfMs,

70 dotlxcb->snapOrg 00 00 00 dotlxcb->eapolWepBit

70 mscb->apfMsLwappMwarPort = 5246 mscb->apfMsLwapp
19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:
19:fb:70 Ignoring invalid EAPOL version (1) in EAPOL
19:fb:70 Received EAPOL-key in PTK_START state (mess

19:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTinmer: May 07 17:03:56.764: 24:77:03:19:fb: 70 802.1x 'tinmeoutEvt' Tiner expired for station 24:

#%%|___ MIC error due to wrong preshared key

:_‘FI'
>

& PAtimeoutEvt for M2 keyth TR 2 B FIRZH IR FF/NICESR BN | ESERMAES — RS HPKBBH A T FEBNEE (&R
PROKRDEEBREFE ) , HELEEE,

HR2  REBFEWE(792}/9971) T E ETL BT RS X kB

B# : 7925GiE

ik

X FCiscok — o4& I PEEIERIWLAN,

E] R I 0 2

AIR-CT5508-50-K 9 // F+ 4% #9 B8 1% Fl Fo 4k 22 41l 85 B 4 13 2 815 5 Mo

WiRFAAE :

<{froot>


https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872

apf MsConnTask_1: xx xx xXx:50:XX. XXX:

*apfMsConnTask_1: xx XX XX:50:XX.XXX:

*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx

*apfMsConnTask_1: xx

Vol P Call Failure:

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

" 1x

XX

XX

DX 1x:

50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

:50:

50:

***Means platinum QoS was not

1x:xx PM

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX

XXX :
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
xxx: 1x:
XX XXx'

1x: xx: Ix: Xx: Xx: xX Associ ation received fromnobile on AP 3x: xX: cx: ¢

Ix:ixx:Ix:ixx:xx:xx 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL

1x:

XX

XX

XX

XX:

XX:

XX:

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

1x:

1x:

1x:

1x:

1x:

1x:

s1x:

s1x:

s1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

client,

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for st
processSsidIE statusCode is 0 and status is 0O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (4): 130 132 139 150 000000 0
suppRates statusCode is 0 and gotSuppRatesElem
STA - rates (12): 130 132 139 150 12 18 24 36 4
extSuppRates statusCode is 0 and gotExtSuppRat
Processing RSN IE type 48, length 22 for mobile
CCKM: Mobile 1is using CCKM

Received RSN IE with O PMKIDs from mobile 1x:xx
Setting active key cache index 8 ---> 8
unsetting PmkIdvValidatedByAp

Sending Assoc Response to station on BSSID 3x:x

Scheduling deletion of Mobile Station: (caller

detected by 'xx-xx-xx'" AP on radio type '802.11b/g'. Res

configured on WLAN

Client Excluded: MACAddress: 1x: xx: 1x:xx:xx:xx Base Radi o MAC : 3x: xx: cx: 9x: x0: x0 Slot: 1 User Nanme: dwpv\

&ie

FEWLCERFIRE R7925GKREX LM , R ANAPREXBIRZSMKEZ201,

XEEAWLANGE S HITEELREMNT(TSPEC)IER., HiREEMNWLAN 7925GH BRI QoSHELE X4 R RE(UPO0,3) , MT=2HE

HKUPET) (BREEE) . XEFHWLANKITREHIE

kR =}
E;ﬁ;i

HRENSIRTSPECT LB, , H &AL S HAPIEL,

RIF725GHBIEEFHNEN , N7925GFHLoIZEA A S IRS5 QoSEL B X HHHIFTWLAN :

BRI —FLIPHEIETI25G, 7925G-EXH7926GEBBIEE



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf

EEEESR , BAEREAE,

FER3: AWPAERENE iR ,

debug client <mac addr> :

<#root>

{B{XAWPA2ELBAP

Wed May 7 10:51:37 2014: xx.XX.XX.XX.Xx.xx Scheduling deletion of Mobile

Station: (callerld: 23) in 5 seconds

Wed May 7 10:51:37 2014: XX.XX.XX.XX.XX.XX apfProcessProbeReq

(apf_80211.c:4057) Changing state for mobile XX.xX.XX.xx.xx.xx on AP

fromldle to Probe

***Control |l er adds the new client,

Wed May 7 10:51:37 2014:
Station: (callerld:
Wed May 7 10:51:38 2014:
Station: (callerld:
Wed May 7 10:51:38 2014:

Station: (callerId:

***AP | s reporting probe

Wed May 7 10:51:41 2014:
Station: (callerId:
Wed May 7 10:51:41 2014:
Station: (callerId:

Wed May 7 10:51:41 2014:

XX XX . XX .

24) in 5

XX XX . XX .

24) in 5
XX o XX o XX

24) in 5

activity

XX XX . XX .

24) in 5

XX XX . XX .

24) in 5

XX« XX . XX

novi ng i nto probing status

xX.xX.xx Scheduling deletion of Mobile
seconds
xX.XxX.xx Scheduling deletion of Mobile

seconds

XX.XX.xx Scheduling deletion of Mobile

seconds

every 500 ns as configured

xX.XxX.xx Scheduling deletion of Mobile
seconds
xX.XxX.xx Scheduling deletion of Mobile

seconds

XX.XX.xx Scheduling deletion of Mobile



Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:49 2014: xx.xx.xX.xX.xX.xx apfMsExpireCallback (apf_ms.c:433)
Expiring Mobile!

Wed May 7 10:51:49 2014: xx.xX.xX.xXX.xX.xX 0.0.0.0 START (0) Deleted mobile
LWAPP rule on AP []

Wed May 7 10:51:49 2014: xx.XX.XX.XX.XX.xx Deleting mobile on AP

®

***After 5 seconds of inactivity, client is deleted, never noved into authentication or association phas

F RS BAAARE RN

BERETHAE  /REZTUTER
(Cisco Controller) > debug mac addr <mac>
(Cisco Controller) > debug aaa events enable
(%)

(Cisco Controller) > debug client <mac>
(Cisco Controller) > debug aaa events enable

(Cisco Controller) > debug aaa errorsenable
MEFATEB, MAAAEE RS ERSNMPIEB .

debugir i Rl

<tfroot>



*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Invalid RADIUS message authenticator for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 RADIUS message verification failed from server 10.50.0.74 with id=213. Possible secre
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Returning AAA Error 'Authentication Failed' (-4) for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: AuthorizationResponse: 0x4259f944

Ret urni ng AAA Error 'Success' (0) for nobile

Successful Authentication happened, AAA returns access-accept prior to Success (0) to confirm the same.

Returning AAA Error 'CQut of Menory' (-2) for nobile

***it's the rare reason. Cisco bug ID CSCudi12582

Ret urni ng AAA Error 'Authentication Failed (-4) for nobile

***%jts the most common reason seen

A RERY R K

o RAPKPN/REBITH.

o UEHNFESHKA , FEADRHIFEE,

o EBRSFEEEEIRE

o BREJ|IEPEIHIKRER,


https://tools.cisco.com/bugsearch/bug/CSCud12582

+ RADIUSELETIEH,

- BRERHAAHR-EESKNE (SSIDB—# ),

o E#FMicrosoftiE M EF

o EAPitETES,

«  BFmRSER LEENEAPHERER,

o BEFRIEPEIHIREA.

IR EIMobil eI AAA SR IR B BT (-5)

AAA Server Unreachable ( B2 THRIAAARS SR ) , ARREFHEUE S HRIE,

R~

<#froot>

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Max retransmission of Access-Request (id 100) to 209.165.200.254 reached for mobile 00:13:ce:1a:92:41
Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 [Error] Client requested no retries for mobile 00:13:CE:1A:92:41

Wed Cct 26 20:08:50 2011: 00: 13:ce:la:92:41 Returning AAA Error 'Tineout' (-5) for nobile 00:13:ce: 1a: 92

Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Processing AAA Error 'Tineout' (-5) for nobile 00:13:ce: la: ¢
Wed Cct 26 20: 08:50 2011: 00: 13:ce: la: 92:41 Sent Deauthenticate to nobile on BSSID 00: Ob: 85: 76: d3: e0 sl ¢

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Scheduling deletion of Mobile Station: (callerId: 65) in 10

REFHHAAAEIRREFLEIR(-6)

BUEFCE, AMEETEBITEENEY (HRKE )  XEBMESWLCTERE/THE. WLCRIEDeauthiHE , RELIEAE
£HiIRHEE. Rl : Cisco Bug ID CSCum83894 AAA Internal Error and auth fail with unknown attributes in access accept.

Ml

*radiusTransportThread: Feb 21 12:14:36.109: Aborting ATTR processing 599 (avp 26/6) *radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:89:fc

BEBHHAAAEIRTTRSEER(-7).
RadiusBl E RN EEF/REATZHHEE,

-


https://tools.cisco.com/bugsearch/bug/CSCum83894

*Jun 22 20:32:10.229: 00:21:€9:57:3c:bf Returning AAA Error 'No Server' (-7) for mobile 00:21:€9:57:3c:bf *Jun 22 20:32:10.229: AuthorizationRespons

HR5 B WEEXRBKEIAP

FEANIAER
debug client <mac addr>
BEEMNAEE

[BBSSID 00:26 : cb : 94:44 : cO (R0 ) ApVapld LEFEO LK THEvh & XX BRIE &

o JEFEO = B/IG(2.4)5157

o JATE1=AG)TLE

+  R3EAssocld BHRZR0 =5k Th

BRSO BSN EIRS I N KW

B L RERIERAAASNRBAL T ; 802.11 Association Status . 802.11 Deauth Reason Code

%56 : AT = FBENEFIRBUHE KB

FEANAER

debug client <mac addr>

BENNBEE

MAP00:26 : cb : 94:44 : cO , FEHEOEWZ=RER , A TSTA 00:1e : 8c : Of : a4:57
apfMsDeleteByMsch Scheduling mobile for deletion with deleteReason 4, reasonCode 4
REE1HAMBRBSIE : (FWISID: 30)

apfMsExpireCallback (apf_ms.c : 608) Expiring Mobile !

B 7EBSSID 00:26 : cb : 94:44 : c0 slot O(caller apf_ms.c : 5094) L iFEUHE & 010 iF £ X BB 3hig %

&


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

ERBEREFFIRORER R E,

BRIASRF 2R H) 93008,

BRI

MWLC# 518 inz= W BT GUI>>Controller>>General , 3& MWLCIEWLANIE HNZ2 (R B GUI>WL AN>I D>>Advanced.

BR7 : BT REEN , B WRIUEXE

EAHEIR

debug client <mac addr>

ERTWAE :

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile! apfMsExpireM obileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on AP Of

E S

TR RrLRatE ( BRIN1800% ) BRI R4,

TR EWEBAUTHA FF B TWEBAUTH,

BRI

EINHEZATIMNWLANFEWLC LM &iEER GUI>WLAN>ID>Advanced,

=8 : B TWLANE RS BE FinBUE KRB

EAKNEIR

debug client <mac addr>

EMTWAE

apf SendDisA ssocM sgDebug (apf_80211.¢:1855) Changing state for mobile 00:1e:8c:0f:a4:57 on AP 00:26:ch:94:44:c0 from Associated to Disassociated

E S

ELEMBXEHRWLAN , FEAMERHEAWLAN,



BRI

R CHPHAR, HHITWLANERE , B IRSBUEXEH EHKEK,

BR9 : AT FHMWLCHMIE , FFRBUEXE

ERKNEE
debug client <mac addr>

EMMOAE

apfMsDeleteByM sch Scheduling mobile for deletion with deleteReason 6, reasonCode 1 Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

&

MGUIF : BIBRE F iR

MCLI : config client deauthenticate <mac address>

$HR10 : BT FHRIEENZ P RBUEREK

FRANER
debug client <mac addr>

EMTAE

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth count O Sent Deauthenticate to mobile on BSSID 00::

ESES

B R & 7RI F A IR B K EHE R

BRRS &

RE/EMEFREDEF. R2BRE., EHF,

R BTAPELREE (RF/IEE ) $BEFIRBUERE

FEAMNRER !



debug client <mac addr>

ERFTHEE

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:ch:94:44:c0(0) apf SendDisAssocM sgDebug (apf_80211.¢:1855) Changing state for

E S

APHUEXRERZE iR , BWLCTHIBRSZE

BRRA &

TN,

1% 512:802.1X " timeoutEvt” I Symantec® F i (2] &

i8] &

X F IR FEE= M3, IE1TSymantecE 9 & /- i 538 £.802.1X timeoutEvt. i1 858 AT BUHE X< BR

EAP/Eapol I BT AR , Foitintel/Broadcom~ L EAMRA/GEH I, FAwep. wpa-pskifi& A E#E,

&

WLCREBHTEE,

AP-FIERS-2BEAMEXT,
wlan 3 - WPA2+802.1X PEAP + mshcapv2
J7#ESSID,

RADIUSHR & 88 nps 2008,
FTEPCL#RZ % T SymantecBh iR B Hi 4.

fEAAsus, Broadcom. Intel - win7, win-xpo

XA RS- Windows 7Hxp

F RN T4k EELES- Intel (6205)FBroadcom

ZFRRNEHEFBERS- 15.2.0.19 , BAKMBERS.

18 /R E

FEwin7#xp_Lt £ A Symantec Network Protection and Firewall, iX 2Win 7R X P E R £ B9 Symanteclal &,



i

*dotIxMsgTask: Apr 12 11:45:39.335: 84:3a:4h:7a:d5:ac Retransmit 1 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:44.336: 84:3a:4b:7a:d5:ac Retransmit 2 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:49.336: 84:3a:4b:7a:d5:ac Retransmit 3 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af

AE 152 (ERHRAFHAIN ) FEEMNTER :
-client AAPERERM 1

-client & 3%EM2

-client AAPIRERM 3

-clientfE & HM4:2 81 %5 18 75 5 49 5 X 22 4A



- BERmERERTZAAPIENAMS , FEMAEEER BEHR EFR,

-WLCHERE iR E RENMIERNERBE . SR, XEMicrosoftfSymantecZ A EZ , MAREETFIntd @B, FBRAEZM
Bk Symantec.

- X 3EFR £ 2 — /N 8EE WindowsH B Symantecifl & fIBug. THZEEAPLT B 88 70 A AR R I B &,

- X FUEE |, Cisco TACHZE MK A 7 # & 44 SymantecHIMicrosoft,

%813 : Air Print Service kR ERERB A 7 KA MDNSH & F i Lk

FTFMDNSKEUTEY , BEFREERFEApleFHEFIHIRE LRHAIrPintBRSHIRZ

eSS

5508 WLC , #7.6.100.0,

E/5 AAmDNSKTER T , EWLCH“BRS"EF 2 TSIl 7 RABAIrPrint RS AR %o
FE B MDNSEL B 3 # B IE ST BIWLANME D,
MATEE IR LMAIrPintg &,

FERANER
debug client <mac addr>

debug mdns all enable

*Bonjour_Msg_Task: Apr 15 15:29:35.640: b0:65:bd:df:f8:71 Query Service Name: _universal._sub._ipp._tcp.local., Type: C, Class: 1. *Bonjour_Msg_T
*Bonjour_Msg_Task: Apr 15 15:29:35.640: Sending Query Response bonjSpNameStr: _dns-sd._udp.YVG.local., bonjMsal ServiceName: HP_Photosmart
TEA :

E PSR _universal._sub._ipps._tcp.local = _universal. sub._ipp._tcp.local iR 2 _ipp._tcp.local B_ipp._tcp.loca ERF &£,

Rt , FIBAIrPrint RS FEER, ERRIZIRS H /BRI RS FRFHEMRSF ) HP_Photosmart_Printer_1.

HERS EAMBRFBIWLANWEREX 44 | B%FNREFIHERS

RMNKD , BTFHMTEHE , FERMNTEHB UM ITdnssd,_udp.YVG loca & i il |, WLCTE R EBonjouriEE , B Adns
sd._udp.YVG.locd EHEEF T

B ESHEREHEX LA EI85EBuUg - Cisco Bug 1D CSCuj32157,

BRI

M — B fRR 5 £ RBEADHCPIET5 (HH ) INEinhIEREE .

ER14 : ATZRARESSIDENR , AppleiOSE F i T MA ML


https://tools.cisco.com/bugsearch/bug/CSCuj32157

&

KZHAppleiOSi& & 1 E AR IA fast SSID change disabledfy 48 @ Cisco WLC L E I M —MNWLANE S F B — MWLANKI B

RESBIEHBEEFRBRAXBRIS —NEFRE , NEEHWLANBUEXN & iR i & 51,

BE N4 R Ri0S® % L nable to Join the Network” Umessage” o

Show client

(jk-2504-116) >ERMBHE

<snip>

PIRSSIDE R ... 2/H
ERAKNRER

<#root>

(jk-2504-116) >
debug client 1c:e6:2b:cd: da: 9d
(jk-2504-116) >
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b: cd: da: 9d Associ ati on received from nobile on BSSID 00: 21
***Apple Client initiating switch from one wlan to another. *apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Deleting client imediately since W.AN has char
*apfMsConnTask_7: Jan 30 21:33:14.544: 1c:eb6:2b:cd:da:9d Scheduling deletion of Mobile Station: (calle
*apf Recei veTask: Jan 30 21:33:15.375: 1c:e6:2b:cd: da: 9d Sent Deauthenticate to nmobile on BSSID 00: 21: a0:
*apfReceiveTask: Jan 30 21:33:15.375: 1lc:eb6:2b:cd:da:9d Found an cache entry for BSSID 00:21:a0:e3:fd:
*penRecei veTask: Jan 30 21:33:15.377: 1c:e6:2b:cd:da:9d 192.0. 2. 254 Renpbved NPU entry.

*apfMsConnTask_7: Jan 30 21:33:23.890: 1lc:eb6:2b:cd:da:9d Adding mobile on LWAPP AP 00:21:a0:e3:fd:b0(1
***No client activity for > 7 sec due to fast-ssid change disabled *apfMsConnTask_7: Jan 30 21:33:23.89

*apf MsConnTask_7: Jan 30 21:33:23.891: 1c:e6:2b:cd: da: 9d Sendi ng Assoc Response to station on BSSID 00:

*apfMsConnTask_7: Jan 30 21:33:23.892: 1lc:eb6:2b:cd:da:9d apfProcessAssocReq (apf_80211.c:8292) Changin

BRI

B AWLCHREE dssid GUI > Controller>General.

7215 . BEFIWLDAPXKERRTH

ZE L DAPEM TR EFHESEATLSHLDAPIRSES 2 BHER, BHEEHARA7 6 R ESMRAZFLLIEE,



EHER T A BLDAPRS SRR ERM MR ER :

1. ER

FHRBEH  HEFHRFEREEORIEN , 2FR2ELDAPRSBHR LS HRIEER. LDAPRSHREAERNERHTE, #
HRRE , BEEFRAFS/EBNAEEEENANRE. RERMNTHERFE/ZB , LDAPRSHRHM LMK B ETHAFH
B,

2. BRI

ERBE G | 2HNEEERATOLDAPRSHRIIEENAFENEBR, RBMEAMDS SASLH# TN , A ESHRIESESLZE
BILDAPIRE 25, X BB TLDAPRS SR EWHING B ARILERNRER, B2 , BIEEHBENEHZ IR , ERIHIFMHEE2A
X &

LDAPover TLSHEERRETXMMHRBERNZLIF/E , EXMRET , BrinS 0RIEBENSESHEME S QAR
EO

R

WLCIETRAFIR AT .6 R E B IR Ao

Microsoftfk &5 25 FILDAP,

EANREIR

debug aaa ldap enable

*LDAP DB Task 1: Feb 06 12:28:12.912: IdapAuthRequest [1] called Icapi_query base="CN=Users,DC=gceaaa,DC=com" type="person" attr="sAMAccc

%516 : LDAPLEME Fin & 47180 £

ERAKRER -

debug aaa ldap enable

*LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_CLIENT: Received no referralsin search result msg *LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_C

BRI

RELDAPRG SRR FEELER,

FR17 : HFWLCLEHLDAPE B4R S BN EF imxB A&



FERKRER -

debug aaa ldap enable

*LDAP DB Task 1: Feb 07 17:21:26.710: IdaplnitAndBind [1] called Icapi_init (rc = 0 - Success) *LDAP DB Task 1: Feb 07 17:21:26.712: |daplnitAndB

BRRS &

=% P im/WLCHILDAPIRS 83 UF FE il .

FER18 : TEVELDAPIRS 858 1Y & F s < Bk (8] &

EAHEIR

debug aaa Idap enable

*LDAP DB Task 2: Feb 07 17:26:45.874: |daplnitAndBind [2] configured Method Anonymous Icapi_bind (rc = 1005 - LDAP bind failed) *LDAP DB Ta:

BRARAE

KEWLCHLDAPHRS 88 M & R &

BR19 : AT ROKMEBIFEE | Apple® FIRHB I FE
&

AIR-CT5508-K9/7.4.100.0

AppleiR ZF M ST &M B EEE

- WPA2SR B

- WPA2IIBRAES

- BHBIF802.1XER A

Cisco | SERY & 1436 UE TN 6

AppleiR B L ERMIT 57 #ESSIDAYER. fll , HE—UEN S —HBRERFERN , iPhone2iEsk, Fit , XMERRENRE
Y (BRI ) o

ZRRREME IR ERE, SiEZEE—-1SSID.



BRBREEEFRELRR , XBEHNEAEX,

WLAN 2 Ml BR Pt 7T 885 BRie) @ 49 AT 8% & (aironet ext).

EANREIR

debug client <mac addr>

<tfroot>

*apf MsConnTask_5: Jun 11 16:12:56.342: f0:d1:a9: bb: 2d:fa Received RSN IE with 0 PMKIDs from nobile fO0:d:

**%At 16:12:56 in the debugs we see a client re-association. From there the AP is expecting the client
**%*At this point it does not! From the above message the AP/WLC didn’t receive a PMKID from the 1iPhone.
**This is kind of expected from this type of client.

**Apple devices do not use the opportunistic key caching which allows clients to use the SAME PMKID at
**Apple devices use a key cache method of Sticky Key Caching.

**This in turn means that the client has to build a PMKID at EACH AP in order to successfully roam to
As we can see the client did not present a PMKID to use so we sent it through layer 2 security/EAP a
**The client then hits a snag in the EAP process where the client fails to respond to the EAP ID or re
**This is going to be normal and EXPECTED behavior currently with Sticky key cache clients.

BRRS &

NFRERFRPEECSKOBEFHEHAAEWLCRAEBT2RESRANEF , BIEFEMNMRRISKCEABEXE. RIABERT
, WLCIR X EHHEV A EF(OKC)e AT ATRFRFEAEESENMAPLERWIBPMKID , BAFUEEWLC CLIEATE.

config wlan security wpa wpa2 cache sticky enable <1>

EidfE , HTSKCHMR , XT2RENKEBN ; BR , CLRENEEAPHELEN (AFMHPRSALLR ) . BR—-THSN
APHER, E—NMNEFEEEMAPHTEXE  BRAAN1-2Y, YEIRERIHELLIN , BFIHELERSNMHE—PMKID , [
A IR (= 2 AR [ R Bk o

MRERATKCXE , WAPETEBI T2 HHRIE. XHEALUERIER | F A% FiRERERAIUREEE,

#5820 : A CCKMIIE PR 2 2 /85 (FSR)

802.11 WL AN HICUWNIRIE 2 478 )

ERAKRER -

debug client <mac addr>

<{froot>

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5¢


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html

CCKM Recei ved REASSCC REQ | E

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c

Reassoci ation recei ved from nobile on BSSI D 84: 78: ac: f 0: 2a: 93

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c Processing WPA IE type 221, length 22 for mob

CCKM Mbdbile is using CCKM

**%*The Reassociation Request is received from the client, which provides the CCKM information needed 1

CCKM using HVAC MD5 to conpute MC

***WLC computes the MIC used for this CCKM fast-roaming exchange. *apfMsConnTask_2: Jun 25 15:43:33.75

CCKM Initializing PW cache entry with a new PTK

**%*The new PTK is derived. *apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c Setting active key

Creating a PKC PWKID Cache entry for station 00:40:96: b7:ab: 5c (RSN 0) on BSSID 84: 78: ac: f 0: 2a: 93

**%*The new PMKID cache entry is created for this new AP-to-client association. *apfMsConnTask_2: Jun 2

Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:2a:93 (status 0) ApVapld 4 Slot O

**%*The Reassociation Response is sent from the WLC/AP to the client, which includes the CCKM informati

Ski ppi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢

***%EAP is skipped due to the fast roaming, and CCKM does not require further key handshakes. The clien

WEMR , PITREZ 2B UB REAPE HRIEMMESHNARETF , RAFMNNBRZARNRRCCKMNE L RIREN, XBTE
HEMRBEWARE P RMWLCZ BT EFHEERTH,

821 : FAWPA2 PMKIDEFRIERIELR £8H(FSR)

ERAKRER -

debug client <mac addr>

<#root>
*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Reassoci ation received fromnobile on BSSID 84:78: ac: f0: 68:d2

***This is the Reassociation Request from the client. *apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:1

Processing RSN | E type 48, length 38 for nobile ec:85: 2f: 15: 39: 32

***The WLC/AP finds an Information Element that claims PMKID Caching support on the Association reques

Received RSN IE with 1 PWIDs from nobil e ec: 85: 2f: 15: 39: 32

***The Reassociation Request from the client comes with one PMKID. *apfMsConnTask_0: Jun 22 00:26:40.7

Searching for PMKID in MSCB PWKI D cache for nobile ec:85:2f: 15: 39: 32

***WLC searches for a matching PMKID on the database. *apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:



Found a valid PMKID in the MSCB PMWKID cache for npobile ec:85:2f:15:39:32

**%*The WLC validates the PMKID provided by the client, and confirms that it has a valid PMK cache for

Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:68:d2(status 0) ApVapld 3 Slot O

**%*The Reassociation Response is sent to the client, which validates the fast-roam with SKC. *dotlxMsg
Initiating RSN with existing PWK to nobile ec:85: 2f: 15:39: 32

***WLC initiates a Robust Secure Network association with this client-and-AP pair based on the cached
Including PMKID in ML(16)

**%*The hashed PMKID is included on the Message-1 of the WPA/WPA2 4-Way handshake. *dotlxMsgTask: Jun 2

HR22  RiEFEATHBAEFHRERL BN

ERARRER -

debug client <mac addr>

<#root>
*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f0: 2a: 92

***This is the Reassociation Request from the client. *apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b
***However, since the client performs PKC/OKC and not SKC (as per the following messages), the WLC comp

WiARFBETR , XAERBRKREFFIHNEFREKBEREITEPMKID, RIEPMKIDHEIAEENPMKEWPA2 4R IEF —EFEH
RIKRMBZRZAH TR IREL 28 |, EERTHERE, BOEBERRPHCCKMEE ; MBIMA , X2 FHITCCKM , M2
PKC/OKC, #EiXE , CCKMREWLCAFXEHmENER , flinsBE T EPMKIDII BRI B o

#8523 : EAB02. 11 RIRZ 28 (FSR)

EAKNEIR

debug client <mac addr>

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32 Doing preauth for this client over the Air ***WLC begins FT fast-secure roaming over-the-A
because the client asks for thiswith FT on the Authentication frame that is sent to the new AP over-the-Air (before the Reassociation Request). * apfM sCor
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