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Wireless LAN Controller

WLC 5508 acting as cuest anchor

1P address = 10.105.135.151
Laer 3 switch
Layer 3 switch Wireless LAN Controller

wWLC 5780 acting as mobility Controller
IP Address - 10.105.135.244

Rl Ve ireless LAN Controller

WLC Sswitch B30 acting as mobility agent ta 5760
m:t*lnﬂ as Foreign wWLC To anchor 5508
Ip Address - 10.10%.135,.226

client Traffic Flow /

0000

APZE0Z Terminating on 3850

g WLAM ¢ CLUWM


//tools.cisco.com/Support/CLILookup/cltSearchAction.do

x EMEET | 5508 R FIWLCT S8 [IRHIRR , 5760RFIWLCTE ZB3h#2Hl85 , Catalyst
3850 % IR T S B REMARWLC, HEEIRTE R , Catalyst 3850FK 5l SR ALAY £ R
2 HI2RR5760R FIWLCHS5508 R FIWLC, WM IATREENNER , BANE ST REM.

ERE

BREIFE=1B2 :

#1859 — 55088 AWLC LW B

B82#B 49> — 5508/5760% FIWLCHICatalyst 38505 #klz AWM E AR EE
382 — B Catalyst 38503 5 32 i Hl A AL BB

#1805 — 55084 RWLC LAYEL

1. 75508 R 5IWLC E |, HEIRRIFEWLAN > New Lt , SUE G FTHI TTLLAN(WLAN),

CcISCO MONITOR  WLANs  CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS — HELP
WLANS WLANSs = Edit "CLM/MN'
» WLAMNS g e s
General cu -M ni Advance
LA | security | QoS | Policy-Mapping | d |
LeoHmE Profile Name CLWN
Trpe WLAN
S5ID CUWN
Skatus [¥ Enabled
Securty Policies WEB POLICY, Web-Auth

(Modifications done undar security tab will appear after applying the changes.)

Radio Palicy All -
Interface/Trterface lons -
Group(3)

Multicast Wlan Feature | Enabled
Broadeast SSID [# enabled
NAS-ID 5508

2. M BIREFETEWLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication £ , LAE
EEIERE,



CI5CO

MONITOR  WLAN: COMNTROLLER  WIRELESS SECURITY MAMNAGEMENT COMMAMDS HELF FEEDES

WLANs

* WLANS
WLANS

b Advanced

3. EWLANBZ H R EEE O T /4 /it uk R A local , SAERF5508 R FIWLCH 0 46 R o

MOKITOR  LAKS

Maobility Anchors

WLAM 5510 LW

Switch [P Addeess {Anthar)

loscal

bl Amchor Creats

WLANs = Edit "CUWN'

E' Security o5 Palicy-Ma : n
[ikaver2yl| tover3 [ Serversy]

Layer 3 Security L web Policy =

@ authentication

) Passthrough

2 Conditiznal Wab Redirect
) Splash Page Web Redirect
1) Gn MAC Filter FailureZ®

Preauthentication ACL 1Pv4 Mone * IPve Hone =  ‘Webduth Flexfcl None -

Sleaping Client 7] Enable

Over-ride Global Config [7] Enable

Data Path Contrad Path

4. [ B = Z7ESecurity > Webauth > Webauth page £ , SAELEF T & F % & 14 311K

Webauth T .

EARPIF | iEFWLC Internal Webauth T H :

Cisco
Security

* AL
Genairal
= RADIUS
Authentication
Accounting
Fallback
DMS
* TACACE4
LDap
Local Net Usars
MALC Riltering
Disabled Clients
User Login Policies
AP Policies

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMAMDS HELP  FEEDBACK
Web Login Page

Wab Authentcation Type Internal (Defaulk) -
Redirect URL after login

This page allows you to customnize the content and appearance of the Login
page, The Login page is presented to web users the first tirme they access the
WLAN if "Web Authentication” is turned on {under WLAN Zecunty Policies).

Cisca Loga @show T Hide

Headline

Message

5. BIBA ML, EWebauthTUE L HIRRE , AP RER LA &/ZEX,



CISCO MOMNITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CO)
Security Local Net Users > Edit
v AAA User Narme suirbg
General
- RADIUS Password (Ll
Authentication Confirm Password s
fccounting
Fallback Creation Time Mon May 19 12:00:41 2014
DNS Remaining Time MR
» TACACS+ S
LDaR WLAN Profile Any WLAN -
Local Met Users Dezcription surbg
MALC Filtering

Fiir ablad & lanks
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CIS5CO MONITOR  WAkE  CONTROLLER  WIRELESS SECURITY MAMSIEMEMT COMMANDS  H
Confraller Static Mobility Group Memibers
General
Inuaniary Local Fobilty Graup  Mohie-1

Interfaces HAL Address 1P Addran Publs: [P Addross Group Same SuRicast 1P Status
Interface Groups CERT T rear) 18108 136 151 20.106,198.151 CrCTES 0.0 up
Melticast
T 0 D): D000 AR5 135 470 80005 835078 warhg 0.0 up
O 0:0a: 0 Q000 LE105.135 244 BOLES . XS 34 warbp e0a.n up
* Redyndancy

-

Intermal DHCF Server

= mpdility Managissat
Pabilty Canhgurstion
Makilty Grouga

2. E5760RFIWLC L , EN BT IRHIRE | HIN5508 R FIWLCIEN BN Fik.

I &% Hore  Momitor |+ Configureston |+ Adminstrston |+ Help

Contralier Mokillity Pear
=5 Grbem [T T
_ lGerend I Bschchesss | Publc 1P Address | Group Hame Muktcast P | ‘ol Link Status Diaka Lirk Stabs
Mtk O 10.105.1% 244 - kg 00ag -
* [ drteviaces O 10.105.13.151 10,108 135,151 a1 w e
» B wan O wa0s.1%17 10010813517 arig aong e ]
& 53 Irfternal CHCP Sever
* = Managemant
= (£ Mobity Maragemenit
Muidny okl Condg
Switch Pesd G

3. WP RIEFEEE | FCatalyst 3850FR J R HAEH5760FR FIWLC L B3 X E T 1N EMobility
Management T B Switch Peer Groupi& i+ T



rﬂm Monitor | ¥ Configration | ¥ Administistion | v Helo ‘

Comirolier Swilch Peer Group > SURBG-SPG
Svtch Feer Group = SURBG-5SPG

* 5 System

Gered ] _

pkicast 1P Address Pubdc TP Address Combrol Link Status Dt Link Status
O waos13szm 10, 105 135,326 e ™

Pt R

v 0 Interfaces
» B v
* [ Infernal DHCP Server
* [ managament
=I5 Matiity Munagement
__ Mobiity Global Condg
__ Mobiity Peer

Switch Pesr Group

4. 7 Catalyst 3850 R FI AL L , RINS5760RFIWLCHE R B2 IR, MITILERESS |, Catalyst
3850 % F X F AT M B 3h 12 583576 0IR ERAP T 34 18 F B 1 /T 3iE o

4t Home  Mornitor | v Configuration |+ Administratior

Controller Muobility Agent Configuration
* 5 System
~ General Mobility Role
E Muilticast Mability Controler [P Address [ 10.105.135.244 |
» 5 Interfaces Control Link Status Lp
» &3 VLAN Data Link Status up
» [ Internal DHCP Server Mobiity Protocal Port 16666
» 2 Management Mobility Switch Pesr Group Name SURBG-SPG
* 5 Mobiity Management DTLS Made Enabled
Moty Global Config | Mobility Domain 1D for 802117 One6a9
__ Mobiity Pesr Mobiity Kespalive Interval (1-30)sec 10

3D : S\EBCatalyst 38503 5| 3z ¥Rl K i (B

1. FERZETEGUI > Configuration > Wireless > WLAN > New £ , LA{E7ECatalyst 3850F% 5132
Bl LB E LA SSID/WLAN,



&5 wLan

» B Accass Ponts
* B 802, 1lajnyac
* [0 a0z, 11kygfn
* ] Midia Stoaam

l.Q:g

& wLan
* O Accass Points
» O B02.11a/njac
+» O ez, 11kfajn
» [ Media Stream
*» B qos

- waan

* B Access Points
» [ 802, 11ajnjac
» £ a0z 11h/gin
* [ Meda Stream
*Eaos

¥ Home  Maritor | v *  Admiristration | ¥ Halp

Profile Mame CLAWH
Ty WLAN
=1 1n] CLMWH
Status [ Enablad

Wb Auth
Security Polcies

(Modifications dore under decusity L wil sppes after apphing the cranges. )

adio Polcy
Intertace/interface Group(s)
Broadcast 5510
Multicast VLAN Feature (]

2. M EIREFETEWLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication £ , LAfg
EEIERE,

£¥Home Moriter |*  Configuation | *  Adminstration |+ Help

WLAN
WLAH = Edit

cererd  [JEECED oS A Poicy Mapping  Advaried

oo SRR e

Wb Palicy ]
Condtional Web Redirect O
webauth Authentication Lt~ [Cwabled 8

Po——

Webauth Cre-mac-fiter Falre [
Preauthentication IPv4 ACL Unconfigured
Prasithentcaten 16 ACL

3. £#5508 R FIWLC IP# bR A WLANE S RELE T R

4% Home  Monttor v Configuration | v Adminstration | v Help

Mobility Anchoes

WLAM = Edit

WLAN Profie O

Switch [P Address| ]
| Create Mobiity Anchor |

Remove Anchor

1P hddress [
O 10.10%.135.151
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4. NRDNSE B IEH , B FIRBWebauthTTHe,

5. B im AR AP B/ BB R T E 0 RIE,

6. FMRIIRINGE , B WREE[EI RSB THRRHE,

5 y .
g{_‘“’? @ https://1921682001 0 ~ @ CE C X @ Web Authentication o

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAM infrastructure for
yvour network. Please login and put your unified wireless
solution to work,

User Hame

Password

7. EEFREHEEBNEILER , B RMMEES ORI,



Q'-. J| @ http://www.google.com/ Jo R (2 Internet Explorer cannot dis...

-

| = Logout - Windows Internet Explorer | = || B |[pf3m
2 hitp=//192168.200.1/lc €& Certi. B| ; 77 i5: [vebpage

e

Web Authentication

Login Successful !

¥ou can now use all regular network services
aver the wireless netwaork.

Please retain this small logout window in order
to logoff when done. Mote that you can always
use the following URL to retrieve this page:
https:/192 168.200.1/logaut.html

Logout

#100% -
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Debug Client

Debug web-auth redirect enable mac

BT

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug
MAC AdAr L. ittt ittt e e e e e e e e e et e eeeea 00:17:7C:2F:B6:9A

Debug Flags Enabled:
dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled.



dotlx states enabled.
FlexConnect ft enabled.
pem events enabled.

pem state enabled.

CCKM client debug enabled.
webauth redirect enabled.

*mmMaListen: May 19 13:36:34.276: 00:17:7c:2f:b6:9a Adding mobile on Remote AP
00:00:00:00:00:00(0)

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a override for default ap group,
marking intgrp NULL

*mmMalListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Applying Interface policy on
Mobile, role Unassociated. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 0

*mmMalListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Re-applying interface policy
for client

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4

ACL 'none' (ACL ID 255) ===> 'mone' (ACL ID 255) --- (caller apf policy.c:2219)
*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv6
ACL 'mone' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2240)

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a apfApplyWlanPolicy: Apply WLAN
Policy over PMIPv6 Client Mobility Type

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a override from intf group to an
intf for roamed client - removing intf group from mscb

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 AUTHCHECK (2) Change
state to L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mmMalListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 acl from
255 to 255

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 Flex acl
from 65535 to 65535

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Stopping deletion of Mobile
Station: (callerId: 53)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging Vlan = 60,
Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Incomplete to Mobility-Complete, mobility role=ExpAnchor,
client state=APF_MS_STATE_ASSOCIATED

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceState2 5807, Adding TMP rule

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)



Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local

Bridging Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Sent an XID frame
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Pushing IPv6 Vlan Intf

ID 13: fe80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A ,
Binding to Data Plane. SUCCESS !! dhcpvébitmap 0

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling mmSendIpv6AddrUpdate
for addition of IPv6: £e80:0000:0000:0000:6cla:b253:d711:0c7f , for MAC:
00:17:7C:2F:B6:9A

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a mmSendIpv6AddrUpdate:4800
Assigning an IPv6 Addr fe80:0000:0000:0000:6cla:b253:d711:0c7f to the client in
Anchor state update the foreign switch 10.105.135.226

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla:b253:d711:c7f updated to mscb. Not Advancing pem state.Current state: mscb
in apfMsMmInitial mobility state and client state APF_MS_STATE_AS

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging
Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry of
type 9, dtlFlags 0x4

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Static IP client associated to
interface vlan60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
pemAdvanceState2 6717, Adding TMP rule

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging

Vlian = 60, Local Bridging intf id = 13

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_ REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Plumbing web-auth redirect rule
due to user logout

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a apfAssignMscbIpAddr:1148
Assigning an Ip Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10.105.135.226

*dtlArpTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Assigning Address 60.60.60.11
to mobile

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for



00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.565:
of type 2, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.565:
£e80:0000:0000:0000:6cla:b253:d711:0c7£f
Data Plane. SUCCESS

*pemReceiveTask: May 19 13:36:34.565:

00:17:7c:2f:b6:9a 60.60.60.11 Added NPU entry

00:17:7c:2f:b6:9a Pushing IPv6:

, and MAC: 00:17:7C:2F:B6:9A , Binding to

00:17:7c:2f:b6:9a Sent an XID frame

(5508-MC) >

(5508-MC) >

(5508-MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP received
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap 0Oxec07)

*DHCP Socket Task: May 19 13:36:44.259:
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:36:44.259:
control block settings:
dhcpServer: 0.0.0.0,
dhcpGateway: 0.0.0.0,
*DHCP Socket Task: May 19 13:36:44.259:
60.60.60.251 (local address 60.60.60.2,
*DHCP Socket Task: May 19 13:36:44.260:
REQUEST (3)

dhcpNetmask:
dhcpRelay:

00:17:7c:2f:b6:9a DHCP (encap type 0xec07)

00:17:7c:2f:b6:9a DHCP selecting relay 1 -

0.0.0.0,

0.0.0.0 VLAN: O

00:17:7c:2f:b6:9a DHCP selected relay 1 -
gateway 60.60.60.251, VLAN 60, port 1)
00:17:7c:2f:b6:9a DHCP transmitting DHCP

*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 3072, flags: 0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yviaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 60.60.60.2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60.60.60.11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP sending REQUEST to
60.60.60.251 (len 358, port 1, wvlan 60)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)

*DHCP Socket Task: May 19 13:36:44.260:
(2) (len 308,vlan 60, port 1,
*DHCP Socket Task: May 19 13:
(server 60.60.60.251, yiaddr
*DHCP Socket Task: May 19 13:
ACK (5)

*DHCP Socket Task:
Ethernet, hlen: 6,
*DHCP Socket Task:
(2902502819), secs:
*DHCP Socket Task:
00:17:7c:2f:b6:9a
*DHCP Socket Task:
yiaddr: 60.60.60.11
*DHCP Socket Task: May 19 13:36:44.261:
giaddr: 0.0.0.0

*DHCP Socket Task: May 19 13:36:44.261:
192.168.200.1 rcvd server id:
*webauthRedirect: May 19 13:36:47.678:

36:
60.
36:

44 .261:

44 .261:

May 19 13:
hops: 0
May 19 13:
0,
May 19 13:

36:44.261:
36:
flags: 0

36:

44 .261:

44 .261:

May 19 13:36:44.261:

*webauthRedirect: May 19 13:36:47.680:

60.60.60.

captive-bypass detection disabled,

00:17:7c:2f:b6:9a DHCP received op BOOTREPLY

encap 0xec00)

60.60.11)

00:17:7c:2f:b6:9a DHCP setting server from ACK
00:17:7c:2f:b6:9a DHCP transmitting DHCP
00:17:7c:2f:b6:9a DHCP op: BOOTREPLY, htype:
00:17:7c:2f:b6:9a DHCP xid: OxadO0ada3
00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
00:17:7c:2f:b6:9a DHCP server id:

251

0:17:7c:2£f:b6:9a- received connection

Not



checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Preparing redirect

URL according to configured Web-Auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_body2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 312

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/
Content-Type: text/html

Content-Length: 312

<HTML><HEAD

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- send data length=448
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL

*webauthRedirect: May 19 13:36:47.681: 0:17:7c:2f:b6:9a- received connection

*emWeb: May 19 13:36:48.731: SSL Connection created for MAC:0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:51.795: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- Preparing redirect URL
according to configured Web-Auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_body?2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser host is
www . facebook. com



*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser path is
/favicon.ico

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- added redirect=, URL is
now https://192.168.200.1/1login.html?

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/1login.html?redirect=www. facebook.com/favicon.ico
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/favicon.ico
Content-Type: text/html

Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- send data length=470
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP received op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60.60.60.251, dhcpNetmask: 255.255.255.0,

dhcpGateway: 60.60.60.251, dhcpRelay: 60.60.60.2 VLAN: 60

*emWeb: May 19 13:38:35.187:
ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created in mscb for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD
(8) Change state to WEBAUTH_NOL3SEC (14) last state WEBAUTH_REQD (8)

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a apfMsRunStateInc
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_NOL3SEC
(14) Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Session Timeout is 0 -
not starting session timer for the mobile
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Reached PLUMBFASTPATH: from line 6605
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Replacing Fast Path rule

type = Airespace AP Client

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv6 ACL ID =
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