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—BRITEREEEMIF , M EEERE—AEVN R TEIEASREH NAEM R, SR
BRIUE , AR TUARILHREER , A ALKRERLID, THLHNEZEATFRITE
Supplicant® = i 51 5 [@ 5 (SPW).

X : ESACiscoliFlexConnectIREMERE N E | LIEEFBYODM & FFlexConnectZh&E
REo

iOSAEL(iPhone/iPad/iPod)
I FEAP-TLSELE , ISEEEApple Over-the-Air(OTA)EMRAE :

- BHRRIERYE , TSI ZHTAE S iREERE , AMERFTRSEEX .

- MRBFERABENHATEAP-TLSIRE , NOTAREREISERERA LB ERBRACAZS
o MREFR—NZMNtrue , WERAF THRISEHCAWIES , REFREFFEMIRE,

- WTHEAMEAPTHE | ISEFEHBRIER I HE KL EREX .

Androidifi &

HFZ£ZER |, AndroidfSEEXTMANdroid 7 M is T8 , H EFEMISERE. ERHEI Cisco
Android marketplace & # & ik 7 £ [0 § BV &R 1E R4S £ 4% B Android ™7,

X 2AndroidiAE T E :

 BRMERABRGF AEH(SDK)RIZY E B N .apkBIAndroid 4.

. BRI 48 & B Android 7.

AP EREYNSHEER F inEAE YR,

GEME RS , HdotIx B M RIEAME , RAAFPFEEREE P HEERS.
JAENFRERMENAFEE@EANdroidmZ TP ZEY , AP EZITFR FTESPW,

. Cisco SPWEZH HIRITIERFWFE : SPWEIMISEHMISETEHE B, SPWHEAP-
TLSHIZIEB/Z4AXT, SPWEISEX H &3 B5E MM (SCEP)RIEBE R A A HIREUEP,
SPWRIALEEEX . MREKIIMALBREXH , SPWHMEEHRFHRIE, SPWEH,

M SSIDFELBYOD B BhE A

XSSIDTLBYODEEMIREMT :

o b~ WN -

1. AP 55 & SSIDXEX,

2. AR AN KERAEEREISE CWABEITF,

. AFPEBREIIFHRMARTAF,BMER,

4. ISEXAF#HITERRIE , HREFEMMNERIMARBENESE , FAHFEEBEEmployee
Device Registrationi5 & X Ho

5 MACHb it FUIE R FRZIDIWIRZZMBFERNEY,. AFMARE  HEFSENEZIATEINGE
P& (AUP),


/content/en/us/support/docs/wireless/5500-series-wireless-controllers/112042-technote-product-00.html

6. i F ik AcceptH I 1A T & ML ESPW,

7. ZAPRENERAFERMEILED - LA,

8. K4 CoA , IR EH KB E I SSID(CORP)HFEHEAP-TLS ( AT ZER SN HEENA
%) BHITHARIE,

% SSIDFZ4LBYOD B By At

TEFRED | DAIEA(CORPEREANSSID , AR XEZRIPN AT R B HRIEML(PEAP)H
EAP-TLS, &% B1H&ESSID,

T R%SSIDEL4BYODBEMIE :

1. AP 5CORPXEX,

2. AFEPEAPEBRIEMERSFAARTIAFRBNEE,

ISEXAF#ITHHARIE , HIRFEPEAPK £ |, RALEZ BRI H EE [ EEmployee Device
Registrationi7 & 1 M,

4. AP 3TF X %5 88 H E 7 @ /Employee Device Registration guestTT Ho

5. MACH#: It FIE R F IR B IDAVIRZEMIBERE . AP HAUEFEZAUP,

6. A Fi&#EAcceptH FF 18 T E# ML ESPW,

7
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ZRAFRENERSSSMAEILES—2iEE.
. RHECoA | BREFHXEEICORP SSIDH{FEHEAP-TLSH 1T H B WIIF.

ThRERE. &

SERATETRUFHREE :
1. N FAIERE , HFRARWLCIRZAH7.2.110.0RE & R4,

Manitor

Summary
F Arcass Polnts
F Cieco Claankir
b Statistics
¢ COPF

¥ Ropaes
Clish td Contraller Summary Rogue Summary
Hulbicant Mynpperne [P 15 EOLL0LE
e g e Rrtwe Aogue Bl
pA0 TR Fr. 0. 18 Aetve Risjue Chentd
Fupli Rggstry Soligs 5 A0 g ro Risgrait
bt
Reegarbt gt Wi Ritwrier
S Mg e ] ]

2. $fnFSecurity > RADIUS > Authentication , /5 ¥ RADIUSHRSF R MEIWLC,



CISCO HONITOR.  WikNs  LONTROLLER MRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

Security RADIUS Authentication Servers
= AR
e Cail Seaticn 1O Typa 1 Sywheen MAD Adgewas |
v BALDILIG
[ —— s ALY Ky Wrag (Dtwapred tor FIPS ¢ s s requires & ey wise compliant RADIUS server)
B =T P
MAL Dwlimater Py
Tl
F TACACS +
[T Server
e Usae Mansgamant Tndes Baever Addrass  Pock IPEec Adenin Etalus
vzl Pt Lisetrs
MAL Fimerng B o i 10.10.10.60 T Coappins £ s - |

DnabEeg Clenty
Ui Loajin Podaess

3. FISE 1.1. 17 NEWLC:

A AFRZR, FSupport for RFC 3576 ( XRFC 357689 ) 1% & JJEnabled,

MOMITOR WLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBAC

RADIUS Authentication Servers > Edit
Serves Index 1
Server Acdress 10.10.10.80
Shased Secrer Format ASCID
Shared Secret -
Confirm Shared Secret -
Wey Wrip (Designed for FIPS customers and requires 3 key wrag compliast RADIUS server)
Pt Number 1812
Server Status Enabled  :
Support for RFC 3576 Enabled ¢
Sorver Tumeout 2 seconds
Network User o Enable
Maragomart o Enable
IPSec Ensble

4. AINERADIUSIE K AR 55 25 46 [E] A9 ISE AR 55 87



MOMITOR  WiAMs CONTROLLER

RADIUS Accounting Servers > Edit

Sarver Index 1

Sarver Addredd 10.10.10.60
Shared Secret Farmat ASCII =
Shared Secret i

Confirm Shared Secret wEw

Port Mumiber 1813

Server SEaius Enabled
Sorver Thmeout 2 SECnnds
Network User & Erabic
[FSec Enabie

WIRELESS SECURITY  MAaM

5. BIEBEEISERBEHREANWLCT S B RIEACL, SMEIWLC > Security > Access Control
Lists > FlexConnect ACLs , A5 £|% & IACL-REDIRECTHY#FlexConnect ACL ( ZEA I

)o

MO TR

Security

FOAMA

Acl Hame

WLANS

FlexConnect Access Control Lists

CONTROLLER

I"I‘I l T

¢ Local EAP
ACL-REDIR

¢ Priority Order

¢ Certificate

Access Control Lists
Access Controd Lisks
CPU Access Control Lists

nneck AL

(-

Wireless Prote n
Dnlicias

6. EACLAMIH , AFFIERA/REISENRE , AEERSFAERBRATES

XFE—FAN (F51) :

L

3 =
WRE.

fFSourcelZENAny. IREIP ( ISEitztit ) /M4 #RE255.255.255.255, FFActioni&E

Permit,



Access Control Lists > Rules > Edit
Sequenoe 1
Source Ay
[P Address MNetmask
Dasinstion R Actonns 16.10.10.60 265,255 255,255
Protecs! Ay
pocE Ay
Cirection Ay
Ackion Permit

NFE=AHAN (FF2) , FHRIP (ISEdtbil ) /#855255.255.255.2551R E FAny , FHRER

i& J Permit,
General
ACCEsS List Name ACL-REDIRECT
Destination

Seq Action Sowrce IPfMask [P /™Mask Protocol Source Port Dest Port DSCP

0.0.0.0 S 10.10.20.60 !
Fermit An A AR AR

1 " 9000 265 265 256 265 y ’ ! y @
10.10.10.60 £ 00,00 !

£ Permit  ccres2ssass  0.0.0.0 Any Any Any Ay @

7. B E AFlex1BFFlexConnectdl ( TEABHIH ) -

SinEIFlexConnect Group > WebPoliciesiETl~, £WebPolicy ACLFERT , #HAdd , RfF
1%£$2ACL-REDIRECTE; 2 & 8| 2 #IFlexConnect ACL, HIAE1EF T WebPolicy Access
Control Lists %,

Wiralets FlaxCoannect Groups » Edt  "Flexl" < Bark Apply |

w Rrrern Ppandn

Pl _mlmm1“m|muﬂlmlﬂl

wobEollche

o Advassed
WelFaloy ACL | ACLRIDINECT &

Siech

BF Profiles -
e WebPelicy Acorsn Canbal Livks

¥ BOZ.1%adn ACL-BEDIBECT o

L PR L E
b MElis Hiream

8. B i ApplyF1Save Configuration.

WLAN K&



EEREWLAN , FEZRUATESE
1. BIEMNSSIDAYFF A z=XWLAN SSIDRAI :

B AWLANRE #; : DemoCWA ( A7 ) , J9StatusikFEnabledik i,
WLANs > BEdit "DemoCWA'

General | Security | Qo5 | Advanced

Frofile Mame DarmoC WA
Type WLAN

SESID DemoC'Wa
Status M Ensbled
Secunty Policies AL Filtering

{Madificatbons done under Sas

Radio Palicy [an |

Interface/Interfacs
GrouplG)

| mansgement _—_l

Multicast Wlan Feature [ Enabled
Broadesst SSI0 F enabled

2. §inZE|Securityit > Layer 21T+ , FHREUTEM :

F2RZE  TMACHIE : BA ( E&ERNEFRS ) REDSE : #BA ( REFPE)
WLANs = Edit 'DemoCWA'

| Gengral ] Security | Qos | Advanced

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security § iH-:-ne: 3
MAC Filtering? W

Fast Transition

Fast Transition [
Ovar the DS F

Reassociation Tlmtu:nu'tlztl

3. % FAAA Serversit T+ , HFiREUTEM :

BSHRRBIERK RS . EBRAKRSE81.<ISE IP# 4>



WLAMs > Edit 'DamoCWA'
|M|Bmﬂw|ﬂﬂ|mnnd|
, Lagir 2 | Layer 3 | ABA SErvers

Select AAA servers below (o override use of default servers on this WLAN

Radius Servers
Radius Sorver Owverarite interface Enabiled

Authentication Servers Accounting Servers

& Enabled & Enabiled
Server 1 BP0 10.10.60; Port: 1802 & | WP LO0GROLOU6D, Per: 1813 &
Server 2 Mo : || Mone &
Server ¥ hone 2 || Hone :

] - &

4. M\AAA Serversit I+ B &30, E£Web-authf F7 B Authentication priority order T , 4RI
RADIUSHA T &Rl , mAfE A S BRI,

Authentication priority order for
web-auth user

Mot Used Order Used For Authentication

LEMCAL RaDIUus

LEMAE * o
< Dowim

5. ¥:Z|Advancedit T+ , HIREUTEMY :

RIFAAAB E . BANACIRZ : Radius NAC

WLANS = Edit "Demol WA’
~ General | Security | QoS | Advanced
allow Al Gvarmde ¥ Enabied =
. T U [ —— R ik
[ S P
- i LI T S T R—
s = L R -
- - - -]
e il i > = i = L L ¥} = - . L L)
[ . T - E -
- I [
- P - " -
— " g -
—— Pp— ‘-' [Rp—
- S w— - -m "j HAT State |R-ud|us M&C "'I
: S . S T
[ —
e e S e = Baw oy

EE : HFlexConnect APRL T FF AT , T HFRADIUSH L& HE A2 HI(NAC), EHitt |, tnR



FlexConnect AP4 Fi I X B A ESWLCHIERE , AR RELMTERE  HETHEE
£SSID,

6. fEAdvanced ( B4 ) M FHE TR , HFFlexConnect Local Switching ( FlexConnectZs
3k ) % & FEnabled.

FlexConnect

FlaxConnect Lacal

Switching L B Enabled

7. B HApplyF1Save Configuration,

Save Configuration

8. NEFMSSIDZ R B2 & JyDemo1x ( EAHIH ) #9802.1X WLAN SSID,

WLAMNz = Edit "'Demoix’

General | Security | QoS | Adveaced |

Prafile Harme Demol

Type WLAN

SEID Diemol s

Status F Enabled

Saurty Pahces [wWraZ][Auth{BDZ.1X)]

{Modifications done under secu

Radio Policy |an =1

ety [mmmee

Multicast Wlan Feature [ Erablad
Broadcast 5510 F Enabled

9. S M1 ESecurity) £ +> Layer 2i&TWi~ , HREUTEM :

E2RREWPA+WPA2IRIEDE : BEA ( RIEPIE ) SHRIEZAEE : 802X : BA



WLAMs » Edit "Demolx’

Layer 2 Security # [wPA+wPAZ .il

MAC Filtering® [~
Fast Transition
Fast Transition r
Crver the DS rC

Resfsacaation Tmmlm
WPA+WPAZ Paramelers

WPA Policy r

WFAZ Policy =3

WPAZ Encryption Faes [Mmae
Authentication Key Management
| soz.ax F Enable |

CCKM T Enshile

PEK [ Enable

10. ¥:Z|Advancedit T+ , HIRELUTEMX :

11.

RIFAAAZE E . EANACIRA : Radius NAC

WLAMS > Edit 'Demoix’

et LR
g e | m—
ey et hIH :
O R g | E— o
T - s w e
— Tl - _——
ey e bl F—
¢ g, ¥

L~ rhﬁ-

[ R ™ T R —
- Farpiline: e | # )

el LT Sl r——

S P [ e sm ey b |

- ies g e B
- ey i e
[ HAL

NAC State [Radws NAC =]
1l W g ] W] Wewd

f£Advancedit I+ [ TRzl , HIFFlexConnect Local Switchingi% & J1Enabled.




FlexConnect

FlexConnect Local = .
Switching & Enabied

12. % HApplyFSave Configuration,

WLANS Entries 1 - 5 of 1
Current Filter Mods [Change Fier) [Clear Filter) [Crests ew =] Ge
r Admin
WLAN ID Type Prafile Name WLAN 551D Status sSecurity Palicies
- L] " - - t LA L]
- " E ¥ o i L T ]
I 3 WiLAN Demolx Demiolx Erabled [Pl 2 ] Atk 802 1) ]
I 4 WLAN DeamoCWa, DermioZiWa Enabled MAC Filbering
- L L . -

FlexConnect AP iik
EfEFlexConnect AP , HE A TS :

1. SMEIWLC > Wireless , A5 R 5 B #¥rFlexConnect AP,



MOMNITOR  WLANS  CONTREOLLER ._'r'-.'LF-'E LESE 1_-

All APs
Current Filter Mo
Humber of APs 2

AP Mame AF Fodel

it o B« Pl w B AlR-LAPLZGZN-A-K

2. B #HFlexConnectit Il .

CECLIRITY MANAGEMENT COMMANDS

3. BRAVLAN# (& AE ) |, REAMVLAN ID , RE SR THVLANBRES,

VLAN Support [+
Hative VLAN ID Ii YLAMN H'm"'“'_'[g
FlexConnect Group Mams Hat Configured

4. FFSSIDHYVLAN IDIRER21 ( EABIF ) LU T4 33 #R,



MONITOR WLANs CONTROLLER WIRELESS SECURITY M

All APs > Site-B-FlexAP > VLAN Mappings

AP Name Site-B-FlexAP

Base Radio MAC cB:02:62:0a:68:80

WLAMN VLAMN
Id 551D 1D
3 Demolx 21
4 DemoCWA 21
5. B ApplyF1Save Configuration.
ISE &R
SER AT SR EISE:
1. BRKISEMRS 8% : <https.//ise>.
@ Tdentity Services Englne
l ——
From i =e—te—— I
s s ﬁ
i s il i 1 iy TR

2. $EEE > BOEE > ABH AR,



L

sle System EL 1dentity Management

Extermal Identity Sources

v

3. B HActive Directory,

ofs Systern ST Identity Management ﬁ

ldentiies  Groups [ Extemnal ldentity Sources

External Identity Sources

€=

e e A e e s ol ES

- *

4. £ Connectioni& <& :

7 fcorp.rf-demo.comiyiF & ( EAHIF ) |, HEEHEBMHBRIANADT, EFSave
Configuration, #diJoin , FIEEMAFTENADERAKF AR AMNEB, R BARNEZE
» /A FConnected to: ( EiEEL FEFRS )

Advanced Settings Groups Attributes

* Damain Hame[ coip. ri-dermaucom |

* \geniity Store Name| ADL |

One or mare nodes may be selected forJoin or Leave operasons. 0 @ none 15 [oired hen & eave aperation is req.
Connection.

O Jeary|  OF Lgnes Oc Teeskh Condmetion =

[ e Node « ISE Hode Rods Status
[ﬂ_ iserl 1=mnr STARDALONE & Connected o ws200He.corpi-democom

5. (£ A BT A P X ADIAT EAE RN



w AT P e LT T

= Jain O Leave | 95 Test Conmeclion -

O ISE Node Basic Test @I
isel1-mnr Detaled Test :
Test Connection »

* User Mame: |paul

*Password. [essssess|

This dialog shows the detailed l0gs for the operation for ise11.mnr.
Statue

i‘-"aﬁwcldfl:n.w paul ks cormect

7. SMMEIEE > SNEE > ABEFHR
AFIEIPEORITIRESH. 2 HAIdSIREENIES 541 1F & & T4 (CAP).

st uanfu,
CI5CO  Identity Services Engine

£ Home Operstions * Policy v Administration ¥
«'s Gystemn [l Identity Management [ Metwork Resources |14 Web Portal Manage

Identities  Groups | External [dentity Sources | Identily Source Sequences  Settings
Certificate Authentication Profile
External Identity Sources
'qﬂ"l" % .E "Iul-i""' ] -
= Cart B . F e ofeadd | [yDuplicste | D
=4 Active Directory | O Name
£ wap ¥
] RADIUS Token 3
L BEA Sl »

8. NCAP#HiI A& #iCertAuth ( EAHIH ) ; X FPrincipal Username X509 Attribute , 1%£#%
Common Name ; A5 % & Submit.



Certificann AuEhonticabion Profles List = New Certificate Authentication Profile
Certificate Authentication Profile

*Name | CertAuth |
[Crescripion
Principal Username X509 Attribute Commaon Name i

[C] Pexform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory
LDAR AL Instance Mame

B | concel |

9. WIAE R A CAP,

Tmim
CISCO  Identity Services Engine

3 Home Operations ¥ FPolicy v Administration v
o's System 51 ldentity Management [ Metwork Resources  [:4 Wb Portal Management

ldentities  Groups | External Identity Sources | Identity Source Sequences  Settings

External Identity Sources xan

t e = _ @: J Edt ouadd  [yDupbeste | 3 Delote

_mummﬂlm.;lﬁh ....................................................................................................
- (] Mame

=4 Active Direchory

& owe | O conlr=

] RADIUS Token »

(] RSA SecurlD ¥

10. S ZEIAdministration > Identity Management > Identity Source Sequences , A5 % HAdd.



atfrai]ue
CISCO  Identity Services Engine

£ Home Operations v Policy ¥  Administration v

%+ System L Identity Management | Network Resources |4 Web Portal Management

Identities Groups External Identity Sources | Identity Source Sequences  Settings

Identity Source Sequence

Jedt |ofeadd  QyDuplcate X Delete

[ Name a Description

|:| Guest_Portal Sequence A baslt-in Identity Sequence for the Guest Portal
[] MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Po
] Sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal

11. AR BB E B #TestSequence ( FTEAHIH ) o

siliai]ie
CISCO  Identity Services Engine

4 Home Operaions v FPolicy v  Administraion »

o'= System | LU identty Management | iy Metwork Resowrces i Web Portal Mana
iderstos  Groups  Extemal identity Sources | Igeniy SOUICE SOQUENces |  Sedtings

ldentity Souron Seguences Lis » Mew Identity Source Sequencs
Identity Source Sequence

¥ ldentity Sounte Seguencs

“Name | TamSaquence
N

¥ Certificate Based Authentication

12. [\ &R 3) ElCertificate Based Authentication:

J& FiSelect Certificate Authentication Profile ( &4 TR ) - %EECertAuth ( 2
BRI HMCAPEREXH ) .

¥ Certificate Based Authentication

[¥] Select Certificate Authentication Profile | CertAuth [+]

¥ Authentication Search List

13. [@ & 3) ElAuthentication Search List:



FAD1

- O

WA B EERE", REE LZAFADIBERSM TR,

JIMEnDCalon S2arcn List

& zet ofidentity sources that will ba accessed in sequence until firsi authentication succeads

Avallable Selectad

------------------------------------------------------- 5 L ane =

Internal Users
Internal Endpoints

B2 (&2
B8 |

14. B &5 Submiti# TR 1F.

¥ Advanced Search List Seftings

Select tha action 10 be pericrmred i B selecind ideniy Sior cannot ba acoessed for authentication

=) Do not access other siones in the sequence and set the “AushenticationSiatus”™ attribube 1o “Process Emoe
(7 Treat a8 i ths ussr was nol Sound and procsed io the naxt Sions in the Seguancs

s |

15. BN RN MFH S BRFS,

A Home Opersliors v Polisy ¥ Afmomirgter @

ota Gysteen 5% ldentty Management [ Metwerk Resources  [ib, Wb Portal Masagemment
b it o Extevral {dentity Souroes “ﬁm Settings
Identity Source Sequence

f:.:' +.“ .n'_- apilar gie x.!-.:.-

O name = Dascription lidenitity Stores
O Guesi Portal Sequence A Bualt-n (dently Sequence for e Guest Portal [rdernal Lisers
O MyDevices_Poresl_Seuerce A alt-in Jdentty Sequence for the My Devioss Portal [rternal iLisers
[ Serser_Permal_Secence A Baalt-n [dently Sadiaince hof e Shonss Portal [PRwrTl LSS
O testSequence  fffsmenn CortAuth internal LUsess,internal Endponts

16. FEFADRIF BRIV Z R . SMEIISE > Administration > Identity Management > Identity
Source Sequence , A5 4w EMyDevices_Portal_Sequence.




4 B | . B -
=y Home | Operabions olCY Administration ¥

-;',':5)1!:&11 &?Idertt-rhmm il’htvmkﬁm.rm ﬁWﬂhF

Identities  Groups  External Idently Sources | [duﬂy'%—miaqm B
Identity Source Sequence

Fedn deadd  Wyoupbeste  JDebete

[ Name s  Description

[ Guest Portal Sequence A Built-in Identity Sequence |
] MyDevices_Portal_Sequence A Built-in Identity Sequence |
[T Sponeer_Portal_sequence A built-in Identity Sequence |
L] TestSequence

17. FAD1 R INESelected¥I5k , ARFE HupRHAFAD1BHEHS L ER.

A gl of mhenidy sources thal will be sccedbed i seguencs untl first suhenbicalioh succesds

Avvadabie Sebacied
Indeinal Ersipeind = - -

_I internal Uisers _I
=l &

18. Click Save.

19. #8iAMyDevices_Portal_Sequencel & 14 5 5@ £AD1.

L T A.t-n teniiby Sequence Doy The GuestPerty e InfernAlUsars U0
[ myDevices_Portal_Sequence A Built-in Identity Sequence For The My Devices Portal AL Inbernal Users
| . | Fi

20. EE H B 16-19L05 INGuest_Portal_SequencefJAD1 , A J5# HSave.



| dentity Source Sequence
Jei dpadd  RyDugicste
b Name
Guest_Portal_Sequence
MyDewices_Portal_Sequence
[]_Snorery Dewtal Somencs

21. #iAGuest_Portal_Sequence®@2&AD1,

] Name &  Description Identity Stores

[l Guest_Portd_Sequence A Bulit-n Identity Sequence For The Guest Portd Intemal Users, AD1 |

22. ENWLCHAMBIMEIEARZ(WLC) , BEMEIEE > NERR > MERE , ABEHRMN

o

et fneifan
CISCO Tdentity Services Engine

£ Home Opembions v Policy v Administraton v

oo System L Idertity Maragement | [ Network Pesources | [4 Wb Portal Management

Network Devices | Network Devioe Groups Extermal RADUS Servers RADIUS Server Sequences o
Network Devices

Naerbwork Devices

[~ 2) :

e o Jede | dbeadd  Qybuplote | olwpot @

B - Name & [P Mask Location

B Cofet Covee

23. ARIWLCHE R, IPibit, FREBZE,



Hstwnr Deviones LSt > Maw Nebwork Device
Network Devices

* Name | wic |
Description | |

* IP Adcress: [ 10.10.10.5 HEN

Model Name: | - |
Software Version | - |

......................................

24. [ &Rz FAuthentication Settings , /5% AShared Secret, X% 5WLC RADIUSHI
EEACHE,

= Authentication Settngs

Enable Authenticaticn Settings
Frotoond  RADIUS
* Shaned Secret 1.......4 | Show |
Enabie Keywrap [
* Key Ercryplion Key Shamw
* Message Authenticator Code Key Show

Koy Input Format =0 ASCID . HEMADECIMAL

L1 b sap settings

L1 b 5o Attributes

R oo

25. B &“Submit”,

26. S EISE > Policy > Policy Elements > Results.



M m
CISCO  Identity Services Engine

Administration

«'s System 58 Identity | [i, Authentication
Network Devices | Mebwork [ IE&
|4 Profiling
¥ )
R R 7, Posture
( sy Client Provisioning
|Z Security Group Access
- Egress Policy
-E* Metwork Devices Mebtwork Device Authorization
B Default Device # Policy Elements
Dictionaries
Condithons
P.EELI@

M

27. B FFResults 1 Authorization , # 7 Authorization Profiles , A5 % th Add LAZR BUET 1Y BL & S5

o

stfuanfns
CISCD  Tdentity Services Engine

f':'i Home  Opsrabons v Policy ¥ Adminstration ¥

Jesn (ofendd | QyDuphoate | D Delete
L) Mame
O siackis_Acces
O ocsco_tP_Phones
O contraccviz
[ ] Demobores

28. AWEEXHHEELTE

£ : CWA



Agptayrization Proflisl > New Autisorization Proflle

Authorization Profile

" Name WA

IDescription

* Acess Type | ACCESS ACCEPT -

ERWebEHRIE (EFLAE )

Web & 4 R81F : £ACL:ACL-REDIRECT ( AMEWLCT & B RIFACLEMREE, ) EE
M| Bk

v Common Tasks

DwCL Mame

WLAN

Wolce Domain Permission

@ Web Authentication  Centralized v ACL | ACL-REDIRECT| |  Redirect  pefault v

29. B HSubmit , FHHIAERMCWARRELE X .

Standard Authorization Profiles

J Ede  dmadd  ByDuplcate | I Dalet

] Name
O edackiist_Access

L]
[] cCisco IP Phones

30. AL B2 R R RANEE S 4o

Standard Authorization Profiles
P Edt  |dmAdd | L{yDuplicate = X

Namea @

Blacklist_Access

WA

Cisco_[P_Phaones

ooool.




31. AWEEXFEELTE

A% B

Authdrization Profics » Maw Arthorization Profile

Authorization Profile

*Name | Provision

Description |

= hccess Type [ access AccepT - |

BRAWeb F MR ( EHLIE ) -

Web& 3K IEE : 5K 5 HE

¥ LOmmon Rasks

DACL Marme

Voice Dornain Permission

 Web Authentication | Cervralized B -u
Centralizped
Auito Smar Port Devici Ruegistration
Posture Discovery
Fiker-1D Supplcant Provisioning g.

ACL:ACL-REDIRECT ( %M EWLCH & RIEACLBAFTE, )

v Common Tashks
DACL Name:

WLAN
ioice Domain Permission

e Autheatication

Supplicant Provisioning ~ ACL | ACL-REDIRECT

P ey Srnerd St

32. B & Submit , FHEIA S5 INEE RAE B X 4.



Standard Authorization Profiles

fEdt  ofmadd  LfyDuplicate | 3
Name

Blacklist_Access
WA

00O,

O provligr=

33. 7£Results ( &R ) A@E TR , EFFClient Provisioning , /5 % tiResources.

&

» [ Authontication

Hil

¥ ] Authonzation
] Prodiing

v ] Posture

» [ Client Provisioni

s 2 oy @3B

34. 1% Native Supplicant Profile.




Resources

JEdr |abadd v | [WyDuplicate D

[] Name Agent resources from Cisco site
= | Agent resources from local disk

Native Supplicant

T.l"l'ﬂ. WL T

35. NECE X HHEE B #WirelessSP ( EAHIH ) o

Mative Supplicant Profile

"MName | WirelezsSpP

Description

36. I ALLTE :

TR . THSSID:Demotx ( LEREWLC 802.1x WLANEE ) AR FRIHYL : TLSE4A
KN 11024

* Operating System
* Connection Type [| Wired
[+] Wireless
*SSID | Demolx |
Security | WPA2 Enterprise -

* Allowed Protocol | PEAR =

» Optional Settings TS i
_ PEAP

| Somt JECTEN

37. B &H“Submit”,

38. Click Save.



* Allowed Protocol | TLS

"Key Size | 1024

39. WA A HE E X,

Resources
J Edt  obadd + IfsDupiicate | Y Delete
[ Name Type
i i
] Wireless ol NativeSPProfile

40. SHEIRRE > T WIEE.

les, Client Provisioning

-

41. NIOSIRZ R WEA N | AL TE :

MNEH : IOSHMA : E&



Rule Name ldentity Groups  Operating Systems Dther Conditsons
i@ - [os | #[any % e[ cooses.. = |9[ Conaitonis)

[hwwwrﬂw %]

BERS: : MaciOS All

Operating System Groups
[ L)
& |
. W Android ,
- Mac 05X

B Maci0S A

Emmﬂ@ »

Il
il

£ R : WirelessSP ( X2 2 Bl 124 #tb & R BB X4+ )

then| Resut & c@

SMEER > nSERXH ( THxk ) > WirelessSP,

Mative Supplicant Configuration
wiizard Profile:|Ehoose a Wizard Profie %]

42. WIAS N MIOSTEElFl & X4



[ty GO

M Pl

Copeesr aitineg Syshems Cither Conitions

T S

gl

g [ -H

43. EE—NHNMMEMN |, FE|Actions T Ik , AFE1EZEDuplicate below(Fabove),

*-i,-'; Actions =

o Duplicate above

44 RN A9 Name B 2 9 Android.

Foule Manme

» |ios

_:'

45. R ER S E X Android,

Operating System Groups

I

I*vm .
_-— =

:'_“’_“’""“‘45

;

46. REHMETE,

47. 5 #Save ( ETREE ) -

m] Reset |
| N e

48. S EISE > Policy > Authentication,




N
CISCO  Identity Services Enging

& Home | Cperations - Admiristration =

4 Authenticatiory,
Metrics |&, Authorization
Sctive Endpoirts B Profiling

49 (& B LLBFEWireless MAB , A5 B FFWired_MAB.,

L4 Aorrarniration -

|i_;,mw|[5mmm |4 Profing |7 Postue [ Chent

Authentication Policy

Define the Authentication Polcy by sefecting the protocoks that F5E should wse to oommuncate
Polcy Type () Simgle  (3) Rule-Based

» |mas | +3F | wiired_maAD _::[I dow pre
* J— I
50. & #;Condition Name T #1513,
I | Wired_MAB = [ alow protocok |,_a

1f | B add Al Conditions Below to Library

Condition Mame Expression

: all *| I %;J

51. i%&#¥Dictionaries > Compound Condition.

Dictionaries

[l |
& = = .
o Simpie Conoltion ¥
L Compound Condilion {5

52. £ #Wireless_MAB,



53. EMNAM , EEERITHETL,

:1f | wireless_maB <p | alow protocols |alowed Protocol : Default Netwé® | and... |E |

54. NTHH|RAERUTE :

F12R : TestSequence ( X2 ZAISIENE ) MRSHRIFAN : ELUERTEAF, -
ZUMEHBERAW . EF

us2 | TestSequence = |
Identity Source | TestSequence O |
Options
If authentication faled | Reject |
p— If user not h.rnd| Cinphirnss |
If process faled | Drop

55. % ZF|DotIXHN| , REELATHE :

* | Dot | :1f [ wised_so2 1x o protocal

o)

Defadt Rue (If no match) : dlow protocols | Alowed Protocol ; Default Ne




4
4
(il
'E il

m Wired

B ‘Wireless_MAB

B Wired_802.1%

u Wireless_802.1%

B Switch_Local_Web_ ication
B WLC_Web_authentication

I [wired_s021x . = | o

. o [ add Al Conditions Below t

Condition Name
wrlwieless go2.1d O

% :Wireless_802.1X

B127R : TestSequence

i

for auther
Identity Source| TestSequence 1S i
Dptions { '
If authenticat fﬁdl '| Identity Source List
If user not found[Reject [ - | L)
Wprocess faed[oop T+ ] €& = =
Note: For authentications using PEAP, LEAP, EAP-FAST or 8 Tntemal Endpokts
itismtmﬁuam:mmmmmﬂmﬁ:amﬂsg g Intemnal Users
If continue opton & sslected n these cases, requests will ber B Gusst Portal .
B Sporsor_Portal_Sequence
8 MyDevices Portal_Sequence
B TestSaquencs {t:]
Internal Users = w Certhuth
B DerpAccess
56. Click Save.

57. M ZISE > Policy > Authorization,




lll.lll'l
CISCo  [dentity Services Engine

£ Homa  Operatiors - Administration

|4, Authentication &, & |4, Authentication |
|®, Authorization

|4 Profiling {b

[® Posture

[ta Client Provisioning

58. BRIAHLM ( lEnBlack List Default, Profiled®Default ) BEEZEFEE ; 5IFHMNHN AT S 2
B ; BRIAMNSE S TR

Aasthorization Policy

Lirl Ul S s Paly By Conita e rl vkl O Sty Ordas G Ol SOl Dr) el s rulse B OFGE BN Orilie

| First Mt Pk Spokes -

1]

5 PuiTE | ® ¥ SR r il Pt

| Black Lt Dadaui ekl Blackist_Acoos
Pegyind (i [T Pl Cisdin 1P -Plecwwe Chgy B P
B Cuafm it Porrritacogss

59. EEZFAN ( ExMHEBERIPEIE ) WEN , REREZLWE TEL , RF%EFInsert
New Rule Below,

Erlik |
Insert New Rule Above
Insart New Rule Bejow |
Duplicate Above
Duplicate Below

AN INET AR EAM N 4R 5 o

Stabr e M Concktions ok NOLIDS O O

a8 Blsck Liit Enirfinit Blackinit Blachiat_psciss

Pridied Crod 1P P Crgo-1P-Phome e [P_Proned
# [ = | Standed Fuie 1 | | Ay | Condions) | Az Prost

Dbt POrMILACONS

60. f¥Rule NameMStandard Rule #% 22 7OpenCWA., LtH N FEFF B WLAN ( }XSSID ) £H
HATENENAFBaEMERE , UEREIRE,




» | OpenCWa

61. BHFMWINB(+) , RE LT MNEHRIEZRIEZRMH(Select Existing Condition from
Library).

" Cisto-IP-Phone Ten  GBCo_iP_Phone
| Ay % |0 | Select Condition -@] o aumz e
SR, Paen
| Select Existing Condition from Libeary | @ or | Create

62. LR EEFH > Wireless_MAB.

b conditions. Drag and drog Compound Conditions

[ o]

weired_802, 1%
wired_Mas

Wireless_S0Z. 1%

Catﬂfst_md@(d '-h'el}_ﬂ.ﬂ'mg

WLC_wieb _Awthentication

L and other conditions )

l.lllll-lEh

select Condhion ]
| B add Al Conditions B

Condition Mame

[Sedect Condition () |

LY

63. HAUthZEEEX e , RIEMNS(+) , AfF1EEStandard.



Iredadnr

pkdist_Aiccess

co_IP Phones

| AuthZ Profil.. = | |

64. ILEFRHECWA ( ZRZHTSI 2R RNEEXH ) -

Standard ]
[ o)
QarE = O

g CWA
o W Ty [ I———

65. TN AN B8 E R R MR

2 E=ET I e — e

66. £ &Done ( EMMHAM ) .

D_:I\F%

67. ERI—HNMEM , SHEJtZ LB FEL |, RE1ERInsert New Rule Below,




Edit | w
Insert Mew Rule Aboyve

Insert Mew Rule Below

Duplicate Above

68. FFRule NameMStandard Rule #E X JPEAPrule ( TEAfIH ) . teHN A FPEAP (BT
BSSIDAFR ) REGEEHERE(TLS)MS02.IXEHRIE , H AMEER S AE A 276l
BN ARTENEEXHE3.

s B CpniTWiA, Winsisss_MAE CWA

# - TR iy Comabonis) AT Prol

69. ¥ Condition ( & ) Bk Wireless_802.1X,

Conditian(s) | Agthg Proml,.,
N [ Add All Conditions Below to Library
Condition Mame Expression
# | wireless_g02. 14 | Radius:Service-Type EQUALS Framed AND Radius:MAS-Port G

70. RESFMAENNERENR , AGEZRRMMEAE, XE—Nand" M, MARor" &,

v |

Add AttributeValus _
Add Condition from Er.}_r}ﬂ
Cislete

71. & E H ik ZFNetwork Access.



O

Dictionaries
( L)
&= = L
b and other conditions) -
Condition{s) = |
tACCEss
Condition Mame Expression
£ Metwork dccase ﬁ"
W wireless 802.1X @ | | Radus:Senice-Type B bl

|

[Select Attribute @I

72. i%£# AuthenticationMethod

, REWMALTE

L Network Access

L

L)

't -

B AuthenticstisnldentityShore
B Authenticstioniethod

B AukhenticstionStetus ‘:!b
B Device [P Address

L)

L5 -..h'
e
—

AuthenticationMethod: Z&F

Network Accessibut |

Equa g
hhtEq.:ais{b_

1B®EFEMSCHAPV2,



5 Framed AND Radis:NAS-Port

[Eauats  +] (] d

CHARMDS
Lok

MSCHAPY L
MSCHARYZ

PAP_ASCII

*S09_PKI

XM R ; FSSHFEIAConditionHAND,

| Condition(s)

= | S| mhzPoon.. <

Conditeon Name

W |wircless B2 1X @ |

L

Expression

Rachus: Service-Type BQUALS Framed AND Radies:MNAS-Port
[Metwork Access:aulD) | | Equas +| [ MsCHaRVE-~ |

T

o

e

73. EAuUthZ Profiled , i%&#¥Standard > Provision ( iX 2 2 8l S| 2 RN E B X ) -

Dore

U AuthZ Prafil,, <{5|

| Select an itemn

O] -




74. 2 $Done,

[ﬂ\ﬁl%

75. EPEAPrulefS &Ml , SHEJitE MO TEL |, ARFiEFInsert New Rule Below,

Eclit | »
Insert New Rule Above

Duplicate Abowve

76. f¥Rule NameMStandard Rule #E i AllowRule ( A& ) . LEHNR A F AT H R 2%
TIEPWEEMZZ.

[ - TR | | Any [ | At Prodi |

77. £ Conditions(s) T , % Compound Conditions.

DN tiomaries
[ L)
I 3
A == Smpk Sondfons ¥
Chent Prowisioning = ¥
B comound Condtions |
re=| Fime and Oate Conditons {b
.y
patwirk: AcoessAuthentica
Condion(s) hZ
Conddion Mame
Sesach Dot = |

78. £ Wireless_802.1X,



Compound Conditions

|| -
B ‘Wireless_802.1%
AL
§ el W W

[ ] L R R TR, W |

2 = e T U S

79. W HANDE 1,

Wireless_B802 1% = | then | -

| [ Add a8 Condtions Below to Library

Conddion Name Expression

W wreless 802,18 (O | Radus:Service-Type EQUALS Framed AND Radius:NAS-Port

80. R HFZMAMMVIERER , RFIEFFINMAEAE,

81. ¥ E| H & ERadius,




5

9
il
i

i
P
Wk

A s illl

lebwork Access: AuthenbicationMethod
Tl gl

il -

| |

Wireless_BO2 1M Metwork AtcessA., =

EEREREEERERERR]

|

-

Condition Mame Expression - A

wwieess 80010 (D |  Radus:Servica-Type Ef

R

o |Select Attrbute O [ |

82. 1%£$#Calling-Station-ID—[31].

Radius
{ L)
I e EE |
§ et S |0 -

83. & Equals,

Radius:Service-Type BOLUIALS Framed AND Radius:NaS-Port

[Radius:Caling-Statiole) | | | -1 |
Equaks

Mot Equals

84. #%FICERTIFICATE , Rie & H @A X,




CERTIFICATE

il'

il

?*E i

i

8 e S
el

W Subject Alternative Name
& i e ——

86. X TRINEEN M , HEFRH,



to [P _Fhores

G

AUthZProfl.. = | |

ISelact an item

87. R AWIHE

Standard

I

T
2

.nlt-l'-l—r

'ﬁ -

ﬂ-—l--
@ -

ﬂr—-——-
G2 PermitAccess

e

88. ® FHDone,

Sy

AT 2N RE




. w - ] )

. A = . - - L I L W T
= -

S | lerwiule Wiraless, ;lnﬁ umﬂﬁwm PermitArcess
89. # FDefault#L N LUFPermitAccess E iy DenyAccess.
PermitAccess

Defauit

90. # HEditbA4miEDefault N o

Edit | =

91. #Z|PermitAccessHI Il A BB & S5

Fermildccess = |

|PermitAccess @7]

92. ¥ Standard.

Profiles

( 2
== B,

(5 fnine Fosture Node 5 |
L] Securty Group ¥

£ Standard {5

93. i£$#DenyAccess,




-
V) Dcn«;r-ﬂ-:ms{,?

b

94, IR KA T LH I , FEHIADefaultii | EF DenyAccess,

s’ Defauit DenvAccess

95. . #HDone,

Dﬂ%

XN ENEERANMN RG] ; EHFESSIDEMNSSIDIZ =,

CipeniWA Wirekess MEAR OV
P A e Wireless _BO2. 1K MNetwork ACods fathoentic stcridathog P Crviicn
EQLIALS MSOHAPYS
| Elrrvis Wirsless_B02. 1% FoechirsoC g Station- D EQLALS Pt AcCis
CERTFICATE: Subjact Alternative Name
Dt DrwAroess
96. Click Save.

%ﬁéﬁéﬁ'
2

97. $#ZlISE > Administration > System > Certificates , A& £ FISCEPEL & X {4 Bt B ISERS
2o




stfusifus
CISCO [Identity Services Engine

# Home Operations v Policy Administration v -

|5, Authentication | |8, Authorization | <% System

. . . ST

Cer :iﬁcatei
. . _ L] = i

98. fECertificate Operations? , #FHSCEP CA Profiles,

Deployrment Licersing Certificates

W
Certificate Operations

P =8 =

P = o apen fesme
R
& SCEP CA Profie

. ¥ - .

99. B Add.

SCEP CA Profiles

100. A EEX AL TE :

Z# : mySCEP ( A& RHIH ) URL: https://<ca-server>/CertSrvimscep/ ( iR ECARS
ARACEPRYEME, )
SEF Curlficala Authorty Cartificater » New SCEF Profile

Edit Certificate

SEP Certificate Authority

* Marme | mySCEP

| | Test Conmectivity. |

Description |

*LRL | itk 100 10, 100 10/ certarvimecanf

==




101. R ERE LN K SCEPIEIZM ERE,

Teﬁﬁmnectmw |

102. I BB R ARSS 2R IE IR Th .

Vv Server Response

Sarver connactivity successful

103. £ &H“Submit”,

=

104. AR5 2R BRI B BL 2h B CARL B XX 4+

v server Response

CA Profile created successfully

105. #IAE R INSCEP CARLE X ¥,

SCEP CA Profiles

'l""ir-

| %S

Ca Gt Moama

AP &k — HEioS

XSSID

ARFNEXNSSID , AN BMMEZEDNEREENHE , AR NAEREE]802.1x WLAN,

SERUTESER , LEENSSIDZ = FARIOS:

1. FEiIOSi& & £ , ¥ EIWi-Fi Networks , AA/51%£#FDemoCWA ( EWLC L& & T FF X

WLAN ) o




Choose a Hetwork...

s “avr 0
Demaolx iT 0
v DemoCWA = B |
e - 9 |
Othaer, .. »

Ask to Join Networks LW |

Foream mpfwenrka. wwill b poanad

2. fEiOSi% & LT FFSafarix 85 , HiHFME WJIHRIAURL ( Flan , AE/SAEBWebRFEES ) - ISES
FHEEEBMEIIF, ¥ Continue,

T e S S T T T ey

Cannot Verify Server ldentity

Cancel

Detalls

Continue

3. BREEMEGEIFHITESR,



ise11-mnr.corp.rd-demc & -

4. (EFADRF K MBDE R, HIRTRE , RECAEREN .

Cancel Install Profile

% corp-RFDEMO-CA

Mot Trusted m

Recehed Mar 24, 2012
Contnins  Certificate

More Details »

5. B install CARR S eI ZEFIE P,

Unverified Profils

The authenticity of “corp-RFDEMO-
CA" cannot be verfied, Installing this
profile will change seitings om your
iPhona.

Root Certificate

Installing the cerificate “comp-
RFDEMO-CA™ will add it 1o the st of
trusted certificates on your IPhone.

6. RiEXHFRRZT/KE , £dDone,



FProfile Installed Done |

Rocained (Mar 24, 27012
Contains Certificate

Maore Details »

7. REX %R , RIS ¥ HRegister, i TZEREZFMACHHERYIZEZID,

ise11-mnr.corp.rf-demc (5

NI e | '
CISCO ldentity Services Engine 1.1

Davica Regisiration

This device has not been registerad. To rec
formal nn:nn:nn:nnenn:nn where n is either
Please click the 'Register’ button to configu

8. B installlA &&= B R IR EL B XX+



Cancel Install Profile

Profile Service

Lisco Syslems

O Verifd

Description  Provide device information.
Signed  isal 1-mar.comprf-dema. com
Recehved Mar 24, 2012
Contains Device enrolment challange

More Details >

9. B FHInstall Now.

Install Profile

nstalling thes pro
settings on your iIPhone.

Cancel Install Now

10. SERR UL TRE |, WirelessSPELE MHFHIAC Z&K1ZEE X 4. #HDone,



Profile Installed Done

WirelessSP i

iS00

& Verified

Description  13E Profle disc
Signed  Beal1-mor.corp.i-demo. com
Recelved Mar 24, 2012

Contains Certificata
SCEP enroliment request
Wi-Fi Metwork

Maore Details >

1. #BWIi-FiRE | [FMEE R I Demolx. ERMRZ M SERZHEATLS,

setings  WI-Fi Networks

- Q|
v Demoix a= g |
DemoCWA - g [
[ e SE TR -T 0 |

12. ZISEL , SMF/RE > FHWIE. SHETRZEEITRHERNENIRE , BIERS
BETAREMIRE , HETME R,

W disttaa o i (Erainoee Eeoreomon e s L ] w, Temibierstant

L Ap Pl abiorms

g A o e Callimrg = ﬂ.m L e R R s " e LR ) ARCORE w | |
Tesa = hh-ﬂ.-. ¢ IErlt:l'H:D i mm-m&ntmm : I':'u.h.nsr.ﬂ.l.. I:v-'l

My 79,13 L I7 50000 AN . a WaLC Sl A Lo B p s Mok i bl bt b iy e Coiecli]

My ST PTG i v Wk [IS7 D e el o g T

My 7512 LeTT AR BN B o W Dynarer i dhorgafon 3 nmessciec
My 513 L3256 167 M H a LT Wil g ] e Parvdng

13. M ZEISE >EE> 5 HE > Groups > Endpoint Identity Groups > RegisteredDevices.
MACHh it B 7R INE Bz 2,




Pl Yy T

Crerations

ACTaSiration -«

=" Syctem Ii 1dentity Management B Metwork Resources % web Portal Management
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