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Cisco

MOMNITOR MWlANS

CONTROLLER

WIRELESS SECURITY  MANAGEMENT

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Metwork Routes
F Internal DHCP Server
¥ Mobility Management
Ports
F NTP
F CDP
F Advanced

zeneral

Narme

802.3x Flow Control Moda
LAG Mode on next reboot
Broadeast Forwarding

AP Multicast Mode L

AP Fallback

Apple Talk Bridging

Fast SSID change

Default Mobility Domain Name
RF Group Marme

User Idle Timeout {seconds)
ARP Timeout (seconds)

Web Radius Authentication
802.2 Bridging

Operating Environment

Internal Temp &larm Limits

|wLc-4400

[Dizabled =] (Lac

|wian-Lag

|wLAN-LAR

|300

|300

PaP -
[Disabled =]
Commercial (0 to 40 C)

Oto 65 C

Wwebauth Proxy Redirection Mode

WebAuth Proxy Redirection Port

Enabled ~r|

Disabled E

3. EWeb S HRIERBEE @R ONAES , HAWebFHRIEREN KOS, WXFESSE
HERR T Web S HRIERBEEBMNRAS, BRIAMBERT , REHN =1 1wE80. 80807

l'llr'l‘l

3128, MRFFWeb 5 473 iF B E [0 % O & B J BRIXEE 2 SN EMR O, W AHUEE ZE,

PLERESEMENT

CISCO
Controller General
i Wi [Wica+n0
Inventory :
% B0Z2. 3% Flom Congrol Mode Disabled =
Imterfaces
SEHLEE . L&G Mode on next reboot Disabled =
nterface Growps
Brosds F wrch | inablad -I
Multicast A N ng Cigahbla
i i
Melwork Roules IS L Kickt Wi |uricast =] jo.0.0.0
F Internal DHCP Server i Fallback |El'nih|td vl

-

Mability Managemanl
Parts
F NTP
F CDP

Advancad

L

4. B Apply.

[L&G Mode is currently disabled).

Mulicast Group Sddress

Agche Talk Bri sacrpsott Internet Euphoeres

Fast SEI0 ohe
Dalsdt Habiki
RF Group Ham

Lisar 1die Tims

Wi Faeae ction will bk erishbed fod procey poets B0, BOED snd T126 by delaidt, o for s -condiguned ey redieecbion poit a0y
“ou st reset Hre wyshers For e sehisth proscy setting by Eeke affed:.

ARP Tirtsbtad | gbiande)
wah Radius iuthenticabion
B02.3 Bridging

Oparaling Efraran ek

|I:lli-!|:|td -rl

Camiriersial [0t 40 C)

Intarnal Temg alarm Limits Do b5 G
Webkirth Prooy Redirecton Mods |Enahlrd --I
wabfuth Prozy RPediracticn Por |I'I

EMCLIEEEWebAuthRE , EREUTHS :



config network web-auth proxy-redirect {enable | disable}

1§ F config network web-auth port <port-number>ts 1% EWeb & 3R ix 05

REWLCE , REMEH EFMRHLHELERELY,
Kir

EEFEWeb SR RIFRELREMN LFNRA |, 15K Hshow network summary=ishow running-configin
A

T o

(Cisco Controller) >show network summary

RF-Network Name. .. ... ...ttt WLAN-LAB
Web Mode. .o ittt e e e e e e e e e e Disable
Secure Web Mode. .. ...ttt ittt nnnnnnn. Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Web Mode Cipher-Option SSLv2......... Enable
Secure Shell (ssh) ......i .. Enable
Telnet . oo e e e Enable
Ethernet Multicast Forwarding............... Disable
Ethernet Broadcast Forwarding............... Disable
AP Multicast/Broadcast Mode................. Unicast
IGMP SNOOPING . « t v vt e et et ettt e ettt e e eeeeeen Disabled
IGMP timeout . ..ot i ittt e e e e e e 60 seconds
IGMP Query Interval..........uiiieeeennnnnn 20 seconds
User Idle TimeouUt. ... ...t iiiniinnnnnn. 300 seconds
ARP Idle Timeout .. .... .ot iiieeinennennnn.. 300 seconds
Cisco AP Default Master................c..... Disable
AP Join Priority....u ittt iiiiei Disable
Mgmt Via Wireless Interface................. Disable
Mgmt Via Dynamic Interface.................. Disable
Bridge MAC filter Config.................... Enable
Bridge Security Mode. .......uiiiiinnennnn. EAP

--More-- or (g)uit

Mesh Full Sector DFS........uitiinennnnnnn. Enable
Apple Talk ..ttt it i e e e e e e Disable
AP Fallback ... ...ttt it i Enable
Web Auth Redirect Ports .......ccccceeeccces 80

Web Auth Proxy Redirect ....ccccececccccccces Enable
Fast SSID Change . .....uiiiimeennnnnnennnn. Disabled
802.3 Bridging . v iiiiii ittt et e e e Disable
IP/MAC Addr Binding Check .................. Enabled

N, RINFELE P IREETRMNNIWebHHRIUEE BERNHESSID,



CISCO MOMNITOR  WLANs CONTROLLER (WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

WLANS WLANs > Edit "Guestl’
i General | Security | QoS | Advanced
A LAbe - . :
r.
S — Prafile Marms Fuasel
Trpe WLAKH
[ S50 Guestl |
Status M  Enabled
Security Policies Weh-Auth

[Modifications done wnder security tab will appear after applying the changes.)

Radio Palicy Al x
[nkerfacs/Int=rface Growp(E) |rnun-:||;|i.-rni.-n‘t 'I
Multicast Ylan Feature T Enablad
Brogdeast SSI0 ¥ Enabled

RiIZEERNEZEDHCPIRS 28 , B IR FHEREEIWLAN Guest1 HIREUPH s, & ifse it i)
URL(BIZ0 , www.cisco.com)it , HTF&EFumXERLEER T FHRE , HbEAWeb & BRI
EIHREMRGIIR UM ITH T , RAAFERInternetREBREUBEHRURERE.

) Madify procy configuration - Mozilla Firefog

fs [t ‘YWew Hzoy [obnaks Took  Help
c 5 | hittpefjicisoucom
i rost visted (@ Getting Staited G Latest Headines

_._| FMaddly prowy configuralion

Your browser is configured with proxy settings ..
T gl insciet b Wb il warih, iy Sollornr | bk drlapa

For Internet Bxpdoret:

1. Co o Tools” ard selent Tatemmet Options’.

3. View the Tompeclions’ bsb ard click oo "LAH Settinge

3. Selert the 'Autaratically delect settings’ option under Avtcmatic coaflpmibsm end chick COK.
4. Fefish the web page o try ssoiber TEL.

For Fimfinz

1. o b Tools” ard saber] ‘Orprlices”

1. Chooss the 'Adbresced settings and olick on The Hetwork tab.

3 Clich an the "5l tag’ brliom usder Coandcticn

4. Choose' Sutg-detect poromy seitungs foo this sebwork’ e click O
5. Fefiesh the web page o7 iry amoiber UEL.

_Close |

e, BERFRNEEELAFHIRERE, EXE , BB S WA EFirefox 3.6l EEZAF K
HiRE,

1. FEFirefox XM EEHh | %R TE > %1l , AGEE®ER.
2. B fiNetworkit i+ , A /51E#EFSettings.



Options
== Tal LT - .--'""lI .?'.Ha“}
ad = ' :.:: = -r"' ]
D & @ 40
aeneral Tabs Content  Applications  Privacy  Security | Advanced
| General | Mebwark, iLlpu:IaI:E |: Encryption |
Conneckion
Zonfigure how Firefox connects to the Internet Settings...

Qffline Skorage

Ise up ko 50 : ME of space for the cache iClear Mow

Tell me when a web site asks to skore daka for offline use | Exceptions...

The follawing web sites have stored data for offline use:

Eemove.

] 4 J | Cancel | | Help

3. ZEConnection Settings®& A # , 1%$FAuto-detect proxy settings for this network.



Connection Settings

_onfigure Froxies bo Access the Internet
{:} Mo proxy

{:} se system proxy sethings

(3 Manual proxy configuration:

IT ! Fo L
1.1 b s O S - o |
. ey | e
| I BrFoy 2rvelr | OFQLOCT
Pt O (L]
aju Froxh, | :__.." . Ll
Cr Oy ok
| F Fi ._":-\,,_. l'_.:_-_ |
I ) O ar ]
i Py
OCESH ‘ork f
- '_'_;L'I' )
Y SFO Iacal e IR AN
R s i .} R N kT == =g
cxarmple: mozlla,.org, nec.nz, 92 10,1 L
- I

{:} Automatic proxy configuration URL:

| Fel0ad

L 0K, j | Cancel | | Help

SERILIRER , BRIFTNSEHFAERIBFRIURL, AT , £ EE [ EWeb Authentication 7T H
o BFURAILAMGIRMEIN | S ERIHEME,



| | Web Authentication |+ |

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAN infrasiructure for your
network. Flease login and put your unified wireless solution to wiark

User Hame |

Passwaord |

HXRfER

54 Web LRl 2R
- FATXBEMEHEN AT Web 5 7% U & B R 51
- JIFELL LAN 24188 (WLC) LBY Web 51010 5F 3 17 BB HEBR
- Cisco o4& LAN 2 HIZE A BH55g 7.0.116.0 IR
- BEARFZHF Y - Cisco Systems
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