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General ‘B
&P Name darre-AP] 1414 Beguraments
Exhernet HAC L e He R PR
Bass Radio HAC 00 2290 i 4m: 50
Country Code [us =]
1P ddchess 201030101
sdmir Statuz P Enable
AP Staic IP T Enakla
AP Mode T | H-2EAR =]
Erihanoed miPS Engine M pnakis
&P Failaver Priory [ Medium =]
Bagistarad Controller A9.10.30.5
Frimary Controller Name | slo
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Admin Status

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

AP Mode
Local/wIPS
Local/wIPs
Local/wIPS
Local/wIPs
Local/wIPS
Local/wIPS
H-REAPSWIPS
H-REAP/WIPS
H-REAP/wWIPS
H-REAPSWIPS
H-REAP/wWIPS

H-REAP/WIPS
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* Access Points General | Credentlals | Interfaces | High Avallability | Inventory | Adwanced |

all aps
* Radios
BOZ.13 a4 Greneral Yersinns
B0211bfgn
=lobal Configuration AP Mame [dema-arasozi-a Frimary Softears Yersian 7.0.116.0
b Advanced Location |default locatan Backup Softwara Version 0.0.0,0
“dech AP MAC Address o T s ed=d B Fredownload Status Haone
HREAP Groups Base Radio MAC Caifa i 7R 95700 Fredovwnivaded Varson Hane

Adrnin Status

| Enable rI
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Profile Configuration
Configure = wIPS Profiles = wips-elm = Profile Configuration

Back Ment Sawe Cancel

Select Policy

: Block ACK flood '@.
'+ Die-Auth broadcast flood

: De-Auth flood

: Dis-Assoc broadcast flood
: Dis-Assoc flood
 EAPOL-Logoff attack

: FATA-Jack tool

. Prernature EAP-Failure

: » Premature EAP-Success
:—"El wIPS - Security Penetration

- ASLEAP tool detected

""" Airsnart attack @

Available only in

Monitor Mode
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HEBRELM K f&E

KREUTIA :
- BREE TNTP,
- BWRMSERTRIRERAUTC,
c MRRBATFIHE , BRHEBEEXHSSIDSAny—EER. EFFAP,
- BREREFT ( HHTELM AP AKAMFTIE )

« MRWIPSEEBEXHEXRI THE , FERELIMSEEZEHIZR, BREEXHEWLC LA TES
RS

« {EAMSE CLITSEWLCEMSEWN —% % :
1. BiFSSHEtelnetiEEZ| R HIMSE,

2. Execute /opt/mse/wips/bin/wips_cli — LR FE AT AFHRIATHS , MKEEXEE



RIwIPS R EUIRASHIE R

3. show wic all — EwWIPS#EHI AN kX . HtHATRIESMSE EWWIPSIRS £3&EE
HiEEIss, BSEE 12,

12 - MSE CLIE AMSE wIPSERSFIRUEWLC R BAL TIEFNIRA

<#root>
wIPS>

show wi ¢ al

WLC MAC Profile Profile
Status IP
Onx Status Status

00:21:55:06:F2:80 WCS-Default Policy
active on controller 172.20.226.197
Active

 B{RFEAMSE CLIEEMSE L4 E &R,

- show alarm list — FEWIPSE#HI AN KX H. S HA T HEWPSRESHRBESL LIS
HEHR, BAFTREIOABEERNWE—HIFH, TypeFERRERNEKT, H135H
HIEERE R T EIRIDYIRMBER

B 13 - MSE CLI show alarm list@p &

<#froot>
wIPS>

show alarm | i st

Key Type Src MAC

LastTime Active First Time
89 89 00:00:00:00:00:00 2008/09/04
18:19:26 2008/09/07 02:16:58 1

65631 95 00:00:00:00:00:00 2008/09/04
17:18:31 2008/09/04 17:18:31 O

1989183 99 00:1A:1E:80:5C:40 2008/09/04

18:19:44 2008/09/04 18:19:44 O

First Time#MLast TimeF BRI F EHRAV AT RIS ; XLATEBAUTCH B {7 M. 40
RYUBRNFNER , WActiveFEREREE TR
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- MRBIERTMSEHRFEEFECRIINIEE , REXBEMRESRA EZAIHE , NKHFE
BRBIEEFHEH T

B 14 - MSE services®i$

1. /etc/init.d/msed stop

2. Remove the database using the command 'rm
/opt/mse/Tocserver/db/Tinux/server-eng.db'
3. /etc/init.d/msed start
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