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11. EEHRINE
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PITEXREANER
BHATU TSR

1. ¥ Windows Server 2003 Enterprise Edition SP2 Z%& ;I3 R85
2. A IP #biit 10.0.10.10 FIFM &G 255.255.255.0 BLiE TCP/IP i,

i S E B 4 I ER
BRITUTESR :
1. E/F3h Active Directory Z&E @S , iHEERITR > E1T , A dcpromo.exe , AFREHHE

2. EYOOAERA Active Directory ZZ&E B S WL , BHT—F,

. B BRIERGHAM L, BET—F,

4, FEEEHERRE T L, EEMENEREER  REEEHT—H,

5. EBIBZ— N M L, EREFKPTES , REREET—F

6. E‘THRHBEE DNS'TT L |, RS , REXAITTENLZEHEE DNS , RELEHT—F,
7. EHNEE T L , A demo.local , REREHT—5F,

8. #£“NetBIOS #& " £ , 8 A NetBIOS 5% demo , REEHT—F,

0. EBEEMAZNMHRMNE T L , EZRIANBEENAEXHXER , REEET—F,



Active Directory Installation Wizard

Database and Log Foldess
Specihy the folkdes to conlan the Actee Dirackory datsbase and hog lies.

Fer besd pedomance and iecoverabilly, store the dalabase and the log on teparate
hard disks.

Wihate do pou wanl to shoss the Active Dilectory database?

Database folder
CNWINDOWS\NTDS

Wihere do pou want b shose the Ackive Dieckony log?
Log folder.

Epowze
IE:"«“..#"IHDEM‘EM-IT 05 Bigwse... |

¢ Back Mt 3 Cancel I

10. B HENREES R L, RIERAXHRVEER , RARRET—F,

Active Directory Installation Wizard i EI
Shared System Volume &
Speciy the lokdes tobe shared as the syslem volume. 3?
o

The SYSWVOL foldes stores the senser's copy of the domain's public fies. The contents
of The SYSVOL folder a1e replicated to all domain controlers in the domain.

The SYSYOL folder musst be localed on an HTFS volume.

Ente & bocation for the STSWIOL fokder,

Foider kocation:
A NDO WSS TSVOL Browze...

¢ Back Het » I Coancel |

1. ZBNR"TE |, ®iFks T RE Windows 2000 5% Windows Server 2003 BERS#H BTN
E f %Eiﬁ“?_ﬁuo




Active Directory Installation Wizard & x|

Peimizzions P
Select dalauk pamizsions for user and group obiscts. %:!{

Some server progiams, such &5 Wndows NT Remote Access Sermce, iead riomeation
stosed on doman conlnollers,

™ Pamiztions compatiohs with pea\findows 000 sarver opeating spstams
Sedect thiz opbon if wou run terved program: on pra-Windows 2000 saivar operating

systems or on Windows 000 or Windows Serven 2003 operatng svslems thal ars
members of prevw/ndows 2000 doman:.

é‘ﬁ AnonimnodE: upers can read nlomnation o e domain

e L T L D

E‘I’Eﬂﬂﬁ?ﬂm __________________
Select thiz option if vou run serves pregrams only on Windows 2000 urw'rdm
Servay 03 opesaling systems: that ane memberz of Active Diecdon domaes. Dok
authenbcated users can read mfarmabon on this domain

<Back | New Cancel |

12. BB EZBESMEERNETEFIL N L , IRBERBIE , RARRET—F.
13. BEFRE N LNER , ABETT—%.

Active Dwectory Installation Wizard

S ummary
Fieview and corfiom the oplions pou melscied

Tou chose lo
Thea riew dom ain name 3 exampe,com. Thes i ako the name of the new foest ﬂ

The HetBIOS name of the doman i E-AMPLE
Datshaze folder: CAWANDONASAWMT DS

fib loider CNWINDOWS'\NTDS
SY'SWOL lolder: C:\WINDOWS\SYSYOL

The DNS serdce vl be nstalled and configued on this computer. This compudes
vl b= configuied o uee thiz DMS tenver as ite prefened DNS terver

The passwword of the nevs doman admnistrator vl be H'mmaahpmwdﬂl
1hve: admerstiator of tes compale.

To changa an option, cbck Back. To begin e oparabion, chek Met

« Back MNexl > Cancel

14. HIRFEMR Active Directory R %S , 2 H Ko
15. SR TEFBHITENN , R VEENE.



R 15 Th BE R B
BFMITUT SR

1. NEB T EXHRITIF Active Directory BRIEEXRERE T (“Fa>BF>“EEIR
">“Active Directory BAFEEXR") , AR AR L TEHITEHN CA.demo.local.
2. BHEAEIIERE , REERAEINEER ST Li£FE Windows Server 2003,

Raise Domain Functional Level

Darain name:

dermo.local

Current domain functional level:
Windows 2000 mixed

Select an avalable domain functional level:

I Wwindows Server 2003 - I

After you raige the domain funchional level, it cannot be reversed. For more infarmation
on domain functional levels, chclk Help.

Raize Cancel Help

3. BERA  BEH'BE, ARBRETBE",

ZEHEE DHCP
BFHATUAT SR

1. IR PRI BRE 2 s A VLE RPN (DHCP) 43 ME RS A4

2. NEEITANHRITIF DHCP BB Rt (“FHR™>BF>EEIR>DHCP") , AGRHEE
7~ DHCP Br%588 CA.demo.local.

3. R HIRE , AR BB LAMER N DHCP R

4. EEEHI ARG | HE %2 T CAdemo.local , RF AT “FEERAR",

5. BE“MEBERAERS WD E , 8FT—%,

6. EEAEEM L , ‘AN FERPE A CorpNet.



Mew Scope Wizard

Scope NHame
You have bo provide an identifying scope name. You also have the option of

providing & descnphion.

Typie & name and descaption for this scope. This mformation helps pou quickly dentify
v the scope is to be used on your network,

Mame: CorpMed

Descriphon:

< Back Meut > Cancel

7. B T—% FEELTSE : £ IP #ik - 10.0.20.14 % IP thiit - 10.0.20.200KE - 24 F

R -
255.255.255.0



Mew Scope Wizard
IP Address Range s

You define the :cope sddress range by identiipng & s&t of consacutive |P *"l
addresses.
Entes the range of addresses that the scope distributes,

Stat IP address: | 10. 0 . 20 . 1

EndIF addess: | 10 . 0 . 20 . 200
A subnet mask defines how many bits of an IF address to use for the network/subnet
|0z and how mary bats to uge for the host 1D, You can speciy the subnet mask by
length of a3 an [P address.

Length: T

< Back Meut » Cancel

8. BT —& , RIFWMA 10.0.20.1 1/ EHEERRY #2256 IP #4L” , A 10.0.20.100 £ EHEER
By IP 1k, RiE , BEHTF—FH. XHREM 10.0.20.1 F 10.0.20.100 SEE A K IP it
o XLEEREZER IP it R A4 DHCP R 23 0 B



Mew Scope Wizard

Add Exclusions

e,
Exclusions are addresses or a range of addresses that are not distibuted by the @J
TEMVEL

Type the IP addres: range that you want to exclude. If pou want to exclude a zingle
address, type an addiess in Stat |P address only.

Start I[P address: End IP address:
0.0 .20.1 10 . 0 . 20 .10d Augd

Excluded addiess rangs:

< Back | Mest > | Cancel

9. EHAHR T L, BHFT—5F.
10. £“BiE DHCP I £ |, &R R , RENEREXLEM K ARAFEHT—F




Mew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCP ophions before chents can use the

SCOpE.

When chents obtain an address, they are given DHCP options such as the IP
addreszes of routers (default gatewaysz), DNS servers, and WINS settings for that
SCOPE.

The settings vou select here are for this scope and override seltings configured in the
Server Options folder for this server.

Do vou want to configure the DHCP options for this scope now?

" Mo, | wall configure these options later

< Back I Mext > Cancel |

1. EBESREAMNX) T L, NN IABBERA 10.020.1, AFELF—F,

Mew Scope Wizard

Router [Default Gateway])
Y'ou can zpecify the routers, ar default gateways, to be distributed by thiz scope.

To add an IP addresz for a router used by clients, enter the addrezs below.

P address:

0.0 .20, 1 Add
Hemave
Up
(Yot

< Back M et Cancel




12. E H R ¥ DNS RS2 L , B REFEBHPRA demo.local , 7 IP #hl"F & FEA

10.0.10.10 , RS EFTHFIMFT —F

Mew Scope Wizard
Domain Hame and DHS Servers

clients an your netwark.

The Domain Mame Spstem [DMS] maps and translates domain names used by ﬁu

DMS name rezaolution.

Y'ou can zpecify the parent domain pou want the client computers on paur nebwork, b use for

Parent domain:  |dema.local

To configure scope clients to use DMS zervers on your netwark, enter the |P addrezzes for those

SEMVENS.
Server name: P address:
| . . . Add
Fezaolve | 10.0.10.10 Bemaowve
Up
(Yot
¢ Back Mewxt » Cancel

13. E“WINS BRS&8"I £ , BHTF—F,

14 B BOEERE R L | ERR , RBIAEBZREAR , RERHT—F"



New Scope Wizard

Activate Scope
Clents can obtan address leazes only f & scope 15 actated

Do pou want to activate thiz scope now?

€ Hg,l will activate this scope later

< Back Mest> |  Cancel

15. BT FEEREE S Tt , BHER.

TP RS
FWITU TR -
AR ERFRUEPRSZALALEIS , ABAFNZE2 B EEROU R —

1. ERFIER R , TN ERER | ARG 2GR /MiBR Windows A4,

2. E“Windows A#mS "W L |, BFERRS , ARRETFT -5

3. E‘CARE' T L | EFELWIR CA, REREFT—F,

4. ECARBEE TIH Ik CAMLRABMEFEA democa, A LU A H M AL FAE
B, RARRFT—% , HESIBHEERE T LARIAE,

5. B Nexte ERETHIY , EEHFTER.

6. ERETEXRZEISHWESHER , EHRE.

BAF B EE R AR

BWITUATER :

1. 1EFFH > EBIE > EHMENG.

2. 5% % democa CA , AFE TR,

3. eI+ LE  EHEARAFBRWHRINEER,

4. EBEAMNMRFIRF  BRUATETERENAY  MANETBIEIRER CAERIERM
REREE-THREREL FRIEP , BHENRIREN LW



ca.demo.local Properties K I

General I Falicy Module I E it Module I Extenzions I Starage |
Certifizate Managers Restrictions I Auditing I Recovery Agents  Securty

Group or uger names:

Adrministrators [DEMOSAdrministrators)
ﬁ Authenticated Users
ﬁ Cromain Adrming [DEMOND omain Sdminz)
ﬁ Enterprize Adming [DEMONE nterprize Admins)

add... | Remove |

Permizzionz for Adminiztrators &l Deny
Head D O
lzzue and Manage Certificates W
t anage Ch, W
Request Certificates W

Q. Cancel Apply

5. B HHEXM “democa CA RME"FEE , RE<HAUCEPBMEINE,

G35 AR bn Tt S

BHATUTHER
& MRUENEHFMBEF | EREMITEEPRMAS

1. §TFF Active Directory A~ Mit MY EE$ T,

2. EEHl AR F , BFF demo.local.

. AR EHITEN , foFE , AREHITEN.

4. EHENR - TEV N EFED , EUHENBENWFTERHREATENNEYN , AREET—F
o ARBIEAITENBF Client,



New Object - Computer Ed

=] Creste e demo locslsers

Compiter nanme:

chend

Computer name [prewindows 2000}
CLIEMT

The following user or group can join this computer o & domain

User or group:

|Defaa.l: Dromain Sdrmirs Change. ., I
[ Agsign this computer account as a pre-Windows 2000 computer

[~ Azsign this computer account as a backup doman controler

Mext > Cancel

5. B EENEES , BHTF—F
6. EWENR - UHEH X EED , BHFEMR
7T.EESRWIFSE6 , CIREZIHENKS,

R B T L

BHRITUTER :

1. F£“Active Directory AP FIitENEH AN S , FHTENXHRX , AEEREGTESRTL
HRBRAITEN. XREEREEDSER7P A M Computer Client?y 358, #&
Properties , /5 ZIDial-initM+,

2. E R EAN R FIERAWRR , RERHRE.



client Properties K I

Eenerall Operating S_I,Isteml Meml:-er[lfl Lu:u:atin::nl Maraged By Diakin I

—Remote Accezs Permizzion [Dialin or YPM)

" Deny access

{" Contral access through Femote Sceess Policy

I Werity CallerD:
— Callback Options

% Mo Callback
i Set by Caller [Routing and Bemate Access: Service anly)

i Always Callback to:

[T Azsign a Static [P Address

Apply Static Houtes

Define routes to enable for thiz Dial-in [T T |
cannection. -
QK. I Cancel | Apply
EE A FRINA -
BERITUTESER -

1. #£“Active Directory AP MItEH 2 &M , ARETRAF  BHWR , AREE AP,

2. BHENR - AP XNiERESR , BALTLZAFNER, XRHIEBFZERAEAZR
WirelessUser , 7£“F &R & "FEH & H ‘WirelessUser”, % Nexto



Mew Object - User Ed I

g Create in;  demolocal/Users

Firzt narme: wirelessuser Iitialz: I

Laszt narne:

Full narme: wirelezsuser

Uzer logon name:
Iwirelessuserl I tBdemo.local - I

Izer logon name [pre-wWindows 2000];
IDEMEI'& Iwirelessuser

£ Back I Meut » Cancel

3. BEMENR - AP WiEES , BB NBAER FRPRBALEENED, FRAFXRA
ETREFNENBRBEEE , ARRET—F



Mew Object - User

g Create in.  demo.local/Uszers

Paszword: TTITIITL

Confirm pazsword: TTTYTYY

[ User must change password at nest logon
[ Uszer cannot change pazsword

[ Password never expires

[ Account iz dizabled

Cancel

4. EHENR - AFXEED , BETER.
5 EESR2ISR 4, ECRESAFKS,

AR P # TR

BWMITUATIR

1. ¥ Active Directory AP MitEHZFEMAP , BHAFXM4X , 682 T
“WirelessUser” , £ ‘B , RAERER LI,
2. EERIH AR PIEZREATFHBR , RASRTRE.



wirelessuser Properties [ 7] x| I

Remote control | Teminal Services Profle | COM+ |
Genersl | Address | Account | Profle | Telephones | Organization
Mermber Of Dialin l Enwionment | Sessions

— Remote Access Pemnission [Diakin or WPM) -

— Callback Ophons
% Mo Callback
" Set by Caller [Routing and Remote Access Service only)
" Alays Callback bo:

™ | Assign a Static P Addre

Defire routes to enable for this Diakin Static Foutes |
connechon. -
oK Cancel |  Apply
[ 3 A R A
BERITUTESER -

1. ¥ Active Directory AP MIITEHZE & , ARETRA/, BH#E , RREEE
2. EWENR - A XNEFER  FEAEFRIRALANEY  AEEEE. AXEERESR

wirelessusers.



New Object - Group Ed

@ Create in:  demo.localfUsers

Group name:

wirelessusers|

Group name (pre-Windows 2000):
wirelessusers

T EROUR SCOME 1 [ Eroup bype
" Domain bocal {+ Security
* Global (" Distribution
f-.

[ wirelessusers 495 0 F

BWITATIR

1. #£“Active Directory AP Mt EH' HNIFHAEEE KT , NEH WirelessUsers.
2. RERAEDF , REREHEHRM.

3. EERERF., BRREA, TENIEA Y EEF , BEAEFRNBAHTHNAFHNER. ARFER
WA P wirelessuser {124 #, Click

Select thiz object type:
ILIWTa of Dther obgects Object Types...
From thiz location:
demo.local Locations...
Enter the object names to select [examples]
wirelessuseq Check Mames
Advanced.. | ok | Cancel
OK. Z

4. ERIMZBANBFNFES , EHBE, etSR wirelessuser A P ik A 1ZE] wirelessusers



wirelessusers Properties

General Members | Member Of | Managed By |

Members:
M ame | Active Directory Folder
ﬂ Adrnanistrator demo.local/lsers
ﬂ wirglesziser dermo.local/ ) serz

oK, | Cancel Apply

A,
5 BHEBE , LEREX WirelessUsers AR E X,
6. EEITRE  MiZAPAIMEZAHF,

[ wirelessusers 4R IN%E F g it K4l

BERITUTER :

1. EE AR HE wirelessusers tAFRRINA P D RA R 1 MR 2,
2. EEBRAP., BRRARUTEN XN FES , BAERNNBEAFNITEYNEH. XRFGER
R N client BYiT E LR INEILE F,




select Users, Contacts, or Computers

Select this object bppe:

ki B3

IUma o Other objects
From thiz location:

Object Types...

demo.local

Eniter the object names to select [examples)

Locatione...

clent

Advanced... |

OF,

Check Mames

| Cancel |

3. BENRARE | BFRAFERE , REEFHEN

Obhject Types

Select the types of objects pou want 1o ind

Ot oos

B <% Other objects
[ =l Contacts
O € vsers

ok,

Cancel

4. BHEBERMN. TSR CLIENT it EHLik =R inZ wirelessusers 9,




wirtlessusers Properties

General Members | Member OF | Managed By |

M iz
Hame | Actia Disctosy Foldar
€] fdwiretieatoe damo localU sees
ﬂ.-;h:n" e bocal/Compueds

ﬂ vlslessuser demo local/U e

0k |  Concel | apoby |

5 EEMERE , MiZAFRRMESITE.

Cisco 1121 &£ ACS 5.1
{#f CSACS-1121 RIIBZHITRE

CSACS-1121 RBEMERET ACS 5.1 Htf, AHIBMARLRETERERE ACS Z Bl BHNIT
BIES

P

1. 5 CSACS-1121 EEIIMEMITRIEFE, HSHE 4 EEEBLE,

2. |33 CSACS-1121 &%, BSHE 4 EZ/33) CSACS-1121 RFEE",

3. £ CLI 2R T I=1T setup o9 , LIEE ACS BEBNKRE. B ESTRERF
=% ACS IR5E8

&0 #RE CSACS-1121 RFIRE ERE ACS RS BHNTE.

N— =

- BIIRERER

- PIFERSIE

- BREEES
B X %% Cisco Secure ACS [REEBMFMAER |, 1§51 Cisco B2 IhRIEHI RS 5.1 RENAR
B,

Cisco WLC5508 2 &l 25 fic 8



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
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3 WPAV2/WPA BB X ENE R

BWMITUATIR

AR RREHRENEEEERERE  HEEEEEONIPRAMR I,

1. X %5 https://10.0.1.10 , LA R S48,

lllrllll!
CISCO

Wireless LAN

Controller

2. 27 Login,

3. ABIARF admin FIE A &85 admin 3175 %,

4. 7 Controller 3% T3 VLAN BR§I 82O,

5. B2 Interfaces.

6. & New,

7. 1 Interface name FEH# A Employee, ( WFERUURBENRWEME, )

8. EVLAN IDFEH , I A20, ( WFERAIURMEPETHEMVLAN, )

9. B Apply.

10. £ E 7RIk Interfaces > Edit AR , BLEMXRER : 0 IP it - 10.0.20.2M & #18 -
255.255.255.0M>< - 10.0.10.1% DHCP -
10.0.10.10



CISCO

MOMITOR
Controller

Genaral
Inventory
Imterlaces
Muiticast
Network Rowtes
F Internal DHCP Server
¥ Mobhility Management
Ports
NTPR
F COP
F Advanood

WLANS

CONTROLLER

Interfaces = Edit

General Information

Irtmrfncn Name

MAC Address

Configuration

Glest Lan
CuBraAnng

Cranraniing Visn 1d

Physical Information

Pt Piamber
Backup Port
ALtive Port

WIRELESS

Saye Canlgrurnlasn

SECURITY

MANAGEMENT

Brg | Logout Bedrm

COMMAMNDSL  HELP

empleyen
00 2497 6R Sdzal

r
r

—

i
T

Enable DyAbirs: AP Mansgement [

Interdace Address

VILAN [deredigr
[P sddress
Netmask

GalEwEY

DHCP Information
Frimary DHCP Seryer
Secondary DHCP Sercar

fcoess Control List

ACL Name

T

|'.I:l.l:l.Ll:l.ll:l

nOnE T

Nobe: Changing he [nferfase paramelsrs causes the WLANS fo Be
remparanily disabled and thus may result in lass of connectivity for

Fome Shianis.

11. 2. Apply.

12. B WLANs &3+,

13. i%£#% Create New , AR5 % & Go.
14. W ABBXHEF , RE1E WLAN SSID FE =% A Employee,

1I|l1lll1
CISCO MONITOR ‘WLANs CONTROLLER
WLANS WLANS = New
* WLANS -
WLANz ¥pe
F Advanced Profile Nome
SSID
10

Logout Rafre:

HELP

apply |

Saye Configuration  Ping
WIRELESS SECURITY MAMAGEMENT COMMAMNDS
<pBack |
WLAN -
IEmpIu-,.'i:e
IEmpIu‘pee

e

15. 7 WLAN %% ID , ARG £ 5 Applyo.

16. £ 2 7~ WLANs > Edit EA8 , Atk WLAN BEEBEE., EX

: WPAV2 R ARER IR IFENE2RE



mn&5EZx. ERWTESR TKIP-MIC B WPA EFim<Bc Bt SSID |, &% 7] L%k A WPA
compatibility mode F1“Allow WPA2 TKIP Clients" &34 , REF X 802.11i AES MFF %
Y AR LE = P
17. FE“WLANs > Edit’RE £ , # & General M+,
18. H{Ri%E+ Enabled RAE , 7 Bi&iR 7E LM Interface (employee), H B , BREH
“Broadcast SSID”#Y“Enabled” & & 4E .
'l‘ o I i Saye Configuration Ping Logout Refre

CISCO MONITOR WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANSs WLANS > Edit <Back | Apply |
- WLAHE. General [ Security | Qos ] Advanced
b Advanced Profd
rofile »
Tt Employes
Type WLAN
S5ID Employee
Status ™ Enabled
Secuniby
Policies [WPAZ][Auth(802.1X)]
(Modifications done under secunty tab will appear after applying the
changes.)
Radio Policy |All |
Interface | employeas -
Broadcast
Shes W Enabled

19. B §H“Security” £,
20. fE“Layer 2’72 T |, #X“Layer 2 Security’i£ 1 WPA + WPA2 . X F“WPA2
encryption” , iEi&® AES + TKIP . BMERB A TKIP FF .

WLANs > Edit

Layer 2 Security £ | WPA+WPA2 x|
I MAC Filtering

WPA+WPA2 Parameters

WPA Policy r

WPAZ2 Policy =]

WPA2 Encryption W Ags M TP
Auth Key Mgmt |802.1x |

21. 1% 802.1x EX HHARIES *.

22. Bk “Layer 3" FX % K EATEE, BE RADIUS BREE2E , LA “Authentication”3E &
IR RE SRS

23. BRIEFERHRMEE , TN AL QoS M Advanced AW FREMINIRE,



24. B Security K& , LAERN RADIUS R85
25. £“RADIUS" ¥ # T | # i Authentication. /5% & New.
26. 7 h0 RADIUS fRS525 IP #esik (10.0.10.20) , ZRFES2 AT HEEER ACS RS 25,
27. BREZFHAE ACS RE[HPEEN AAA FFIRHETE ., BRIEF Network User HiE4E
, ARG # & Apply.
Saye Configuration  Ping  Logout Refres
SECURITY MANAGEMENT COMMANDS

e

CISCOD MONITOR WLANs CONTROLLER WIRELESS HELF

Security RADIUS Authentication Servers > New < Back | Apply |
* AAA c
Server Ingdex n
[Frorty) P
- I Server 1P ib B 5
- address |10.0.10.20
Shared Secret T
Format T
" Shared Secret I-lr-l
:-El'lfll'ﬁ'l Illlllil
5 Shared Secret
ey Yrap - {Cesigned for FIPS customers and reguires & key wrap compluant
RADIUS sarver
Part Numbar I'_E-'.E
¥ Local EAP Server Status Enabled =
¢ Priority Order Suppoart for Iﬁ
E
i RFC 3576 N
L ificat
i Server Tomeout |.‘: saconds
¢ Access Control Lists
Network User M Enabie
Wireless Protection
Policies Management M Enable
b Web Auth IFSec [T Enable
b Advanced

28. EAEMEBRLEE LB , BT BN PEAP,

PEAP & {35 i

B8 MS-CHAP 2 £y PEAP ER# ACS IRFG & LBIEH , MAERTLEFFIw LBIUEH, ATUNR
ACS FRZ 22 Ba Mt EAES , MNMR{LEBIRE

EfE CA RFSHUEEIEMTENMNAFLLES , BEREABIHPHTR,

XX : MicrosoftfEWindows 2003 Enterprise CARITARFE 2k T Web Servert&tx , FHt 4R BT
S, HEZEMEREE R, EPRFEENRFHBSORIREEMIERER , ERAUET
FRREDFRARIBATSE | NTIEEREER RS RS 0 R0 HER,

X : Windows 20008 F S H %340 |, IR EE A Windows 2000 , NI L EEF/IX LS,

TR PERE RS T

BHATUATHER

1. EBFR>EBIT , @A mmc , REETHEE,

2. X EE | BEFN/MEBRERET , RERERM,

. EEERELT , NEHEBEIR , 2 x<A” , RARREHHAE",

4. EEHEMP | BHETPER, FAAIEPERSGE REFASE ERS,



5. BRI 2 RIE ] 4, B A certtmpl.msc , UFTHUEBER EELTT,

Tﬁ MyConsole - [Console Root Certificate Templates]
' .
) Ele Action Yiew Favorites Window Help | =181 x|
=~ BB B R @ |
(] Consale Root Template Display Name  / | Minimum Supported Cas |
(g Certificate Templates @Extham& Signakure Onby Windows 2000
Lig}Exthange Lser Wiridows 2000
dpsec Windows 2000
Gl ipsec (Offline request) Windows 2000
Rev Recovery Agent Windows Server 2003, En
ﬁ__anﬁ.ﬁ and [1AS Server Windows Server 2003, En
Lﬂﬁ‘.nut Certification Authority Windows 2000
@router (Offine request) Windows 2000
Ernartr:ard Logon Windows 2000
@Smar’tcard =2 Windows 2000
Lig!Sth-:-rdinate Certification Authority Windaws 2000
ol Trust List Signing wWindows 2000
Gl user Windows 2000
Windows 2000
. Windows Server 2003, En |
| All Tasks P b
Lising this template as a base, creates a termplabe that support: Properties

3 ACS Web Server £l Zif 4 ik
BRTUTSE :

1. B I PEREESE TN FAEE"ERD |, B3 Web Server #4x,
2. ERERE | B EGIER,



Properties of Mew Template EHE I

|ssuance Requiements | Superseded Templates | Extensions | Secusty |
Genesdd | RequestHanding | Subject Name

Minarram Supposted Cas Windows Server 20003, Enterprize Edibon
BAled poas apply changes Io this bab, wou can mo longer changs the bemplata
FIafTe,

Templals nams:
{Copy cf Web Serves

Waldity peniod: Renewal penod
| 2 fpems =] | 6 |wesk: =]

[T Publish ceriicate in Active Dirsctory

Ok e T

3. BE'EIRE REW FERFHA ACS.

Properties o New Template K]
Issuance Requiementz | Suparseded Templstes | Extensions | Security
Gererd | FRequestHanding | Sublect Mame
Templabe disploy name:

[ocs

Mirsmum Supposted CAx ‘Windows Senves 2003, Erfenpree Ediion

After pou spply changes bo this Lab, wou can no knger change the template
riame.

T emplabe nanms:
jacs

Wabdity penod: Benevwal peniod

[ 2o = [ tfwee

4. BB FERLEETF , HEFAFSHAA, 70 BERN AR THRETEETERN



Properties of New Template

lssuance Flequirements | Ewﬁudaﬂﬁmlalﬂ] Esd:ﬂ'rs-icrrs' Securly
Geresa RequestHanding | Subject Name

Purpose | Signature and enciyption =l
™ Aschive subject's encryption private key
[ Inchade symmetiic algonithms allowed by the subject

|_ lelete revobed on expired certficates [do not archnee

Miramum key size: |1[|En1. 'I

v fllow private key to be exported

Do the following when the subject is enclled and when the private key

arsociabed wilh this cesbficate iz used:

l'.ﬁ Al AtrEed U aLl FeUnTe AT LR i

£ Frompt the ueer doring erroliment

o Frompt the ueer doving erroliment and re Ager b w r
T ahe 5.._..'_. 5 used

To choose which cryplographic senvice providers C5Ps

[CSPs) should be used, chck CSPs.

ok [ cancet |  apob
bugo

5. R ERMUAEA LT H— CSP ik “Microsoft Base Cryptographic Provider v1.0”, EX
HiEPEMBIETFH CSP , REEHHE,




CSP Selection

Choose whach crpptographic service providers [CSPs) can be used in
requests;

" Requests can use any CSP available on the subject's computer

f* Requests must use one of the following CSPs:

CSPs:
[IGemphis BemSAFE Card CSP 1.0
[infineon SICRYPT Base Smart Card CSP

e

EMicrosolt Base Liyptographes Provider +1.0

[Microsolt Baze DSS and Diffie-Hellman Creptographic Prowvides
[IMicrozcft DH SChannel Croptographec Prowider

[IMicrozolt Enhanced Cryplographic Provider +1.0 )
[IMicrozoft Enhanced DSS and Diffe-Hellman Cryptographic Prov

[ Microgoft Enhanced RSA and AES Cryptographic Provides
[kernani B S8 SChannel Condoaranbin Prosedes ll

0k | cCancel |  apob

6. KEFEAEBRHETF , EEEWERPEHR , RELHEE.



Properties of Mew Template 7| x|

Issuance Requrements | Superseded Templstes | Extensions | Secury |
General ] Requast Handling Subject Hame

not have access ba the domain of which the subject iz & membes.
Autoensoliment i ot allowed if pou choose this opbion.

" Build from this Active Directory infoimation
Select thiz oplion to enforce consiztency among subject names and to
simplfy certificate administration.

r -

Inchade thes information in alternate subgect name:

=L =k =N =1

ok |[ cancel | e

7. BREREMRTNF , REEREEERAE , ABRKRE AT TEPIEHER, X MRERF
E FIltActive DirectoryfS E¥2 , Xk User principal name(UPN) , FEUN% A Include
email name in subject name and E-mail name , &} KR fEActive Directory i 7 it EHEE
BRPRATLAFKFAARTFIGER. MREFTZAXFHMNED , BaEM = E
RABFHH  XeSHEIEMER.

8. MREE X E—LKMMNZEIER , THLIEREEZ#HE, XEEBRTAE NILEER L
T+ THRE, EABEAREPRMHE —FiTie,



Properties of New Template K E

Genersl | Request Handing | Subject Name |
Issuance Requiements | Superseded Templates | Extensions | Security |

Requare the follovang for ennclimeant:
™ CA certificate manager spproval
[ Thee number of authorized signatues: |

IF yous rescquare mone than one signature, autoensoliment is not allowed.
Require the followang for resniollment:
'y i :
g [ e

ok || Cancel Apply

9. B FRELURTFHEIR , RENEBMEY G EE L TR IER,
BB #H ACS Web Server if $##1Rk

BHATUTHER

1. FTIFEBMENDERE T, MITH ACS Web Server SIEBIFFERIEL FHLT R 1 LT E
3 EBRIFPMENAGE , ERAIEY , AELEFRER.

2. EEBMENI EE At | BFF ca.demo.local , REHARE I PER,

3. REME > EMAMNIEBEMR.




{24 Certification Authority

File  Action Mew Help

= L@ [ R 2 HE

@ iertification Authority (Local) | Mame
=1 ca.dema.local e Directory Email Replication
[ Revoked Certificates G momain Contraller Authentication
----- 1 Issued Certificates EAEFS Recovery Agent
- ] Pending Requests A Basic EFS
""" (] Failed Reguests B oomain Controller

i_ertificate Templasas Server

hiiFer

tdinake Certification Authariky
Miskrakor

P k

Refresh
Expork Lisk. ..

Help

4. B ACS IEHHER.

Il Enable Certificate Templates K E3 l

Select one or more Certificate Templates to enable an this Cetification Autharib

Marme | Interded Purpose _ -
F Server Authentication

.-'-‘-.utherﬂjcated SEESI0n Client Authentication

@ CA Exchange Frivate Key archival

@ CEP Ernciyption Certificate Request Agent

Code Signing Code Sgning —
@ Cross Cedification Authority <Al

[ﬂ E rircllment Agent Certificate Request Agent

E nroliment Agent [Computer] Certificate Fequest fgent

E E xchange Enrallment Agent [Difine request] Cerificate Request Agent

E E uchangs Signature Ol Secune Email

[FA Fvrhanne | lear S ariire Fmail j

0K Cancel |

5. B AR , AABITFF“Active Directory Fi P Mit Ml EE# 5T,
6. FE2H AR , X Active Directory A Mit®Hl , 58 % & demo.local , RiFEHE 1%,



ﬁ Active Directory Users and Computers

< Active Directory Uisers and Computers (4 TR P RRETRGTRCE
] Saved Queries

Find... =~}
Connect bo Daormair. .. Controllers

Connect bo Domain Controler. . . pecurityPrincipals
Raise Domain Functional Level. ..
Dperations Masters. ..

[z
all Tasks

Properties

7 EERRGETF L RERINEER  ARRERE . XFITTARBNREER EEE



demo.local Properties

General | Managed By Grm.ppninpl
To improve Group Policy management, upgrade to the Group Folicy
Management Console [GPMC)

= Current Group Policy Object Links for demo

| Group Pobcy Dbgect Links | Mo Ovenide | Disabled

Default Domain Pobicy

Group Policy Objects hagher in the izt have the highest proity.
This list obtaired from: AD 2003 demo.local

New aed. | Ed Up

Dphons... Delete... I Properbes [Foam

I Block Policy inheritance

TCo
8. ERBlAMT , RIFITHHERE > Windows iR & > Z£RE > NARK  AEEREZIES
iR



;IJ Group Policy Object Editor

File Action Wew Help
«~oEpRIEE

' Defauk Domain Policy [AD2003.dema. local] Policy Automatic Certificate Request  /
= {8 Computer Configuration
=] Software Settings
=[] Windows Settings
_g Scripts (Startup|'Shutdown)
=g Security Sattings
[+ 2 Account Policies

- 28] Local Policies
[#] - &%) Event Log

- _8 Restricted Groups
-8 System Services
[+ 8 Regitry
= _&) File Syskem
F-f Wireless Network (TEEE 802.11) Policies
=[] Public Key Policies
(L] Encrypting File System
b= | customatic Certificate Requeast Settings
[ Trusted Root Certification Authorities Butomatic Certificabe Request
(] Enterprise Trust
[#- ] Software Restriction Policies
3, IP Security Policies on Active Directory (d&t Refresh

There are no items b show |

4 (1] Administrakive Tempiates Export Lt .
= User Configuration
&[] Software Settings Help

&[] Windows Settings
-] Administrative Templates
0. AR B TLAZDERHFRE , AFERENE > HEBHIE.
10. BB EAEHUEPHBFREQNS WL , BEHTF—F,

1. BUEBER T L, $HUHEN, ARRET -5,




Automatic Certificate Request Setup Wizard

Certificate Template
The nest time & computer kags on, a cerificate based on the template vou salect iz
provaded,

A cedtificate template i 5 5ot of predefined propeies for cermficates gsued o
computers. Select a template from the following kst

Certificate lemplates:
N e | Intended Purposes
Cornpibes Chent Authentication, Server Adhentic stior
Dromain Contralle: Chenit Authentication, Server Authentic ation
Ercliment Agent [Computer) Certificate Request Agent
IPSec IF secunty [KE intemediste

1| | i1

< Back Neat > Cancel |

12. YR BHIELRBFREDS WA , BHETER. TRV ERRBEIMER S E REH R
NEREmER EEETHNEAEEEST,



e |AE XFB| 2

£ Default Domain Policy [ADEma.dcmn.l:-:al] Policy
=g Computer Configuration
#-_] Software Settings
= L] Windows Settings
;‘l Seripts (StartupfShutdown)
_.;i Security Settings
_# Acoourt Policies
,_d Local Policies
#g) Evenit Log
&) Restricted Groups
j Syrsbem Services
& Registry
(&) File System
¥ Wireless Network (IEEE 502.11) Policies
] Public Key Policies
|_] Encrypting File System
4 Automatic Certficate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
-] Software Restriction Polices

'-l-

- -8

-

&[] Administrative Templates
= 8 User Configuration

[ ] Software Settings

-] Windows Settings

[+ [_] Administrative Templates

4 g,, IP Security Policies on Active Directory {demo.local)

Automatic Certificate Rﬁ !

13. EEZH WD , BFFAFER > Windows RE > R£ R E > 24K,

14. FFiFMEEERF , NEBFFEMERE.

‘i Group Policy Object Editor

File  Action Wew Help

&= | BE|F R 2 E

_‘:—j’ Default Damain Policy [AD2003, demo, local] Policy
Computer Configuration
=83 User Zonfiguration
[:l Software Settings
I__—_|[:| Windows Settings
- Remate Installation Services
- H] Scripks (Logon)Logaff)
= r Security Settings
EI a Public Key Policies
R [_7] Enterprise Trust
- 7] Software Restriction Policies
[-|_7] Falder Redirection
EEI--% Internet Explorer Maintenance
[#-(_7] Administrative Templates

I_l

Qbjeck Tyvpe
[:IEnterpriSE Trusk
Autoenrollment Settings




15 EFAMEMES , AFEPEITTIHES, FRARRIES MRS HRIES" N EHRER
UEPRARA ",

Autoenrollment Settings Properties EIE3

General ]

| i

“_i_n_'-. | Erwoll uzer and computer cerificates automatically

" Do not ernoll cestificates automatically

[v Renew expired certificates, update pending cerificates, and remove
revoked cerhficates

[v Update cedtificates that use certficate templates

OF. Cancel

16. Click OK.

ACS 5.1 ifHi% B
X ACS BB TS HMIES

X  ACSIRF B[N RCARS BFIREVRSEFIER , FBEXNWLAN PEAPE Fimit 1T B 75
uf .

AR FRFRISEERTIEPREIERRTT , RAZFNERFERE,

1. EAEERKFNRERE ACS RS
2. %% System Administration > Configuration > Local Server Certificates. # i Add.



| System admiistration » Confguration » Locsl Server Certificates » LocalCertficates

shady

Finer: | =] watenie | = B~

Local Cemficalen

o €| [Beiete | | [Ewot | gJI,ﬂM|—1’1.ﬂﬂ

3. EFE RSP AIE S LR |, iHiE#R Generate Certificate Signing Request. # i Next.

e T —— tssued By Valld From Valid To (Ex |
!:-: r o e acs 04:29 2009.2010 0429 20,08

"




[ r| Ia Il n Cisco - scesdman scE [Primary)
CISC0  NFR{Days el 26

- | Swtem Adeinigtration » Confiunstion » Lecal Server Corihcates » Locs Cenifosies » Crosbs

Salect server carificate crealion mathod

Step 1 - Select server certificate creation method

© impon Server Certificate

Lksg this cplion if pou hive 3 Server Cernificate Ble and comesponding private key #le (and
password, B e private ey She i3 enconypled).

 Genetate 3o Signed Cemificale
Usa this cpBion i haw the ACS senes generale a Seif-Signed Certilicate

& Generate Cerficate Signing Request

ie@ this opbon 1o heve the ACS served genarale 3 carificabe skgning raguasi b prasent o
your ocal Cetifcate Authority, Onoe you ki penerated Me signing request, go b e
“Outstanding Signing Requests™ list, sebed the signing requesl, and sxpon a cogy of the
signing request (Save 2 ooy on your client syslem ). Dnce you recehg 3 certificale from your
A, you Wil kR The TBind CA Signed Certifcate™ opion Debiay I install it

 Bind CA Signed Certificate

Afler using T privicus option 1o generale a cersficale Signing request Tis cpbon is uted o
bindénstall the cerdficabe recenmd from your CA ACS walll auiomatically madch the cedificate
wilh e appropriabe outstanding Signing requesl

Local Certibcaes

4. MALPEAENBAKEEN TG , A58 D Finish : IEHEMAF (Certificate Subject) -
CN=acs.demo.localZ A& & (Key Length) -
1024



s A mdrTun Bea8 [Primary) Liog Dut

dfalne Cisco P
CISCO  NFR{Days kel 296)

w0 My Workspace System Adminiiraton > Configuration > Local Server Certificates » Local Cerificeies » Creale
* 0 Mtwark REscurces

» @3 Users and identity Stores
» G Policy Elements Step 2 -Generate Certificate Signing Request
» [ Acobss Polices
=3 j Monitoring and Reports | O Cenificate Subject [Ch=acs demmo local

keyLengne  [REED:]

Digrest o Sigr with: SHA1

« Seled gerr certificale geation memod  Genarate Cermficale Sipning Reguest

5. £ IEPBERHIFE , ACS fFH TR . Click
OK.

Windows Internet Explorer i R x|

!E A server certificate signing request has been genersted snd can be viswed in the "Outskanding Signing Requests" .

[ ]

6. £ System Administration T , ¥ % Configuration > Local Server Certificates > Outstanding
Signing Requests, 3 : WX BREFERE 2Windows 2003 F A F RIS HF4 , BEEREFEZE
BIENACSUEH & BIEBER,




s [Frimary]

stfuaa]us EiEGﬂW acvadmn

CISCO  NERITOS en 706

1038 22.09.2)

[ I
| EEETEET o I A
7. %42 Certificate Signing Request & B , R/5# 07 Export.




B Huoe 5 Bi-

i
Eh r]  Cerficale Signing Request 1  CH=acs demalocal 1024

Do posa wrand 1o opon oo pave Bhip fle?

Meme: Certfcabe Sioreg Reguestl.pem
Tope o _sute i
Fooe 100000020

oem | S |[ coxm |

il et Froem thay Irtserot can b utsbul, corm ez can gotentially
e m-ﬂ-!.ll- M g e e s B aoarcoe, G0 ok e o4

Oratstanading Siandns Regquesis

= Cerficate Subject Ky Length Time:stamp

10038 22092

8. ¥ ACS if+$ .pem XHREFBIREMAE.

S [[F Deshrcp o B s Sl

Fibe nasmee: facs_cd

Savesiype | pem Docurment

el 14l
§

# ACS 5.1 R P R RUEH
ERITA TSR :

1. 3TFF X BB HIE 2 F CA BRSES URL http://10.0.10.10/certsrv.

| _ ] |
Detste | | Export | L] ragel Ter o] LI




= | retpiffcajcertsey S5l

Qo || a-

] Under Construction

Th Sité you aré trang o wéw does ot curréntly have a

default page. It may be in the precess of being upgraded and
canfigured.

Please try this site agaim later. If you still expenience the
problem, try contacting the \Web sibe administrabor.

iIf you are the Web site administrator and feal vou have
recenyed this message in emmor, please see "Enabling and
Disabbng Cynamec Content™ in [15 ‘s

Conmect bo Ca.de

To access IS Help fﬂ-?ﬁ
1. Click Start, and then click Re 15‘1 i
2. Inthe Open text box, type i
appears. Connactng Lo ca.demo, local.
3. From the Help menu, chek H
4, Click Internet Information ! (jer name: ] advirestrator j
Bassword: | ————
I Bemember my password
T | coma |

2. LA E R “Microsoft IEHRF"E 0. 1%E#F Request a certificate.

Microsofi Cenficate Serices

Welcome

Use this Web site to request a certificate for your Web b
you can verify your identity to people you communicate w
depending upon the type of certificate you request, perfol

You can also use this Web site to download a certificate
revocation list (CRL), or to view the status of a pending rg

For more information about Cenificate Senices, see Ceg|

Select a task:




Microsoft Certiicate Seraces - ca.demo local

Request a Certificate

Select the certificate type:
[ ifi

Or, submit an advanced cerificate request.

3. R URERBMRUEHHIE.
4. H'GRBPET , LHHEA Base 64 /EH.. . BRIIELHHE,

Microsof Cemificale Seraces Hoprme

Advanced Certificate Request

The policy of the CA determines the types of certificates you can
request, Click one of the following options to:

Hote: You must have an enroliment agent cerificate to submit a reguest on
behalf of another user

5. MRFMRR/RLEEWA , FEREFNHE FRPINLEE - ACS IEBHBEXHHBAIZX



Microsalf Cerficale Seraces — ca demo local

Submit a Certificate Request or Renewal Request

To submat a saved request (o the CA, pasie a base-6d-encoded CMC or FKCS
#10 certificate request or PRCS #7 renewal request generated by an extemal
source (such as a Web server) in the Saved Request box

Saved Request:

=
Base-Bd-encoded
certificate request
{CMC oe

PRCS #10 or

PKCS #7) -
4 r‘l

Birgecen for o f5o [0 ngoo

Cortificate Tomplate: _
||ﬂ.|;|rn|r|1:i.!|r.'-_rhur 'I

Additional Attribaudes:

Airibut s L %!
"t o

o
6. NREB/NLZLREAET AT HRBE EHXH. MRBEIXFER | FETREHRITFHH

o

Windows Internet Explorer x|

' Your web browser security settings prohibit this page from accessing your disk.
. Either paste the data into this page manually, or 2dd this page to your browser’s st of trusted sikes.

[

7. HEIZBIM ACS S A ACS *.pem X#., EAXAY4REEET ( 41 Notepad ) T FF i3 4#F-




Cpen Wikh E'. Mokepad

Send To » @ Internet Explorer
Lk Zhoose Program...
_opy

Zreake Shaorkcouk
Delete
Rename

Properties

8. RHETRXHMENAE , RERTHEH.

E' ACS_csr - Notepad

File Edit Format MWiew Help

————— BEGIMN CERT - ' IEST—————[NMITBEW]CCA

9. R [EF| Microsoft iE HEREE M. FEBHNBIHRBBRENREFR.

Microsoft Cenificate Serdces -- ca.demo. local

Submit a Certificate Request or Rene

To submit a saved request to the CA, pa!
renewal request generated by an externa

S5aved Request:

Base-bd-encoded (P
certificate request o
(CMC or ot

PKCS #10 or Copy
PKLCS #7)

Cernificate Template:

[.ﬂu:lm inistrator




10. 1% ACS fER“IEHHER" , RAFREHER,

Saved Request:

YIZIAYD4QgERBAGDAY ZH.“A?E:SQGSIBJ?-WIEEG"JM
Base-bd-encoded |DXoicRAScc44TwlT T+uhkEcrnZ26oaEhef G/ ZR1SK
ceificate request [OHZQ5xnz 2 3y EAiv S FC I dme RIFEOq G aSMvPELZL

(CMC or SHMgEe 3HIplephgiVEC Iuld

PKCS 210 or =====EHD CERTIFICATE REQUEST---—-

PECS &T) -
4] | »

Brovese for & fle 1o mgen

Cernificate Template:
JACE s R

Additional Attributes:

=
Attributies -
i ¥

11. RWIEH/5 |, HiLiF Base 64 RS , AR ETRIES.

Microsclr Corvbcale Sermces — cadema local

Certiflcate lssued

The cerificate you requestad was issued 0 you

 DER encoded or & Base 54 encoded

ey Dowrdnad camdicate
Ej&mmmmmﬂ;ﬂe_ﬁzam

File Drovwrdaad - Security Wanming

Do g wesd bo open o Bawve Hhis lile?

Mawvey  DRrrese D67
T Seourity Certfuste, | BNE

Feom ca

Open | Swe  |[ Cacel |

T opmn or s i softman

Trerrm yoan Commpuber, I poor do nod rust e sowce, do ol
\hat's the gk

12. R ERE , B REIRME,



Files riames: pars_ced =l

[
Saveslpe  |Secuiy Cetificale | Carend !E

13. ¥ Z ACS > System Administration > Configuration > Local Server Certificates., %#% Bind
CA Signed Certificate , A/ % o Next.

el My WokkEpace Syvi Admingirstion > Conligursion > Locl Save Ciicing > Locd) Crttoatts » Grasle

w0 Heiteodk REdoices sadect
* 3R Usars and i8ankly Siones
» @ PoyBeeunts Step 1 - Select server certificate creation method

© lempeoit Server Certilcaln

s s oplicn  poad have @ Sercer Corbficate Sle and comesg-onding privals key Sle (and
PRSI, i Evp DRl iy Bl i anonTind)

 Gerrabe Sef Sipgnad Ceilicaly
Ligp Bis oo 19 hored Tl ACT Sarvar peraraie & So-Simad Carmllcale

¢ Generaby CermScale Signing Ressst

Usp Bin 0Boa 10 haeh b AT SErar DN 3 Corteate SENING requestia peesant b your
o Dy Autnoely CHIGH you Fuiol QNI T Bpnasg Ddaal (0 I B “Dotilingety
Sagrang Requests” bl eiec T NG Meguiil 30d eepor 3 opy of T LGNIRG nequadl
[ 3 copy on your e Systiem). Onok you receke 3 ceriicats Fom rour G4, pouwill wia he | |
“Eind CA Sigreed Corifecabn™ oplion bedow 2 inglall it i

¥ Bind CA Signed Cerilicale

At using Bhe prous opbon 1o generals & cerbficale signing request, fis opion is used
bringiadl B CorBCab piDitid om pRur G4 ALS well autcimaboadly malch e cereiCala
L ol ST CRh Wil B SO0 Sulilandiey SAININY NEgUEIL
Loizal Toertelcales

14. B Browse & Z|RFHEHR,



v Seled sener certificate creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

o Certificate File: |
Protocol

™ EAP: Used for EAP protocols that use SSUTLS tunneling

I Browse..

™ Management interface: Used to authenticate the web server (GLUI)

Override Policy

& certificate being impored may be determined to already exist in A3 when it has either the same
Subject or Isswer and senal number a5 an exisling carificale. In such a case, seledlion of the

“Replace Cerficate” oplion will allow the certiicale contents to be replaced while retaining the
existing protocod selechions for the cerificate.

I Replace Cerificate

15. 2 H CA RS AWM ACS iE$ , AFE T Open.

Chenoisie il

)
Y
My Hehwor,
Flaces

|n.|Fm 7 j Cancel

16. EAT , £ & Protocol TH) EAP £i%4E , AR5 ¥ 5 Finisho




Syslem Adminisiration = Configuration > Local Server Centificales » Local Cerlificates » Creabs

~ Seled server cerificale creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |C:\Documents and Settings\administratorDeskiop!  Browse... I
Protocol

I EAP: Used for EAP protocols that use SSUTLS unneling
™ Management Interface: Used to authenticale the web server (GLI)

Overmride Policy

A cafificate being impored may be determined to already axistin ACS when il has aither the ama
Subject or Issuer and serial number as an exsling cerificate. In such a case, selection of the
"Replaca Cerfificata”™ oplion will allow the cerificale cantenis 1o be raplaced while retaining the
existing protocol selections for the camificate.

[ Replace Cerificate

17. CA R4 #) ACS IEHFFE ACS AU+ H I,

System Administration > Configuration » Local Server Certificates » Local Certificates
Local Certificates Showing 1-20f2 |50 ]|
Filter. | =] maten it =] G| ¥
[T Friendly Name < IssuedTo Issued By Valid From
T acs acs acs 04:29 20.09.2010
T acs.demolocal acs.demo.local ca.demo.local 10:3922.09.2010

5 Active Directory ELilk ACS #riR1EM

BWMITUATEIR

1. ERAEEAKSIEES ACS HER,
2. %% Users and |dentity Stores > External Identity Stores > Active Directory.



3. #i A Active Directory 3 demo.local , I AR EEH O , A/ # o7 Test Connection, #

L Bnd eeity Shened = Eanerndl @anify Sofed o Actal Daeciary

General | Directory Groups | Directory Afiribates |
Connection Details

o Active Directory Demain  [omo tocal
Fama:

Please spedfy the cadentials usaed bo join this maching fo the Acke Diredory Domain:
O Usemame: [adminastrator

a Fumi IIHI-IHI-II-

You may use ha Test Connaction Bution 80 ensure credentials ane comedt and Adthe Dinechory Domain is

reachable.
Test Connection |
mmﬂ“mﬂh“nm L Wendoers. Internet Enplorer .::;'; | oS

10 b avaiable for use in policy niles.
& Connection best to ‘demo. kocal succesded.
End User Authentication Settings
' Enabie password change [
¥ Enable machine authentication
I Enable Maching Access Restidions
o Agirg time (hours)y -

OK LAgkZE,



ﬁ Thabra are unsawed changes on Tis page. Do pou wish To conlinue™

Bane & consihug | Eriscand changes and conbnus Cancel |

4. K iiSave Changes.
: BXRACS 5.xERTENIFMEER , BFSIACS 5xEEESMA . EMicrosoft Active
Directory s 5t 8 fit & 7= 5l o
FHRSIBRERN AAA B RRINE ACS

BWITUATIR

1. E$#EE| ACS , AR5 ZE Network Resources > Network Devices and AAA Clients, Click


//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml
//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml

Mefwork Deiors ared ARA Llienils

Create.
2. EUTFEPHRAMEXASR : B (Name) - wiclP - 10.0.1.10RADIUS EEHE - kP HZ 4R
(Shared Secret) -



cisco

3. TG

Metwork Resources » histwori Devices and A4 Clents » Creste

o Mama: |M:

Descriplion: |
Hetvwork Dewice Gooups

|Location jail Locations

[Dwace Type [l Derice Types

1P Address

o SingielP ~ IPRange

i Address (=)

o F".I‘IU.']' 1.0

& = Required figlds

, & Submit, LEETIRH

T  HNeme =

_Sekeat |
_Selea |

Authientic ation Options
w TACACS+ [

Hmﬁamatl
I zingle Conned Device
& Legaty TACACS+ Single Connect Support

 TACACS+ Draft Compliant Single Conned
Suppor

w RADIUS

 Shared Secret [oscol
w Tnast3ec [T

Fr Usi Desdce 1D lof TrustSe identificaticn
Dwice ID: |
Password |
ko TrustSec Advanced Softings

|25 & ;R A ACS Network Devices &R HHIS%E

| matchit: |

1P/ Mask MDGLocation
100010032 All Locations

=

Gol -

HDGDavice Type
Al Device Types

EE L ACS [P

BFHRITUTESR

1. 7 ACS A | ¥ % Access Policies > Access Services,



b 4 My Workspace

v 5 Network Resources

» @8 Users and Identity Stores
» % Policy Elements

|
| Semnvice Selection Rules

¥ Default Device Admin

¥ Default Metwork Access
* TrustSec Access Control

e Egress Policy
F Metwork Device Access

2. 1£ Access Services O , B 7 Create,

Access Polcies » AcCcess Servces
Access Services Showing 1-2 of 2 jnvl perg
Filter: | | watcn it | = B8~
| T Hame =  Sapdce Type included Policies Description
| Telitulity
| [T Default Device Admin Device Administraion L'L‘ Default Devi
| Autharization
l IEE h!l:
i Cratanlt Mebwvork ACCEss  Network ACCass ] ’ Crasfault Mata
Ayharization
4] |
[‘create | oupiicate | Est| Detete | ] ] Page] 1 0l1

3. BIEHE RS H i ABF (10 WirelessAD ) , %1% Based on service template , /5% o



dccess Policies » Access Services = Create

General  Allowed Prot

Step 1 - General

_ General
; Name:

WirelessAD

Description:
Access Service Policy Structure

* Based on senvice template Select

" Based on existing senvice |

select

" User Selected Service Type | Metwork Ac

|
Select, L

4. £ Webpage X iEHEH , 1%£3F Network Access — Simple., Click

g Cisco Secure ACS — Webpage Dialog

Name

Device Admin - Command Auth

Denvice Admin - Simple

Metwork Access - MAC Authentication Bypass

Senvice Type

Device Administration
Device Administration
Metwork Access

Description

5. £ Webpage JiEHEF , i Network Access — Simple. Click OK.JEZR#EHR/E , 2 Nexto

Step 1 - General

General

Mame: WirelessaD

Description:
Access Service Policy Structure

' Based on senvice template

Metwork Access - Simple

Select

" Based on existing sernvice

" User Selected Service Type

| Select |
Select |

6. £ Allowed Protocols T , 3£ Allow MS-CHAPv2 Fl Allow PEAP Ei%1E., % ER.



Access Polices » Access Services » Creabs

+ General  Allowed Protocols

Step 2 - Allowed Protocols

F Process Host Lookup
Authentication Protocols

P [ Alow PAPIASCI

¥ [ Allow CHAP

P [T Alow MS-CHAPVI
b Allow MS-CHAPVZ
b [T Alow EAP-MDS
P [ Alow EAP-TLS

» I AlowLEAP

-

W Allow FEAP

b I Allow EAP-FAST

7. ACS RNEHUERIRSHY , FHE T Yes,

o

gk Access Senice created successfully, Would vou like to modify the Senvice Selection policy to activate
this sendce?

ves | no |

8. TERINI I/ BERFF R RS S , BFF Hik# Identity, XI T Identity Source , &8 o
Select.



j Lo Secure ALS Wrh Ay Dialog

Fiter. | =] matenit. | = G~

© CHUsemame Predefined Cerificate Authentication Profile
DenyAccess

©  intemnal Hosts
(-
c

Internal Users
MAC Profiler Default Entry for NAC Profiler

10. #81A Identity Source 3 AD1 , A5 # o7 Save Changes.

B2 ACS i5F SRRt AR S HM
BHRITUT SR :

1. ¥ F Access Policies > Service Selection Rules,



» 4 My Workspace

» =01 Network Resources

» S8 Users and identity Stores

Access Pobties > Access Senices = Senvics Selaction Rukes

" Single result selection ™ Rule based result selecti

Service Selection Policy

Filter: |5t31u5 vl Match it EE':IJEIIE d |

» B Policy Elements

™  Status MName Cone
FE] Senvice Selection Rule: Pratocol
» @ Default Device Admin 1 [T ©®  Rule1 match Radius
* ¢ Default Network Access a8 I ] Rule-? match Tacacs
* 7 WirelessAD
|dentity
Authorization

2. 7£ Service Selection Policy & O ¥ & Create. i AFHN B ( 41 WirelessRule ) » 1%
Protocol &i%4ELAPCE Radius.

g Cisco Secure ACS -- Webpage Dialog

General

Mame: |Wire|essF?.uIe Status: I Enabled ﬂ e

The Customize button in the lower right area of the policy rules scres
conditions and results are available here for use in policy rules.

‘_E_t_:fnclﬁnns
' Protocol: | match = Select |
Results

2 Cisco Secure ACS -- Webpage Di

Enum Definition

Enum Kame D
"  Radius 1]

C  Tacacs 1

3. 1% Radius , A5 ¥ & OK.
4. 1£ Results T , £137 Service 1% WirelessAD ( EEL—$8IR ) .




Conditions
W Protocol: [ match ~||Radius Select |

Results

Service (TR R ~ |

5. BIEFMMTEANGE , BEFHANFGHBH BRI , ZANFRAE—MEA Active
Directory SRHE T4 RADIUS &3 REHHN,

Senace Selection Policy
Fills EEI]’III"- :I Waketh i |F|1u:|!r. j | j
Conditions
T Stahps  Mame
Pioiocal

T T T Y PO e
1 [~ ] Fule-1 match Radius

a1 a8 Ryle-2 meatch Tacacs
i \

= I~ Defagh it mi rube s ddned of mo enabled e

Create..| | Duplicate..| = |Ean| Dot | | movero. | v |

{858 F§ Windows Zero Touch iy PEAP HZ& ik B

ERIINRHIE |, CLIENT  —A1E1T Windows XP Professional SP it & , ZitE#H BN FTL
ZPu , BT AP JRET Intranet BIREVIFRIARPR, EfF CLIENT BBERN L EFR , B%
RAE D FEV PR,

RITEARRENE R

BHITUTHER

1. ERESELB[HEENLUAMBL | I CLIENT EZZ Intranet M EL,

2. 7£ CLIENT Lt , &% Windows XP Professional SP2 , EE N demo.local HF & CLIENT
WA TTE L,

3. &% Windows XP Professional SP2, &L ILIBIERS T LIRS PEAP i, X



: Windows XP Professional SP2/ & Bz T FFWindowsPh X i, & 70% A Bh K i,

R FeTo Lk M 4435 B B8

BHATUATHER

1. %[ CLIENT it&E#l.

2. M Intranet & EXMTFF CLIENT it EHLAERE,

3. EF/E3) CLIENT it E¥l , ARFERAAMEERA KA HITER,

4. RETEMEZERR. X BOLEELERENFERRERG. FAMMEG4RS TR
TEME AN R EF, HFEEHINETRN , BUHEAFHEFREAN COIBERT
Windows XP Professional SP2 W E IR F RS,

I O o 4% PP 4% T 2
ERTATSR :

1. 3344 , RS A demo.local domain 1 #Y WirelessUser i P &%,
2. BTG > HEIER , NG RNEER  REABRE T TENEER
3. R EEME  BELTEMEZRETF , BRED T A Windows REEBERNTEMEIRE,

- Wireless Metwork Connection Properties =l

Garmral  Winsless Metworks Emm]
M Use Windows lo configure my wisless nebwark, settings
Aovalabde retvecek s

To cornect 1o, deconnect from, or find out moee indormation
about wansless networks incange, click the button below,

View Wireless Networks |
Prefermed rtwcrks:
Apsternatiealy connect b aealabls pebwaiks i e oider Bibed
Betowr
Learn about geitg up virskess network |
T Adhanced
ok | cawe |
4. B Add.

5. FE“XRBET B M B 5 (SSID)"FEE A Employee.
6. XM E F R %FE WPA , A A SIENFRERN TKIP.



Wireless network properties 2lx]
Association | Authersicaion | Connection |
Network name (S50} [N
Wbt aatuk Kt =
| This netwsork rsquites & key for the folowing
Network Authentication [wra |
Data encryptior: [Te =]

..............................................................................................

[ This i & computer-to-computer [ad hoo] netwark.: winsless
SCoess ports sie ot wsed

Im: ['.u'h:al|

7. B & Authentication &I,

8. WIF‘EAP (BB BN FEHSHEF M EAP (PEAP), MRTE |, BN TR E FkiR %I,

0. MRELHLBITENEZERZHHTEHRIE (MNMNAEZMARAREHIE ) | HiEP Yt
HHER T AR S HWIERTTEN.



Wireless network properties

Properties

¥ Authenticate a5 computes when computes information is
available

[ Autherticate as guest when uzser of computer information i
unavalable

oK Cancel

10. # 5 Properties.

11. BF PEAP SR HEF N RSEFHTHHRI , FRFREFRIERSRER. HEH , BR
EZEENRIEPM AR TEPMA ACS iIEHH CA”

12. B BHRIEAE TiRBERL BN (EAP-MSCHAP v2) , R ERATABE GRIE,



Protected EAP Properties

When connecking:

[ Connect to thase sarvers:

Trusked Rook Certification Authorities:

Ocar
[#] ca.dema bocal

O certiposte Serveur

[ Coww HCT Secureiet CA Root il

[0 Certiposte Classe A Personne

[ certisign - Autoridade Certificadora - AC2

[ Certisign - Autoridade Certificadora - &C4 -
4| | |
™ Do ot prompt wser bo authorize new servers or trusted
cartification autharities,
Select Authentication Method:
|secured password (EAP-MSCHAP v2) »| Configure...

QK Cancel

13. BRIEFEAREENER ERE. RE , EHEZRAEE.
14 ARBLERGAFSETNTENEEZER AL TERTANTENE,

15. 8 Employee T&ME , ARG L EERE. WREERY , TEEFFRNERBERE.

B Wireless Network Connection

Metwork Tasks

& Refresh network list

o Set up a wireless network
for & home or small office

Choose a wireless network

Chck an item in the kst balow to connect to & vireless network in range or to get more

information.

16. B RIUEK NG , FANEEE RKRELLERIZN TCP/IPBRE. THMtUTEE
10.0.20.100-10.0.20.200 R7iZ3k B DHCP 8B} CorpNet T4 & Fim Bl EZRSEE .
17. MR IOAE | B FTF % $A 85 5% %5 2 http://10.0.10.10 ( =% CA PRSEREY IP ik )

{5/ ACS HFBRFLR 5 171 UF (Bl

BHATUATHER

1. % Z ACS > Monitoring and Reports , #A/5 % i Launch Monitoring & Report Viewer,




» [0 Network Resources

» S Users and ldentity Stores

» S Policy Elements

b [ Access Policies

Launch Monitoring & Report Viewer

» & Systern Administration

2. WEPRHTFF — /N3 3hH ACS B 0. % Dashboard.

+ | * Monitoring and Reports

E Alarms

Thresholds
Schedules
Repors
Favorites

+ Catalog
= Troubleshooting
Connectivity Tests
ACS Support Bundle
Expert Troubleshooter

3 lfﬂ, Monitoring Configuration

3. & My Favorite Reports 8% , # & Authentications — RADIUS — Today.

My Favorite Reports

ACS - Systemn Errors - Today

Authentications - RADIUS - Today

Favorite Hame « ReportMame
ACS - Configuration Audit- Today  ACS Instance=ACS_Configuration_Audit
ACS

Instance=ACS_System_Diagnostics
AAA Protocol=RADILS _Authentication

4. EEPRER—NEE , EPIFEABEED (Pass) AW (Fail) B9 RADIUS &A% i, EEIZE




FMWEBH |, B Details 5P BRKEER,.

ABA Protocol = RADIUS Authentication
Authentication Status - Pass or Fail

Date September 22, 2010 { L35t 30 Minetes | Last Hour | Last 12 Hours | Todsy | Yesterday | Last T Davs | Last 30 Davs )
Generated on September 22, 2010 5:51.34 PM PDT
agioed

o B =

RADIRIS HAS MACP Authantication
Logped Af Sistis  Fadure Detaks Lisamame Addrass Accons Senace Mathad

. Fa.a% & =T . " T T - T
Sen 22 10 55117 843 PM o 5 warplagsuse Q-1 -Sc-g-0g- 49 Wynelagsal PEAP (EAP-MSCHAP2

5. RADIUS S/ RKIFFAEENEHOEZRE2RANEZEER,
AAA Protocol > RADIUS Authentication Detail

ACS session ID : acs/74551189/31
Date - September 22, 2010

Generated on September 22, 2010 5:52:16 PM PDT

Authentication Summary

Logged At: September 22 2010 5:51:17.843 PM
RADIUS Status: Authentication succeeded

MAS Failure:

Usemame: wirelessuser

MAC/IP Address: 00-21-5¢-69-9a-39

Metwork Device: wic - 10.0.1.10 :

Access Senice: WirelessAD

Identity Store: AD1

Authorization Profiles: Permit Access
CTS Secunty Group:

Authentication
Method:

PEAP(EAP-MSCHAP2)

6. ACS Service Hit CountA[ {2 £ SACSH SIZA AN CE MW =X BIAR, ¥ ZE ACS > Access
Policies > Access Services , AJ5# &7 Service Selection Rules,

Results
Service

WirelessAD 33
Default Network Access U

Hit Count

fEF ACS Server #1T PEAP 5 {3 %iiF 5k M




HIBNEFImARBEET ACS RS2 PEAP B RKIER , BREZREBEEE ACS B Report and
Activity Failed attempts option 3R E NAS dupl i cated authentication attenpt

MBEZFHITEN ELE T Microsoft Windows XP SP2 , 3} B Windows XP SP2 X &£ =5 R
2 = Microsoft IAS H1THMIIE , MAWFBIEIRERE, 5512 , Cisco RADIUSHRS 25
(ACS)fEF 5Windows XPERAMW S EF RN A ERITETT BEHRIEHINEER : KE : BN
(EAP-TLV)ID, Microsoft A3 tb[E] &2 XP SP2 &3R5 H AV ER[E,

BXIEIERF , iB5 Microsoft kR , A ESFINEEEE =7 RADIUS BRSFa81 PEAP B350 1UF
TE . RBNEREE KL : BIAMERT , Windows SEARRF 1 PEAP 2/ TIREEHIE
BRI, MERSEE (ACS) , WETIERIAER T2BAN. EfRLEE , FEUHES ACS
BR %585 £ Fast Reconnect i1 ( X F Global System Options T ) o L4k , BRI LERFFix L
B ARIREFTIERE IR, SUERE R R,

EHIZ1T Windows XP & i LA Windows SKRARFE A“REEMER" , BRITUTER !

1. B ZFg>g B >R

2. N MBEEREE R,

3. AR T XREMEEEEER , AREHEME.

4. B 5 Wireless Networks &3

5. 1% A Windows R Bl E 3B K T4k M 4R 1% BT , BUEEE Windows Bl il & F in S Al 8%

6. MRIEESLHEET SSID , iFk#FZ SSID HELTRMYE. BN , FEHHFRUFMHFH
WLAN,

7. EXBRET T A SSID, BARAME S HRIFIEENTT , F A BIENE"RENWEP,

8. R BRI,

9. kA KME S A IEEE 802.1X 5 W IF%M,

10. %1% PEAP E9“EAP (8" K REHRHRM.

11. %5 TUE KSR B A PRI EFTE L.

HXER

- ACS 4.0 1 Windows 2003 H&— &R E T PEAP

- AT Web S{ABIER Cisco o4k LAN #2488 (WLC) M Cisco ACS 5.x (TACACS+) Ei B =45
. Cisco 22 H#EHRLE 5.1 ZEMARIEEA

- BARFZEFERH, - Cisco Systems



http://support.microsoft.com/kb/885453
http://support.microsoft.com/kb/885453
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a00807917aa.shtml?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-14908?referring_site=bodynav
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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