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Web BRI E WLC, FEAREIH |, HATERA Cisco Secure ACS 4.1.1.24 kx¥ER RADIUS BR
%85, B, BINEE Ik RADIUS RS 28/) WLC |, AEEAIFE R Cisco Secure ACS EXF
WIREFFENEE.

3B Cisco Secure ACS &l WLC

PATX LS TREMETE WLC L0 RADIUS BRF 85 :

1. M WLC GUI # | # Security X%,

2. 7 AAA K& T | i3 Radius > Authentication F3#,

3. 2 New , H#i A RADIUS IRSE5HY IP ik, EARGIG | FRSESHY IP skl
10.77.244.196,

4. FF WLC R ARERA, HE=EFHE WLC EHEENHEE,

5. % ASCIl = Hex A EZBAHN. £ WLC LFEEREFERF KX,

6.1812 RATF RADIUS BiEMwA S,

7. #8{R Server Status L% EH Enabled.

8. i & Network User Enable LA R & P # 1T & AL,

9. & 7 Applyo
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T—%2% WLC £ Web SHKIFARE WLAN, HITIXLELSERUUEE WLC LEE WLAN :

1. MI2%185 GUI ¥ 7 WLAN K% | ik New,
2. %3 WLAN R Kal,
3. i ABLE B AIEFTIER WLAN SSID |, H#3 Apply. & : WLAN SSIDX % K/IMNE,

ettt
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANS WLANS > New
v WLANs Type WLAN
WLANE
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4. ¥ General %I+ T , ¥R} Status M Broadcast SSID ¥+ T Enabled &%, WLAN & E
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WLAKS
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1. B #“Security" £ W+, # %] Web Auth > Web Login Page.

2. £ Web B RIFEEZEN External.

3. 7 Web Server IP Address FEH , IATEE Web M RIFTTAARSERM IP thut |, HH &
Add Web Server, EAHIF | IP it 2 10.77.244.196 , B RIEINER Web RS2 o

4. 7 URL ZERFH A Web FHWIFTH URL ( FEABIFN http://10.77.244.196/login.html )
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. FZEMAFSEAFFIEMNA, %$#F Default Group.
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BWRAFPRIRARN Enabled , HHEINAEBESTZHF,
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2. B Network Configuration £ , 37 AAA Clients RF#TER , LMERITE WLC REE
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EE |hm-
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Prosy Distrlbution Table ¥
| Qates e
bt Charactar String AAA BEFVRTS strip ACCOung
[Crafguit] TS-Wab Mo Local

add entry | Sort Entres |
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¥iF WLC

1. By WLC GUI /Y WLAN &8, BERAT Web BHRKRIEAN WLAN ERE LIIH, BR
WLAN # Admin Status ¥ Enabled, ¥4& WLAN ) Z £ KE&.E R Web-Auth,

CISCO MONITOR  Widms CONTROLLER WI[RELESS SECURITY  MANAGEMENT COMMANOE  HELP
| WLAME WLANS
= WLANS Profile Name TYpe WLAN 5510 Admin Status Security Palicies
L&NS LR WLAN [weani | Enabied | [ web-auen B

|k Rdvamosid

2. B WLC GUI H#Y Security 388, R Cisco Secure ACS (10.77.244.196) fE R E L5 H,
BIRE &S Network User ., H#aREEO R 1812, # H Admin Status 3 Enabled.
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CISCO WiLAks | LLER  WIRELESS  SECURITY  MAbAGEMENT

Security RADIUS Authentication Servers
™ AAA Call Station 10 Type | [P Address o
aEmEral
w RADILS
Autherticakior Use AES Koy Wrap [ [Designed for FIPS custorners and requires a key wrap comoliant RADIUS servar)
Acoounting
acl —r— 1
Ch r_-i"E . % Metwerk | Server
® LA ALe User !F‘IrIIIrHJFIIH-'II‘ Index Server Address Pord TP&ed Admin Status
L | P B e P T A e T S e e e S £ £ e ey
Local Het Users = | ] i [Go77zaa198] [1maz] Disabiled Enabled ]
___________ 1 J =)

MAC FdtEring
Cigablad Chants
L=er Login Podicies
AF Folkoies

Local EAP
Priority Order

Access Control Lists

* w

Wireless Protection
Palicies

Web Auth
Adwanced

-

L

B PR B B

Web S RIEREIBEFZRE, XN FTL LAN #2E25 (WLC) LE Web S HRIEHH 1T FEHE
BRATIE 8 1th 154 A 1% 4 R (R

BEABSS

EXE . FHIXEdebugi T2 A, S HEXDebugim THEEE L.,

B Telnet T2 E] WLC H & HiX L ap T BAXS & 43 R E 1T H R HERR

- debug aaa all enable
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Successful transmission of Authentic
ation Packet (id 1) to 10.77.244.196:1812, proxy state 00:40:96:ac:dd:05-00:01
Fri Sep 24 13:59:52 2010: 00000000: 01 01 00 73 00 00 00 00 00 00 00 00 00 00 O

0 00 ...S.e.ueiiuieonin..
Fri Sep 24 13:59:52 2010: 00000010: 00 00 00 00 01 07 75 73 65 72 31 02 12 93 c
366 ...... userl....f
Fri Sep 24 13:59:52 2010: 00000030: 75 73 65 72 31
userl

Fri Sep 24 13:59:52 2010: ****Enter processIncomingMessages: response code=2

Fri Sep 24 13:59:52 2010: ****Enter processRadiusResponse: response code=2

Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Access-Accept received from RADIUS s
erver 10.77.244.196 for mobile 00:40:96:ac:dd:05 receivelId = 0

Fri Sep 24 13:59:52 2010: AuthorizationResponse: 0x12238db0

Fri Sep 24 13:59:52 2010: structureSize. ... ... e 89
Fri Sep 24 13:59:52 2010: resultCode. . v ittt it e e e e e e e e 0
Fri Sep 24 13:59:52 2010: protocolUsed. . ..ottt e e e e 0x0
0000001

Fri Sep 24 13:59:52 2010: proxyState. . .. e e e 00:
40:96:AC:DD:05-00:00

Fri Sep 24 13:59:52 2010: Packet contains 2 AVPs:

Fri Sep 24 13:59:52 2010: AVP[01l] Framed-IP-AddresSsS. .. ..u .o enenn.
..... Oxffffffff (-1) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP [02] ClasSS . v ittt e et et et e e e ettt

..... CACS:0/5183/a4dfd4ce/userl (25 bytes)
Fri Sep 24 13:59:52 2010: Authentication failed for userl, Service Type: 0
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Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Applying new AAA override for statio
n 00:40:96:ac:dd:05
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Override values for station 00:40:96
rac:dd: 05
source: 48, valid bits: 0x1
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: '',
aclName:
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Unable to apply override policy for
station 00:40:96:ac:dd:05 - VapAllowRadiusOverride is FALSE
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Sending Accounting request (0) for s
tation 00:40:96:ac:dd:05
Fri Sep 24 13:59:52 2010: AccountingMessage Accounting Start: 0x1500501c

Fri Sep 24 13:59:52 2010: Packet contains 12 AVPs:

Fri Sep 24 13:59:52 2010: AVP[01l] User-Name....cccococccccccsscsssscscs
..... userl (5 bytes)

Fri Sep 24 13:59:52 2010: AVP[02] NasS-POTt. .. .utittite it
..... 0x00000002 (2) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP[03] Nas-Ip-AddressS. ... vvee e tnnnnnnnn
..... 0x0addfdce (172881102) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP[04] Framed-IP-AddressS......c.uueeeennnnn.

..... 0x0addfdc7 (172881095) (4 bytes)
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