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2. TE'rﬂFLEUAdmmlstratlon > |dentity management > External Identity Sources > Active directoryo

‘tysbe  Identity Services Engine Home  »ContextVisibilty  » Operations  » Policy [IRd i e

» System |+ |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cenlric NAC

» ldentities  Groups  Extemal Identity Sources  Identity Source Sequences  » Settings
N

External Identity Sources Active Directory

v = .{L_;' Edit 9 Add Delete  J~MNode View g Advanced Tools Scope Mode

Certificate Authentication Profile ' (3| Join Point Name « | Active Directory Domain

L Active Directory Mo data available
LDAP
CDBC
RADIUS Token
RSA SecurlD
SAML Id Providers

7O

Social Login

3. £ #HAdd , A5 MActive Directory il ARBFREBEM AT BN B BERN. EARFF |, ISEXE
A B 38wiaan.com , 3 B 1A R385 E 9 AD.wiasan.com - ISERY A it BB E & i,

External Identity Sources
v|E=~ Si,

| Cerificate Authentication Profile

* Join PointName [ AD.wiaaan.com | @

| Active Directory * Active Directory Domain |wlaaan.coni | i
| LDAP

| CDBC

| RADIUS Token - -

| RSA SecurlD m lm

1 SAML id Providers

Social Legin




4. Fsomit FRHE , /ITHA -1 #BEHED , AEEREELEFISEIMAAD, RyeHZHE
B2 5 PR A Active Directory A P& , SAFFT A MEF A,

Join Domain
Please specify the credentials reguired to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i | Administrator
* Password

") Specify Organizational Unit i
("I Store Credentials i

5. Kt fa , BATFISERIEMEIAD,

b Identities  Groups  Extemal ldentity Sources  ldentity Source Sequences  » Settings

External Identity Sources Whitelisted Domains PassivelD Groups Atributes Advanced Settings
arEr .
[ GoetBcmin fsfvticaton Froff * Join PointName | AD.wiaaan.com | a
» [ Active Directory * Active Directory Domain  wiaaan.com i
& Loap
3 opsc P m—
&5 RADIVS Tokon __..m & Leave @ Test User ﬂWTod éwm . .
{2 RSA SocuriD [ ISE Mode « | ISENode Role | Status Domain Controllar Site
[ sAML 1 Providers rmanchur-ise.wiaaan.com STANDALONE (3 Operational WIN-CFAZICSRILO.wigaancom  Defaull-First-Site-Name
&5 Social Login
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External Identity Sources > Active directory >
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» System | - ldenlity Management » Network Resources ¢ Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC

¥ Identities  Groups  External ldentity Sources  Identity Source Sequences  » Settings

External Identity Sources Connaction Whitelisted Domains PassivelD Attributes Advanced Settings
T B i Edit bAdd v Delete Group  Update SID Values
L3 Cernificate Authentication Profile '
il i ! Nam Select Groups From Directory . 8D
* & Active Directory Add Group
“J AD.wiaaan.com No data available
L LDaP
{& ooBec
L RADIUS Token
£ RSA SecurlD

5] SAML id Providers
.l Seocial Login

7RI REED , SN ERPEESRRURRIEEAIMADRRIEA.
MADAFRFEFERNE , RFHKoK.

Select Directory Groups x|
This dialog is used to select groups from the Directory.
Domain| wlaaan.com M |
Name Filter| * SID Filter] * | Type Filter] GLOBAL v
Retrieve Groups... 13 Groups Retrieved.
[] Name « | Group SID Group Type
[ wiaaan.com/UsersiCloneable Damain Controllers 5-1-5-21-2222429329-4108085164-3220345271-522 GLOBAL
[ wiaaan.com/UsersiDnsUpdateProxy S5-1-5-21-2222429329-4108085164-3220345271-1102 GLOBAL
[ wiaaan.com/UsersiDomain Admins 5-1-5-21-2222429329-4108085164-3220345271-512 GLOBAL
[] wlaaan.com/Users/Domain Computers S5-1-0-21-2222429329-4108085164-3220345271-515 GLOBAL
[] wiaaan.com/Users/Domain Controllers 5-1-5-21-2222429329-4108085164-3220345271-516 GLOBAL
[] wilaaan.com/Users/Domain Guests 5-1-5-21-2222429329-4108085164-3220345271-514 GLOBAL
[ wlaaan.com/Users/Domain Users 5-1-5-21-2222429329-4108085164-3220345271-513 GLOBAL
[] wiaaan.com/Users/Group Policy Creator Owners 5-1-5-21-2222429329-4108085164-3220345271-520 GLOBAL
wilaaan.com/UsersiHR 5-1-5-21-2222429329-4108085164-3220345271-1105 GLOBAL
[] wiaaan.com/UsersiKey Admins 5-1-5-21-2222429329-4108085164-3220345271-526 GLOBAL
wilaaan.com/Users/Marketing 5-1-5-21-2222429329-4108085164-3220345271-1104 GLOBAL
[ wiaaan.com/UsersiProtected Users S5-1-5-21-2222429329-4108085164-3220345271-525 GLOBAL
[] wlaaan.com/Users/Read-only Domain Contrallers 5-1-5-21-2222429329-4108085164-3220345271-521 GLOBAL

K3 (concel |
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Connection Whitelisted Domains PassivelD Attributes Advanced Settings

Edt <FAdd v 3 Delete Group Update SID Values

[] Name . SD
[ wiaaan.com/Users/HR S-1-5-21-2222429329-4108085164-3220345271-1105
§-1-5-21-2222429329-4108085164-3220345271-1104

[[] wiaaan.com/Users/Marketing

BB Reset

9. FWLCHRINEISEM ik & 5 2R-5 M1 Bl Administration > Network Resources > Network Devices , SR S5 #RAddo

BEEWLCHISEZ BHZEHWLCEE IPH#b i MIRADIUSH EZZF AR TR ELE.

‘il Mdentity Services Englne Home  » ContextVisbilty  » Operstions  + Poly

* Device Portal Management  pxGrid Services ¢ Feed Service  » Threat Centric NAC

» System  » Identity Managemen! | - Network Resouroes
~Motwork Dovices  Network Dovice Groups  Metwork Device Profiles  Extomal RADIUS Servers  IRADIUS Server Sequences  NAC Managers  Exiemal MDM  » Location Services
o
Notwork Devkoa Network Devices List > New Network Device
Network Devices

Default Dovice: r
“ Name | WLCSS20
Device Security Setings )
Doscripiion

Phgdress | *IP: [10.48.71.20

NI

@ IPv6 is supported only for TACACS, At least one IPv4 must ba defined when RADIUS is salectad
* Device Profile  if; Cisco | » | &
T —
] E—

° Network Device Group

e —

IPSEC [ IPSEC Device  © | |.SetTo Default

e T —

« RADIUS Awhentication Setings

RADIUS UDP Settings
Profocel - RADIUS

G a—
e —

RADIUS DTLS Settings |
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VLAN1478,
£ i1 2 Policy > Policy Elements > Results > Authorization > Authorization profilesH 2 T Add3R 40 LA B 22 3 B 2

Xt

‘tstlt identity Services Engine

Policy Sats  Profling Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions - Resulls
—
[ ]
+ Authentication Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
- Authorization

/' Edit Add By Duphicate | 3 Delete
Authorization Profiles C:}_'i ]

[ Name Profile a  Description
Downloadable ACLs . asaaor

[0 Blackhole_Wireless_Access & Cisco & Default profile used 10 biacklist wireless dev

+ Profiling [ Gisco_IP_Phones &% Gisco & Defaull profile used for Cisco Phones.

» Posture [0 Cisco_Temporal_Onboard &% Cisco & Onboard the device with Cisco temporal ag
[0 Cisco_WebaAuth ik Clsco &3 Dafault Profile used to redirect users to the

FiCliont Provisioning [0 NSP_Onboard &% Cisco & Onboard the device with Native Supplicant
[0 Non_Cisco_IP_Phones i Cisco Default Profile used for Non Cisco Phones.
[0 DenyAccess Default Profile with access type as Access-
[0 PermitAccess Default Profile with access type as Access-

- ERAANANVIANEE ERENEEXHEE ; RIERT vakeingABERE.

Dictionaries ¢ Condiions - Resulis
—
L]
Authorization Profiles > New Authorization Profile

Authorization Profile

~ Authorization *Name | Marketing

b Authentication

Authorization Profiles Descrigtion | Marketing 7
Downloadable ACLS " Aecess TYpe [ACCESS ACCEPT -

PLEL] Network Device Profile 2 Cisco | » | &

» Posture

Service Template

» Client Provisiening TGk Movsment f

Passive ldentity Tracking

¥ Common Tasks

DACL Name

ACL (Filter-10)

Security Group

% VLAN TagID 1 Edit Tag | 1D/Name [ 14771

+ Advanced Attributes Settings

Select an item | =[

~ Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:1477
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1.6

[some JO=
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1. FISEELE AWLC EBWRADIUS B I EARSSES . S MEIWeb UISRTH A Y Security > AAA > RADIUS >
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MONITOR  WLANs

CONTROLLER

WIRELESS

SECURITY

MANAGEMENT COMMANDS HELP FEEDBACK

Security

+ AAA
General
* RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVFP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP
Priority Order

v w

Certificate

-

Access Control Lists

Wireless Protection
Policies

L d

Web Auth

-

TrustSec
Local Policies

Umbrella

v v

Advanced

Server Index (Priority)

Server [P Address{Ipvd/Ipwve)
Shared Secret Format

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings
Apply Cisco ACA Default settings
Key Wrap

Port Number

Server Status

Support for CoA

Server Timeout

Metwork User

Management

Management Retransmit Timeout
Tunnel Proxy

PAC Provisioning

IPSec

Cisco ACA

RADIUS Authentication Servers > New

23

I 10.48.39.128 I

ASCII |

m (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
1812
_Enabled %)
“Enabled |
5  seconds
Enable
Enable
5 seconds
| Enable
_| Enable
Enable

| Enable

2. EWLC EBywLANSEB % T B B SSIDoffice_hq ; Itk =45l FwpazaES+dotix FIAAAR S BLiESSID,
2 AWLANIEER#E Ooummy , RN HESBEERADIUSY B EBAIVLAN, AMIEWLC LRI LLE
B0 HA TPt , BIPHUTHEERE , A LTHEEREY AT LA EREIZELIE
ORVLAN , FbinR& B2 EVLAN |, FER S EBREMMVE,

U LR A

CISCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
« WLANs Current Filter: None [Changs Filter] [Clear Filter] I e : | Ga I
WLANS

b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPAZ][Auth{802.1X)] [ ~]
2 WLAN ArdroidapP AndroidaP Enabled [(WPAZ][Auth{PSK)] [~}
253 WLAN BTER-BTwifi-public BTwifi-public Enabled [WPaZ][Auth{PSK)] [~ ]

MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS MELP  FEEDBACK

WLANs WLANS > Now

. g
ST ee LS ] I
s s E.,. =
¥

50
1]




WLANSs > Edit ‘office_hq'

~ General | Security | QoS | Policy-Mapping | Advanced |

Profile Name office_hg

Type WLAN

SSID office_h )
Status I Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an 3
Interface/Interface Group[GI dummy v I
Multicast Vlan Feature ™1 Enatled

Broadcast SSID Enabled

NAS-ID |none

WLANSs > Edit "office_hq'

General | Security = QoS | Policy-Mapping | Advanced |

Layer 2 r Layer 3 T mﬂwm]

Layer 2 Security £ || WPA+WPA2 .
MAC Filtering2 [

Fast Transition

Fast Transition | Adaptive §|
Ower the DS
Reassociation Timeout 20 Seconds

Protected Management Frame

PMF | Disabled %
WPA+WPA2 Parameters

WPA Policy 3|
WPA2 Policy
WPA2 Encryption @AES TKIP  [CCMP256 [ IGCMP128 [ /GCMP256

Authentication Key M + 18

802.1X Enable I
CCKM Enable




WLANSs WLANSs > Edit ‘'office_hq"

v WLANs | General | Security | QoS | Policy-Mapping | Advanced |
WLANSs

» Advanced [ Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface | |Enabled

Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
nabled |2 Enabled Enable

Server IP:10.48.35.128, Port: 1812 & I IP:10.48.39.128, Port:1813 § |

Server 2 | None H i Naone ¥

Server 3 | None +|| None

Server 4 Mone ¥/ None

Server 5 | None ¥ /| None

Server 6 | None +|| None ¥

Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
Server None ¥ None ¥

WLANS > Edit ‘office_hq'

| General | Security | QoS | Policy-Mapping | Advanced
I Allow AAA Override Enabled I DHCP
Coverage Hole Detection Enabied DHCP Server Override
Enable Session Timeout v 1800
Session Timeout (secs) DHCP Addr. Assignment Required
i LJEnabled -

AlronetIE GEnabie Management Frame Protection (MFP)
Diagnostic Channel 18 Enabled
Override Interface ACL IPvd | None 3 IPv6 | None 5 MFP Client Protection £ Optional 3
Layer2 Acl MNone % DTIM Period {in beacon intervals)
URL ACL Nene * ;

802.11a/n (1 - 255 1
P2P Blocking Action Disabled ¥ &/ )

802.11bfg/n (1 - 255) 1
Client Exclusion 2 @Enables 180

Timeout Value (secs) NAC
; 8 —
Maximum Allowed Clients £ o NAC State | None T
3 1 i1

Static IP Tunneling == (i Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled -

Client Load Balancing

. . B .
Maximum Allowed Clients Per AP Radio 200 Client Band Select

Clear HotSpot Configuration Enabled . .
Passive Client

Client user idle timeout({15-100000)
Passive Client

3. R AHMEWLC ERIZAFPVLANMZIASIEZEO, S/ ZE controller > InterfacesUISR B, BIRWLCHEZ
VLANFREBGZHAFED |, e RERTEZAAAREIVLANS B,



CISCo

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT

COMMANDS

HELP

FEEDBACK

Controller

General
Icons
Inventory
Interfaces
Interface Groups
Multicast

b Network Routes

» Fabric Configuration

¥ Redundancy

» Mobility Management
Ports

b NTP

» CDP

» PMIPVE

¥ Tunneling

b IPvG

» mDNS

b Advanced

Lawful Interception

oAl

General Information

Interface Name vianl477

MAC Address 00:a3:8e:e3:5a:1a

Configuration

Guest Lan
Quarantine
Quarantine Vlan Id 0

NAS-ID none

Physical Information

Port Number 1
Backup Port o]
Active Port 1

Enable Dynamic AP Management

Interface Address

VLAN Identifier 1477

IP Address 192.168.77.5
Netmask 255.255.255.0
Gateway 192.168.77.1
IPvE Address

Prefix Length 128

IPvE Gateway

Link Local IPvE Address

DHCP Information

feB0::2a3:Beff:fee3:5ala/64

Primary DHCP Server 192.168.77.1
Secondary DHCP Server
DHCP Proxy Mode | Global =

£ FAWindows 1073k 5k 77 F1Anyconnect NAMMIiE#

T 445 A 2EAP-PEAP S A1 BISEMEFI B &I H(SSC) , BMAB BT BBE RIS
Kif, ERWRER  MAEISELERALENMZEREULS , HERELAFRBESZEMHE
CA’(Trusted CA)SIR T3 T MM RIEF,

Mt 5Windows 10FN 4 ity i 5K 5 HIEHRE -

1. 3T FFNetwork & Internet settings > Wi-Fi > Manage known networksFF 38 13 32 Add new network£H £ 22 7 #9 X 4% Bii B3
#; EEMmEER.



@ Wi-Fi

Manage known networks

Add a new network

Network name

I office_hq |

Preference All Security type
| WPA2-Enterprise AES v |

EAP method

| Protected EAP (PEAP) v ‘

Authentication method

| Secured password (EAP-MSCHAP v2) ~ |

Connect automatically
] Connect even if this network is not broadcasting

Save Cancel

2. REISELN S HRIEAEHBRNAFIERT EBNEENHS,

O Rebesn O ResetRepenCounts B Expen Tow Tress @
Tiea St Detals  Rapeal.. lsensty Ersipoint D Encpoint ... Authenticat . Authorizaiion Policy Authorizati, 1P Aderess Motwsrk Davica  Devics Port Mty Group Poatsra 5L Server

® : Bot ®
Fit 15, 2009 02 14.63.300 PAA L] & 3 Bet FAC 80621480 e Defsstas .. Dot > Weskda_HR i [rser—_.
Fet 15, 201 02 00 56,349 P -] & Bos FABC S 621480 inows, Detat=> .. Dataut > Wosesa_HR L wacss Wrscwn maechu s

3. REWLCEWEFIR®E , BRECE S ES EBHNVLANFL TRUNRKRE,

Seye Cosfiguration  Ping  Logout Refresh

MONITOR  WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK A Home
Monktor Cilents Entries 1 -2 of1
Summary Cwrrant Filter  Nene CEhaoes Eiter] |Ciear Fiker)

b Access Points
b Ciseo CleanAir

4 e Cllant MAC Addr Pbddronnd Lot ot AP Mama WLAN Profila WLAK SEID ardam Protocal States Port Siotid  Temnel  Pastlans
N MBcsEn A | 1901687836 MRSCT?,BDOE 6162 affice_ha e ha B0LL18(S GHI)  Assooased ro1 L] Ho

¥ Rogues
Clbents
Sleeping Clients
Multicast

¥ Applications

4. MWLC CLI , AJsE Flshow client dertails
MEREFFRAAS :

show client detail f4:8c:50:62:14:6b

Client MAC AdAress. ......vvviiiiiirinnnennnnnns f4:8c:50:62:14:6b
Client Username ...........veirmrnnnnnnnnennnnnns Bob

Client Webauth Username .........coiiiiinnnnnnnnn N/A

HoStname: ... .. ittt ettt e e et eanennens

DeVice TYPE: ittt i ettt ettt e e Intel-Device



AP MAC Address
AP Name
AP radio slot Id
Client State

User Authenticated by

Client User Group
Client NAC 00OB State
Wireless LAN Id
Wireless LAN Network
Wireless LAN Profile
Hotspot (802.11u)
Connected For

Gateway Address
Netmask

Policy Manager State
EAP Type
Interface

Quarantine VLAN
Access VLAN

Name (SSID)
Name

i 5Windows 10FAnyconnect NAMBYE#E -

1. Mavailable SSIDs%| &R MEMWEAP B UK ( EARFIPEAPH ) AR A& B IIEXR

B AEESSID,

Cisco AnyConnect

Enter information for the connection.

Descriptive Mame:
SSID:

Security:

802. 1% Configuration

VPN

70:69:5a:51:4e:c0
AP4C77.6D9E. 6162

Associated
RADIUS Server
Bob

Access

office_hqg
office_hqg

Not Supported

242 secs
70:69:5a:51:4e:cd
36

192.168.78.36
192.168.78.1
255.255.255.0

PEAP

Use & browser to gain access.

Web Authentication Required

Network:

Connected (10.103. 150.57)

&

| internet

WiFi
Hidden Metwork

| office_hg Scan:

I office_hg

WPA2 Enterprise AES

ican not required on current Wi-Fi.

I password

g Security:

missing.

not currently protected by Umbrella.




2. RERATRAFSORIENAF A MEDG,

Cisce AnyConnect | office_hg

Flease enter your username and password for the
network: office_hg

Network:
Authenticating

| office_hq & il v| =

Web Security:
Mo License Key.

System Scan:
Limited or no connectivity.

3. ATISEEHBEEFImAESSC , BHAMFFEREMEILED (EEFHEF , BABRWE
ISELZERZEMFILES )

Cisco AnyConnect it

VPN
Verify your network connection.

The server certificate for the network 'office_hg' has
failed validation. Do you want to trustit?

'3

| e Connect

Certificate Name: rmanchur-ise.wlaaan.com@

Mo Metwork Connectivity

Issued To: rmanchur-ise.wlazan.com

Issued By: rmanchur-ise.wlagan.com Network:

Authenticating

Expiration Date: 2020-02-13 15:03:40 UTC

Do Mot Trust

EY

| office_hq & il v| =

o Web Security:
Mo License Key.

4. REISE LW & BRI A EHWEN A /LR T EREA RN B X,



Fob 15, 2670 GE 5134 897 PU -] s * 5 4 HACHEHE ¥ MosetW. Do + W Worksaton # mearchr i 4

5 REWLCEMNEFIR%ZE , BREE D ER EBWANVLANFL TRUNRE,

Clients Entries 1 -
Current Filter Moo [Shaogs Fiter] (Sieer Fiter]

Elient MAE Addr 1P Addrasa(1pvd/ 1pvE) AP Marise WLAN Prafile WLAN SSIB Ui Marise Protocal Status TOTE Port Slstld  Tunsel

P S0 192.268.77.32 APCTTEDIEE162 oice_haq office_hg e B0Z.11mc(5 GHI)  Assocated te

6. MWLC CLI , AJ {8 F show client dertails
TPREZFRRS :

Client MAC Address. ......couiiiiiiinninnnnennnnns f4:8c:50:62:14:6b
Client Username .........c.ouuurimnnnnnnnnnnennnnns Alice

Client Webauth Username .........ovevrunnrnrnnnns N/A

HosStname: ... ..ttt ittt e e e ean s

Device Type: ittt it st ettt Intel-Device

AP MAC Address. ......ouiiiiiiiniinnnrnnnnneenns 70:69:5a:51:4e:c0
AP Name. .ottt ettt e, AP4C77.6D9E.6162
AP radio sTlot Id.......cuiiiiiiiiinn it 1

Client State.....viiii ittt e et tana s Associated

User Authenticated by ........... .. .. RADIUS Server
Client User GroUp. ..o veeeee s innnnneennnnennnnns Alice

Client NAC OOB State.....uouurrimnnnnrrnnnnnnnnnns Access

Wireless LAN Id........iiiiiiiiiiinnnriinnnnennns 3

Wireless LAN Network Name (SSID)......cvvivvnnrn. office_hqg
Wireless LAN Profile Name............ccuiivivnnn. office_hqg
Hotspot (802.10U) ... i siiiie i iian s eeannnnnnns Not Supported
Connected FOr ....iiiiii i it e e e tann s 765 secs

2 1D 70:69:5a:51:4e:cd
Channel . ... it i i i et ettt ananns 36

TP AdAressS . .t s 192.168.77.32
Gateway AdAress. ......coeiiiiiinnninnnneennnnnnn 192.168.77.1
NEtmMaSK . & v s 255.255.255.0
Policy Manager State........ouiiiiiiniinnnnnnnn. RUN

PoTicy Type. . ittt e et st WPA2
Authentication Key Management.................... 802.1x
Encryption Cipher..........ciiiiiiiii i, CCMP-128 (AES)
Protected Management Frame .............ccuuuvunn. No

Management Frame Protection.................ccuu.. No

EAP TyYpe. ottt ettt e, PEAP

I oY =Y o vlanl477

VLAN. . et e e 1477

U HEER



1. {55 Ftest azaradius username
password

wlan-id

AN WLCHISE Z B RFIRADIUSIE$Z |, 15 FH test asa show radius A] 2 7REE R o

test aaa radius username Alice password <removed> wlan-id 2

Radius Test Request

Wlan-dd. ...t e e e 2

ApGroup Name. ... .o i ittt e et e e aaans none
Attributes Values

User-Name Alice

Called-Station-Id 00-00-00-00-00-00:AndroidAP
Calling-Station-Id 00-11-22-33-44-55

Nas-Port 0x00000001 (1)
Nas-Ip-Address 10.48.71.20

NAS-Identifier Ox6eb6f (28271)

Airespace / WLAN-Identifier 0x00000002 (2)
User-Password cisco!123

Service-Type 0x00000008 (8)

Framed-MTU 0x00000514 (1300)
Nas-Port-Type 0x00000013 (19)

Cisco / Audit-Session-Id 1447300a0000003041d5665c
Acct-Session-Id 5c66d541/00:11:22:33:44:55/743

test radius auth request successfully sent. Execute 'test aaa show radius' for response
(Cisco Controller) >test aaa show radius

Radius Test Request
WTaN-Td. .t e, 2
ApGroup Name. ... .o i ittt e et e e aaans none
Radius Test Response

Radius Server Retry Status

10.48.39.128 1 Success

Authentication Response:
Result Code: Success

Attributes Values
User-Name Alice
State ReauthSession:1447300a0000003041d5665c

Class CACS:1447300a0000003041d5665c: rmanchur-ise/339603379/59



Tunnel-Type 0x0000000d (13)
Tunnel-Medium-Type 0x00000006 (6)
Tunnel-Group-Id 0x000005c5 (1477)

(Cisco Controller) >

2. {8 F debug client
BERR Tk T P imiEE R,
3. {5 F debug asaall enableXt WLC £ B9 5 1736 11F FN 52 A 8] B 17 B FE HEBR o

R A XY debug mac adarE A ML BT, SAEARYE ST AR AIMAC b 31k BRI %80 i o

4. BZHISERN BEMAERE , LAE S HRKIEXBNADEE R,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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